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Chapter

Introduction to the
New User Interface

Overview

This chapter provides an overview of the new user interface for SL1, including how to log in, how to filter data, and
how to manage new features.

The following sections describe the various elements of the new user interface:

Configuring Communication with the Sciencelogic APl .. . ... 6
Logging In and Out of the New User Interface ... .. . . . ... 6
Using Basic Search ... . 7
Filtering Data with SmartViews ... i 9
Managing New Features on the Content Management Tab .............................................. 14
Getting Help and More Information ... . 16
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Configuring Communication with the Sciencelogic API

To avoid communication errors between the new user interface and the Sciencelogic API, configure the em7
limits.conf file to limit the number of connections per IP on all SL1 appliances that communicate with the
Sciencelogic API.

NOTE: Use this configuration if you are using a version of SL1 that is lower than 8.9.0, or if you used the
patch to upgrade to0 8.9.0 instead of using the ISO version of 8.9.0.

To configure communication on a SL1 appliance:

1. Either go to the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /etc/nginx/conf.d/em7 _limits.conf with vi or another text editor:

sudo vi /etc/nginx/conf.d/em7 limits.conf

4. Tolimit the number of connections per IP, add the following line to the file:

limit conn perip 200

5. Save your changes and exit the file (:wg).

6. Restartthe SL1 appliance by executing the following command:

sudo systemctl restart nginx

7. Runsteps 1-6 on all SL1 appliances that communicate with the Sciencelogic API.

Logging In and Out of the New User Interface

The new user inferface for SL1 provides a more intuitive and more efficient way to view and use the data in SL1.
The current or "classic" user interface for SL1 still exists. You can toggle between the two user interfaces by adding
and removing "/ap2" to the end of the URL for SL1.

NOTE: You can control access to the new user interface by aligning the Admin Portal Access (AP_Access)
access hook with an existing Access Key on the Access Keys page (System > Manage > Access
Keys) in the classic user interface.
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To log in to the new user inferface:

1. Inabrowser, type the URL or IP address for SL1.

2. Type /ap2 atthe end of the URL or IP address. For example, you could type
https://sl1.sciencelogic.com/ap2. The login page for the new user interface appears:

2 w0 - [o|EE—)

3. Type the current user name and password you use with SL1 and click Log In.

NOTE: If your company uses Single Sign-On (SSO) for authentication, you will be redirected to your
company's SSO page, where you can log in fo the new user interface with your SSO credentials.
When you log out, the logout screen redirects you to an SSO page instead of the typical login screen.

To log out of the new user interface:

1. Click your user name near the top-right corner of any of the tabs:

2. Click Log off. The login page appears.

Using Basic Search

On most tabs and pages in the new user inferface, you can use the Search field to search for specific elements on
that tab or page. The Search field contains a magnifying glass icon (“*) next to the words "Type fo search" or
"Search". You can access the field above the list of elements on a tab or list.
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TIP: To use the Advanced Search, click the Advanced link to the right of the Search field and use custom
search commands to locate elements on a tab or a page. For more information, see Using
Advanced Search.

The Search field is similar to the Filter-While-You-Type field found in the classic user interface. As you type text in
the Search field, the new user interface filters the list of elements. However, searches in the new user interface use
all relevant columns for the search, unlike the Filter-While-You-Type field, which only used the columns that were

visible on that tab or page.

To use the Search field:

Click the Search field and start typing search text. As you type, the new user inferface provides potential
matching values in a drop-down menu and starts filtering the list with your search text. For example, if you
start searching for Sciencelogic by typing science, a drop-down list appears with a list of columns that might

contain that word:

Q, science|
EVENT
ANY: science
EVENT
message: science
Resource Name: science
DEVICE
Device Name: science
EVENT

organization: science

2. You can select a column from the suggestions in the list, or you can type more text. For example, if you are
on the [Devices] tab and you select organization: science, the list displays all devices that belong to

organizations that start with "science".

TIP: You could also finish typing "Sciencelogic" to search only for devices that are part of the Sciencelogic

organization.

3.

If you select ANY from the drop-down menu, the search looks through all relevant columns for matches to

your search fext.

(oW ANY | science |
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4. You can add more search criteria to an existing search by typing additional text in the Search field, and then
selecting additional columns from the drop-down list:

x'zﬁum X Advanced

5. Toclearasearch, click the Clear button ( ) atthe end of the Search field.

Filtering Data with SmartViews

A SmartView defines a global filter based on device category. A device category is a label that groups devices by
primary function, such as "server" or "storage". The SmartView displays a list of all device categories currently in

SLT.

When you select a SmartView, all of the tabs are filtered to display only entries that match the selected device
category. For example, if you select Network as the SmartView, the [Events] tab displays events only for network
devices, like routers and switches, and the [Devices] tab displays entries only for network devices.

The All SmartView displays all of the data currently available in SLT.

NOTE: For additional SmartViews, go to the [Content Management] tab (Settings > Content
Management) and install the @sciencelogic/default-smart-views content package. For more
information about content packages, see Managing New Feafures on the Content Management

Tab.
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Using a SmartView

Tofilter all data using a SmartView:

1. On any tab, click the [SmartView] button in the top left-hand corner of the tab. A drop-down list appears:

Q

All

Cloud
Compute
Network
Storage

Unified
Communications

Virtual

# Edit Smart Views

2. Click afilter from the drop-down list. The current tab refreshes and displays only the data that matches that
filter. The [SmartView] button in the top left-hand corner now displays the name of the filter you clicked.

TIP: To search SmartViews, type search text into the Search field at the top of the SmartView drop-down list.

3. Tochange the filter, click the [SmartView] button and select a different filter from the pop-out menu.

TIP: The SmartView filter is persistent, so the filter that was in use when you logged out of SL1 remains in use
when you log in again.
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Creating a SmartView

You can create a new SmartView to ensure that SL1 displays data from only the devices you want to monitor.

To create a SmartView:

1. Gotothe [SmartViews] tab (Settings > SmartViews).

Dashboards Events Inventory Settings

SmartViews Content Management Business Services Thresholds Service Templates

Storage

TIP: You can also click the [Edit SmartViews] button from the SmartView drop-down list fo get to the
[SmartViews] tab.

Introduction to the New User Interface 11



2. Click the [Create SmartView] button. The Create SmartView modal page appears.

Create SmartView X
ESC

SmartView Title

Pingabl e|

Create SmartView

3. Inthe SmartView Title field, type a name for the new SmartView and click the[Create SmartView] button. A
new SmartView page appears:

v Dashboards  Events  Inventory Settings

Pingable

X Advanced

SmartView Options

You haven't searched anything yet. Events that are not aligned to a device

ASmartViewis a query to help focus the entire application on one set of devices. Events acknowledged by the
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4. Type search text in the Search field for the type of devices you want to include in your SmartView filter. SL1
starts searching while you type:

Dashboards Events Inventory Settings

o . Collapse ~
4 Devices in SmartView SmartView Options

Events that are not aligned to a device

Events acknowledged by the current user

102153 @ Hesithy 102153 Pingable ping icmp System

@ iy 102131 ngaie Sytem

TIP: Start with broad search terms and narrow down your search to only devices that are relevant. You can use
more than one search term. For more information about using the Search field, see Using Basic Search.

5. Toinclude events that are not associated with devices, click the Events that are not aligned to a device
toggle.

6. Toinclude events that you already acknowledged, click the Events acknowledged by the current user
toggle.

7. Click the [Save] button to save your SmartView. The SmartView appears on the SmartViews tab and the
SmartView drop-down list.

Editing a SmartView

To edit an existing SmartView:

1. Gotothe [SmartViews] tab (Settings > SmartViews). You can also click the Edit SmartViews button from
the SmartView drop-down list.

2. Tosearch the list of SmartViews, type search text into the Search field at the top of the SmartView drop-down
list.

3. Click the name of the SmartView you want to edit from the list. You can also click the [Options] button ( ™ )
for that SmartView and select Edit.

4. Update the search terms for the SmartView and click the [Save] button when you are finished.
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Managing New Features on the Content Management Tab

You can use the [Content Management] tab fo install and upgrade various features of SL1, such as new versions
ofthe user inferface (ap2) and new widget components for dashboards. These features are delivered in content
packages, which you can find on the [Content Management] tab under the [Settings] tab.

Content package names follow packaging rules for NPM, the package manager for JavaScript. Content packages
created by Sciencelogic include @sciencelogic in the package name.

TIP: You can update more than one content package at a time, and you do not need to wait for one package
to install before installing another package. Also, you can navigate away from this page and the package
or packages will continue to install.

To install or upgrade a content package:

1. Gotothe [Content Management] tab (Settings > Content Management).

Dashboards  Events  Inventory  Settings

SmartViews Content Management Business Services Thresholds Service Templates Device Classes Device Categories

IRl stall/Upgrade Packages

@sciencelogic/default-dashboards V1184 | Uninstall
#dashboards

default installed dashboards

@sciencelogic/example-widgets 2391 | Uninstall
#widget

Sample widget ibrary

@sciencelogic/ap2 v5641 | Uninstall

Admin Portal 2, th i i Pl for

@sciencelogic/widget-components V21576 ‘ Uninstall ‘

#widget

Common dashboard widget library
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2. Click the [Install/Upgrade Packages] button. The Install Packages page appears.

Install Packages el

X Advanced

@sciencelogic/example-widgets Install v2.3.104
#widget

Sample widget library
@sciencelogic/extension-examples Install v1.3.91

#extensions

Example extensions

@sciencelogic/extension-sdk Install v1.7.96

#extension

EM7 Extension SDK

@sciencelogic/widget-sdk Installv2.48.12

#widget

EM7 Widget SDK

4. Click the [Install] button for the content package you want to install. The button changes to [Installed] when
the package finishes installing. Larger content packages might take longer than usual to install.

NOTE: If you are updating the @sciencelogic/ap2 content package, allow the package to run for a few
minutes, and ignore any "Install Failed" messages.

5. Asa best practice, clear the cache for your browser after the installation, and also clear the cache in the

current or "classic” inferface by clicking the [Toolbox] or "hamburger" button (= ) and selecting Clear SL1
System Cache.

TIP: To access the classic SL1 interface, type /em7 at the end of the URL or IP address, such as
http://sl1.sciencelogic.com/em7.

6. Toview more information about a content package, including a short description and a Readme file, where
relevant, click the name of the package.

7. Click the [ESC] button fo return to the [Content Management] tab. You can leave the Install Packages
page before a content packages finishes installing.

8. To uninstall a content package, click the [Uninstall] button for that package.
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Getting Help and More Information

For documentation about any tab in the new user interface, click the question-mark icon () in the top right-hand
corner of the tab and select Help. A Help topic specific to the current tab appears in a new browser window:

Sciencelogic

e =

Performing an Advanced Search i
The newuser use custom 1o searcn for cata
« Toenadle an ik he Advanced tabinthe

« You can also use Advanced Search commands from the [All Filters] buton on the [Dashboards] tso.
To create an Atvanced Search:
1. Clickthe Advanced linkto the right of 3 Search fleld or fite isid. The search tjpe changes from Basicto Advanced (note the changs in font stye).
2. Atthe minimum, an in
« Afield. The general type of data for which you are searching, such as 3 device name of an event message.
such as equals orless than

NOTE: For mare information about elds,

3. Starttyping a field name for your search. AS you type, the new user nterface displays a ist of available felds In a drop-down menu.

TIP: Toview a st of all possible search commands at any pointin an Advanced Search, press [Ctri+Space].

4 Select ortype a fleld name and then starttyping an operator Again, he new user nterface provides a listof available options.

TIP:As youhpe your a ) sppears athe Jour command s Incorecty ormated orincomplete. Clck i fed con o iew additonal detas.

5. Type avalue to complete your search When your search et (4) appears attne

The online Help includes a Search field at the top right-hand corner of the window that you can use to find
additional topics related to the new user inferface and the "classic" user inferface.
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For more information about the components used by the new user interface, click the question-mark icon () in

the top right-hand corner of the tab and select About. The About Sciencelogic page appears:

2 Dashboards Events Inventory Settings em7admin v @Smencemg\( ?
About Sciencelogic
Q Finda nent by name, version, license type. x
Sciencelogic
About Sciencel ogic ~
about 2.2.3
~ Open Source Components ~ 7or CREREDTITE 2615
~ agent-inventory 22491
abbrev 111
ap2 5641
acorn 521
ap2-client 2.0.0
agent-base 411
application-components  0.16.22
agentkeepalive 330 application-map  2.46.1
aiv 530 avatar 3.0
amdefine 101 browser-tests  1.16.0
aimate.cos 552 business-services 1.84.4
charts 2.2313
ansi-align 200
components  2.128.2
ansi-regex 211
components-live 180
i 3.00
snsiregex content-management 0.12:49
ansi-styles 221 dashboards  2.196.4
ansi-styles 320 data-analysis 0.58
ansi-styles 321 data-analysis-worker 1.4.8
v
ansicolors 032
§ Copyright © 2003-2017 ScienceLogic, Inc. - All rights reserved.
ansistyles 0.13
EM7 and technologies contained herein are patent pending. Sciencelogic and EM7 are registered trademarks of ScienceLogic, Inc.
aproba 120 &

TIP: To identify the version of the new user interface for SL1 you have installed, click About Sciencelogic in the
left-hand pane and locate the ap2 value in the list of Sciencelogic components in the right-hand pane.

In the left-hand navigation pane, click any of the components in the Open Source Components pane to view
licensing information about those components, along with links to relevant websites where relevant. To search for
a specific open-source component, type the name of that component in the Search field at the top of the

page. The list of components is filtered by your search terms.

Introduction to the New User Interface 17



Chapter

Using Advanced Search

Overview

This chapter describes how to create advanced searches on the various tabs of the new user interface for SL1.

The following sections cover the details of Advanced Search:

Performing an Advanced Search .. 19
Componentsof an Advanced Search ... . ... 20
Fields 21
O DI OrS .. 23
VOlUBS 25
Additional Components of an Advanced Search ... .. .. 25
S I GS oo 25
Escape characters . 26
Examples of Advanced Searches ... . 27
Advanced Search Examples on the Devices Tab ... ... . 27
Advanced Search Examples on the Events Tab ... .. .. 28
Advanced Search Examples on the Services Tab ... .. 28
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Performing an Advanced Search

SL1 includes an Advanced Search option that lets you use custom search commands to search for data. To enable
an Advanced Search, click the Advanced link at the top of any tab or list in the new user interface.

To create an Advanced Search:
1. Click the Advanced link to the right of a Search field. The search type changes from Basic to Advanced
(note the change in font style).

2. Atthe minimum, an Advanced Search requires the following components, in the following order:

o Afield. The general type of data for which you are searching, such as a device name or an event
message.

« Anoperator. Aword or symbol that specifies the relationship between the field and the value, such as
equals or less than.

« Avalue. A specific aspect or version of the field, such as a name or an amount.

NOTE: For more information about fields, operators, and values, see Components of an Advanced
Search.

3. Starttyping a field name for your search. As you type, the new user interface displays a list of available fields in
a drop-down menu.

o) mEI
message field _
alignedResourcelame field

TIP: To view a list of all possible search commands at any pointin an Advanced Search, press [Ctrl+Space].
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4. Selectortype afield name and then start typing an operator. Again, the new user interface provides a list of
available options.

'
L, message CDFII

contains operator |
doesNotContain operator

TIP: As you type your search command, a red exclamation mark icon (n) appears at the end of the text field if
your command is incorrectly formatted or incomplete. Click the red icon to view additional details.

5. Type a value to complete your search, and type additional search commands as needed. When your search

is complete and formatted correctly, a green check mark icon () appears at the end of the text field:

‘ () message contains “"problem” | X ‘

6. Click the [Search] button. The results of your search appear.

TIP: You can type search commands in the Basic Search field, and then click the Advanced link to
"translate" your basic search info an Advanced Search.

Components of an Advanced Search

Atthe minimum, an Advanced Search requires the following components, in the following order:

« Afield. The general type of data for which you are searching, such as a device name or event message.

« Anoperator. Aword or symbol that specifies the relationship between the field and the value, such as
equals or less than.

» Avalue. A specific aspect or version of the field, such as a name or an amount.

The following table contains examples of Advanced Search commands (the quotation marks signify a string of text):

field operator | value

name = "device-name"
counter | > 10

message | contains | 'Error’
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In the Advanced Search field, you would type these three searches in the following way:

name = "device-name"
counter > 10
message contains 'Error'

You can also include the operators "and" or "or" to your search command. Basic Search in the new user interface
uses only "and" searches, unless you specify "Any" in your Basic Search.

NOTE: When the new user interface evaluates an Advanced Search command, it evaluates the "or"
expressions first, followed by the "and" filters.

For example, the following search command looks for events that have occurred more than ten times and contain
a message with the word "Error" (or "error") :

counter > 10 and message contains 'Error'

The following search command looks for devices with a name of "device-name" or messages containing the word
"Error" (or "error"):

name = "device-name" or message contains "Error"

You can use parentheses () to group expressions and to ensure that the expressions are evaluated in the correct
order. The following search command looks for either critical events that have only occurred ten times or major
events that have occurred more than 50 times:

(counter > 10 and status = Critical) or (counter > 50 and status = Major)

TIP: Searches in the new user interface are not case-sensitive, so you can use any combination of upper-case
and lower-case lefters.

Fields

For most searches, you start your search command with a field name. When you start typing in an Advanced
Search field, the new user interface provides a list of potential fields in a drop-down menu that you can select for
your search command:

naI

name field
hostname field
organization field |
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The list of potential fields depends upon the tab you are currently on in the new user interface. The example above
is from the Advanced Search field on the [Devices] tab. If you typed the same letters in the Advanced Search field
on the [Events] tab, the drop-down menu would look like this:

nal
crganization

alignedResourceName

The following table lists some of the more common fields, along with how to use them and examples of search

commands that use those fields:

Field name

Purpose

alignedResourceName

Search for the name of a
device aligned with a device.

alignedResourceName contains
" labll

asset Search for an asset aligned asset has (assetTag contains 1)
with a device.

dateCreated Search forthe date and time a dateCreated isNotNull
device was created.

deviceClass Search for devices belonging deviceClass has (class contains
to a device class. 'Cisco’)

deviceGroup Search for devices belonging deviceGroup has (name contains
to a device group. "Network")

hostname Search for a device hostname device has (hostname = "srv")

id Search for the unique numeric | id contains "10"
ID assigned by SL1.

isAcknowledged Seorch for events fhcn‘ hove or isAcknowledged = true

have not been acknowledged.

Using Advanced Search
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Field name Purpose Example
message Search for details about an message contains "problem"
event message.
name Search for the name of the name = "server"
device
organization Search for the organization to organization has (company =
which the device is assigned "System")
severity Search for the severity of an severity in 3,4
event; severities range from O
to 4, from Healthy to Crifical. Searches for all Major and Critical events.
state Search for the state of a state in 0,1,2
device; states range from 0 to
4: Healthy, Notice, Minor, Searches for all devices with a state of
Maior, and Critical. Healthy, Notice, and Minor.
suppressGroup Hide data related to the suppressGroup = sciencelogic
specified group.
Operators

For most searches, you follow a field with an operator. The operator establishes a relationship between the field
and the value that comes after the operator.

The following table lists some of the more common operators, along with how to use them and examples of search

commands that use those operators:

Operator name

Purpose

Example

and Include two or more search counter > 10 and message contains
. . . " "
criteria before producing error
search results
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Operator name

or

Purpose

Include at least one of multiple

search criteria.

Example

name = "server" or message
contains "error"

:I ::I eql EQI Eq

The field and the value are
equal.

name = "server"

contains The field includes a specific message contains "primary"
string.
has The field contains a specific organization has (tollfree
value. The value following contains '8007)
"has" must be enclosed in
parentheses.
in The field must be part of a severity in 2,3,4
specific set of values.
not Opposite values; this operator | not field = abc
precedes the field name.
<>, !=, neq The field and the search value | field != abc
are equal.
>y gt The field is greater than the severity > 3
search value.
< 1t The field is less than the search | state < 2
value.
>=, gte The field is greater than or severity gte 3
equal to the search value.
<=, lte The field is less than or equal state lte 2

to the search value.

Using Advanced Search
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Operator name Purpose Example

isNull The field is empty. extTicketRef isNull

isNotNull The field is not empty. counter isNotNull
Values

The value you type at the end of a search command depends on the field name and the operator you use. For
most searches, you can type the value instead of picking it from the drop-down menu that lists possible search

options.

In the following example, the first search value is a string (red text) and the second search value is a numeric value

(blue text):

name contains 'np' and ip beginsWith 192.163

Additional Components of an Advanced Search

In the new user interface, you can also search for a specific set of words or characters in a string, or search for

calculated sets of data.

Strings

You can create a search command that searches for a specific set of words in a string. You can use "quotation
marks" or 'apostrophes' for your search strings, and strings are not case-sensitive.

The following table lists some of the more common string operators, along with how to use them and examples of
search commands that use those string operators:

String operator name Purpose Example
beginsWith Search for strings beginning message beginsWith "Host
with a specified value Resource”
endsWith Search for strings ending with message endsWith 'shutdown'
25
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String operator name Purpose Example

a specified value

contains Seomhforﬁﬁngsconbhﬂngo message contains "problem"

specified value

doesNotBeginWith Search for strings that do not message doesNotBeginWith "front"
begin with a specified value

doesNotEndWith Search for strings that do not message doesNotEndWith 'warning'
end with a specified value

doesNotContain Seomhforﬁﬁngsﬂmfdonof message doesNotContain "codec"

contain a specified value

Escape characters

In double-quoted strings (strings surrounded by quotation marks), you can include quotation marks in the search by
escaping the quotation marks. To escape those characters, add a backslash before each quotation mark, such as
\".

Forexample:

"Error in \"process x\""
In single-quoted strings, you can include the single-quote character by escaping it with a backslash, such as \ .
For example:

'Eric\'s Laptop'
'Error in "process x"'

TIP: You do not need to add quotes around strings in your search commands. However, if your string contains
only numbers, you might want to add quotes around it o ensure that the new user interface interprets it as
a string.
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If you do not include quotes around strings in your search commands, you must escape the following characters
with a backslash:

« all empty spaces or white spaces
e comma

« end parenthesis

Examples:
Eric's\ Laptop
Error\ in\ "process\ x"

devices\ \ (system\,\ server))

Other than the escape characters mentioned above, you can escape any character. You must escape the
backslash character if you want to use it in a string, such as \\.

The normal whitespace escape sequences can be used: \t (fab), \n (new line), \b (backspace), \r (carriage
return), and \ £ (form feed).

You can also use four-digit Unicode hex escape codes in the form \uxxxx.

Examples of Advanced Searches

Because the search commands differ for each tab in the new user interface, this section contains a set of search
examples based on context:

Advanced Search Examples on the Devices Tab

Search for all devices with a Device IDof 1, 2, or 3:
id in 1,2,3

Search for all devices with an IP Address that starts with 192.168:
ip beginsWith '192.168'

Search for all devices with "np" in the Device Name or an IP Address that starts with 192.168:
name contains 'np' or ip beginsWith 192.168

Search for all mail servers based on the organization's naming conventions (all US-based devices start with the
prefix of "us-"):

name beginsWith "us-" and name contains "mail" or name contains "smtp"
Search for all devices with "0 1" in the Device Name that belong to the Sciencelogic organization:
name contains '0Ol' and organization has (company = sciencelogic)

Search for all devices with a Device Category of "Server" or "System":
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deviceClass has (deviceCategory has (name contains "server")) or deviceClass has
(deviceCategory has (name contains "system"))

Advanced Search Examples on the Events Tab

Search for events on devices by Device ID of 1, 2, or 3:
device has (id in 1,2, 3)
Search for all events that are errors that have occurred at least 100 times:

message beginsWith "Error" and counter >= 100

TIP: You can copy a working Advanced Search from one tab and include those search commands in an
Advanced Search on another tab. Using this approach, you can now filter events based on any data about
a device or any other event-related field.

For example, you created the following Advanced Search on the [Devices] tab to search for critical devices within
a specific IP address:

name contains 'rtp' and ip beginsWith '192'

On the [Events] tab, you could use that search to find events related to that particular set of devices:
device has (name contains 'rtp') and device has (ip beginsWith '192")

For another example, you created the following Advanced Search on the [Devices] tab:
deviceClass has (deviceCategory has (name contains 'xtremio'))

The corresponding [Events] tab search enables you to see events related to that particular set of devices:

device has (deviceClass has (deviceCategory has (name contains 'xtremio')))

Advanced Search Examples on the Services Tab

Search for Services related to "Network":

( name contains 'network' or description contains 'network') or organization has
(company contains 'network')

Search for devices with a Device Class of "network.router":
deviceClass has (deviceCategory has (name contains 'network.router'))
Search for devices with a Device Class or Sub-class of "'media":

deviceClass has (deviceCategory has (name contains 'media')) and deviceClass has
(description contains 'media')
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Chapter

Viewing Dashboards

Overview

This chapter describes how to view graphs, charts, and tables that display the data collected by the new user
interface for SL1.

The following sections explain how fo view and manipulate the various elements of dashboards and widgets:

Whatisa Dashboard? . 30
The Leaderboard Widget and Driving Context ... ... 30
Widget Legends . 32
The Helper con ... L 33

Filtering Dashboard Data ... .. o 33
Using the Time Span Filter ... e 34
Zooming in on @ TIME SPAN e 34
Using the All Filters BUON ... 35
Focusing on One Device in a Dashboard .. ... 37
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What is a Dashboard?

A dashboard is a page that displays one or more graphical reports, called widgets. In the new user interface, these
widgets appear in their own pane, and display charts, tables, and text. Access to dashboards is based on your login

credentials, so you can view only dashboard data for which you have access. Also, some dashboards might be
private instead of public.

NOTE: If a blue line appears under a widget name, the widget is in the process of updating its data. When
the line disappears, the widget is done updating.

NOTE: If an item name displays as a hyperlink in a dashboard, you can click that link to go to the relevant
detail or Investigator page for that item. You can click dashboard links to the Investigator pages for
devices, events, and services.

The Leaderboard Widget and Driving Context

A leaderboard widget lets a dashboard user select specific items in a widget so that data about only those items
displays in other widgets in the dashboard:

Avg. AVE. Avg.

Servers Swap v Mem ~ CPU ~ Status v
WIN-2CNHKE2M8)1 18 29 3 @ critical
em7a0 10 0 0 .Major

192.168.33.147 0 0 o @ Major

192.168.33.87 0 0 0 @ Major

In SLT, this feature is called driving data or driving the context of a dashboard widget. For example, in the Server
leaderboard widget pictured above, if you select one or more servers on the leaderboard widget, the other widgets
in the dashboard will display data about just the servers you selected. The other widgets receive the context from
the "driving" widget, which in this example is the leaderboard widget.

To use a leaderboard widget:

1. Onthe [Dashboards] tab, select an existing dashboard or create a new dashboard with a leaderboard.
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2. Select one or more items on the leaderboard widget. The widgets to the right of the leaderboard update with
data only for the selected item or items.

Server Dashboard Public Last24Hours v AllFilters  Print  Edit

Server Leaderboard CPU Usage Memory Usage

o
]
on
o0

105 6% 8%
o o - B B -
ty-sio60 % = @i
dpdstasss o ox ox @ i Disk Usage iz Swap i
. @ i
ddaiozs (G re%) 2% o
S —
’ @ i -
N o - - Oz
o  — i _ _

3. Toautomatically select the first few items in the widget that drives "context' to other widgets, click the [All
Filters] button. The Default Data window appears:

Default Data S
By Organization
Q Type tosearchorganizations X Advanced
By Device
Q Type to search devices X Advancec d
By Service
) Type tosearchservices X Advanced

Auto-Select
Number o items

1 B

4. Inthe Auto-Select field, specify the number of items in your widget that you want to display as selected.

5. From the In Driving Widget drop-down list, select the widget that drives data (or "context") to other widgets
in the dashboard.

6. Click the [Apply] button to apply your filters and seftings.
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Widget Legends

The items you selected in the leaderboard also appear at the bottom of each widgets that contain line charts and
bar charts, arranged by line color and name:

CPU Usage =3

You can click an item name in the legend fo toggle the display of data from that item in that widget. The line nextto
the item name turns gray, and the data remains hidden until you click the item name again.

CPU Usage

one
oo
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You can also view more information about a specific point in time for an item by hovering over a line in a graph:

CPU Usage

onn
oon

Jul 31, 2017, 11:05 PM ﬂ
o LAB-CTP-01: 21.56% WMW‘%“
TN T T

| | RS L |

The Helper Icon

After you select one or more items in the Leaderboard widget, the widgets to the right of the Leaderboard display
data relevant to your selections. The widgets also contain a small icon at the top right of each widget called a
Helper icon (7).

When you click the Helper icon, you can view a list of all of the widgets that drive data or provide context to that

widget. In the example below, the Capacity Forecast (2 Weeks) widget receives data from both the Storage
Leaderboard widget and the Capacity Forecast List widget:

Capacity Forecast (2 Weeks)

o
oon

2 widgets

1ul 11,2017, 10:00 AM
# RStEDXI001: 81.8%
Storage Leaderboard

Capacity Forecast List

Filtering Dashboard Data

On the [Dashboards] tab, you can control the display of a widget, such as changing the time span in all the
widgets from one hourto 24 hours, or zooming in or out on widget data.

You can also use the [All Filters] button to narrow down the data displayed in all widgets.
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Using the Time Span Filter

You can use the Time span filter to adjust the time span that appears in all the widgets on a dashboard. The
defaultfilter is Last 24 Hours, but you can select a imespan of Last Hour ranging up fo Last 2 Years.

Last24 Hours v AllFilters

Last Hour
Last 3 Hours.
Server Leaderboard CPU Usage == Memory Usage
e Last 6 Hours
o sves oo mawse  weou Lt 12 Hours
Automation Gv (@) Minor o == 1 A, | Last24Hours - e
| Last3Days
02 e 10
Last 5 Days
sebi7-exaio-1: () Minor a 2 (\ Last 7Days
Last 30 Days
[ ] [ o ]
_ _ Last60Days
sebi-g @ Heaithy ° 39 8 Last 90 Days
Last Year
Disk Usage B Swap Last 2 e
b ® w 2
fson @ vy [ 2
@ ey
siamstacks: @Heaty 0 P .
Lo ] igh - —

TIP: lfyou see a gap in a line on a graph, that means that no data was collected during that time frame.

Zooming in on a Time Span

You can edit the time span of a line chart widget by clicking and dragging to "zoom in" on a specific time span.
To zoom in on the time span of a widget:

1. Ifneeded, adjust the amount of ime showing on all widgets by selecting a new value from the Time Span
filter. The defaulttime frame is the last 24 hours.
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2. Onthe widget, click the start time you want o view, and then drag the cursor to the left or right to create a

gray rectangle.

CPU Usage

Aug 1, 2017, 6:30 AM
® SL-HQ-[X5000: 43.86%

one
oon

3. Drag the gray rectangle to the end time you want to view,
detailed time span displays in the widget.

and then release the mouse button. A more

CPU Usage

(1]
oon

4. Toreturn to the original graph setting, click the [Reset zo

Using the All Filters Button

The [All Filters] button lets you filter the data in a dashboard by
process for the [All Filters] button works just like Search works

Viewing Dashboards

om] button.

Organization, Device, and Service. The search
on other tabs.
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Tofilter dashboard data with the [All Filters] button:

36

1.

On any of the dashboards, click the [All Filters] button in the top right-hand corner of the [Dashboards] tab.
The Default Data window appears.

1

Default Data

By Organization
By Device
By Service

Auto-Select
lumber of tems

2. Click in one of the fields and type your filter text. As you type, SL1 provides potential matching values in a
drop-down menu. For example, if you type switches in the By Device filter field, a drop-down menu appears
with a list of columns that might contain that word:

By Device

Q. switches|

ANY
ANY: switches

DEVICE

name: switches

DEVICE CLASS

Device Class: switches
Device Sub-Class: switches
DEVICE CATEGORY

Device Category: switches

ORGANIZATION

organization: switches

3. You can select a column from the suggestions in the menu, or you can type more filter text.

4.

If you do not select a column from the drop-down menu, your search is labeled "ANY". Search looks through
all available columns for matches to your search text.
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TIP: To use an advanced filter, click the Advanced link to the right of the filter field and use custom search
commands to filter the data. For more information, see Using Advanced Search.

5. Toclearafilter, click the [Clear] button ( * ) at the end of that filter field.

6. To automatically select the first few items in the widget that drives data (also called "context") to other widgets,
specify a number in the Auto-Select field.

7. To specify the widget that drives data (or "context") to other widgets in the dashboard, select that widget from
the In Driving Widget drop-down list.

8. Click the [Apply] button to apply your filters and seftings.

Focusing on One Device in a Dashboard

You can use a leaderboard or table widget to focus on just one device in a dashboard. This feature is useful if you
want to view charts and other widgets only for a specific device, or if you want to use the Print feature to generate a
PDF of this dashboard for this device.

To focus on one device in a dashboard:

1. From the [Dashboards] tab, select a dashboard with a device leaderboard, such as Server Dashboard:

Server Leaderboard CPU Usage = Memory Usage

e £

fe

N

e e v v
£

Disk Usage 22 Swap

2. Inthe leaderboard or table widget, hover over the link for the device you want to view.

3. In the Status Bar of your browser, take note of the number at the end of the URL for that link. For example,
https://em7 .sciencelogic.com/inventory/devices/detail/23.
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4. Add 2deviceld= <device ID> to the existing URL for the Server Dashboard, where <device ID> is the
number you found in step 2. For example, if the original URL for the Server Dashboard is
https://em7 .sciencelogic.com/dashboards/server-dashboard, you would update that URL to the
following: https://em7 .sciencelogic.com/dashboards/server-dashboard2deviceld=23 and press
[Enter]. When the page refreshes, only the specified device appears in the dashboard:

Last24Hours v AllFilters

CPU Usage Memory Usage

T TR A oo At

Disk Usage

5. Toreturn to the default view for the dashboard, delete the 2deviceld= <device ID > from the URL.
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Creating Dashboards

Overview

This chapter describes how to view graphs, charts, and tables that display the data collected by the new user
interface for SL1.

The following sections explain how fo view and manipulate the various elements of dashboards and widgets:

Creating a Dashboard ... il 40
Creating a Widget . L 41
Editing a Dashboard ... ... . 56
Resizing and Moving Widgets on a Dashboard . ... . . 56
Printing a Dashboard . 57
Sharing a Dashboard .. 58
Deleting a Dashboard . . . .. 59
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Creating a Dashboard

Before you can create a new dashboard on the [Dashboards] tab, you must first create the widgets that you will
use in the new dashboard.

TIP: To ensure that you are using the most recent widget components, download the latest
@sciencelogic/widget-components content package from the [Content Management] tab
(Inventory > Content Management. For more information, see Managing New Features on the
Content Management Tab.

You can create a leaderboard widget that lets a user select specific items in a table widget, so that data about
just those items displays in other widgets in the dashboard:

Avg. Avg. Avg.

Servers Swap -~ Mem CPU ~ Status b
WIN-4CNHKEZMBJ1 13 29 3 @ Critical
em7ao 10 0 0 .Maior

192.168.33.147 0 0 o @ Major

192.168.33.87 0 0 0 @ Major

In SL1, this feature is called driving data or driving the context of a dashboard widget. For example, in the Server
leaderboard widget pictured above, if you select one or more servers on the leaderboard widget, the other widgets
in the dashboard will display data about just the servers you selected. The other widgets receive the context from
the "driving" widget, which in this example is the leaderboard widget.

TIP: The typical workflow is to first create the "driving" widget, such as a leaderboard or a table, and then
create the "receiving" widget or widgets.

Widgets that receive context from another widget include a Helper icon (7). When you click the Helper icon, you
can view a list of the widget or widgets that drive context to that widget.

TIP: To enable the Preview option for a receiving widget, select a row or two in a "driving" widget after you
create it, and then create the receiving widget.
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Creating a Widget

To create a dashboard widget:

1. Onthe [Dashboards] tab, click the [Create Dashboard] button. The No Widgets Yet page appears:

Last 24 Hours v Dashboard Filters Create Widget Cancel

System Administrator's Dashboard

No Widgets Yet.

Start setting up your dashboard by creating a Widget.

Create Widget

TIP: Ifyou are currently viewing a dashboard and want to add a widget to that dashboard, click the [Edit]
button and then click the [Create Widget] button.

2. lfneeded, click the [Edit] button.

3. Ifthisis a new dashboard, click the Name field at the top left of the page and type a name for the new
dashboard. By default, the Name field displays your username and "Dashboard," such as "Jane Smith's

Dashboard". Click the pencil icon () to save the name.
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4. Click the [Create Widget] button. The Create Widget page appears:

Create Widget

What type of widget would you like to create?

Devices Interfaces

Services Events

File Systems

Device Components

5. Select a widget type by clicking the relevant box. Your options include:

Devices. Displays data based on devices and Dynamic Applications.

Interfaces. Displays data about network interfaces.

services.

Events. Displays data about the events that exist for devices.

parent-child relationship).

After you select the widget type, a new Create Widget page appears:

Services. Displays data about business services and the Health, Avai

File Systems. Displays data about disk-space used, in percent, for devices.

lability, and Risk data for those

Device Components. Displays data about entities that run under the control of another device (in a

Create Widget

Metrics & Properties id New Select Visualization Preview

Device Table

You haven't selected anything yet.
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6. Click the Select Visualization drop-down list and select how you want this widget to display data. Your
options include:

« Line Chart. Displays data as a series of data points connected by straight line segments:

Edit Memory Utilization Line Chart [>S<C
Auto Mode v Line Chart v Preview
Metrics & Properties + Add New Title Memory Utilization Line Chart sz
> Memory Utilization x
> Availability » Threshold Line
0
> CPU x
Step line

Which Devices

Devices can be selected from other widgets ®
+Add New

Type “

device v

Which Context

device voa

How Many Selections?

8 W\ v-/\\'\'VW/VAAAMMMAI\MMMW

Save Widget

o Number. Displays data as a single number to highlight an important metric for a device or event. The
size of the number and its related text that displays is based on the size of the widget, so increasing the
widget size or screen size results in a larger font size. If multiple devices or events are selected, the
number displays the average value for all selected items:

Edit CPU Number [>S<C
Auto Mode v Number v Preview

Metrics & Properties + Add New Title CPU Number =2

> CPU X

Show Trend

Which Devices

Devices can be selected from other widgets ®

Type

device ~

= 29.33 %
. Ocpu utilization

1
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« Pie Chart. Displays metrics as a percentage of a whole:

Edit Interfaces

Auto Mode

Metrics & Properties

> Utilization In

» Utilization Out

Which Devices

Devices can be selected from other widgets

Type
interface

Which Context
interface

How Many Selections?
8

+Add New

Pie Chart

Title

Interfaces

v

X
ESC
Preview
Interfaces g8

CUCM10-01_qa sciencelogic local-eth0
Utilization Qut: 3.4%

_—

CUCM10-01_qa sciencelogic local-ethd
Utilization In: 1.9%
knt-isilon—72-1-em0
Utilization In: 26.1%

knt-isilon-72-1-em0 /
Uizt o 55.5%

o Bar Chart. Displays one or more metrics as a colored vertical or horizontal bar or bars, using absolute
values. Selecting a single bar can drive data or "context" to other widgets:

Create Widget

Metrics & Properties

> CPU

> Memory Utilization

Availability

Latency

> Swap

Which Devices

Devices can be selected from other widgets

Type

device

Which Context
device

How Many Selections?

8

Advanced

Choose custom data source

~ Back

+ Add New

+Add New

x

Bar Chart

Title

Display Horizontal Bars
Automatically manage chart features based on widget size

Stack Options
no-stack

o
= ]

X
ESC
Preview

CPU Bar Chart

SAC-1503-DB-9-56-60059

SAC-1S03-DB-9-56-60054

® Availability  ® Latency

Create Widget
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o Leaderboard Bar Chart. Displays a vertical or horizontal bar chart for the objects with the highest or
lowest values for a performance metric. Selecting a single bar can drive data or "context" to other
widgets:

- X
Create Widget oo
Metrics & Properties +Add New Leaderboard Bar Chart v Preview
Tite Hlizati
> Packet Discards In x Utilization In Bar Chart
> Packet Discards Out x
Display Horizontal Bars @
> bps Out x
Automatically manage chart features based on widget size °

> bpsin x -
cack Options

no-stack M NMore_9_14-ens160
Count Type fore__14-ens

TopN v
Fetch Count

10

Which Interfaces

e 7 _

Si1-test-cdb-10-64-170-170-ens32
Advanced

Choose custom data source

® Octets Out @ Octets In

~ Back

Create Widget

« Leaderboard Tile. Displays tiles for the objects with the highest or lowest values for a performance

metric. You can use this widget to drive context to another widget, and you can select a service from
this widget to go to its Service Investigator page (Service widget types only):

Auto Mode v Leaderboard Tile v Preview
~
Metrics & Properties +Add New Title Health Leaderboard
Health Leaderboard
> Name X
> Health x Color background for health { ] NOTICE
Link to another page =
Service Type Test Business Services Test BS by laks
: . Link base URL
Business Service v
Fetch Count
10 13
Which Devices
Devices can be selected from other widgets = Test Service test
This widget can drive other widgets o
Type
Service v
NOTICE NOTICE
Which Context
Service v o+ .
test test service name
How Many Selections? [ ]
8 5
v
o
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« Leaderboard. Displays the objects with the highest or lowest values for a performance metric. A
leaderboard widget always drives data or "context" to other widgets, instead of receiving data or

context:

Edit Device Leaders

Auto Mode v
Metrics & Properties +Add New
> State X
> Name X
Count Type
TopN .
Fetch Count
10

Which Devices

Devices can be selected from other widgets

This widget can drive other widgets (]
Tyve

device v
Which Context

device Cs

How Many Selections?

8

Filter data specifically in this widget o

Leaderboard

Title
Device Leaders

Display Unit Labels

Preview

Device Leaders

smare
@ cica
@ cisca
@ cica

@ cisca

ESC

NAME

gmstacko1
RAID Group 1
Automation_GM_8x_10215111

cucM10-01

Save Widget

« Table. Displays data in a boxed set of rows and columns. A table widget can be used to drive data or

"context" fo other widgets:

Edit Event Table

Metrics & Properties +Add New
> Eventld x
> Age x
> Severity x
> Organization x

Fetch Count
10

Which Events

Events can be selected from other widgets

Filter data specifically in this widget o
Filter By

Event v
Fier Critera

Qal X Advanced

Advanced

Choose custom data source

Table

Tite

Preview

Event Table

evenTio

ESC

seveRTy ORGANIZATION

Minor System
Minor System
Min tem
Minor System
Minor System
™ Syst

M System
Mino System
i System
Min System

Save Widget
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« Gauge. Displays a value for a single performance metric, using a gauge that looks like a

speedometer. You can also select a "solid" gauge, which displays the metric value as a colored section
of a half circle:

Edit Device Gauge E>S<C
Auto Mode v Gauge v Preview
Metrics & Properties + Add New Title Device Gauge sz
Device Gauge
> CPU x
> Availability « gmwmrv Range

Maximum Range 10 60
Which Devices 100 y
Devices can be selected from other widgets ®  ghowvValue L) % \

0 70
+Add New Show Plot Bands ® p
Tyoe « 3
. Warning Threshold
device 4 ‘
60
20 )
Which Context
. Critcal Threshold 2322%
device .
80
How Many Selections?
1 Show as Solid Gauge 10 %

Save Widget

« Service View. Displays a quick overview of Health, Availability, or Risk (Service widget types only):

Create Widget X
ESC
Auto Mode < Service View © Preview
Metrics & Properties + Add New Title Services Overview
Services bverview
> Health x
> Availability % feonsize R ° . 100
60 & AVAILABLE NOTICE RISK
> Risk x
Font size
14 =
Service Type
Business Service v
Which Devices

Devices can be selected from other widgets

This widget can drive other widgets ®
Type

Service v
‘Which Context

Service v o+

Filter data specifically in this widget

= Back Create Widget
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« Tile. Displays Health, Availability, or Risk as a colored badge or a solid background depending on the
metric (Service widget types only):

Edit Service Tile

Auto Mode v
Metrics & Properties + Add New
> Availability x
> Risk X
> Health b3

Service Type
Business Service v

Fetch Count

10

Which Devices

Devices can be selected from other widgets
This widget can drive other widgets

Filter data specifically in this widget

Tile v Preview
Title Service Tile
Service Tile

Color background for health 9

¥ AVAILABLE

NOTICE

Link to another page
Link base URL

Test BS by laks

RISK: 100

¥ AVAILABLE

NOTICE

test service name

RISK: 100

ESC

¥ AVAILABLE

NOTICE

test

RISK: 100

v AVAILABLE

test

RISK: 100

« Forecast. Displays projected forecast data for a specific object and collection metric using historical
data and selected regression methods:

Edit Memory Utilization Forecast

Auto Mode v
Metrics & Properties + Add New
> Memory Utilization x
> CPU X

Analysis Time Range

360d v

Which Devices

Devices can be selected from other widgets o

+Add New
Type «
device v

Which Context

device

How many selections?

1

Forecast v Preview

Title Memory Utilization Forecast

Regression List

3 Selected v

Minimize Skew Kurtosis

Source Window

60

Forecast Window

180

ESC

on
08

R
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7. Click the Metrics & Properties label or click + Add New. A drop-down list displays a set of metric types
specific to the widget type you selected:

o Devices Widget:

Metrics & Properties + Add New

Properties

Vitals

Collection Label

Alteon: Configuration

o Interface Widget:

Metrics & Properties + Add New

Properties

Interface

« File Systems Widget:

Metrics & Properties + Add New

Properties

File System
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« Services Widgets:

Metrics & Properties + Add New

Properties

Service

o Events Widgefts:

Metrics & Properties + Add New

Properties

o Device Components Widgets:

Metrics & Properties + Add New

Properties

Vitals

Collection Label

Alteon: Configuration

TIP: To locate a specific metric, type a search term in the Search Metrics & Properties field.
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8. Select a metric type. When you select the name of a metric type, a new metrics menu appears. The options
in the list will vary based on the widget type you selected. Your possible options include:

« Properties. These metrics contain basic device information, including State, Name, Host Name, IP,
Index, Index Label, and Unavailable. Name, Host Name, and State are commonly used for
leaderboard widgets.

« Vitals. These metrics contain the key metrics about a device, including CPU, Memory Utilization,
Availability, Latency, and Swap.

o Collection Label. These metrics contain the available collection labels that you can use as metrics in
the widget. Collection labels allow you to group and view data from multiple performance Dynamic
Applications in a single widget.

o Dynamic Application metrics. These metrics contain the available Dynamic Applications that you
can use as metrics in the widget, such as "AWS Custom Metrics" or "Cisco: BGP Peer Stats". This
menu automatically "expands" with more metrics as you scroll to the bottom of the list.

« Interface: These metrics contain information about discovered network interfaces on the device,

including Interface ID, Utilization In or Out, Errors In or Out, and Packet Discards In or Out (for
Interface widget types only).

« File System. These metrics contain information about the amount of disk space used, in percent (for

File System widget types only).

9. Select one or more metrics from the metrics menu and then click the back-arrow icon ( < ) to return to the
main Metrics & Properties drop-down list.

TIP: To remove a metric from a widget, click the X next fo the metric name under the Metrics & Properties
drop-down list.

10. When you are done selecting metrics, click the Metrics & Properties drop-down list to minimize it. The list of
selected metrics appears under the Metrics & Properties field:

+Add
Metrics & Properties

MNew
> State b
» Name b
> 1P X
v CPU X

Aggregation

avg >

Rollup Frequency hd
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11.

52

To edit the options for a specific metric, click the metric name or the forward-arrow icon ( y ) to access a

menu for that metric. Not all metrics have these additional options. The possible metric settings include:

Count Type. You can choose from Top N to display the highest values for the selected metric, or
Bottom N to display the lowest values for the selected metric (Leaderboard and Table only).

Fetch Count. Type the number of devices you want to view on the widget (Leaderboard, Table, Tile,
and Top N bar chart only).

Aggregation. Specify the method of aggregation (average, maximum, minimum) to perform on the
collected values for this metric.

Analysis Time Range. Optionally, update the time frame displayed in this widget (Forecast only).

Rollup Frequency. Specify a type of normalized performance data (hourly, daily, or raw) for this
metric. Currently, the Interface BPS metric does not return any data this option is set to raw.

Type. Select a display type for this metric, such as heat for a heat map that displays the percentage of
change overtime, or label for a simple table. If you select heat map, you can also specify the
minimum and maximum values for the table. Another example would be for an availability metric,
where you can choose between label to show availability as a text label or state to show availability as
a colored icon.

Display Name. Type a name for this metric.

Minimum Value. Specify the lowest possible value to be displayed in the widget.
Maximum Value. Specify the highest possible value to be displayed in the widget.
Unit. Optionally, specify the unit for this widget, such as a percentage or a unit of time.

Service Type. Select which kind of services you want to display in the widget. Your options include
Business Services, IT Services, and Device Services (Service only).
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12. Inthe Which <ltems> section, specify if the new widget will drive data (or "context') to another widget, or if
you want the widget fo receive data (or "context') from another widget. You can select one of the options,
both options, or neither option:

NOTE: Depending on the widget type you selected in step 5, the <ltems> on this window display as Devices,
Interfaces, File Systems, Services, Events, or Device Components.

« <ltems> can be selected from other widgets. Select this option if you want this widget to receive
and display data (or "context') based on what a user selects in another widget. This option is selected
by default for these visualization types: line chart, number, gauge, and forecast. If you select this
option, complete the following fields to define the devices from which you want to receive widget data:

m Type. Select a widget type that will drive data or "context” to this widget. The default type is
based on the widget type you selected in step 4 (device, interface, file system, service or event)

m Which Context. Select an existing context label or click the plus icon ( + )
label for the widget that will drive the data ("context") to this widget. The default context type is
based on the widget type, such as device, interface, or service, but you can also select a
specific context label from a "driving" widget that you created.

tfo type a context

m How Many Selections? Select the number of devices to display by default in the driving
widget. For example, if you only want the user to be able 1o select one device at a time, select
1.

TIP: To add another widget from which this widget can receive data (or "context"), click the [Add New] button
and complete the Type, Which Context, and How Many Selections fields for that additional widget.

« This widget can drive other widgets. Select this option if you want this widget to drive data (or
"context') to other widgets. This option is selected by default for these visualization types: leaderboard
and table. [f you select this option, complete the following fields to define the type of devices to which
you want to drive data:

m Type. Select the widget type that will receive data or "context" from this widget. The default type
is based on the widget type you selected in step 4 (device, interface, file system, service or
event).

m  Which Context. Select an existing context label or click the plus icon ( + ) fo type a context
label for this widget if you want this widget to drive data ("context') to other widgets. Also, a File
System or Interface widget can publish its content of type "file system or interface as well as a
secondary context of device.

m How Many Selections2 Select the number of devices to display by default in this widget. If you
only want to show data from one widget at a time, select 1.
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TIP: You can see where a receiving widget gets its data by clicking the Helper icon (%) for that widget after
you create the receiving widget.

« Filter data specifically in this widget. Select this option if you want fo view a specific set of data in this
widget. For example, you can create multiple leaderboard widgets in a dashboard that contain just the
devices you want to view. If you select this option, complete one or both of the following fields to define
the type of data you want to display in this widget:

m Filter By. Select the type of widget you want to use as a filter for this widget.

m Filter Criteria. Type a search ferm to filter this widget.

13. Inthe Title field, type a name for the new widget.

TIP: If you are planning to use this widget o drive context or receive context, take note of the exact name of this
widget, as you will need to type it later in the Which Context field when you create the new context.
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14. Underthe Select Visualization drop-down list, complete the following fields as needed, depending on the
widget type and visualization you selected in steps 5 and 6:

o Display Unit Labels. Select this toggle to display relevant unit labels, such as "KB" or "%" along with
the values in the widget.

o Threshold Line. Specify a number that represents the threshold for a line chart (Line Chart only).
« Show Trend. Select this toggle if you want to display trend data (Number only).

« Stack Options. Specify how you want to display data in a bar chart. Your options include no-stack
(show each value as its own bar), normal (show all values in one bar), and percent (Bar Chart and
Leaderboard Bar Chart only).

« Minimum Range. Specify the upper limit of a gauge. The defaultis O (Gauge only).

o Maximum Range. Specify the upper limit of a gauge. The defaultis 100 (Gauge only).
« Show Value. Select this toggle to display the current value on a gauge (Gauge only).

« Show Plot Bands. Select this foggle to show the plot bands on a gauge (Gauge only).

o Warning Threshold. Specify where you want the yellow warning portion of a gauge to start. The
defaultis 60 (Gauge only).

o Critical Threshold. Specify where you want the red critical portion of a gauge to start. The default is
80 (Gauge only).

o Display Unit Labels. Select this toggle to display relevant unit labels, such as "KB" or "%" along with
the values in the widget.

« Link to another page. Select this toggle to add a link icon ( 4 ) to a Service widget that links to @
related Service widget. After selecting the toggle, type a base URL for the related Service widget, using
the following format:

/dashboards/ <service type>-service-details2harProviderld=$id
where <service type> is business, it, or device. 2harProviderld=$id is an optional variable that
provides access to all widgets related to this widget (Service widgets only).

o Regression List. Select the regression method or methods you want SL1 to try when calculating the
forecast data in a forecast widget. You can select multiple types of regression, and SL1 will run all the
regressions you selected and display the best two types of regression. Sciencelogic recommends that
you select at least three regression methods to produce the most likely forecast. SL1 will then
determine which regression method(s) of those you have chosen will best model the forecast data
(Forecast only).

« Minimize Skew Kurtosis. Select this toggle button to enable transformation of the source data info a
normal distribution by compensating for skew and kurtosis in the data, which makes the data easier to
read (Forecast only).

» Source Window. Specify the size of the source window from which the widget will gather data for the
forecast. The default is 60 days (Forecast only).

o Forecast Window. Specify the size of the forecast window. The defaultis 180 days (Forecast only).

15. Click the [Create Widget] button to save the new widget. If this button is grayed out, review the settings on
the Create Widget page for errors or missing data.

16. On the new dashboard page, click the [Save] button under the main tab bar.
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17. To add additional widgets to the dashboard, click the [Edit] button under the main tab bar and repeat this
procedure for each new widget.

NOTE: If you created a gauge or number widget and you select more than one item on the widget driving
data or "context" to that widget, the gauge or number widget displays data for only the first item you
selected in the driving widget.

Editing a Dashboard

To edit an existing dashboard:

1. Gotothe [Dashboards] tab and click the name of the dashboard you want o edit. The dashboard page
appears.

Click the [Edit] button under the main tab bar.

On the widget you want to edit, click the [Options] button ( ™ ) and select Edit. The Edit page appears.
Make your changes to the widget, and then click the [Save Widget] button when you are done.

As needed, edit any other widgets on the dashboard.

o A LN

When you are done editing the dashboard:

« Ifyou want to save the updated dashboard with same name as the existing dashboard, click the [Save]
button under the main tab bar.

« Ifyou want to save the updated dashboard as a new dashboard, click the dashboard name, type the
new name, and then click the [Save] button.

Resizing and Moving Widgets on a Dashboard

To resize and move widgets on a dashboard:

1. Gotothe [Dashboards] tab and click the name of the dashboard you want o edit. The dashboard page
appears.

2. Click the [Edit] button under the main tab bar.
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3. Toresize a widget, click the resizing icon (" )

widget until it is the size you want.

at the bottom right-hand corner of the widget and drag the

CPU Usage

one
il |

4. Tomove a widget, click the header for that widget and drag the widget to its new location on the dashboard.

5. Click the [Save] button when you are done resizing or moving widgets on the dashboard.

Printing a Dashboard

You can create a printable version of a dashboard in PDF format.

To create a PDF of a dashboard:

1. Gotothe [Dashboards] tab and click the name of the dashboard you want to print. The dashboard page
appears.

2. Click the [Print] button under the main tab bar. A Print dialog appears:

Server Dashboard X
ESC

Page Orientation

Portrait v

Page Alignment

Center v

Page Margin

25

Include Title

Include Dashboard .

Include Widgets .

Include Data Table .
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3. Complete the following fields:

Page Orientation. Select from Portrait or Landscape orientation for the output.

Page Alignment. Select from Left, Centered, or Right justification for the output.

Page Margin. Specify the margins in the output, in pixels. The defaultis 25 pixels (about .4 inches).
Include Title. Select this toggle if you want to include the fitle of each widget in the output.

Include Dashboard. Select this toggle if you want to display the current view of the entire dashboard
in the output.

Include Widgets. Select this toggle if you want to display all of the individual widgets in the output.

Include Data Table. Select this toggle if you want to display all of the current data in tables in the
output.

4. Click the [Print] button. SL1 generates a PDF version of the dashboard that you can print.

Sharing a Dashboard

By default a dashboard is private when you create it. You can make a dashboard public, which lets you share it with
other users. On the [Dashboards] tab, the Visibility column lists whether a dashboard is public, private, or
shared with only specific organizations.

Dashboards ~ Events  Inventory Settings

anced Create Dashboard

To change the visibility of a dashboard:

1. Gotothe [Dashboards] tab and open the dashboard. Click the [Edit] button under the main tab bar.

2. Nextto the title of the dashboard, click the Visibility drop-down list and select one of the following:

58

Private. The dashboard is visible to only the creator of the dashboard.

Public. The dashboard is visible to all users.
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o Specific Organizations. The dashboard will be shared only with organizations that you select. When
you select Specific Organizations, a list of organizations appears. You can search for an organization,
click Select All, or click None 1o deselect all organizations.

Share v

Private
Public

(@ Specific Organizations

Select All Mone

Share with Organization

System

3. After you set the visibility of your dashboard, click the [Save] button under the main tab bar.

Deleting a Dashboard

You can delete any dashboard that you have created, as well as any other dashboard in the new user interface.

WARNING: If you delete a dashboard, that dashboard is deleted for all users.

To delete a dashboard:

1. Onthe [Dashboards] tab, click the [Options] button ( ™ ) for the dashboard you want to delete and select
Delete.

2. On the Delete Dashboard dialog, click the [Delete] button to permanently remove the dashboard.
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Chapter

Managing Events

Overview

This chapter describes how to use the new user interface for SL1 to manage events that appear on the [Events]
tab.

The following sections describe how to use the [Events] tab:

What is an Evente il 61
Searching for EVeNnts 61
Viewing EVents . 62
Using the List View . L 63
Using the Card View ... 64
Filtering the List of Events ... . 64
Viewing Events by Organization ... 64
Filtering Events by Severily 66
Filtering for Masked Events ... . 67
Working with Events . . 68
Acknowledging and Clearing Events . 68
Selecting Multiple Events . 68
Viewing and Editing Event NOtes .. L 69
Using the Event Drawer .. 70
Working with the Tools Pane . ... 70
Using the Event Investigator ... . ... . L 72
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What is an Event?2

One of the quickest ways to monitor the health of your network is to look at events. You can view events on the
[Events] tab, which is found under the [Inventory] tab in the new user interface of SL1.

Events are messages that are triggered when a specific condition is met. For example, an event can signal ifa
server has gone down, if a device is exceeding CPU or disk-space thresholds, or if communication with a device
has failed. Alternately, an event can simply display the status of a managed element:

. Major @ days 8 hours

Poller: Availability Check Failed

10-64-171-130_iso_cdb | System

Device Failed Availability Check: UDP/SNMP check requested but invalid or no credential
was specified.

v Acknowledge

‘ *® Clear ‘

SL1 generates log messages from incoming trap and syslog data, and also when SL1 executes user-defined
policies. SL1 then uses these log messages to generate events. SL1 examines each log message and compares it
to each event definition. If a log message matches an event's definition, SL1 generates an event instance and
displays the event on the [Events] tab.

Each event includes a description of the problem, where the problem occurred (device, network hardware,
software, policy violation), a pre-defined severity, the time of first occurrence, the time of most recent occurrence,
and the age of the event.

SL1includes pre-defined events for the most commonly encountered conditions in the most common
environments. You can also create custom events for your specific environment or edit the pre-defined events to
better fit your specific environment.

Searching for Events

To locate an event, click the [Events] tab and type the name of the event or other search terms into the Search
field at the top of the list. For more information, see Using Basic Search.

TIP: To use the Advanced Search, click the Advanced link to the right of the Search field and use custom
search commands to locate events. For more information, see Using Advanced Search.
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Viewing Events

The [Events] tab displays a list of currently active events, from critical to healthy. From this tab you can
acknowledge, clear, and view more information about an event. You can also view events by organization to focus
on only the events that are relevant to you.

Settings

Dashboards  Events Inventory
Organizations ©
pr—

[ 0200®
Storage stuft (-] @

0000
bactend ®
. ®

406 Events
Viewal

2 366 10 8 20

Critical Major Minor Notice Healthy
oncaNzATON  seveRmY - NamE messace nce TOGID - COUN. EVENINOTE  MASKE TIKETETERNA
System @ i system EM7 major event: 348,168 TErrorinapp EMC:... 4days 6 hours e o
System @ Maior  76095-NPEciscoc IPSLA:[1]jitter-udp-to 7609NPEL: Packet Loss... 4days 6hours 6130 Checkonpacket. 8

76095-NPE3.cisco.com Vitals Tihg Whols Portscan Deep Portscan ARPLookup ARP Ping
A A
" W\ A
A W A

,/’ﬁ\w AV “\K ’jww\)’
system @ vuir 10210155 4days 6hours 1228
System. @ Msir 1064171130 is0_ Device Failed Avai adays shours 1226

ystem. @ Maior  sebigm-manager-3; Device| days 6he 1226

Jstem [ Y - Device Filed Availbiity Check UDP - SNMP 1226

System @ raior  sebiaps Device Failed Availability Check UDP-SNMP 4 da 1226
system @ viior 1226
system @ i 1226

System @ vaior 1226
System @ i 1226

AcKNOWLEDGE

[ Acooniedr]

v Acknowiedge |

X Advanced

ama
[ clear] -

For an event that is aligned or associated with a device, you can click the down-arrow icon () for that event in
the List View (=) to open the Event Drawer. The Event Drawer is a drop-down panel that displays additional

data about that event, including a Vitals widget, Tools, and Logs.

In the Message column of the List View, you can click the message link to view the Event Investigator page for

an event aligned with a device. You can also click the [Options] button (™ ) for that event and select View Event.
The Event Investigator page includes Tools, Logs, Notes, Assets, and a Vitals widget for an event aligned with a

device.

tab.

TIP: You can click the device name in the Name column to view the Device Investigator page for the device
aligned with an event. Only events that have a device aligned with them display this link on the [Events]
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Using the List View

The List View (=) displays event data in a similar way to the Event Console in the classic user interface. This
view is set up like a fable, with one event per row:

Group by organization

@i

sl1-demo-staging-db-01 Vitals

If an event on the [Events] tab is associated or "aligned" with a device, you can click the down-arrow icon ()
next to the name of the event in the List View to open a drop-down panel called a drawer that contains additional

data about that device.

If you click the name of an event in the List View, you can access an Event Investigator page containing
additional details about that event.

TIP: To rearrange the columns in the List View, click and drag the column name to a new location. You can
adjust the width of a column with by clicking and dragging the right edge of the column. You can click the

Choose Columns icon (ﬁ ) to add or remove columns, or to reset the columns to their default seftings.
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Using the Card View

The Card View (*==) organizes the data for an event in a vertical "card" layout instead of a table layout:

o 50 5 2 20 77Events Vi
Crifical  Maor  Minor  Notice  Healthy  viewal e
Q Type to search events X Advance d
@ Major 3days 3hours, @ Major 3days 3hours @ Major 3days3hours
Business Service: Business Service Risk is High Business Service: Business Service Health is Major Business Service: Business Service Risk is High
BS Place Holder 2 System 85 Place Holder 2| System B Place Holder 3
Business Service Riskis High: 80 Business Service Health s Malor: Business Service Risk s High: 80

« Acknowiedse || % Clear v Adknowiedge || % Clear v Acknowledge H % Clear \

@ veior Saasshours @ Malor 3davsShours Minor 19.ays hour

Business Service: Business Service Health is Major Business Service: Business Service Risk is High Net-SNMP: Physical Memory exceeded threshold
BSP 3ls Test Bus

System

si1-demo-staging-db-01 | System

igh: 80 8216014179%)

@ Healthy 19 days 1hour @ Healthy 19 days 1 hour @ Healthy 19 days 1 hour

Business Service: Device Service Health is Healthy Business Service: Device Service Health is Healthy Business Service: Device Service Health is Healthy

51 torage Node | System

Device Service Health s Healthy:

In the Card View, you can acknowledge or clear an event, and you can also edit an event note.

Filtering the List of Events

This section explains how to filter the list of events so you can quickly locate and respond to address any potential
problems in your environment.

Viewing Events by Organization

You can view events from all organizations or filtler down to just the organizations you want to monitor for events.
To view events by organization:

1. Onthe [Events] tab, click the View menu.

Group by organization .

= Listview | 2 Cardview
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2. Click the Group by organization toggle to turn it blue. The Organizations panel appears on the [Events]

tab with a list of events sorted by severity for each organization.

Dashboards Events Inventory Settings
. GEens 2 2 10 7 18
Organizations © ViewAll Critical Major  Minor  Notice  Healthy
MMMMMMM on QlTypatosearchevents
0000®
ORGANZATION  SevERMY - NawE MASKED  MessaGE ace mekerio -
Storage stutf 00 @® v System @citcl  sebidnis o cyis 8653 behind threshold:.. 28 days 3hours
system @ ciica o e
UCS Managerorg 000Q@
v [ sptem @i 021015 s on... 3days 18 hours
backend @ v System @i 10210135 o . 9days8hours
~ System. @ rsior 76095 NPE3iscocon 3 Cisco: FRU Control Configuration (RSP720-3CXL-GE .. 9days 8 hours
sio @

7609S-NPE3.cisco.com Vitals Ping Whols Port Scan Deep Portscan

AP Lookup

v [ e @ v vibity heck UDPISM check.
v [ sstem @ i waiailty Check UDP -SHP
v O s @ v ity Check UDP -SHMP
v O s @ v aibily Check UDP-SKMP
v [ spten @ i ity Check UDP 5K
v [ spem @ i ibity heck UDP - SKMP

ARPPing Trace Route:

9days8 hours

9days8 hours

9days8 hours

9days8 hours

9days8hours

9days8hours

EvenTNoTE

FEE®E

em7admin v

AcKNOWLEDGE

as

[ et

« ]

lear
jear

.

TIP: To hide the Organizations panel, click the left arrow icon (‘E) Click the right arrow icon ('

expand the panel again.

o
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3. Onthe Organizations panel, click the check mark icon () for each organization you want o monitor.
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Filtering Events by Severity

The [Events] tab displays a list of currently active events, ordered from critical to healthy. You can filter the list of

events by severity by clicking one or more of the five colored buttons near the top of the [Events] tab:

wailabilty Check: UDP - SNIMP.

wailability Check: UDP - SNMP

ailabilty Check: UDP - SNMP

led Availablity Checkc UDP - SNMP

UDP-SNMP

SSL certificate has expired: (expires on: 2017-12-28 17:51:41)

ired: (expires on: 2016-12-10 21:55:50)

ailabilty Check: ICMP Ping.

Dashboards Events Inventory Settings
. enems| 2 s 7 )
Q) Viewa Critical Major Minor  Notice Healthy
 Typ
o MaskeD oRcaNzZATION seveam v
o
v 3 RAID Group 1
v o System 10210155
- o System 10210155
v o System 1064-171-130 iso_cdb
v o 1025121
v o
v o 2
- 2 System mmansger-32
v 2 System bi-sio-13
v o System
v 2 Syste
v 2 System
- o s m s 1051005
v o System 10210155
v 2 System 1021511
v o Syste CUEMI0.01qasciencelogiclocsl
v o System gmstacko2

SSL certificate has expired: (expires on: 2018-05-26 00:43:14)

threshold: Limit: 85.0%, Actu.

9days 13hours

bu... 9days 13hours

9days 13hours

9days 13hours

av.. 9days13hours

9days 13hours

9days 13hours

9days 13hours

9days 13hours

9days 13hours

8days 18 hours

8days 18hours

3 days 1hour

2days 18hours

EvenTNoTE

{2 e e e e R c I B R I Y e R e R R e R R B )

em7admin v @Smenrn ogi

TICKET EXTERNAL REFERENCE ~

View v

v em7admin -
< pckmomtedee] [ % Gl -
:

v em7admin

:

< raoiete] [ G -

When you click a severity, the list displays only events with the severity you selected. The severity button you clicked

remains in color, while the other buttons turn gray.

TIP: To clear a severity filter, click the View All link next to the severity buttons.

The following color codes are used throughout SL1:

» Redelements have a status of Critical. Critical conditions are those that can seriously impair or curtail service

and require immediate attention (such as service or system outages).

o Orange elements have a status of Major. Major conditions indicate a condition that is service impacting and

requires immediate investigation.

. elements have a status of Minor. Minor conditions dictate a condition that does not currently impair
service, but needs to be corrected before it becomes more severe.

« Blue elements have a status of Notice. Notice conditions indicate a condition that does not affect service but

about which users should be aware.

o Green elements have a status of Healthy. Healthy conditions indicate that a device or service is operating

under normal conditions. Frequently, a healthy condition occurs after a problem has been fixed.
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Filtering for Masked Events

When a device uses the event mask setting, events that occur on a single device within a specified span of time
are grouped together, and only the event with the highest severity is displayed in the [Events] tab. This allows
related events that occur in quick succession on a single device to be rolled-up and posted together under one
event description. For example, if a device cannot connect to the network, multiple other services on the device
will raise events. SL1 would display the event with the highest severity and roll up all the other events.

To view masked events:

1. On the List View of the [Events] tab, click the link in the Message column for the relevant event. The Event
Investigator page for that event appears.

NOTE: Only events aligned to a device display a link in the Message column.

2. Scroll down to the Masked events section of the Event Investigator page to view a list of masked events:

7 Dashboards Events Inventory Settings em7admin ¥ @Sciencemgk

Started detailed discovery session

Note 100

Memory seems a bit high)

Cancel + Save Note
60

40
No asset is assigned to this event's device

A

S R N

T

1600 20:00 23.0et 0400 0800 1200

Masked events

This eventhas no masked events.
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Working with Events

This section describes how to acknowledge and clear events in the new user interface, how to learn more about
events, and how to use the Event Tools.

Acknowledging and Clearing Events

When you acknowledge an event, you let other users know that you are aware of that event, and you are working
on a response.

When you clear an event, you let other users know that this event has been addressed. Clearing an event
removes a single instance of the event from the [Events] tab. If the event occurs again on the same device, it will
reappear in the the [Events] tab.

NOTE: If the same event occurs again on the same device, it will appear in the [Events] tab, even if you have
previously cleared that event.

To acknowledge and clear events:

1. Toacknowledge an event, click the [Acknowledge] button for that event on the [Events] tab. Your user
name replaces the [Acknowledge] button for that event:

+ em7admin

2. Toclearan event, click the [Clear] button for that event on the [Events] tab. The event is removed from the
[Events] tab.

TIP: If you want to hide the [Acknowledge] or [Clear] buttons from the List View of the [Events] tab, click the

Choose Columns icon (ﬁ ) and deselect the columns you want to hide from the list of columns.

Selecting Multiple Events

In the List View (=) of the [Events] tab, you can use the checkboxes to the left of the event to select more than
one event at a time. After you select the events, you can click the [Acknowledge] or [Clear] button to
acknowledge or clear those events simultaneously.

If you do not want to acknowledge or clear the selected events, click the [Clear Selections] button to deselect the
checkboxes.

If you want to select all of the events that are currently showing on the tab, click the [Select All Visible] button.
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Viewing and Editing Event Notes

From the [Events] tab, you can access event notes, which contain event definitions, probable causes, and

resolutions for the event, along with a fext field where you can add more information about the event or the device
you are monitoring.

If event notes already exist for that event, the opening text of that note appears in the Event Note column of the List
View, or the fext"1 Note" appears in the Card View:

. Major 2 days 13 hours

Cisco (CE Series): H323 Services

10.2.10.155 | System

Cisco (CE Series): H323 Services H323 Service is ON and there are MO Active Gatekeeper.

D 1 Note ' em7admin

To view or edit an event note:

Edit Event Note ESC

Poller: File system usage exceeded (major) threshold
Device: CUCM10-01.qa.sciencelogic.local

Event Definition: A file system on the server has exceeded its usage threshold.

Action: Review file system usage on the hardware tab for this device and te confirm which filesystem(s) are getting full. Take appropriate
application action to reduce the load on these filesystems.

128 of 128 characters remaining

Cancel Save

1. On the [Events] tab, click the Note icon (= ) for that event. The Edit Event Note window appears:

TIP: You can also edit an event note from the List View of the [Events] tab by clicking the [Options] button (

) for that event and selecting Edit Event Note.
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2. Type your additional text for the event note and then click [Save]. The event note is updated.
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Using the Event Drawer

In the List View (=) of the [Events] tab, you can click the down-arrow icon () next to the name of an event fo
open a drop-down panel called the Event Drawer. The Event Drawer contains additional data about that event:

. @ Ermes @ Maior SLHQX5000 Front Right Micis Down - Statusis cableError 27 days ™

SL-HQ-IX5000 Vitals

Tools
Ping  Whols  PortSam  DespPortScan  ARPlookup  ARPPing __Trace Route

Process Started on Collector

aceroute to 172.16.32.43 (172.16.32.43), 30 hops max, 60 byte packets

Process Completed on Collector

On the Event Drawer, you can access the following panes:

« Vitals. A widget displaying the past 24 hours of CPU and memory usage for the device related to the event.
You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the original time
span by clicking the [Reset zoom] button.

o Tools. A set of network tools that you can run on the device associated with the event. These tools can help
with troubleshooting and diagnostics. For more information, see Working with the Tools Pane.

o Logs. Alist of the log entries from the device's log file, sorted from newest to oldest by default.

NOTE: The Event Drawer displays only for events that are aligned with devices.

Working with the Tools Pane

The Tools pane on the Event Drawer in the List View (and also on the Event Investigator page) provides access to
a set of network tools. The Tools pane lets you to run diagnostics on a device associated with an event without
leaving the the new user interface.

Tools
Ping Who Is Port Scan Deep Port Scan ARP Loockup ARP Ping Trace Route

o
Process Started on Collector ~
Process Started on Collector

Process Started on Collector

PING 172.16.32.50 (172.16.32.50) 56(84) bytes of data.

&4 bytes from 172.16.32.50: icmp_seq=1 tti=124 time=1.96 ms
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TIP: These tools are the same tools in the Device Toolbox found in the classic user interface.

You can access the following tools from the Event Drawer in the List View of the [Events] tab, and also from the
Device Investigator page for a specific device:
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Ping. Displays statistics returned by the ping tool. The ping tool sends a packet fo the device's IP address (the
one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays the number of
seconds it took to receive a reply from the device and the number of bytes returned from the device. If the
device has an IPvé address, the SL1 uses the appropriate IPv6 ping command.

Whols. Displays information about the device's IP, including the organization that registered the IP and
contacts within that organization.

Port Scan. Displays a list of all open ports on the device at the time of the scan.

Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the deep port
scanner can refrieve.

ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address (MAC
address) for each IP address.

ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping, but it
uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local network.

Trace Route. Displays the network route between SL1 and the device. The tool provides details on each hop
to the endpoint. Ifthe device has an IPvé address, SL1 uses the appropriate IPvé traceroute command.
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Using the Event Investigator

The Event Investigator page provides details about the device associated with the event, including Tools, Logs,
Notes, Assets, and a Vitals widget.

Dashboards  Events  Inventory  Settings

Dynamic App Snippet Exception

v Ad xC
Minor 9 minutes 28 seconds Ago 10caurrences First seen 9 minutes 28 seconds Ago
App: 17, Snippet: 14 reported a collection problem (Explanation: Timeout)
gmstack01
Tools Logs
Ping Whols Port Scan DeepPort Scan ARP Lookup ARPPing Trace Route ae s ™ messace
Process Started on Collector =
arfio: il system usage exceeded major threshold:Limit: 85.0% Actual: 88.00%
Process Started on Collector 7 minutes 29 seconds © visior
Process Started on Collector
PING 10.2:15.100 (10.2:15.100) 56(84) bytes of data, & minutes 17 second:

Note gmstackO1 Vitals

Check this collector on aweekly basis (ping)
May25,2015,3:50 A0
« Memory:82.14%

M
vy WA W

Technic Admiristestor

“ System Administrator

System

The top of the Event Investigator page provides a quick overview of the event:

Dynamic App Snippet Exception

Minor @ minutes 28 seconds Ago 1 Occurrences First seen 9 minutes 28 seconds Ago

App: 17, Snippet: 14 reported a collection problem (Explanation: Timeout)

gmstack01

The top pane displays:

« name of the event

e eventseverity

« age ofthe event

« number of occurrences

« when the event was first seen

From this top pane, you can also acknowledge and clear the event.
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The pane below displays the following information about the device associated with the event:

Device Name
Device IP
Device Category
Device Class

Organization

The Event Investigator page includes the following additional panes:
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Tools. A set of network tools that you can run on the device associated with the event. This pane is the same
as the Tools pane of the Event Drawer. For more information, see Working with the Tools Pane.

Logs. A list of log entries from the device's log, sorted from newest to oldest by default.

Note. Atext field where you can add new text and edit existing text related to the event and the device
associated with the event. For more information, see Viewing and Editing Event Notes.

Assets. One or more asset records associated with the device, such as a piece of equipment owned by an
organization. The asset record includes contact information for the technician, administrator, and vendor for
that device.

Vitals. A widget that displays the past 24 hours of CPU and memory usage for the device related to the event.
You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the original time
span by clicking the [Reset zoom] button.

Masked events. A list of all masked events for the device. When a device uses the event mask setting,
events that occur on a single device within a specified span of time are grouped together, and only the event
with the highest severity is displayed in the [Events] tab. This allows related events that occur in quick
succession on a single device fo be rolled-up and posted together under one event description.
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Chapter

Managing Devices

Overview

This chapter describes how to use the new user interface for SL1 to manage devices and device groups that display
on the [Devices] tab on the [Inventory] tab.

The following sections describe how to use the [Devices] tab:

What is @ DeviCe? il 75
Whatisa Device Recorde . . 75
Searching for Devices .. ... il 76
Working With DeVICES ... 76
AdAing DeVICES .. .o 76
Learning More about Devices .. ... . 77
Using the Device Investigator ... . 77
Adding Metrics to the Overview Tab ... . 78
Comparing Devices . ... 81
Using Device TOOIS . ... 82
Viewing the Device Information Tab ... 83
Viewing the Device Inferfaces Tab ...l 84
Viewing the Configs Tab ... 86
Viewing the Events Tab ... . 87
Viewing the Collections Tab ... . 88
Assigning Iconsto Device Classes ... . il 88
Working with Device Categories .. ... . . .. 91
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What is a Device?

Devices are all networked hardware in your network. SL1 can monitor any device on your network, even if your
organization uses a geographically diverse network. For each managed device, you can monitor status, create
policies, define thresholds, and receive notifications (among other features). Some of the devices that SL1 can
monitor are:

o Bridges

« Copiers

o Firewalls

o Load Balancers

o Modems

o PDU Systems

o Probes

o Printers

o Routers

o Security Devices

o Servers

o Switches

o Telephony

o Terminals

o Traffic shapers

o UPS Systems

o Workstations

In SLT, devices also include component devices and virtual devices.

What is a Device Record?

As part of monitoring your network, SL1 collects data using common networking protocols. Most collected data is
associated with a device in SL1. A device in SL1 is a record that can represent:

o Physical network hardware, for example, servers, switches, routers, printers, efc.

o Acomponentof a larger system, for example, a data store in a hypervisor system, a blade server, efc.

« Any other entity about which you want to collect data, but want or need to associate that data with a container
that does not correspond directly to a physical device or a component. For example, you might configure a
device record that represents a web site or a cloud service.
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Searching for Devices

To locate a device, click the [Inventory] tab and then click the [Devices] tab. Type the name of the device or other
search terms info the Search field at the top of the list. For more information, see Using Basic Search.

TIP: To use the Advanced Search, click the Advanced link to the right of the Search field and use custom
search commands to locate devices. For more information, see Using Advanced Search.

Working with Devices

The [Devices] tab (Inventory > Devices) allows you to view all of your managed devices in SL1. This section
explains how to gather more information about a device.

Dashboards Events Inventory Settings em7admin v @Smenccuug\( ?

Devices Services Discovery Sessions
Q Type to search devices X Advanced Add Devices
™ ORGANIZATION P ADRESS DEVICENAME eatecoRy anss ®. couwcTioNsTATE smare
v System 1024850 fhsli-iso-db-50 Servers Linux Oracle Linux7 2 active @ Heattny Q
~ EM7 Org. 10.2.18.55 fhesl1-iso-cu-35 System EM7 Sciencelogic, Inc. EM7 Data Collector 6 active Minor.
fh-sl1-iso-cu-55 Vitals Tecls a
Q Typetosearchde X Advanced
Ping Whols PortScan DespPortScan ARPlookup ARPPing Trace Route
100 —=
- —— 2 £ DATEMIME SEVERITY MESSAGE
Crer el Nov 12, 2018, 6:31 AM Miner. Physical Memory has exceeded thresho... A
® 50 s iziom R S e (AR Nov 12,2018, 6:36 AM Minor  Physical Memory has exceeded thresho.
= Swap:25% LI )
GEUIVESESRAIHES o ep i Enke doe Nov 12, 2018, 6:41 AM Minor Physical Memory has exceeded thresho.
by e
TR - Nov 12, 2018, 6:46 AM Minor Physical Memory has exceeded thresho...
B by TR e et v Nov 12,2018, 6:56 AM Minor  Physical Memory has exceeded thresho..
1100 1200 1300 1400 Nov 12,2018, 7:01 AM Minor  Physical Memory has exceeded thresho... o,
v MetAppCModeOrg 1051008 SILO.qasciencslogiclocal Storage Array NetApp Cluster 7 active @ vsior
v EM7Ore 16164553497951217 Unknown Generic Component 9 active @ Heaitny
v EM7Org 600497335514135444 Unknown Generic Component 10 active @ sty
v Em7Org 6835007006747417140 Unknown Generic Component 1 active @ Heaitny
v em7org 1963890134085325680 Unknown Generic Component 12 active @ Hesity
v EM7Ore 6270395537867934254 Unknown Generic Component 13 active @ Heaitry
- EmM7org 1379369352357141643 Unknown Generic Companent 14 active @ Hesity
v EM7Ore 8248376266358944114 Unknown Generic Component 1s active @ Heaity
- EmM7org 6290430225675231503 Unknown Generic Companent 16 active @ Hesity
v em7orz 8218313119479329933 Unknown Generic Component 17 sctive @ reaitny
v EM7Org 6894952321164140499 Unknown Generic Component 1 active @ Heaithy
v AWSs_GOV AWS.GOV Cloud Service AWS Service 19 active @ Hesitiy

Adding Devices

On the [Devices] tab (Inventory > Devices), you can use the process called discovery to add more devices to the
new user interface for monitoring. For more information, see Discovery and Credentials.
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Learning More about Devices

On the [Devices] tab, you can click the Expand icon ( “ ) next to a device name to open a drop-down panel
called the Device Drawer. The Device Drawer contains additional data about that device:

sl1-test-cdb-10-64-170-170 Vitals

0ct15,2018, 1225 M
300 * Latency: 2164ms

0945 10:00 10:15 10:30 1045 1100 1115 1130 1145 12:00 1215 1230 12:45 1300 1315 1330

The Device Drawer contains the Vitals widget, which displays data for the past four hours of CPU usage, memory
usage, and latency for that device, where relevant.

You can zoom in on a shorter time frame by clicking and dragging, and you can go back to the original time span
by clicking the [Reset zoom] button.

TIP: From the list of devices, click the device name to go fo the Device Investigator page for more details
about that device.

Using the Device Investigator

The Device Investigator page (Inventory > Devices, select a device) provides access to all the data associated
with a device. The tabs on the Device Investigator page are similar to the tabs on the Device Properties page in
the classic user interface.

The Device Investigator page contains the following tabs:

o Overview. This tab displays metrics about a device. For most devices, the default metrics include Logs and
the three Vitals: CPU Utilization (percentage), Physical Memory (percentage), and Latency (milliseconds).
You can select additional metrics from the Add a metric drop-down list. You can also compare devices on
this tab.

o Device Information. This tab displays additional information about the device, along with the most recently
updated values for uptime and collection time.

o Device Interfaces. This tab displays information about the interfaces used by the device. If this device does
not use interfaces, this tab does not appear on the Device Investigator page.

« Configs. This tab displays configuration information collected from the device by Dynamic Applications.

o Events. This tab displays a list of events for the device. You can acknowledge events from this tab and add
event notes.

o Collections. This tab displays a list of all Dynamic Applications aligned with a device.
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TIP: You can use the Time span filter to adjust the time span that appears in all the metrics on the
Device Investigator page. The defaultfilter is Last 24 Hours, but you can select a time span of Last Hour,
Last 3 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 3 Days, Last 5 Days, and Last 7 Days.

Adding Metrics to the Overview Tab

The [Overview] tab of the Device Investigator page displays a customizable set of metrics about the selected
device. Each metric controls a list of logs or a widget in the right-hand pane of the page.

All Dashboards Events Inventory Settings em7admin ~ @Smencemgk ?

sl1-test-
cdb-10-64-170-170

@ Maior
sl1-test-cdb-10-64-170-170
Overview Device Information Device Interfaces Configs Events
-
Device List Compare Device
Logs
sl1-test-cdb-10-64-170-170
» 2 X Advanced
- — v e e
vimas si1-test-cdb-10-64-170-170  Oct 19,2018, 1:36 P Dynamic 11757 ® Major DRBD: This node is not UpToDate
CPU Utilization (%) sl1-test-cdb-10-64-170-170 Oct 19,2018, 12:45 Internal 11945 ® Healthy (e ey T e=iaf]
Physical Memory Utilization (%) sl1-test-cdb-10-64-170-170 Oct 19,2018,12:44 Internal - Completed filesystem inventory
si1-test-cdb-10-64-170-170 Oct 19,2018, 12:41 Dynamic 11757 ® Major DEEDUTE RodeiZto Splbac
[ Latency(s)
si1-test-cdb-10-64-170-170 Oct 19,2018, 12:40 Internal 11944 Minor Network latency exceeded threshold: 297.09 ms.
sl-test-cdb-10-64-170-170 Oct 19,2018, 12:36 Dynamic 11757 @ Major DREB-TEERode ERctivTcDate

V' ExpandList v

Vitals: CPU Utilization (%)
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The list of metrics that appears in the Device List pane depends on the type of device. For most devices, the

following metrics appear by default:

« Logs. Displays a list of the logs for the device, sorted from newest to oldest by default. You can use the
Search field to search device logs for specific event messages, event IDs, date ranges, source types, and
other relevant fext for troubleshooting.

TIP: Click an Event ID value in the Logs pane to go to the Event Investigator page for that event.

To add and remove metrics from the [Overview] tab :

1.
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time it takes SL1 to communicate with the device.

Device List

sl1-test-cdb-10-64-170-170

Availability
Swap Memory Utilization

FILESYSTEMS

fvar

Nar/log
Avar/log/audit
/home

ftmp
fdata.local/db

DYNAMIC APPS

Support: MySQL Performance : Updates

Support: MySQL Performance : Slow Queries

o CPU Utilization. Displays a widget for the total amount of CPU used overtime, as a percentage of all
available CPU.

o Physical Memory Utilization. Displays a widget for the physical memory usage over time, in percent.

o Latency. Displays a widget for latency for the device over time, in milliseconds. Latency means the amount of

To add a metric that is not currently in the Device List pane, click the Add a metric field. A list of metrics
appears:
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2. Select a metric from the list, or type the name of a metric and select it from the list. The metric is added to the
Device List pane, and a corresponding widget appears in the right-hand pane:

sl1-test-
Tools v
cdb-10-64-170-170
@ Major
sl1-test-cdb-10-64-170-170
Overview Device Information Device Interfaces Configs Events
~
Device List Compare Device Vitals: Latency (s)

sl1-test-cdb-10-64-170-170

v g 200 h
v
B s B

1800 2000 2200 19.0ct 0200 0400 0600 0800 10:00 1200
vITALS

— S test e 1064170170 Vi L.
CPU Utilization (%)

Physical Memory Utilization (%)

Latency (s) Vitals: Swap Memory Utilization (%)

Swap Memory Utilization (3¢)

1500 1800 21:00 19.00 03:00 0600 09:00 1200

— sfltestad 10-64-170-170: Vials:Sw..

3. Some metrics might require you fo make additional selections, such as the network interfaces associated with
a device. Click the field and add one or more additional metrics, as needed.

Device List Compare Device
sebi-gm-stack-31
v
Logs
virats
CPU Utilization (%)
Physical Memory Utilization (%)
Latency (s)
Swap Memory Utilization (%)
NETWORKINTERFACES
ErrorsIn
v
E—
ens32

NOTE: You can select up to eight additional metrics per widget.
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4. Toremove the widget for a metric from the right-hand pane, click the check mark icon (a) or the metric

name. The metric remains in the Device List pane, but the widget is removed from the right-hand pane.

5. To completely remove the metric and the widget from the [Overview] tab, click the [Clear] button ( ) for

that metric in the Device List pane.

Comparing Devices

On the [Overview] tab of the Device Investigator page, you can compare the metrics of the current device to the

metrics of one or two other devices.

To compare devices:

1. On the [Overview] tab of the Device Investigator page, click the [Compare Device] button. The

Compare Device modal page appears:

Compare Device

DEVICENAME

192.168.33.84

192.168.33.83

192.168.33.88

192.168.33.80

192.168.33.81

192.168.33.89

192.168.33.24

1P ADDRESS

192.168.33.84

192.168.33.83

192.168.33.88

192.168.33.80

192.168.33.81

192.168.33.89

192.168.33.24

caTEGORY

System.EM7

System.EM7

Pingable

System.EM7

System.EM7

Pingable

Servers

cuass

ScienceLogic, Inc.

ScienceLogic, Inc.

Ping| ICMP

ScienceLogic, Inc.

ScienceLogic, Inc.

Ping| ICMP

EM7 All-In-C

EM7DataCi

EM7 DataCi

EM7 DataCi

Microsoft | Windows Server 201

ORGANIZATION

System

System

System

System

System

System

System

ESC

X Advanced

staTE

@ Major
@ Healthy
@ Healthy
@ Healthy
@ Healthy
@ Major

@ Major

2selected

2. Select up to two additional devices from the list and then click the [Choose Devices] button.

TIP: You can also search for a device by typing a device name or other search terms in the Search field at the
top of the list of devices.

3. The selected devices are added to the Device List on the [Overview] tab, using the same set of metrics that
the current device is using. In the right-hand pane, each widget displays the data from all of the devices:

Vitals: Latency (s)

Al
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4. Toremove adevice from a graph, click the device name in the legend on the x-axis of the graph. You can
click the device name again to add the device back to the graph.

5. Toadd more metrics, click the Add a metric field under each device and select the metrics.

6. Toremove a device from the Device List, click the [Clear] button ( ** ) at the end of the device name.

Using Device Tools

On the Device Investigator page for a device, you can click the Tools menu to display the Tools panel. The
Tools panel provides access to a set of network tools. The Tools panel lets you to run diagnostics on a device
without leaving the the new user interface.

Tools v

Ping Whols PortScan Deep PortScan ARP Lookup ARPPing Trace Route

e T

Process Started on Collector
Process Started on Collector
Process Started on Collector

PING 10.2.15.31 (10.2.15.31) 56(84) bytes of data.

TIP: These tools are the same tools in the Device Toolbox found in the classic user interface.

You can access the following tools from the Device Investigator page for a device:

« Ping. Displays statistics returned by the ping tool. The ping tool sends a packet to the device's IP address (the
one used by SL1 to communicate with the device) and waits for a reply. SL1 then displays the number of
seconds it took to receive a reply from the device and the number of bytes returned from the device. If the
device has an IPv6 address, SL1 uses the appropriate IPv6 ping command.

o Whols. Displays information about the device's IP, including the organization that registered the IP and
contacts within that organization.

« Port Scan. Displays a list of all open ports on the device at the time of the scan.

o Deep Port Scan. Displays a list of all open ports and as much detail about each open port as the deep port
scanner can refrieve.

o ARP Lookup. Displays a list of IP addresses for the device and the resolved Ethernet physical address (MAC
address) for each IP address.

« ARP Ping. Displays the results from the ARP Ping tool. The ARP Ping tool is similar in function to ping, but it
uses the ARP protocol instead of ICMP. The ARP Ping tool can be used only on the local network.

« Trace Route. Displays the network route between SL1 and the device. The tool provides details on each hop
to the endpoint. If the device has an IPvé address, SL1 uses the appropriate IPv6 traceroute command.
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Viewing the Device Information Tab

On the [Device Information] tab of the Device Investigator page, you can view read-only information about the

device.
sl1-test-
Tools v
cdb-10-64-170-170
@ Major
sl1-test-cdb-10-64-170-170
Overview Device Information Device Interfaces Configs Events
sl1-test-cdb-10-64-170-170
Basic Collapse A~
DEVICENAME MANAGEDTYPE 1P ADDRESS 0
Si1-test-cdb-10-64-170-170 Physical Device 10.64.170.170 101
caTEGORY auass suB-CLAss ORGANIZATION
SystemEM7 Sciencelogic. Inc. EM7 Database System
Collection Collapse ~
ueTIME COLLECTION STATE COLLECTIONTIME
Active -

The Basic and Collection sections display the following for a device:
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Device Name. Name of the device.

Managed Type. Specifies the protocol used to discover the device and whether or not the device is a
physical device or a virtual device.

IP Address. IP address of the device.
ID. Unique ID assigned to the device by SL1.

Category. The device category associated with the device. The device category usually describes the

primary function of the device, such as a "server", "switch", or "router".

Class. Device class for the device. A device class usually describes the manufacturer of the device.
Organization. The organization fo which this device belongs.

Sub-Class. The sub-class associated with the device, which usually describes the model of a device.

Uptime. The number of days, hours, minutes, and seconds that the device has been continuously up and
communicating with SL1.

Collection State. Collection mode. The states include "active", meaning SL1 is periodically collecting data
from the device, or "inactive", meaning the SL1 is not currently collecting data from the device.

Collection Time. The date and time that SL1 last collected data from the device.
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Viewing the Device Interfaces Tab

On the [Device Interfaces] tab of the Device Investigator page, you can view information about the various
interfaces used by the device, including Port, Hardware Description, MAC Address, Connection Speed, and other
details for each interface.

SACISO3-
Tools
DB-9-56-60061
SAC-1SO3-DB-9-56-60061 e
Overview Device Information Device Interfaces Configs Events
& INTERFACENAM.  AUAS PoRT HARDWAREDES. MACADDRESS ~ CONNECTIONSP.. COLLECTIONST. ADMINSTATUS  OPERATIONALS. COLLECTIONRA. COLLECTERROR. COLLECTDISCA.  ALERTS ROLLOVERALER..  INTERFACEINDE
et ID:000000000.. 1 Ethernetd 000FEOLea9d 10 Disabled up up s Disabled Disabled Enabled Disabled 1 =
Et1 ID:000000000.. 2 Ethernett 000FE02ea9d 10 Disabled Dovn Down s Disabled Disabled Enabled Disabled 2
Gioo ID:000000000.. 3 GigabitEtherne.. 0008032294 1000 Disabled up up 5 Disabled Disabled Ensbled Disabled 3
Giont RLTECKB;GE... 4 GigabitEtherne..  000ff8:04:22:9d 1000 Disabled up up 5 Disabled Disabled Enabled Disabled 4
Gior2 RLTECKS; PEE.. 5 GigabitEtherne... 000ff805:229d 1000 Disabled Down. Down 5 Disabled Disabled Enabled Disabled 5
Giors ID:000000000... 6 GigabitEtherne..  00Off8:06:e2:9d 1000 Disabled up up 5 Disabled Disabled Enabled Disabled s
ses/0 RUBMFF:CIDL. 11 Serials/o s Disabled Down, Down s Disabled Disabled Enabled Disabled 1
Ses/1 CID42HFGNG.. 12 Serials/1 45 Disabled up up 5 Disabled Disabled Enabled Disabled 12
Ses/2 CID42HFGNG.. 13 Serials/2 43 Disabled up up 5 Disabled Disabled Enabled Disabled 13
Ses/s CID2HFGNG.. 14 Serials/3 43 Disabled up up 5 Disabled Disabled Enabled Disabled 14
Sesfa ID:000000000... 13 Serials/a 41 Disabled Down Down s Disabled Disabled Enabled Disabled 15
se575 RUBMFPLICID.. 16 Serials/5 a3 Disabled Down Down 5 Disabled Disabled Enabled Disabled 16
cTei0 17 cT3600 2 Disabled Down Down s Disabled Disabled Enabled Disabled 17
crei 18 cT361 2 Disabled Down Down s Disabled Disabled Enabled Disabled 18
crei2 19 cT36i2 2 Disabled up up 5 Disabled Disabled Enabled Disabled 19

The data displayed on this tab is read-only. Also, if this device does not use interfaces, this tab does not appear on
the Device Investigator page.

The Device Interfaces tab displays the following for every interface used by a device:

« Interface Name. The name of the network interface.

« Alias. The name assigned by SL1 to the inferface.
o Port. Port of the inferface.

« Hardware Description. Description of the network interface. Usually a description of a network-interface
card.

o MAC Address. Short for Media Access Control Address. A unique number that identifies the interface. MAC
Addresses are defined by the hardware manufacturer.

« Connection Speed. The amount of data per second that can pass through the network inferface.

« Collection State. Specifies whether the platform monitors the network interface and collects data from the
network interface for reports. Can be either Disabled or Enabled.
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Admin Status. Specifies how the network interface has been configured on the device. Can be one of the
following:
o Up. Network interface has been configured to be up and running.

o Down. Network inferface has been purposefully disabled.
Operational Status. Specifies current state of the network inferface. Can be one of the following:

o Up. Network inferface is transmitting and receiving data.

o Down. Network interface cannot transmit and receive data.

Collection Rate. Specifies how often SL1 collects data from the inferface, in minutes.

Collect Errors. Specifies whether SL1 will collect data on packet errors on the interface. Packet errors occur
when packets are lost due to hardware problems such as breaks in the network or faulty adapter hardware.

Collect Discards. Specifies whether SL1 will collect data on interface discards. Discards occur when an
interface receives more traffic than it can handle (either a very large message or many messages
simultaneously). Discards can also occur when an interface has been specifically configured to discard. For
example, a user might configure a router’s interface to discard packets from a non-authorized IP address.

Alerts. Specifies whether SL1 will generate events for the interface. When disabled, the interface is
monitored, but events are not generated for the inferface.

Rollover Alerts. Specifies whether SL1 will generate an event when the counter for the interface rolls over.

Interface Index. A unique number greater than zero that identifies each interface on a device. These
numbers are defined by the device.
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Viewing the Configs Tab

On the [Configs] tab of the Device Investigator page, you can view configuration information that has been
collected from the device by Dynamic Applications. All objects of type “config” are included on the [Configs] tab.
Usually, “config” objects contain static information about hardware and configuration settings, such as serial
numbers, version numbers, and hardware status.

SAC-ISO3-
DB-9-56-60061

Tools v
SAC-ISO3-DB-9-56-60061 Minar

Overview Device Information Device Interfaces Configs Events

DYNAMIC APPS [G) IPSLA Configuration

PROBECAPACITY FREEMEMLOW WATERMY LATEST SET ERROR MAXPACKETDATASIZE  MAX ADMINENTRY RESPONDERSTATUS TIME OF LAST SET APPLICATION VERSION
Cisco IPSLA Configuration
o 23816559 16384 500 Disabled 0days, 0:1:9 2.1.1 Round Trip Tim¢

I IPSLA Configuration
IPSLA Supported Configuration
Cisco: Environmental Status

IPSLA Supported Configuration

Cisco: FRU Control Configuration

SUPPORTED PROTOCOLS. LS VALID Tvees SUPPORTED RTT TYPES VALID

Entity Configuration ~

Host Resource: Configuration

OSPF Neighbors Configuration

Support: File System Status €. ? =

The pane on the left displays a list of Dynamic Applications associated with the device. To view the configuration
data collected by a Dynamic Application, select it from the Dynamic Apps section on the left.

The data displayed on this tab is read-only.
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Viewing the Events Tab

On the [Events] tab of the Device Investigator page, you can view a list of events for the device. You can view

the events in the List View ( §§) orthe Card View (EEE) )

sl1-test-
cdb-10-64-170-170

Tools v

@ Maior
sl1-test-cdb-10-64-170-170

Overview Device Information Device Interfaces Configs Events =

o sevemry MESSAGE acE TIcKETID count EvENTNOTE ACKNOWLEDGE cuear

On this tab you can acknowledge and clear an event. You can also update an event note.

TIP: To view the Event Investigator page for an event on this tab, click the Options button ( ™ ) for that event
and select View Event. This option is only available in the List View (=).
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Viewing the Collections Tab

On the [Collections] tab of the Device Investigator page, you can view a list of all Dynamic Applications aligned
with a device. Select a Dynamic Application from the list to view details about that Dynamic Application and what it

collects from the device.

sl1-test-
cdb-10-64-170-170

sl1-test-cdb-10-64-170-170

Overview Device Information Device Interfaces Configs Events Collections

Support: DRBD Proxy Stats X

Properties Object

Information not available at the moment.

SNMP Config

Click the Options button ( ™ ) to edit, run, or delete a collection on this tab.

Assigning Icons to Device Classes

Each device in SL1 is associated with a device class. Typically, device classes map to a make/model pair, such as
Product Name / Model Number. SL1 includes already-defined device classes for the most popular hardware.
When possible, SL1 automatically assigns each discovered device to an existing device class.

Device classes determine:

o How devices are represented in the user inferface.
o Whetherthe device is a physical device or a virtual device.

o How managed devices are discovered with the discovery tool.
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On the [Device Classes] tab (Settings > Device Classes), you can view a list of existing device classes in the new

user interface.

You can also assign an icon to a specific device class. These icons will appear on Device Class and Device

Category pages.

Dashboards Events Inventory Settings em7admin v

SmartViews Content Management Business Services Thresholds Service Templates Device Classes Device Categories

goevcectass vee DEVICE CATEGORY moeL Venoor
NetScout Systems Probe3220 physical Network Probes Probes220 NetScout Systems
CiscoSystems ASA 5580 physical NetworkFirevall AsA5580 CiscoSystems
CiscoSystems IGX8430 physical Network Switches Ix8430 CiscoSystems
3Com US Robotics ADSL 812 physical Network Modems US Robotics ADSL 812 3com
Gisco TelePresence CTSTX9000 physical VideoTelepresence crsTX9000 CiscoTelePresence
CiscoSystems 76035 physical NetworkRouter 76035 CiscoSystems

physical NetworkServices WAE 73269
HP ProCurve Switch 4104GL physical Network Switches ProCurve Switch 4104GL He

CiscoSystems UCS-EN120E-54 physical ServerRackUnit UCSEN120E54 Ciscosystems
CiscoSystems 1861E ISR G1 physical NetworkRouter 1861E15RG1 CiscoSystems
CiscoSystems Probes704 physical Network Probes Probes704 CiscoSystems
CiscoSystems ONS-15501-0C physical Network Repesters ONs-15501-DC CiscoSystems

X Advanced

TIP: Click the Choose Columns icon ( o ) to enable the Vendor and Model columns.
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To assign an icon to a device class:

1. Onthe [Device Classes] tab (Seftings > Device Classes), locate the device class for which you want to add
anicon.

2. Click the Options button ( ™ ) for that device class and select Assign Icon. If you want to assign an icon to
more than one device class at once, select the checkboxes next to those device classes and click Assign Icon
in the blue bar at the bottom of the screen:

Dashboards ~ Events  Inventory ~ Maps Settings

Content Management Business Services Thresholds Service Templates Device Classes Device Categories
T x  Advanced
® |oevcearss  wvewe  _wem  omccarco v e
Netscout Prob Netscout Syst Probes220 Network Prob o )
Cisc Cisco System: ASA 5580 Network Firewall physical
Cisco Systems 16X 8430 Cisco Systems 16X 8430 Network Sitches physial
3Com US Robotics ADSL 812 3Com US Robotics ADSL 812 Network Modems physical
Cisco TelePresence CTS-TX9000 Cisco TelePresence cTs:TX9000 VideoTelePresence physical
Cisco Systems 76035 Cisco Systems 76035 Network Router physical
co Systems WAE 7326-K9 Cisco Systems WAE 7326-K9 Network Services physial
HP ProCurve Switch 4104GL He Nety physical
Cisco Systems UCS-EN120E-54 Cisco Systems UCS-EN1208-54 ServerRackUrit physical
Cisco' 61E 15R.G1 1861E 1SR GL Network Router physical
2 Classes Selected Assign lcon Deselect All Select All Visible

The Select an Icon window appears:

Select an Icon (4) ESC

-arch icons % Advanced Add Icon

T O X

Data Storage Storage Pool Unified Maintenance

@

Cancel Select Icon
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3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: If an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. Toupload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps

5. To startthe upload process, click the [Add Icon] button. The Add an Icon window appears:

Add an lcon x
ESC
ADD TAGS
# Newtag
i Browseor |
Drop
____________________ REUSE TAGS
lcons must:
i BeSVGformat
i Benomore than40kb
i Mot be animated
i Not contain bitmaps
Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

9. Click the [Add lcon] button. The icon is added to the Select an Icon window.

10. Click the [Select Icon] button to add the icon to the selected device class on the [Device Classes] tab.

Working with Device Categories

A device category is a logical categorization of a device based on the primary function of the device, such asa

"server', "switch", or "router". SL1 uses device categories to group related devices in reports and views.
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Device categories are paired with device classes to organize and describe discovered devices. The device class
usually describes the manufacturer. The device category describes the function of the hardware. Each device class
can include a device category.

On the [Device Categories] tab (Settings > Device Categories), you can view a list of existing device categories
and create new device categories. You can also assign an icons to a specific device category, and those icons will
appear on Device Class and Device Category pages.

Dashboards ~ Events  Inventory  Settings

SmartViews Content Management

Oct1,2018,7:39PM

Cloud AvailabilityZone em7admin 0ct1,2018,7:39PM

Cloudsigata em7admin Oct1,2018,7:39PM

Cloud Compute: em7admin Oct1,2018,7:39PM

CloudDatabase em7admin 0ct1,2018,7:39PM

em7admin 0ct1,2018,7:39PM

Oct1,2018,7:38PM

loudNetwork em7admin 0ct1,2018,7:39PM

CloudRegion em7admin 0ct1,2018,7:39PM

Cloudservice em7admin Oct1,2018,7:39PM

Cloudstorage em7admin Oct1,2018,7:39PM

em7admin 0ct1,2018,7:39PM

To create a new device category:

1. On the [Device Categories] tab (Settings > Device Categories), click the [Create Device Category]
button. The Add New Category window appears:

Add new Category ESC

EDIT USER

EDIT DATE
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2.
3.

In the Category Name field, type a name for the new device category.

To add an icon for the new category, click the Browse area to select an existing icon from the Select an Icon
window.

TIP: f an icon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4.

On the Add New Category window, click the [Save Category] button. The category is added to the
[Device Categories] tab.

To assign an icon fo an existing device category:

1.
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On the [Device Categories] tab (Settings > Device Categories), locate the device category for which you
want to add an icon.

Click the Options button ( ™ ) for that device category and select Assign Icon. If you want to assign an icon to
more than one device class at once, select the checkboxes next to those device classes and click Assign Icon
in the blue bar at the bottom of the screen. The Select an Icon window appears.

To use an existing icon, select that icon from the list of icons and click the [Select Icon] button.

To upload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
« The file should not be larger than 40 KB.
« The file should not be animated.

o The file should not contain bitmaps

To start the upload process, click the [Add Icon] button. The Add an Icon window appears.
In the Icon name field, type a name for the icon you want fo upload.

In the Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag to search for
this icon later.

You can click the Browse or Drop area fo browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add Icon] button. The icon is added to the Select an lcon window.

Click the [Select Icon] button to add the icon to the selected device class on the [Device Categories] tab.
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Chapter

Discovery and Credentials

Overview

This chapter describes how to use the new user interface for SL1 to discover the devices in your network.

The following topics describe how to discover devices on the [Devices] tab and how to manage discoveries on the
[Discovery Sessions] tab:

WHhat is DISCOVEIY? ... .. e 95
What are Credentialse . 95
Prerequisites for Discovering Devices in the New User Interface ... ... . ... ... . . ............... 96
Discovering DeViCes ........... ..o 96
Working with Discovery SesSiONs ... ... .. .. 104
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What is Discovery?

Discovery is the tool that automatically finds all the hardware-based devices, hardware components, and software
applications in your network. You must provide the discovery tool with a range or list of IP addresses or a list of fully-
qualified domain names (hostnames), and the discovery tool determines if a device, hardware component, or
software application exists at each IP address.

For each device, hardware component, or software application the discovery tool "discovers", the discovery tool
can collect a list of open ports, DNS information, SSL certificates, list of network interfaces, device classes to align
with the device, topology information, and basic SNMP information about the device.

The discovery tool also determines which, if any, Dynamic Applications to align with the device. f the discovery tool
finds Dynamic Applications to align with the device, the discovery tool triggers collection for each aligned Dynamic
Application.

SL1 also uses discovery to update existing information about a device and to add to existing information about a
device. This type of discovery is called auto-discovery. For each existing device, SL1 automatically runs auto-
discovery every night, to keep device data up-to-date.

You can manually frigger discovery at any time and update the data for one device or multiple devices.

What are Credentials?

Credentials are access profiles (usually username, password, and any additional information required for access)
that allow SL1 to retrieve information from devices and from software applications on devices.

« Discovery uses SNMP credentials to retrieve SNMP information during initial discovery and nightly auto-
discovery. If SL1 can connect to a device with an SNMP credential, SL1 deems that device "manageable" in
SLT.

« Dynamic Applications use credentials to retrieve SNMP information, database information,
SOAP information, XML information, XSLT information, and WMI information.

o Proxied Web Services use SOAP/XML Host credentials to pass authentication information to external web
services.

o SL1 includes a type of credential called "Basic/Snippet" that is not bound to a specific authentication protocol.
You can use this type of credential for Dynamic Applications of type "WMI", of type "snippet", and when
defining system backups. "Basic/Snippet" credentials can also be used for monitoring Windows devices using
PowerShell.

o SL1 includes atype of credential that allows SL1 to communicate with an LDAP or Active Directory system.
For details on integrating the platform with LDAP or Active Directory, see the manual Using Active Directory
and LDAP.

o SL1 includes a type of credential that allows Dynamic Applications of type "Snippet" to use SSH to
communicate with a remote device. To use these Dynamic Applications, you must define an SSH credential.
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o SL1 includes atype of credential that allows Dynamic Applications to retrieve data from Windows devices. If
you align a Dynamic Application for PowerShell with a PowerShell credential, SL1 assumes that you want to
use ifs built-in agentless transport to communicate with Windows devices.

« Ifnecessary, asingle device can use multiple credentials. If more than one agent or application is running on
the device, each agent or application can be associated with its own credential. During discovery, SLT will
use the appropriate credential for each agent.

Prerequisites for Discovering Devices in the New User
Interface

To discover all of the devices on your network:

1. Make a note of the range of IP addresses used on your network. If you need help, ask your network
administrator.

2. Forthis release, you must use an existing collector in the classic user interface. You can access collector
information on the Collector Group Management page (System > Settings > Collector Groups).

3. Alsofor this release, you must create or use an existing credential in the classic user interface. You can access
credential information on the Credential Management page (System > Manage > Credentials).

4. Similarly, if you want to use a device template with a discovery session, you must use an existing template in
the classic user inferface. You can access device templates on the Configuration Templates page (Registry
> Devices > Templates.

5. Inthe classic user interface, the Grant All user needs to be used to access new discovery workflow, as the
SYS_SETTINGS LICENSES PAGE and SYS_SETTINGS CUGS PAGE access keys are needed to get

collector or collector group information.

Discovering Devices

On the [Devices] tab (Inventory > Devices) you can add or "discover" new devices for monitoring in the new user
interface. You add devices by creating a discovery session, which searches for the devices on the network you

specify.
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To run discovery to add one or more devices:

1.

On the [Devices] tab, click the [Add Devices] button. The first page of the Add Devices wizard appears:

Add Devices

Local Devices

My local devices|

Select the organization to add discovered devices to

2. Complete the following fields:

97

« Name. Type a unique name for this discovery session. This name is displayed in the list of discovery

sessions on the [Discovery Sessions] tab

« Description. Type a short description of the discovery session. You can use the text in this description
to search for the discovery session on the [Discovery Sessions] tab. Optional.

« Select the organization to add discovered devices to. Select the name of the organization to which

you want fo add the discovered devices.
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3. Click [Next]. The Credentials page of the Add Devices wizard appears:

Add Devices !

Choose credentials that connect your devices

o e o . — o
7ot S o R P .
e = - emperyer
R - st R

Cisco SNMPY3 - Example: [USER_GOES HERE] snmp. em7admin Jun,2015,420PM
Cisco SNMPY2 - Example: SNMP. em7admin Jun8,2018,420PM
LifeSize: Endpoint SNMP. control SNMP. em7admin Jun8,2018,413PM
Dell EMC: silon SNMPv2 Example. snmp, em73dmin Jun8,2015,4:18 PM

SNMP. em7admin Jun14,2018,4:14PM
simu_device_100 SNMP. em7admin Jun 14,2018, 4:14PM

1PSLA Example snmp. em7admin Jun8,2015,421PM

EM7 Default V2 SNMP. em7admin Jun8.2018.421PM v

o

4. Select one or more SNMP credentials to allow SL1 to access a device's SNMP data and click [Next]. The
Discovery Session Details page of the Add Devices wizard appears:

Add Devices Esc

Enter basic discovery session details
Listof 1Ps*

192.0.2.0/24
‘Which collector will monitor thes devices?
CUG-Core | SAC-PATCH-CU2-9-28:10.2.9.28 v

Run after save o

Advanced options v

— Back Saveand Close
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5. Complete the following fields:

o List of IPs. Provide a list of IP addresses or fully-qualified domain names for SL1 to scan during
discovery. This field is required. In this field, you can enter a combination of one or more of the
following:

o One or more single IPv4 addresses separated by commas and a new line. Each IP address must be
in standard IP notation and cannot exceed 15 characters. For example, "10.20.30.1,

10.20.30.2,10.20."

o One or more ranges of IPv4 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example, "10.20.30.1 —
10.20.30.254".

o One or more IP address ranges in IPv4 CIDR notation. Separate each item in the list with a comma.
Forexample, "192.168.168.0/24".

o One or more ranges of IPv6 addresses with "-" (dash) characters between the beginning of the
range and the end of the range. Separate each range with a comma. For example,
"2001:DB8:0:0:0:0:0:0-2001:DB8:0:0:0:0:0:0003".

o One ormore IP address ranges in IPvé CIDR notation. Separate each item in the list with a comma.

For example, "2001:DB8:0:0:0:0:0:0/117".

o One or more hostnames (fully-qualified domain names). Separate each item in the list with a
comma.

» Which collector will monitor these devices?. Select an existing collector to monitor the discovered
devices. Required.

« Run after save. Select this option to run this discovery session as soon as you click [Save and Close].

« Advanced options. Click the down arrow icon ( © ) to access additional discovery options.

Add Devices

Scan Throttle

[System Default (recommended) ]

Port Scan All IPs

[System Default (recommended) ]

Port Scan Timeout

[System Default (recommended) |

21:22:25:80:136
interface Invento
600000

tavimum Al

10000

Bypass Interface Inventory

Back Saveand Close
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In the Advanced options section, complete the following fields as needed:

o Initial Scan Level. For this discovery session only, specifies the data to be gathered during the
initial discovery session. The options are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface of SL1.

m |. Model Device Only. Discovery will discover if the device is up and running and if so, collect
the make and model of the device. SL1 will then generate a device ID for the device so it can
be managed by SL1.

m 2. Initial Population of Apps. Discovery will search for Dynamic Applications to associate with
the device. The discovery tool will attempt to collect data for the aligned Dynamic Applications.
Discovery will later retrieve full sets of data from each Dynamic Application. Discovery will also
perform 1. Model Device Only discovery.

m 3. Discover SSL Certificates. Discovery will search for SSL certificates and retrieve SSL data.
Discovery will also perform 2. Initial Population of Apps and 1. Model Device Only.

m 4. Discover Open Ports. Discovery will search for open ports. Discovery will also perform 3.
Discover SSL Certificates, 2. Initial Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 4. Discover Open Ports, discovery might be blocked
and/or might be taxing fo your network.

m 5. Advanced Port Discovery. Discovery will search for open ports, using a faster TCP/IP
connection method. Discovery will also perform 3. Discover SSL Certificates, 2. Initial
Population of Apps, and 1. Model Device Only.

NOTE: If your system includes a firewall and you select 5. Advanced Port Discovery, some devices might
remain in a pending state (purple icon) for some time after discovery. These devices will achieve a
healthy status, but this might take several hours.

m 6. Deep Discovery. Discovery will use nmap to retrieve the operating system name and
version. Discovery will also scan for services running on each open port and can use this
information to match devices to device classes. Discovery will search for open ports, using a
faster TCP/IP connection method. Discovery will also perform 3. Discover SSL Certificates, 2.
Initial Population of Apps, and 1. Model Device Only.

NOTE: For devices that don't support SNMP, option é. Deep Discovery allows you to discover devices that
don't support SNMP and then align those devices with a device class other than "pingable". Note that
option 6. Deep Discovery is compute-intensive.
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o Scan Throttle. Specifies the amount of time a discovery process should pause between each
specified IP address (specified in the IP Address/Hostname Discovery List field). Pausing
discovery processes between IP addresses spreads the amount of network traffic generated by
discovery over a longer period of time. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface for SL1.

m Disabled. Discovery processes will not pause.

m 1000 Msec to 10000 Msec. A discovery process will pause for a random amount of time
between half the selected value and the selected value.

o Port Scan All IPs. For the initial discovery session only, specifies whether the platform should scan
all IP addresses on a device for open ports. The choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Seftings > Behavior) in the classic user interface for SL1.

m Enabled. The platform will scan all discovered IP addresses for open ports.

m Disabled. The platform will scan only the primary IP address (the one used to communicate
with the platform) for open ports.

o Port Scan Timeout. For the initial discovery session only, specifies the length of time, in
milliseconds, after which the platform should stop trying to scan an IP address for open ports and
begin scanning the next IP address (if applicable). Choices are:

m System Default (recommended). Use the value defined in the Behavior Settings page (System
> Settings > Behavior).

m  Choices between 60 to 1,800 seconds.
o Scan Ports. Specify a list of ports to scan, separated by commas. The defaultis 21,22,25,80,136.

o Interface Inventory Timeout (ms). Specifies the maximum amount of time that the discovery
processes will spend polling a device for the list of interfaces. After the specified time, the
Sciencelogic platform will stop polling the device, will not model the device, and will continue with
discovery. The default value is 600,000 ms (10 minutes).

m During the execution of this discovery session, the Sciencelogic platform uses the value in this
field first. If you delete the default values and do not specify another value in this field, the
plafform uses the value in the Global Threshold Settings page (System > Seftings >
Thresholds).

m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Interface Inventory Timeout setting in the Device Thresholds page (Registry > Devices
> Device Manager > wrench icon > Thresholds) is set to this value for each discovered
device. If there is no device tfemplate applied to the discovery session and no value is supplied
in this field, the Sciencelogic platform uses the value in the Global Threshold Settings page
(System > Settings > Thresholds).
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o Maximum Allowed Interfaces. Specifies the maximum number of interfaces per devices. If a
device exceeds this number of interfaces, the Sciencelogic platform will stop scanning the device,
will not model the device, and will continue with discovery. The default value is 10,000.

m During the execution of this discovery session, the Sciencelogic platform uses the value in this
field first. If you delete the default values and do not specify another value in this field, the
platform uses the value in the Global Threshold Settings page.

m Ifyou specify a value in this field and do not apply a device template to this discovery session,
the Maximum Allowed Interfaces setting in the Device Thresholds page is set to this value
for each discovered device. If there is no device tfemplate applied to the discovery session and
no value is supplied in this field, the Sciencelogic platform uses the value in the Global
Threshold Settings page.

o Bypass Interface Inventory. Specifies whether or not the discovery session should discover
network interfaces.

m Selected. The platform will not attempt to discover interfaces for each device in the discovery
session. For each discovered device, the Bypass Interface Inventory checkbox in the Device

Properties page will be selected.

m Noft Selected. The platform will attempt to discover network interfaces, using the Interface
Inventory Timeout value and Maximum Allowed Interfaces value.

o Discover Non-SNMP. Specifies whether or not the platform should discover devices that don't
respond to SNMP requests.

m Selected. The platform will discover devices that don't respond to the SNMP credentials
selected in the SNMP Credentials field. These devices will be discovered as "pingable"
devices.

m Not Selected. The platform will not discover devices that don't respond to the SNMP credentials
selected in the SNMP Credentials fields.

o Model Devices. Determines whether or not the devices that are discovered with this discovery
session can be managed through the platform. Choices are:

m Enabled. When a device is modeled, the platform creates a device ID for the device; you can
then access the device through the Device Manager page and manage the device in the
plafform.

m Disabled. If a device is not modeled, you cannot access the device through the Device
Manager page, and you cannot manage the device in the platform. However, each
discovered device will still appear in the Discovery Session logs. For each discovered device,
the discovery logs will display the IP address and device class for the device. This option is
useful when performing an initial discovery of your network, to determine which devices you
want to monitor and manage with the platform. For the amount of ime specified in the Device
Model Cache TTL (h) field, a user can manually model the device from the Discovery
Session window.
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o Enable DHCP. Specifies whether or not the specified range of IPs and hostnames use DHCP.

m Selected. The Sciencelogic platform will perform a DNS lookup for the device during discovery
and each time the platform retrieves information from the device.

m Noft Selected. The Sciencelogic platform will perform normal discovery.

o Device Model Cache TTL (h). Amount of time, in hours, that the platform stores information about
devices that are discovered but not modeled, either because the Model Devices option is not
enabled or because the platform cannot determine whether a duplicate device already exists. The
cached data can be used to manually model the device from the Discovery Session window.

o Log All. Specifies whether or not the discovery session should use verbose logging. When you
select verbose logging, the platform logs details about each IP address or hostname specified in the
IP Address/Hostname Discovery List field, even if the results are "No device found at this
address."

m Selected. This discovery session will use verbose logging.

m Noft Selected. This discovery session will not use verbose logging.

o Apply Device Template. As the platform discovers a device in the IP discovery list, that device is
configured with the selected device tfemplate. You can select from a list of all device templates in
the platform. For more information on device templates, see the manual on Device Groups and
Device Templates.

6. Click [Save and Close] to save the discovery session. If you selected the Run after save option on this page,
the discovery session runs, and the Discovery Logs page displays any relevant log messages. If the discovery
session locates and adds any devices, the Discovery Logs page includes a link to the Device Investigator
page for the discovered device:

Discovery Logs ES

O

o DATE IP ADDRESS DISCOVERY LOG MESSAGE DEVICE

Jul 20,2018, 1:57 PM Beginning auto-discovery session

Jul 20,2018, 1:57 PM 102926 (*IF) Discovered and modeled existing device

Jul 20,2018, 1:57 PM Auto-discovery session completed
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Working with Discovery Sessions

The [Discovery Sessions] tab (Inventory > Discovery Sessions) displays a list of all the existing discovery sessions,
which are previous attempts to add devices using discovery:

Dashboards ~ Events  Inventory  Settings

Services Discovery Sessions

192020-19202255 SACPATCH-CU29-25 sio

localhast focalhost SACPATCH-CU2:9-28

simu_device_100 1010003

10200011 SACPATCH-CUL-9-27 System em7admin Jun 14,2018, 4:15 PM

NOTE: This tab mirrors the list of sessions on the Discovery Control Panel page (System > Manage >
Discovery) in the classic user interface.

On this tab you can click the Options button ( ~ ) for a session and select one of the following actions:

« Edit. Run the Add Device wizard again so you can make changes to the selected discovery session.

o Delete. Delete the selected discovery session. You do not get a confirmation window after you click Delete;
the session is immediately deleted.

o Start. Run the selected discovery session again. The Discovery Logs page appears when discovery
completes.

« Show Logs. The Discovery Logs page for the selected discovery session displays data about the most recent
run of a discovery session.
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Chapter

Monitoring Business Services

Overview

This chapter describes how to use the new user interface for SL1 to create and manage business services for your
company.

The following sections describe the features of the [Services] tab (Inventory > Services):

What is a Business Service? . il 106
Using the Service Investigator .. il 109
Creating a BUSINESS SEIVICE ... ... oo L 110
Assigning Iconsto a Business Service .. il 113
Selecting a Business Service Policy . ... ... il 114
Creating a Business Service Policy .. . 116
Creating a Business Service Template ... .. 121
Creating a Business Service From a Template ... . 124
Exporting a Service Template ... .. 128
Default Service Policy SEHINGS .. ... 131
Managing Events for Business ServiCes ....... ... ..o il 132
Exporting Service Data with the Sciencelogic APl _ .. . . ... 133
Troubleshooting Services .. ... . il 135

Monitoring Business Services 105



What is a Business Service?

A business service includes one or more technical services that provide value to internal or external customers.

Some examples of business services include verifying Infernet access or website hosting, online banking, remote
backups, and remote storage. Usually a business service includes an associated Service Level Agreement (SLA)
that specifies the terms of the service.

Create the following types of services on the [Services] tab (Inventory > Services), in the following order:

1. Device Service. Monitors a set of related devices, such as all devices from a specific region.

2. IT Service. Monitors a service that IT provides to your organization. An IT service is made up of one or more
device services.

3. Business Service. Monitors a service your organization provides fo your customers. A business service is

made up of one or more IT services.

~

£ NAME

Business Service:

Business Service 2

Device Service

Device Service

ITService

ITService 2

Events

Services

SERVICETYPE «

Business Service

Business Service

Device service

Device Service

T service

T service

Settings

Discovery Sessions

AVAILABILITY

¥ Available

v Available

¥ Available

v Available

v Auailable

¥ Available

HEALTH

@ critcal
@ citical

Minor
@ critical
@ vior

@ critical

em7admin ~ @Sr_ iencelogic 7

. e

Poucy
Business Service Policy
Business Service Policy

Device Service Palicy
Device Serviee Policy

17 ServicePolcy

IT Service Policy
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These business services let you gauge the health, availability and risk of your services or the devices that provide
those services. On the [Services] tab, these values display in the following format and order:

1. Availability: Displays whether a device, like a website or a server, is available to be used by customers. A
service or device is considered unavailable if SL1 is not able to collect data from the device or service, or if
device is usable or not usable. A value of 0 means a device or service is unavailable, and a value of 1
means a device is available. Availability uses the following icons:

+ Available @ Unavailable
1 0

2. Health: Displays a "severity" icon that represents a numerical value between 0 and 100, which indicates the
current status of a device or service to show ifits health is worsening or improving. For example, the Health
value could indicate when a device is intermittently unavailable because of a power problem and falls below
the required level of performance. Health uses the following icons by default:

. Critical . Major Minor . MNotice . Healthy

0-20 21-40 41-60 61-80 81-100

3. Risk: Displays a percentage value between 0 and 100 that indicates how close a service or a device is to
being in an undesirable state. The safest possible risk value is 0%, while the worst risk value is 100%. Risk
uses the following icons by default:

. Healthy . MNotice Minor . Major . Critical

0-20 21-40 41-60 61-80 81-100

These values are computed in this order because SL1 uses Availability values to compute Health while SL1 uses
both Availability and Health values to compute Risk.

You can define metrics for device services based on:

« availability

o latency

e eventcount
« eventseverity
o device state

o Dynamic Application data collected by SL1

NOTE: IT services created in the classic user interface are not included in the new user interface, and "classic"
IT services are not related in any way fo the new business services, IT services, and device services.
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You can also create dashboards for business services that display information about the state, availability, risk,
events, metrics, and other information about a business service.For more information, see the Creating

Dashboards chapter.

Al Fitters

SL1 Business Senvice, All in one View Last 24 Hours

Si1 Development SL1 Device Services
° . 100 o s  am nanasmry -

@ s v

e v

Network =l Si1 Development Experience

o ® 80 @ ® 100

AVALABLE NOTICE RISK AVAIABLE NOTICE RISK Metwork Rowters @ 1

Network Device Serviecs Heaith Tile Devices that Support the Device Service

° e sm

@ wau v e EEEETE P e g . oo
Network Switches

SI1 All in Ones Si1 Collectors Network Routers snstck @ s
RiSK: 100 RSKO RSK: 75

” o ESTE ) © UNAVAILABLE e @ creen

Network Modules

SI1 Infrastructure iaor o, B 30215120 L
RiSK:0

Example: Retail Banking

Using SL1 to monitor a business service lets you quickly see whether the service is available and working as
expected for a customer or end user. For example, a banking company wants to ensure that their retail banking
service is available around the world. They would use the following workflow to set up their services in the new
user inferface:

1. Because the company has offices around the world, they create multiple device services that organize
devices based on location or region. The company adds all of its devices to the relevant device services.

2. The company then creates multiple IT services to monitor the device services (from step 1), including
separate IT services for online banking, teller systems, and ATM networks.

3. Next, the company creates a business service for its retail banking business, and this business service
includes all of the IT services (from step 2) that deal with retail banking.

NOTE: As needed, the banking company repeats steps 1-3 to create additional business services (made up
of IT services and device services ) to monitor their commercial banking and investment banking
devices and services.
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Using the Service Investigator

The Service Investigator page appears when you select a service from the [Services] tab (Inventory > Services):

Dashboards ~ Events  Inventory Settings

« Back Overview Services Status Policy

Status

0
v Available ® Major 100%

Availability lealtt

Service Description
Monitors retail banking IT Services, including online banking, the teller systems, and the ATM network. Ensures devices are resp
What organization manages this service?

What other organizations can use this service?

‘What organization should be contacted regarding this service?

System

‘What user should be contacted regarding this service?

em7admin

The Service Investigator page contains three tabs:

« [Overview]. Displays a "big-number" dashboard version of the most recent Availability, Health, and Risk
values for the service and details about the service description, the managing organization for this service,
the organizations that can use this service, the organizations to be contacted about this service, and the user

to be contacted about this service.

« [Services] or [Devices]. Displays the services currently used in a business service or IT service, or the devices
included in a device service. You can edit the query for the services or devices in the Search field at the top of
the tab.

« [Status Policy]. Displays a list of all policies of that service type currently in the system and can be chosen to

associate with the service being viewed. On this tab, you can change the policy used by a service, and you
can also create a new service policy. A DEFAULT label appears next to the default policies.

You can click the [Edit] button to edit the content on all three tabs to customize your business service.
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Creating a Business Service

You can create a new business service to monitor a specific set of IT services and devices for Availability, Health,
and Risk values. To create a new business service, you should first determine:

o The devices thatimpact the business service.

o The IT services that impact the business service.

« The specific conditions that you want to monitor, based on your business processes.

For example, if you provide email service, then a failure of your primary SMTP server and backup SMTP server
would constitute a Critical status.

TIP: You can copy an existing service on the Services tab by clicking the [Options] button ( ™ ) for that service
and selecting Duplicate.

To create a business service:

1. On the [Services] tab (Inventory > Services), click the [Create Service] button. The New Service page
appears:

X
New Service esc

Select a service type

Business Service IT Service Device Service

v

I banking IT Services, including online banking, the teller systems, and the ATM

network. Er devices are r ive and iing as expected.
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2. Selectaservice type. You should start by creating your device services, then your IT services, and then finally
your business service. Your options include:

« Device Service. Monitors a set of related devices.

« IT Service. Monitors a service that IT provides to your to your organization. An IT service includes one
or more device services.

« Business Service. Monitors a service your organization provides to your customers. A business service
includes one or more IT services.
3. Complete the remaining fields:
« Service Name. Type a unique name for this service.

« What organization manages this service?. Select the name of the organization that owns this
service.

« Service Description. Type a short description of this service. You can use the text in this description to
search for this service on the [Services] tab. Optional.

4. Click the [Save] button. If you selected Device Service in step 2, the [Devices] tab appears, with a list of
available devices in the Preview section. If you selected Business Service or IT Service in step 2, the
[Services] tab appears, with a list of available services in the Preview section.

Email Business Service Edit

« Back Overview Services Status Policy

Query for the right set of services.

Ql X Advanced

v Preview: 3 Services

3 SERVICENAME SERVICETYPE AVAILABILITY HEALTH RISK poLiCY
testingit service laks for bs dashboards T Service v Available @ Healtny 40% IT Service Policy [ DEFAULT]
Panda SMTP Relay IT Service + Available @ Heathy 10% A outof date default IT Service Policy
Pandas Filter Service T Service v Available @ Healtny 30% A outof date defauit IT Service Policy

Monitoring Business Services 111



5. Click the [Edit] button to start searching for the services or devices you want to monitor.

6. Inthe Search field, type search criteria for the services or devices you want to monitor. A list of services or
devices that match your search criteria appears in the Preview section:

Email Business Service Edit

« Back Overview Services Status Policy

Query for the right set of services.

¥ name: [smip ] X Advanced

v Preview: 1 Service
3 SERVICENAME ~ SERVICETYPE AVAILABILITY HEALTH RISK poLicY

Panda SMTP Relay IT Service v Available @ Heaitny 10% A out of date default IT Service Policy

TIP: If you are looking for a specific set of services or devices, click the Advanced link and create a search
using AND or OR for multiple search criteria. For example, o search for devices with a Device Class of
"network.router", use: deviceClass has (deviceCategory has (name contains
'network.router')) For more information, see Advanced Search .

7. When you have the right combination of services or devices, click the [Save] button.
8. Ifneeded, click the [Overview] tab and then click the [Edit] button to update the following fields:
« Service Description. Update the description of this service.

« What organization manages this service2 Update the name of the organization that manages this
service. The selected organization is also added to the following field.

o What other organizations can use this service2 Grant one or more organizations permission o use
this service. The organization that manages this service cannot be removed from this drop-down list
unless you edit the previous field.

« What organization should be contacted regarding this service? Select the name of the
organization that should be contacted with any questions about this service.

« What user should be contacted regarding this service? Select the name of the person who should
be contacted with any questions about this service. This person is a member of the organization that
manages this service.

9. Click the [Save] button. The default policy for the type of service you selected is automatically added to the
new service.
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10. Ifyou wantto use a different business policy with the new service, see Selecting a Business Service Policy.

11. Ifyou want to create a new business policy to use with the new service, see Creating a Business Service
Policy.

Assigning Icons to a Business Service

To assign an icon fo a service:

1. On the [Services] tab (Inventory > Services), locate the service to which you want to add an icon.

2. Click the Options button ( ™ ) for that service and select Assign Icon. The Select an Icon window appears:

Select an Icon (4) E)5<C

Q Type tosearch icons X Advanced Add lcan

5 O X

Data Storage Storage Pool Unified Maintenance

@

Cancel Select lcon

3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: f anicon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps
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5. Tostartthe upload process, click the [Add lcon] button. The Add an lcon window appears:

Add an Icon for

ADD TAGS

#

i Browseor |
Drop

REUSE TAGS

icons must:

i BeSVGformat

i Benomore than 40kb
i Notbe animated
i

Mot contain bitmaps

Cancel

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lIcon] button. The icon is added to the Select an lcon window.

10. Click the [Select Icon] button to add the icon to the selected device class on the [Device Classes] tab.

Selecting a Business Service Policy

Each service type (device service, IT service, and business service) requires a policythat determines what it
monitors. A business service policy contains a set of rules and conditions that define the Availability, Health, and
Risk values for the service, depending on your business needs. Each service requires that one policy be associated
with a service at a time.

NOTE: The PowerPack for Business Service Event Policies contains a set of new business service policies you
can use for your services.

When you create a business service of any type, SL1 automatically uses the default policy for that particular type of
business service. You can remove the default policy after you create a new policy. The default policies cannot be

edited.
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TIP: If a policy contains errors, an error icon (.ﬂ) appears next to the policy name. To view details about what
makes the policy invalid, select the policy and hover over the error icon next fo the policy name in the
right-hand section. A pop-up window lists the problems with the policy.

To select an existing business service policy:

1. On the [Services] tab (Inventory > Services, select the service that needs a policy. The [Overview] tab for
the service appears.

2. Click the [Status Policy] tab:

=

« Back Overview Services Status Policy
pouiciEs + Create Policy

IT Service Policy used by 1 service EditPolicy || Use Policy
v IT Service Policy Availability Rules

all Services inthis service.

IT Service Policy

If Max Availability <0 then SetAvailabilityto0 @ Unavailable

If Max Availability >0 then SetAvailabilityto1 « Available

Use the Maximum of the above

Health Rules

If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth
If AvgHealth

If AvgHealth

=10

>10and ¢
>20and <
>30and =
>40and =
>50and
>60and <
>70and =
>80and

>90and

or all Services in this service.

20
30
40
50
&0
70
80
50
99

then
then
then
then
then
then
then
then
then

then

Set Healthto 10
Set Health to 20
Set Health to 30
Set Health to 40
Set Healthto 50
Set Health to 60
Set Health to 70
Set Health to 80
Set Health to 90

Set Health to 99

® Critical
® Critical
® Major
® Major
Minor
Minor
® Notice
® Notice
® Healthy
® Healthy

If AvgHealth >99 then SetHealthto100 @ Healthy

3. Inthe Policies section on the left, select the policy you want to use.

TIP: You can type basic search criteria in the Search field to locate a specific policy in the list.

4. Toview the details of a selected policy, click the [Options] button ( ™ ) for that policy and select Edit (or View
for the default policy). The Policy Editor page appears:
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Device Services South ’

Availability Health Risk

Base Availability On

Al Devices n this Service v

AX AVAILASILTY Edit THEN  SETAVANASIITYTO

+ AddRule

v Available @ Unavailable
N o Use max v ofrules Cancel Save Policy

5. Click the [Cancel] button when you are done viewing the details for that policy.

TIP: You can copy an existing service policy on the Services tab by clicking the [Options] button ( ™ ) for that
policy and selecting Duplicate.

6. Toadd a policy to the service, select the policy in the Policies section and click the [Use Policy] button in the

right-hand section. A check mark icon (u) appears next to that policy in the Policies section, and the words
"Current Policy" replace the [Use Policy] button in the right-hand section.

7. lfyou want to delete a policy you no longer want to use, click the [Options] button ( ™ ) for that policy, select
Delete, and then click [Delete Policy]. If that policy is used by any other services, those services are assigned
the default policy type. You cannot delete a default policy.

Creating a Business Service Policy

When you create a business service of any type, SL1 automatically uses the default policy for that particular type of
business service. You can create a new policy fo replace the default policy. When you create a new policy, the new
policy uses the values from the default policy for that type of service as a starting point.

A policy includes a set of rules, and each rule can include one to three conditions. If you have multiple rules and
conditions, all rules and conditions on a tab must be met to generate the Availability, Health, or Risk value. In other
words, if a rule had three conditions, you would set up the conditions for that rule as an IF, AND, AND, THEN
statement.
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To create a policy:

1.

On the [Services] tab (Inventory > Services), select the service for which you want to create a policy. The
Service Investigator page appears.

Click the [Status Policy] tab, and then click Create Policy in the Policies section. A Create Policy window
appears.

Type a policy name and click the [Create Policy] button. The new policy is added to the Policies section on
the [Status Policy] tab.

Click the [Options] button (™ ) for the new policy and select Edit, or click the [Edit Policy] button.

The Service Policy Editor page appears, with a default rule already configured on each tab for Availability,
Health, and Risk:

Wireless Devices

Availability Health Risk

Base Availability On

Devices

+ Add Rule

v Available @ Unavailable
N o Use max v ofrules Cancel Save Policy

On the [Availability], [Health], and [Risk] tabs, edit the rules and conditions for each of the three values that
make up this policy. Each tab uses the same layout.

In the Services or Devices drop-down list, select one of the following options to filter the services for this
policy, as needed:

« All Services in this Service or All Devices in this Service. This default setting uses all services or devices
that are included in the service.

o Queried Services or Queried Devices. This sefting uses only the devices or services you specify in the
Search field that appears when you select this option. This sefting lets you filter the list of devices or
services for this policy.
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7. To update an Availability, Health, or Risk value for a rule, edit the value in the SET <VALUE> TO column:

Edit

THEN

SETHEALTHTO

100 {5 ¢ @ Healthy

25 H ¢ @ Major

8. To editthe default conditions for an existing rule, click the [Edit] button for that rule. The Edit Condition
window appears:

118

Property
Health

Set Threshold

Edit Condition

Aggregate
Average

Day

Cancel

Save
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9. Complete the following fields:
o Property. Selectthe metric you want to monitor for this condition:

m Ifthis is a business service or an IT service, your options include Availability, Health, and Risk for
the services you want to monitor.

m [fthisis a device service, select a device metric, such as Vitals like Availability and Latency or
Dynamic Application metrics.

NOTE: [fthis is a policy for a business service, your options are Availability, Health, and Risk.

« Aggregation. Select an aggregation method for the data for this condition. Your options include
Average, Minimum, Maximum, Count, and Sum.

« Day. Select a time frame for the data in the graph in the Set Threshold section, below. You can use

this graph to select reasonable thresholds for your condition. Your options include Day, Week,
and Month.

10. Inthe Set Threshold section, click and drag the slider to specify a threshold for this condition. A small
Threshold window appears, where you can specify the following threshold details:

o The upper threshold icon ( ' ) lets you set the highest acceptable number for that condition, including
any numbers less than that number. For example, x <= 80.

o The lower threshold icon ( : ) lets you set the lowest acceptable number for that condition, including
any numbers greater than that number. For example, x >= 60.

e Theequalsicon ( ~ ) in conjunction with a number lets you set a specific number only for this
condition. For example, x = 75.

 You can specify a range of values by clicking to add a second slider to the Set Threshold graph. For
example, 40 < x < 60.

« You can type a number in the Threshold window instead of using the slider.
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« Ifneeded, you can add a threshold that extends past the existing Y-axis of the table. The scale of the
table automatically adjust to the new value.

« The different ranges for your conditions display in alternating shades of dark blue and light blue:

Edit Condition

Property Aggregate
Risk v Maximum ~

Set Threshold Day ~

Remove

e —

TIP: f the line below the number in the Threshold window is red, then your current threshold is invalid. Click
the icons or adjust the slider to make sure the line is not red under the threshold value.

11. To save the conditions and threshold settings and close the Edit Condition window, click the [Save] button.

12. Toadd more conditions o a rule, click Edit on the Service Policy Editor page and follow the instructions in
steps 8-11.

13. Ifyou have more than one rule, select the type of aggregation you want to use in the Use <type> of rules
field. You can choose to use the minimum, maximum, or average value for the rules.

NOTE: The Availability value calculates only the minimum and maximum values for rules.

14. Edit any additional conditions or rules on the remaining tabs for this policy, and then click the [Save Policy]
button.
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Creating a Business Service Template

You can create a service template from an existing service to simplify the process of replicating an entire service or
service hierarchy on another SL1 system. For example, if you want to create the same service hierarchy, but only
change the owner of the service hierarchy, creating a service template from an existing service streamlines this

process.

To create a service template:

1. On the [Services] tab (Inventory > Services), click the [Options] button (

) for the service you want to use

as the basis for your template and select Create Template. The Create Template From Service window

appears:

Create Template from Business Service

Please Read Before Continuing

H Before creating a Service template, note the following constraints

What can be modified during Service Template creation:
+ The name of a Service
+ The annotations on a Service
+ The annotations on a Status Policy
+ The annotations on Rulesets or Rules for a Status Policy
+ The query to identify Devices for a Device Service
+ The (optional) query to further restrict Devices for a Rule in a Status Policy

What cannot be modified during Service Template creation:
+ The description of a Service
+ The query to identify Services for a Business Service or IT Service
+ The name of a Status Policy
+ Selecting a different Status Policy

+ Other details of a Status Policy associated with a Business Service, IT Service or Device Service

+ Organization that manages the Service
+ Organizations that can use this Service

+ Contact Organization or User for the Service

After you create a Service Template, you cannot edit it.

The following values are included in a Service but are removed when you use that Service to create a Service Template:

SL1 will request these values when a user uses the Template to create a Service. Users can add stripped values after SL1 creates the Service

X
ESC
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2. This window contains important information about what you can and cannot do with a service template. After
reading this information, click [Next]. The next Create Template From Service window appears:

Create Template from Business Service

Example Template|

3. Type a name for the template in the Template Name field, and type a description of the template in the
Description field, if needed. Click [Next]. The next Create Template From Service window appears:

Create Template from Business Service

v IT Service

Query for the right set of services.
Device Service

v Preview: 1 Service

gsevicename  smaerwee  souer

4. The left side of the window displays the tree for the service hierarchy that is being made into a template. You
can select each service in the tree to see information related to that service on the right side of the window.
Forexample, if you select a device service, the Devices tab displays the search query used for the devices

included in that service. If you select a business service or an IT service, the Servicestab displays the search
query for that service.
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5. Click the Status Policy tab to view the status policy definition for Availability, Health and Risk for that service.

6. On the Status Policy tab for a device service, you can add annotations for the policies in the femplate. When
a new user uses the template on another system, your annotations can help that user understand the purpose
of this status policy.

Annotation

If the health of more than O devices is critical, then set the health for this service to critical.

7. Toleave an annotation for a status policy or rule, click the talk bubble icon (7 ) next to the rule or tab. Type
your annotation fext in the Annotation window and click [Save]. The talk bubble icon now displays as solid
blue, while empty talk bubble icons contain a plus sign.

8. Click [Create Template]. A confirmation window appears stating that you created the tfemplate. Click
[Close]. The template is now available on the [Service Templates] tab (Settings > Service Templates).

Dashboards ~ Events  Inventory Settings

SmartViews Content Management Business Services Thresholds Service Templates
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Creating a Business Service From a Template

To create a service from a template:

1. Gotothe [Service Templates] tab (Seftings > Service Templates).

Dashboards ~ Events  Inventory Settings em7admin v

Content Management Business Services Thresholds Service Templates Device Classes. Device Categories

e e omscemon

Template Example Business Serice

2. Click the [Options] button ( ™ ) for the template you want to use and select Create Service. The Create
Service from Template window appears:

Create Service from Template esc

Choose a template for creating a service

X Advanced

85 temp

DS temp.

7S Temp
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TIP: You can also go to the [Services] tab (Inventory > Services), click the down arrow on the [Create
Service] button, and select Create Service from Template.

3. Selectthe template from which you want to create a service and click [Next]. The next Create Service from
Template window appears:

Create Service from Template el

Template Name
Template Example

What organization manages this service

NOTE: The name and description of the template on this window are read-only.
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4. Select an organization from the What organization manages this service? drop-down list and click [Next].

126

The next Create Service from Template window appears:

Create Service from Template

v test bs by laks Services Status Policy

v ITS by laks

ery for the right set of services.
Test Device Service by laks Query for the rigl of services.

v Preview: 1 Service

B SERVICE NAME

ESC

Create Service from Template

To edit the names of the services in the hierarchy at the left, click the service name and update the name.
Updating the service names is recommended if you are creating the new service on the same system from

which the template was created.

Any annotations for a device service that were added when the template was created will be present, and you

can edit them and add new annotations.

You can edit the rules for Availability, Health, and Risk for a device service in the template.

Create Service from Template

v Business Service 2 Devices Status Policy

v IT Service 2

i i ailabili i
fe e

Base Health On
Devices

Queried Devices

¥ counr

Devices

Queried Devices

®  counr

Risk

THEN  SETHEAUTHTO
® Critca

® Healthy

I

THEN  SETHEALTHTO

® Critcal

Use Min of rules

Create Service from Template
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8. Toeditarule, click the gray pencil icon (i) next o the rule, and an edit window appears where you can
update the rule:

Query for the right set of devices.

O state in o x Search Help  Basic

v Preview: 13 Devices

f3NAME STATE P ADDRESS CATEGORY anss SUB-CLASS ORGANIZATION B
SAC-ISO3-DB-9-56-60093 Minor 10.140.234.220 Network Router Cisco Systems 12410 GSR System 10 i
SAC-1S03-DB-9-56-60094 Minor 10.140.234.221 Network Router Cisco Systems 12410 GSR System 1
SAC-1503-DB-9-56-60096 Minor 10.140.234.225 Network Router Cisco Systems 12410 GSR System 13
SAC-1S03-DB-9-56-60097 Minor 10.140.234.224 Network Router Cisco Systems 12410 GSR System 14
SAC-1503-DB-9-56-60100 Minor 10.140234.227 Network Router Cisco Systems 12410 GSR System 15

o “

9. Click the [Save] button to close the edit window.

10. Click the [Create Service from Template] button to save your service. A confirmation window appears:

Create Service from Template el

Generated a business service hierarchy with:
1 business service
1 IT service
1 device service

& Back

11. Click the [Close] button. In the Inventory > Services page, you will see your new services listed.
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Exporting a Service Template

If you want to use a business service femplate on another SL1 system, you can package that template into a
PowerPack and export it to the other system.

To package and export a service template:

BN

128

After creating your template, log in to the classic user interface.

Goto The PowerPack Manager page (System > Manage > PowerPacks).

Click the [Actions] button and select Create a New PowerPack.

On the PowerPack Properties page, type a name for the PowerPack in the Name field and click [Save].

w Manage PowerPack™
Proparties
Build / Export
Features / Bensfits
Technical Notes
Documentation

= Confenis
Dynanic Applications
Event Policies.
Device Calegories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Action Types
Ticket Tempiates
Gredentials
Gredential Tests
Proxy XSL

Sciencelogic, Inc. - Google Chrome

Not secure | 10.100.100.180/em7/index.em7?exec=powerpack_editor&8sub=props
P P prop:

Create New PowerPack™

Properties

Name [Business Service Template

Creation [em7admin [2018-10-16 15:19:44]

J
Version [1 ] Modification [em7 admin [2018-10-16 15:19.44]
Publisher | ] Revision [
License Key | ] D [
Description

Vendor(s) Supported |

Model(s) Supported

Version(s) Supported |

Release Notes and Change Log

Minimum EMT Version. [

B- " B I US AT~ 8- 9- /-

‘
lil
lil

EE@E - % LD mr o

Ul Themes
IT Senvices

Log File Monitoring
Policies

AP Content Objects

Save
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5. Select AP Content Objects from the lef-nav on the PowerPack Properties page. Your template appears in
the Available AP Content Objects pane:

| Sciencelogic, Inc, - Goegle Chrome - (] X

@ Not secure | 10.100.100.180/em7/index.em7?sub=ap2object8iexac=powerpack_editor&ppid=154

Editing PowerPack™  Business Service Template:

¥ Manags PowerPack™ Embedded AP Content Objects [0]
Properties
Build / Export [
Features / Benefits
Technical Notes
Documentation

@
5

Objget hiame * Tree

No results to display.
¥ Contents
Dynamic Applications
Event Policies.
Device Gategories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Book Policies

Available AP Content Objects [2]

Object Name + Tyee suD
Run Book Actions

Run Book Action Types
Ticket Templates
Credentials

1. Interfaces Dashboard dashboards. cjms0rbifd027cgSkmyyh2elm
2. Template Example harTemplates ‘GjnoOITax10r28d5karmdad4z

Credential Tests

Proxy XSL
Transfommations

Ul Themes
IT Services

Log File Moritoring
Policies

AP Conlent Objects

6. Click the lightning bolt icon (j) next to the template to add it to the PowerPack. The template moves up to
the Embedded AP Content Obijects pane:

| Sciencelogic, Inc, - Google Chrome - [m] X

@® Not secure | 10.100.100.180/em7/index.em7?sub=ap2objectBiexec=powerpack_editor&lppid=154

Editing PowerPack™  Business Service Template:

v Manage PowerPack™ Embedded AP Content Objects [1]
Properies
Build /Export

23
5

Objeot hiame + Tyoe

Fealures | Benefits 1. Templale Example harTemplates ‘Gine0tTqucTor28a5kImde 442 o
Technical Hotes

Documentation
¥ Contents
Dynamic Applications
Event Policies.
Device Calegories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets

Dashboards Available AP Content Objects [1]

Run Book Policies
Objeot hame

@
5

Run Book Actions
Run Book Action Types
Ticket Templates
Credentials

Credential Tests

Proxy XSL
Transformations

Ul Themes
IT Services

Log File Meritoring
Poiicies.

AP Content Objects
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7. Select Build/Export from the left-nav to open the Compiled PowerPacks window, and then click the Create
a new build link:

! Sciencelogic, Inc. - Google Chrome - o x

@ Notsecure | 10.100.100.180/em7/index.em72sub=build8texec= powerpack_editor@ppid=154

Editing PowerPack™  Business Service Template
W Manage PowerPack™ Compiled PowerPacks™
Properties
Build ! Export
Features / Benefits

‘Some changes have been made to this PawerPack™ that have not yet been exported Create a new nu@camune the latest revision

Technical Notes
Documsntation

¥ Gontents
Dynamic Appiications
Event Policies
Device Gategories
Device Glasses
Device Templates
Device Groups
Reparls
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Actian Types
Ticket Templates
Gredentials
Gredential Tests

Proxy XSL
Transformations

Ul Themes
IT Senvices

Log File Monitoring
Policies

AP Content Objects

8. Inthe Configure New Export File window, select Administrative (including export & license) from the
Embedded license key drop-down list. Click [Build].

! Sciencelogic, Inc. - Google Chrome: - o x
@ Notsecure | 10.100.100.180/em7/index.em u editorBippid=154

Create a New Build

Configure New Export File | Business Service Template v1, rev 1

Embedded license key: [ Administrative (ncluding export & license) ¥ |

9. When the PowerPack finishes building, you can download the build with the download icon (E) and use
that file to upload the template to a new SL1 system.
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Installing a Template from a PowerPack

1. On the system on which you want to install the template, import the PowerPack on the classic Sciencelogic
user interface in the PowerPack Manager page.

2. Once you have imported the PowerPack, click the [Actions Jbutton and select Install PowerPack.

3. Find the PowerPack you created in the Imported PowerPacks window and click it's lightning bolt icon (# ).
4. When the Install PowerPack window appears, click the [Install] button.

5. When ithas finished installing, the template will appear in the Setftings > Service Templates page of the SL1
user interface.

Default Service Policy Settings

The following sections describe how the three default service policies calculate Availability, Health, and Risk:

Device Service Default Policy

Availability: Maximum available: if one device is available, then all are available

Health: Based upon the worst device severity, then uses the following settings:

o Critical = 0-20
o Major =21-40
e Minor=41-60
» Notice = 61-80
e Healthy=81-100

Risk: Based upon the worst device severity, then uses the following settings:

o Healthy= 0-20

o Notice =21-40

e Minor=41-60

o Major = 61-80

e Critical = 81-100

IT Service Default Policy

Availability: Maximum available: if one service is available, then all are available

Health: Average Health value of all services

Risk: Maximum Risk value of any service
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Business Service Default Policy
Availability: Maximum available : if one service is available, then all are available
Health: Average Health value of all services

Risk: Maximum Risk value of any service

Managing Events for Business Services

When SL1 evaluates the state of a service, it reviews the Health, Availability, and Risk values produced by your
business services, IT services, and devices services. SL1 then compares those values against the alert thresholds
that are defined on the [Business Service Thresholds] tab (Seftings > Business Services Thresholds):

v Dashboards Events Inventory Settings em7admin v @Smencek’g\: ?
SmartViews Content Management Business Services Thresholds Service Templates Device Classes Device Categories
Business Services Thresholds
Enable alerts and set thresholds for all Business Services, IT Services, and Device Services.
Business Services IT Services Device Services
AvaLABILTY AvaLABILTY AvALABILTY
@ Unavailable @ Unavailable @ Unavailable
v Available v Available v Available
HEALTH HEALTH HEALTH
@ Critical @ critical @ critical
® Major ® Major ® Major
Minor Minor Minor
@ notice @ nNotice @ notice
© Healthy ® Healthy ® Healthy
RISk RISk Risk
~ Very High ~ Very High ¥ Very High
greater than 80 greater than 80 greater than 80
v High v High v High
greater than 60 greater than 60 greater than 60
v Medium v Medium v Medium
greater than 40 greater than 40 greater than 40
v

If any of the thresholds on the [Business Service Thresholds] tab are crossed, SL1 generates an alert message.
For an eventto be produced, you need to create or install an event policy that watches for that alert message and
produces an event when it sees that alert message.

TIP: To update the thresholds on this tab, click the [Edit] button, select which thresholds should generate an
alert message, and then click [Save].

132 Monitoring Business Services



By monitoring the events tied to your business services, you can act quickly if one of your services is unavailable,
unhealthy, or potentially at risk.

Exporting Service Data with the Sciencelogic API

By navigating to the GraphiQL inferface, you can export business service data with the Sciencelogic API.
GraphiQL is a user interface for inferactively exploring the capabilities of, and executing queries against, a

GraphQL API.
To access the GraphiQL interface:

1. In abrowser, type the URL or IP address for the new user interface.

2. Type /gql atthe end of the URL or IP address. For example, you could type
https://sl1.sciencelogic.com/gql. The GraphiQL interface appears:

2N @ ¢ Qi1 sciencelogic.com/ga

GraphiQL () | Pretiiy | | History

nnnnnnnnnnnnnn

3. Inthe new userinterface, make a note of the URL that displays for the service you want to export. For
example, if you have a service named "Wireless Devices," and its URL in the new user inferface is
http://sl1 .sciencelogic.com/inventory/services/cjjojpn0x005ve50km 1 gnmith/overview. Make a note of the
value between /services and /overview. In this example, the value you need is cjjojpn0x005ve 50km 1gnmifh.

4. Inthe GraphiQL interface, create a harProvider query for the service you want to export, using the following
format:

query {harProvider (id:"<Service URI>") { name} }
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5. Click the [Execute Query] (Play) button to tell GraphiQL to send the query to the GraphQL server and get
the results. Using the example service from step 3, the query and its data appear in the following format:

GraphiQL | P Prettify | | History

e harProvider({id: "cjjojpn@x@@sveSckmlgnmifh™) {
3 name

4 ¥

v "data™: {
"harProvider™: {
"name”: "Wireless Devices™
}
by
by

6. To export additional data, use the filter-while-you-type capabilities of the GraphiQL interface to gather other
information, such as the collection timestamp, health, availability, and risk:

GraphiQlL [ P Prettify | | History

"I{

*  harProvider(id:
name
collectionTime
health
availability
|

risk

"cjjojpnexe8sveSckmlgnmifth™) {

[V, ST ]

o

w

oo

description

@

organization
centactOrganization
additicnalOrganizations
id

o "data™: {
"harProvider™: {
"name”: "Wireless Devices"
}
k
by

7. Afteryou finish updating your query, click the [Execute Query] button.

GraphiQL ' b‘ Prettify History

1+ {

2+ harProvider(id:
3 name

4 collectionTime
5 health
availability
risk

"ejjojpn@x@8sveSokmlgnmith™) {

"data": {
"harProvider™: {
"name": "Wireless Devices",
"collectionTime": 1531773880,
"health™: 188,
"availability": null,
"risk™: @
}
}

}
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Troubleshooting Services

This section covers some of the issues you might encounter while working with services and policies on the
[Services] tab, and how to resolve those issues.

Some services do not generate Health, Availability, or Risk values

In this situation, some services in SL1 do not generate any values for Health, Availability, or Risk. For example, a
dash might appear instead of a value in the Status table on the Service Investigator page:

Status

- ® Healthy 10%

To address this issue, review the following settings and suggestions:
Step 1: Confirm you have the latest code for the new user interface:

1. Navigate to the [Content Management] tab (Settings > Content Management).
2. Click the [Install/Upgrade Packages] button. The Install Packages page appears.

3. lfneeded, upgrade fo the latest version of @sciencelogic/ap?2 to potentially resolve any issues that might
have caused this issue.

4. Forexample, in the following image, the installed version of @sciencelogic/ap2 is 5.38.4, while the lafest
version is 5.39.0:

@sciencelogic/ap2? V3384 ‘ Uninstall H Upgrade v5.39.0

Admin Portal 2, the next generation user interface and data APl for the Sciencelogic platform.

Step 2: Turn up the log level to trace:

1. Either goto the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /usr/local/silo/nextui/nextui.env with vi or another text editor:

sudo vi /usr/local/silo/nextui/nextui.env

4. Change the log setting to the following: NEXT_Ul_LOG_LEVEL=all:trace

5. Restart the new user interface and GraphQL with the following command:

sudo systemctl restart nextui
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6. Tail the log with the following command:

sudo journalctl -u nextui -f
Step 3: Ensure that your service policy is valid:

1. Inthe new userinterface, navigate to your service on the [Services] tab (Inventory > Services.

2. Review the policy used by that service for any validation errors, as in the following example:

Invalid Status Policy: R )
A switch policy used by 0 services

In Risk ruleSet rule 2, selector field New Metric is not a valid metric.

3. Address any errors in the service policy.
Step 4: Ensure that your service contains at least one service or device:

1. Navigate to the [Services] tab (Inventory > Services).

2. Navigate to the [Devices] or [Services] tab for the service or services that are not displaying values.

&« Back Overview Devices Status Policy

Query for the right set of devices.

. attribute has (id == wordpress and value == AWS) and name beginsWith 'AWS linux-db

~ Preview: 0 Devices

3. Ensure that at least one device or service appears in the Preview section. If not, create a new search for
devices or services.
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Step 5: Ensure that your service policy rules contain at least one service or device:

1. Rule filters select a subset of the devices or services defined by the service filter. If a device service filter results
in five devices, the rule filter selects some subset of those five devices. You might create rule filters that
exclude all devices or services in the service, resulting in no metric values.

2. The following rule filter only selects the devices with a state of 4, or Critical. If no devices have a state of 4,
the resulting list of devices for that filter will be empty, and you cannot get any device metric values:

Base Availability On

Devices E
z - 1 state in 4
Queried Devices =

I COUNT DEVICES THEN  SETAVAILABILITY T&
=0 1« Avallable
>0 0 @ Unavailable

3. Inthis case, we are counting devices, so the count is zero and produces a value based in the condition fable.

4. Ifthe metric had been a normal device metric like latency, the result would have been "null," because getting
the average latency from zero devices results in null.

Step 6: Generate audit data by running onDemandProcessing with the GraphiQL interface:

1. In abrowser, type the URL or IP address for the new user interface, and then type /gql at the end of the URL
or IP address. The GraphiQL interface appears.

2. Onthe left side of the GraphiQL editor, type the following query:

query onDemand {
harProviderOnDemandProcessing (ids: []) {
results { serviceld timestamp health availability risk }
auditHistory { serviceId ruleSetId ruleld timestamp sequence message }

137

Monitoring Business Services



3. Click the [Execute Query] (Play) button to tell GraphiQL to send the query to the GraphQL server and get

4. Review the resulting audit information on the right side of the GraphiQL editor:

5.

138

the results:

GraphiQL | » Prettify  History

1 = query onbemand f|
2w harProviderOnDemandProcessingids: [1) {
) - results
q serviceld
I timestamp
hizalth
? availability
B risk

18 - auditHistory {
11 serviceld
ruleSetld
] ruleld
14 timestamp
1 SEqUence
MRS5S

If you know the service ID you are looking for, search for it by clicking inside the right pane and typing cmd +f.

The GraphiQL interface highlights the services that match the ID you looked for:

1

~ ‘"data”: {

- "harProviderOnDemandProcessing”: {
- "results”: [

- {

"timestamp”: 1524698040,
"health”: 1e@e,
"availability”: null,
"risk": @

"serviceld”: "cjg9k2fcw@022r2qim@dm52vq”,
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6. Scroll down to see the audit information for this service (look for the highlighted information):

4

d
“auditHistory”: [
{

“serviceld™: “cjgik2fcwd@2irigim@dm52vg”,

“ruleSetld®: “cjfeyhidmdbadlbyxiSchrius®,

“ruleld”: "cjfcyhddlddadlbyxqowitqud”,

“timestamp™: 1524698848,

“sequence”: 1,

"message”: "Service has no constituwents for rule. Service: Web DS Cloud Policy: Device Service Policy RuleSet:
availability Aule: 1%

"serviceld”: “cjgik2fowddiriqim@dmbivg”,

“ruleSetld®: “cjfcyhddmddailbyxiSchrlus®,

“ruleld”: "cjifeyhddiotadlbyxqowstgxd”,

"timestamp™: 1524698840,

“sequence®: 2,

"message”: "Mo matching row found in condition table Result: mull Service: Web DS Cloud Policy: Device Service
Policy RuleSet: availability Rule #: 1 Matching Row #: none Constituents: @ Values: {max availability: null}”

- {
"serviceld™: "cjgik2fowdd2ir2qimddmiivg”,
“ruleSetld”: “cjfcyhdém@dailbyxiSchrius®,
“ruleld®: mull,
"timestamp™: 1524698848,
"sequence”: 3,
“message”: "RuleSet Result: null Service: Web DS Clouwd Policy: Device Service Policy RuleSet: availability
Aggregation: max Values: [1°
- {
"serviceld”: "cjgik2fewdoZZr2qimdomsivg”,
“ruleSetld”: “cjfcygxlbe@s3lbyxmyulzdam®,
“ruleld”: "cjfcygrosedd4lbyxgioSkibu®,
“timestamp”: 1524698848,
"sequence”: 4,
“message”: "Service has no constitwents for rule. Service: Web DS Cloud Policy: Device Service Policy RuleSet:
health Rule: 1°
I8
- {
“serviceld™: “cjgk2fewdd22rigimddm5S2vg”,
“ruleSetld”: “cjfcygulb@ddillbyxmyulzdan®,
*ruleld”: "cjfcyguos@dd4ibyxgloSkibu®,
*timestamp®: 1524693848,
“sequence”: 5,
"message”: "Rule Result: 19@ Service: Web D5 Clowd Policy: Device Service Policy RuleSet: health Rule: 1
Hatching Row #: 1 Matching Row: [IF (-Infinity <= count <= @) THEN 184] Constituents: @ Valwes: {count : 8}
E.
“serviceld™: “cjgdk2fcwd@Zirigimddm52vg”,
“ruleSetId”: “cjfeygpxlb@dgdlbyxmyuBzdam”,
“ruleld”: "cjfoygutfeeddibyxanibablv®,
“timestamp™: 1524698848,
“sequence”: 6,
"message”: "Service has no constituents for rule. Service: Web D5 Cloud Policy: Device Service Policy RuleSet:
health Rule: 5°

7. After running onDemandProcessing with the GraphiQL interface and updating the log seftings on the server
to do all:trace, you can now see trace-level log messages in the terminal where you ran sudo journalctl
-u nextui -f.
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8. Review the log messages for errors and warnings:

All services do not generate Health, Availability, and Risk values

In this situation, all of your services in SL1 fail to generate any values for Health, Availability, or Risk.
To address this issue, review the following settings and suggestions.
Step 1: Confirm that the Business Services process exists in your "classic" SL1 system:

1. Inthe classic user inferface, navigate o the Process Manager page (System > Settings > Processes) and
start typing "Business" in the Process Name filter:

- Setiegs
I Brocass Hams =

Apchances Bomnesd

P 1 B Busebss Seviess: Seevier Managemont Engre BUSNDES_ SNV
¥ Authentication

Bahavior
Colecior Groups
Duris Rastgntion
Errpd
ELLA
Login At Messags
Packawoed Rugdarl Emssl
b Thrasholds
b Tools

B Moritor

Step 2: Follow the steps in Generate audit data using the GraphiQL user interface, above. If the process
times out, then the processing has taken more than two minutes to complete, and no computed results are stored.
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Step 3: Look for logs from the python process:

1. The python process calls the onDemandProcessing GraphQL query. If python is having trouble connecting to
GraphQlL, it could be an authentication problem or some other code-related issue.

2. Lookin /var/log/em7 for newly created logs, and 1s -1rt to see if any new error logs were created with
"business" in the file name.

3. Also check the silo.log for messages related to the business_service management process:

grep service /var/log/em7/silo.log

Error message: "Business service thresholds are missing."

In this situation, you receive the following error message: “Business service thresholds are missing. Your
administrator or support must fix the database to continue editing thresholds.”

This situation occurs if a user deleted threshold data from SL1, either with GQL or with the database.
To address this issue, contact your SL1 administrator or Sciencelogic Support.

503 errors, or Health, Availability, and Risk values that are all the
same or inaccurate

In this situation, you might see 503 errors in logs or in the user interface. You might also see Health, Availability,
and Risk values that are all the same or inaccurate.

To avoid communication errors between the new user interface and the Sciencelogic API, configure the em7
limits.conf file to limit the number of connections per IP on all SL1 appliances that communicate with the
Sciencelogic API.

NOTE: Use this configuration if you are using a version of SL1 that is lower than 8.9.0, or if you used the
patch to upgrade to 8.9.0 instead of using the ISO version of 8.9.0.

To configure communication on a SL1 appliance:

1. Either go to the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /etc/nginx/conf.d/em7 _limits.conf with vi or another text editor:

sudo vi /etc/nginx/conf.d/em7 limits.conf

4. Tolimitthe number of connections per IP, add the following line to the file:

limit conn perip 200

Save your changes and exit the file (:wq).

6. Restartthe SL1 appliance by executing the following command:

sudo systemctl restart nginx

7. Runsteps 1-6 on all SL1 appliances that communicate with the Sciencelogic API.
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