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Chapter

Introduction to the ServiceNow Base Pack
PowerPack

Introduction to the ServiceNow Base Pack PowerPack

This chapter describes how to monitor ServiceNow in SL1 using the ServiceNow Base Pack PowerPack. This
PowerPack also contains the four Run Book Automation policies and the Run Book Action policy that you use with
the Incident Sync Integration with ServiceNow.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

o Toview a page containing all of the menu options, click the Advanced menuicon ().
The following topics describe how to use the ServiceNow Base Pack PowerPack:

What Does the ServiceNow Base Pack PowerPack Monitor? ... . . . 2

Installing the ServiceNow Base Pack PowerPack ....... . ... . . il 3

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.
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What Does the ServiceNow Base Pack PowerPack Monitor?

To monitor a ServiceNow instance with SL1, you must install the ServiceNow Base Pack PowerPack. This
PowerPack enables you to model and collect data about ServiceNow Incident and CMDB tables.

The ServiceNow Base Pack PowerPack monitors the ServiceNow Incident and CMDB tables, and it returns
information about Incident types, priorities, and states, displaying the information in an easy-to-consume
dashboard. The PowerPack also returns information about the Cl records that are actively being synced between
SL1 and ServiceNow via the Integration Service, including basic Cl metadata as well as an overall count.

Also, the PowerPack is a critical component of the Incident Sync Integration with ServiceNow, using Run Book
Automations to integrate with the ServiceNow Incident Management module.

The ServiceNow Base Pack PowerPack includes:
o The "ServiceNow: CMDB Configuration" Dynamic Application, which provides data for Integration Service

systems communicating with ServiceNow

o The "ServiceNow: Incident Metrics" Dynamic Application, which collects information about the types,
statuses, and properties of ServiceNow incidents

o A Device Class for ServiceNow instances

o The "ServiceNow: Add/Update/Clear Incident' Run Book Action policy, which you can use with the
"'ServiceNow: Create, Update, Clear Incident" Action Type (also included) to automate adding, updating,
and clearing ServiceNow incidents

o The following Run Book Automation policies to automate adding, updating, and clearing incidents, and to
automate creating ServiceNow incidents in SL1:

o ServiceNow: Add/Update Incident
o ServiceNow: Click to Create Incident
o ServiceNow: Event Acknowledged
o ServiceNow: Event Cleared
o Two Sample Credentials: one for connecting to a ServiceNow instance and one for sending event payload

information to the Integration Service, which is required for integration with the ServiceNow Incident
Management Module

o The "ServiceNow Open Incidents" Dashboard, which displays information about ServiceNow incident
statuses and types

« Sciencelogic Libraries that are utilized by this PowerPack:
o contfent
o confent _cache
o silo core
o silo core rest
o silo credentials

o silo_servicenow
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Installing the ServiceNow Base Pack PowerPack

To monitor a ServiceNow instance with SL1, you must import and install the latest version of the ServiceNow Base
Pack PowerPack.

NOTE: If you are upgrading from SyncServer, you must disable the old SyncServer Run Book Actions and Run
Book Automation policies before installing the ServiceNow Base Pack PowerPack.

TIP: By default, installing a new version of a PowerPack overwrites all content in that PowerPack that has
already been installed on the target system. You can use the Enable Selective PowerPack Field
Protection setting in the Behavior Settings page (System > Settings > Behavior) to prevent new
PowerPacks from overwriting local changes for some commonly customized fields. For more information,
see the System Administration manual.

To install the ServiceNow Base Pack PowerPack:

1. Download the latest version of the PowerPack from the Customer Portal to a local computer.

2. LogintoSL1 as an administrator, then go to the PowerPack Manager page (System > Manage >
PowerPacks).

3. Click the [Actions] button and select Import PowerPack.
4. Click the [Browse] button and navigate to the ServiceNow Base Pack PowerPack file from step 1.

5. Selectthe PowerPack file and click [Import]. The PowerPack Installer modal page displays a list of the
PowerPack contents.

6. Click the [Install] button. After the installation is complete, the ServiceNow Base Pack PowerPack appears
on the PowerPack Manager page.
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Chapter

2

Configuring ServiceNow Base Pack Monitoring

Overview

This chapter describes how to configure ServiceNow for monitoring by SL1 using the ServiceNow Base Pack
PowerPack.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ~ ).

This chapter covers the following fopics:

Creating a SOAP/XML Credential for ServiceNow ... .. 5
Enabling the Run Book Automation Policies ... .. . . . ... 8
Enabling and Customizing the Run Book Action Policy ... .. ... .. . . .. ... 9
Customizing the Snippet Code in the Input Parameters Pane ... .. ... .. ... 10
Customizing Logging in the Run Book Action ... ... . 13
Sending Custom Data to ServiceNow Using the Passthrough Option ... ... .. ... 13
Passing Custom Data to ServiceNOW . ... 14
Snippet Code Example il 16
Configuring the "ServiceNow: Click to Create Incident" Automation Policy ............................... 17
Creating a Virtual Device for the ServiceNow Base Pack ... . . .. . .. 19
Aligning the ServiceNow Base Pack Dynamic Applications ... ... .. . 19
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Creating a SOAP/XML Credential for ServiceNow

To configure SL1 to monitor a ServiceNow instance, you must first create at least one SOAP/XML credential to
enable the Dynamic Applications in the ServiceNow Base Pack PowerPack to communicate with ServiceNow and
the Integration Service.

The PowerPack includes two sample credentials:

« ServiceNow DA - Example. This credential connects the Dynamic Applications in the ServiceNow Base
Pack PowerPack to a ServiceNow instance. This credential lets you monitor the CMDB and Incident tables in
ServiceNow.

« ServiceNow RBA - Example. This credential lets you send event payload data from SL1 to the Integration
Service and then to ServiceNow. Use this credential if you want to integrate with the ServiceNow Incident
Management Module by aligning it with the “ServiceNow: Add/Update/Clear Incident” Run Book Action.

To configure the ServiceNow DA - Example credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the ServiceNow DA - Example credential and then click its wrench icon ( ?) The Edit SOAP/XML
Credential modal page appears:

Edit SOAP/XML Credential #30

Reset

Basic Settings
Profile Name

Content Encoding

Method HTTP Version

Soap Options

Embedded Password [%F]

[SeruiceNow DA - Example

| [T textjmi ]

| [T6ET] o [HPrL1 [o]

[

J

URL [ hitp(s):/Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ]

Embed Value [%1]

Embed Value [%%2]

[htuns:ffexample. Service-now. com

J

[

I

J

HTTP Auth User

HTTP Auth Password

Timeout (seconds)

Embed Value %3]

Embed Value [%4]

[admin

] [........

| [30 ]

[

I

J

Proxy Settings
Hostname/IP

Port

User Password

o

J J J

CURL Options

CAIMFO ~
CAPATH

CLOSEPOLICY
CONNECTTIMEQUT

COOKIE

COOQKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST
DNSCACHETIMEQUT v

HTTP Headers
+ Add a header

3. Complete the following fields:

« Profile Name. Type a name for the ServiceNow Dynamic Applications credential.

o Content Encoding. Select fext/xml.

o Method. Select GET.
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o HTTP Version. Select HTTP/1.1.

o URL. Type the URL for your ServiceNow system.

o HTTP Auth User. Type the ServiceNow administrator username.

o HTTP Auth Password. Type the ServiceNow administrator password.
« Timeout (seconds). Type "30".

4. Click the [Save As] button.

To configure the ServiceNow RBA - Example credential to use with the “ServiceNow: Add/Update/Clear
Incident” Run Book Action:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Locate the ServiceNow RBA - Example credential and then click its wrench icon (}) The Edit SOAP/XML
Credential modal page appears:

Edit SOAPIXML Credential #54

Basic Settings Soap Options
Profile Name Content Encoding Method HTTP Version Embedded Password [%F]
[ServiceNow REA - Example | ([ textfxmi ] | [[FosT] o [[Hmeafe] ] [ |

URL [ hitp(s)://Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ]

Embed Value [%1]

Embed Value [%2]

[nttps:/INTEGRATIONSERVICEHOSTNAME |

HTTP Auth User HTTP Auth Password Timeout (zeconds)

Embed Value [%3]

Embed Value [%4]

[UsERNAME | [senesene | (5 |

[

I

J

Proxy Settings

HTTP Headers

Hostname/IP Port User Password

( o I I |

+ Add a header

CURL Options

CAINFO ~
CAPATH

CLOSEPOLICY
CONNECTTIMECUT

COQKIE

COOQKIEFILE

COOKIEJAR

COOKIELIST

CRLF

CUSTOMREQUEST
DNSCACHETIMEQOUT W

Save

3. Complete the following fields:

« Profile Name. Type a name for the ServiceNow Run Book Action credential.
« Content Encoding. Select fext/xml.

o Method. Select POST.

o HTTP Version. Select HTTP/1.1.

o URL. Type the host name for the Integration Service.

o HTTP Auth User. Type the Infegration Service administrator username.
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o HTTP Auth Password. Type the Integration Service administrator password.

« Timeout (seconds). Type "5".

Click [Save As].

When the confirmation message appears, click [OK].

On the Credential Management page (System > Manage > Credentials), make a note of the value in the

ID column for the credential you just

(Credential Management | Credentials Found [1]

Frofie Name - Oroanization

[servicenow rba[ )

1. SeniceNow RBA - Example gylall orgs]

created:

Actions. Reset

Tupe Credential User Host Port Timeout (m

( )( )( ) [
SOAPIXHL Host USERNANE INTEGRATIONSERVICEHOSTNANE 443 5000

You will use this value with the "sIT_credential_id" parameter when you enable and customize the snippet
code of the "ServiceNow: Add/Update/Clear Incident" Run Book Action policy:

Action Editor

Palicy Editor | Editing Action [50]

Action Name

Action State

[ServioeNow: Add/Update/Clear Incident

[ Enabled ]

Diezcription

[adds and Updates Incidents in ServiceNow.

Organization

Action Type

[[System]

El [Ser\riceNou\': Create, Update, Clear Inddent (1.0) ]

Execution Environment

Action Run Context

mn
’

"gll credential_ id":
"debug": -
"configuration™:
Tgquene": "N,

"disecard if no ci":
"is_app name new":
"is_app name ack":
"is app name clear":
"servicenow State_new":
"servicenow state_ack":
"servicenow state_clear":
"correlation type": "5",
"assignment group new":
"amsimmment orown Aack?:

mn
’

myw
’

mn
’

mn
’

nn

[ - Default: ServiceNow Base Pack ] v ] [ Database ]

-
"incident_ sync update_create",
"event acknowledged",

"event cleared”,

ngm,

Input Parameters
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Enabling the Run Book Automation Policies
Before you can run the "ServiceNow: Add/Update/Clear Incident" Run Book Action, you must enable the three

related Run Book Automation policies in SL1:

o ServiceNow: Add/Update Incident
o ServiceNow: Event Acknowledged

o ServiceNow: Event Cleared

To enable the three ServiceNow Run Book Automation policies:

1. InSL1, goto the Automation Policy Manager page (Registry > Run Book > Automation).

2. Locate the "ServiceNow: Add/Update Incident" automation policy and click its wrench icon (5‘) The
Automation Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [43] Reset
Policy Mame Policy Type Policy State Policy Priority Organization
[serviceNow: AddiUpdate Incident | 1 Active Events T+ |l [ Enabled ] « Bl High1 « N[ 1System] v
(

Criteria Logic Match Logic Match Syntax
[[severty >=] [< ][ Notice, ] | ([Textsearch] [] |
[x and no time has elapsed ] v Repeat Time Align With
[[smcethe first cccurrence, ] v] [[Uﬂf)' once ] v] [[Devices] v]
[[and event is NOT cleared | v
[ [ and al times are valid | o ] [ include events for entities other than devices (organizations, assets, etc.)
Trigger on Child Rellup
Available Devices Aligned Devices
[ ] (All devices)

System

Sciencelogic, Inc.: EMT Al-n-One: auto-test
Sciencelogic, Inc.: EM7 Al-In-One: em7-aio-40
Sciencelogic, Inc.: EMT Al-In-One: em7-ao-37
Sciencelogic, Inc.: EM7 Al-In-One: em7-ao-3%

En

Available Events Aligned Events

[ | (All events)
[35689] Critical. AKCP: AC Voltage sensor detects no current &

[3578] Critical: AKCP: DC Voltage sensor High Critical H

[3579] Critical. AKCP: DC Voltage sensor Low Critical

[35588] Critical. AKCP: Dry Contact Sensor Low Critical

[3574] Critical. AKCP: Smoke Detector Alert!

[3572] Critical. AKCP; Water Sensor has detected water v

Available Actions Aligned Actions

I | 1. ServiceNow: Create, Update, Clear Incident [100]: St

SNMP Trap [1]: EMT Event Trap M
Snippet [5]: AWS: Disable Instance By Tag a
Snippet [3]: AWS: Discover from ECZ IP

Snippet [5]: AWS: Get EC2 Instance Configuration
Snippet [5]: AWS: Merge Physical with Component

Snippet [5]: AWS: Vanish Terminated EC2 Instances v
Cninnet [E1 Dol

- AP Dinucica O

]
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3. Update the following fields:
« Policy State. Select Enabled.

o Policy Priority. Select High to ensure that this Integration Service automation policy is added to the top
ofthe queuve.

o Available Actions. If itis not already selected, select the corresponding ServiceNow Run Book Action
policy.

TIP: By default, the "ServiceNow: Add/Update Incident" automation policy will create ServiceNow incidents for
all devices. You can limit the devices affected by making changes to the Organization, Severity, Match
Logic, Aligned Devices, and/or Aligned Events fields.

WARNING: Sciencelogic highly recommends that you do not make changes to the Policy Type, Repeat
Time, or Align With fields or the And event is NOT acknowledged setting.

4. Click [Save].

5. Repeat steps 2-4 for the "ServiceNow: Event Acknowledged" and "ServiceNow: Event Cleared" Run Book
Automation policies.

Enabling and Customizing the Run Book Action Policy

The "ServiceNow: Add/Update/Clear Incident' Run Book Action policy contains several default values in the
snippet code for the policy that you can customize for Incident Sync. You can edit these values in the Input
Parameters pane of the Action Policy Editor page for this policy.

For example, the Correlation Type is a value that you can use to correlate an SL1 event with a

ServiceNow incident. For the Correlation Type, which is also called the "Correlation ID", you can choose a
number of different ways in which an incident can be created. The default setting is "correlation type": "5",
which means that this Run Book Action correlates all events by device ID and event policy ID, and if the event
matches and the state is active, the Action updates the existing incident. The Action creates a new incident if the
event does not match by device ID and event policy ID. As a result, the Correlation Type helps determine which
events get rolled up under an incident. All Run Book Action scripts should use the same Correlation Type value,
otherwise correlation will fail.
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To enable and customize the Run Book Automation policies:

1. InSL1, goto the Action Policy Manager page (Registry > Run Book > Actions).

2. Locate the ServiceNow: Add/Update/Clear Incident policy and click its wrench icon ( 9'). The Action

Policy Editor page appears:

Action Editor x

Policy Editor | Editing Action [50]
Action Name Action State
[Ser\-'iceNow: Add/Update/Clear Incident ] [ Enabled ] ~
Description
[Adds and Updates Inddents in ServiceMNow.
Organization Action Type

[[Sysbem] v] [ServiceNo;\': Create, Update, Clear Incident (1.0)

Execution Environment Action Run Context

[ -- Default: ServiceMow Base Pack | | |[Database ]

Input Parameters

"s511l_credential id":
"debug": ,
"configuration™:
"gueus": "W,
"discard if no ci™: -

mn
’

nn
r

"is app name new":
"is app name ack":
"is app name clear":

"incident_sync update_create",
"event acknowledged”,

"event cleared",

"servicenow state_new":
"servicenow state_ack":
"servicenow state_clear":
"correlation type": "5",
"assignment group new":
Mam=immment mroun ack

LA

mn
[

mgm,

mn
’

ww_

EETEREETYYR

For the Action State filed select Enabled.

click [Save].

In the Input Parameters pane, edit the snippet code as necessary, using the information in the
Customizing the Snippet Code in the Input Parameters Pane section, below. When you are finished,

Customizing the Snippet Code in the Input Parameters Pane

SL1 Run Book Action snippets are written in Python. In the event of a syntax error, the policies will no longer run. As a
result, you must ensure that all edits adhere to Python standards. True and False options are case-sensitive and must

not contain quotes.

are still three Automation policies.

NOTE: Previous SyncServer users had three separate Run Book Action scripts for add/update, acknowledge,
and clear. These have been rolled info a single Run Book Action in the Infegration Service, but there
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You can customize the following values in the "ServiceNow: Add/Update/Clear Incident' Run Book Action snippet

code:

« sl1_credential_id. Specifies the ID of the credential object. You can find this value in the ID column of the

Credentials page (System > Manage > Credentials of SL1.

o debug. Atrue/false value that determines if the action is logged in SL1 and if the application is run in Debug
Mode on the Integration Service. Troubleshooting logs are written to /data/tmp/servicenow_rba.log.

« configuration. Specifies the ID of the configuration object used on the Integration Service, such as

"configuration": "test-host-settings".

NOTE: To find the configuration ID, you can use Postman to make a GET on this endpoint:
https://<Integration_Service_hostname>/api/vl/configurations.Hyoudormﬁhove
Postman, you can SSH to the system and make the following cURL request: curl -iku
<username>:<password> -H "Accept: application/json"™ -H "Content-Type:
application/json" -X GET https://<Integration Service
hostname>/api/vl/configurations

« queue. Specifies the worker queue on which the application runs. Leave this as default.

« discard_if_no_ci. Specifies whether the Integration Service should create incidents in ServiceNow for
devices that do not have a matching Cl record. The default is false. Your options include:

« frue. If a device is not mapped to a Cl, the Integration Service will not create an incident in

ServiceNow, and SL1 is not updated. The following log message appears: "No Cl found".

and update SL1.

« servicenow_state_new:

1. Incident state is "New". This is the default value.
2. Incident state is "In Progress".

3. Incident state is "On Hold".

6. Incident state is "Resolved".

7. Incident state is "Closed".

8. Incident state is "Canceled".

« servicenow_state_ack:

1. Incident state is "New". There is no default value.

2. Incident state is "In Progress".
3. Incident state is "On Hold".
6. Incident state is "Resolved".
7. Incident state is "Closed".

8. Incident state is "Canceled".

« false. If a device is not mapped to a Cl, the Integration Service will create an incident in ServiceNow
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« servicenow_state_clear:

o 1. Incident state is "New".

o 2. Incident state is "In Progress".

o 3. Incident state is "On Hold".

o 6. Incident state is "Resolved". This is the default value.
o 7. Incident state is "Closed".

o 8. Incident state is "Canceled".

« correlation_type. Correlates an SL1 event with a ServiceNow incident. For this value, which is also called
the "Correlation ID", you can choose a number of different ways in which an incident can be created. The
default setting is "correlation type": "5", which means thatthis Run Book Action correlates all events
by device ID and event policy ID, and if the event matches and the state is active, the Action updates the
existing incident. The Action creates a new incident if the event does not match by device ID and event policy
ID. As a result, the Correlation Type helps determine which events get rolled up under an incident. All Run
Book Action scripts should use the same Correlation Type value, otherwise correlation will fail.

The possible Correlation Type values include the following:

o 1. Correlate all duplicate incidents by SL1 ID only.
o 2. Correlate all duplicate incidents by event policy ID only.
o 3. Correlate all duplicate incidents by device ID only.

o 4. Correlate all duplicate incidents by Interface ID only. This correlation requires that the SL1 event
has an interface aligned. If there is no interface aligned to the event, the returned Interface ID will be

0.

o 5. Correlate all duplicate incidents by device ID and event policy ID. This is the default Correlation
Type value.

o 6. Correlate all duplicate incidents by device ID, event policy ID, and event sub entity ID.

o 7. Correlate all duplicate incidents by device ID, event policy ID, region, and event ID. Please note
that using this correlation type will result in all events triggering new incidents.

o 8. Correlate all events to the root device ID of the component device info one incident. Please note
that using this correlation type might lead to undesirable behavior, as not all events generated on @
child device indicate a problem on the root device. As a result, Sciencelogic recommends that you
only use this correlation type against specific event policies.

o You can set the assignment group to one of the new, acknowledged, or cleared incidents that are mapped.
To disable this feature, ensure that no values are set. After an incident is created, the assignment group value
will not be changed by the Run Book Action. To assign an assignment group, set the variable value to the
sys_id of the ServiceNow Assignment Group.

o assignment_group_new

o assignment_group_ack

o assignment_group_clear
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Customizing Logging in the Run Book Action

You can customize the following logging-related items in the "ServiceNow: Add/Update/Clear Incident' Run Book
Action snippet code:

e logfile = /data/tmp/ServiceNow add update clear incident.log

o Location for logging output.
o Will be created if it does not exist.
o Will be appended with each Run Book job.

o s case-sensitive.

e do debug logging = True

o Trueis on, False is off.
o Is case-sensitive.
o Fortroubleshooting, these can be enabled or changed.

o Writes logs fo /data/tmp/servicenow_rba.log.

Sending Custom Data to ServiceNow Using the Passthrough
Option

You can use the "ServiceNow: Add/Update Incident" Run Book Automation and the

"ServiceNow: Add/Update/Clear Incident" Run Book Action to "pass through" custom data to ServiceNow. For

example, you might want to use the passthrough functionality to overwrite the impact and urgency of a
ServiceNow Incident, which is the only way to change the priority of the Incident.

To pass custom data to ServiceNow:

« Create a new Run Book Action that pulls the relevant data and adds it to a dictionary called EM7 RESULT.

o Add Run Book Action to the "ServiceNow: Add/Update Incident" Run Book Automation Policy, ahead of the
"ServiceNow: Add/Update/Clear Incident' Run Book Action so that the new Action runs first, and then is
consumed by the ServiceNow Action.

The following procedure describes how to configure the passthrough functionality.
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Passing Custom Data to ServiceNow

To pass custom data to ServiceNow:

1. Gotothe Action Policy Manager page (Registry > Run Book > Actions) and click [Create] to create a new
Run Book Action policy:

Policy Editor | Creating New Action Reset

Action Name Action State
|Example Passthrough EM7_RESULT ] [[Enabled] )

Description
[Passthrough data using EM7_RESULT disctionary ]

Organization Action Type
[ [ System ] o ] [Run a Snippet o ]
Snippet Credential Action Run Context Execution Environment
[(None} ™| [IZ‘ I v [[—Default Environment ] |
Snippet Code
EM7 RESULT = {"work_notes": "This is a new note"
T

2. Complete the following fields:

o Action Name. Type a unique name for the Action.

« Action State. Select Enabled.

« Action Type. Select Run a Snippet.

« Execution Environment. Select ServiceNow Base Pack.

« Complete the other fields as needed.
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3.

In the Snippet Code pane, add the code for the EM7 RESULT dictionary. For example, the following snippet
code lets you override the ServiceNow Incident work notes with a hardcoded note:

EM7 RESULT = {"work notes": "This is a new note"}

Additional notes about the structure of the EM7 RESULT dictionary:

EM7 RESULT =is required for the dictionary, and the formatting of the keys should match the example
above.

All keys defined in the EM7 RESULT dictionary need to map to field IDs on the Sciencelogic Events
table in ServiceNow.

You can hard-code the values in the EM7 RESULT dictionary, or you can use variables and functions,
like the Snippet Code Example, below.

As a best practice, avoid sending null passthrough values to ServiceNow. If you must send 'null' or
'NULL' values to ServiceNow, pass through that value as an empty string, such as "location":"".
Also, only pass through values that you need. For example, instead of sending {"location": "",
"work notes": "stuff"},simplysend {"work notes": "stuff"}.

A long snippet might delay the ticket being created

4. Click [Save].

5. Gotothe Automation Policy Manager page (Registry > Run Book > Automation) and open the
"ServiceNow: Add/Update Incident" Run Book Automation Policy.
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6. Inthe Available Actions section, add the new Run Book Action before the "ServiceNow: Create, Update,
Clear Incident" Run Book Action:

Automation Policy Editor | Editing Automation Policy [43]

Policy Name ) Pobcy Type  Policy Stale Policy Prionty _ Organizabon
Servicahiow. AddUpdate Incident [{Actve Events] v | [[Enabied] v | [[High) v) [ISystem)  v]|

Coberia Logic Madch Logc Match Symitax
[Seventy>=] ¥ |[Major ] v | |[Tedsearch] +* |
[ and no teme has elapsed | v Repeal Trne Algn With
| since the fust occumence | v [T Onty once | v | [[Dewices] vl
[ and event is NOT cleared | b
[ and all imes are vald | v inclode events for entibes olher than devices (crganzaions. assels, ek )

v

¥ Trgger on Chid Rolup

Avallable Devices Adgned Devices
| (ANl devices)
System -
SendceMiow Instance: ven0 1056 u
Avallable Events Algned Events

[(AN events) -]

[3575] Critical. AKCP: DC Voltage sensor High Crscal

[3579] Crilcal AKCP: DC Vollage sensor Low Cribcal

[3568] Criscal AKCP: Dry Contact Sensor Low Criscal n
[3574] Critcal AKCP: Sroke Detector Alert

[3572] Crtcat AKCP. Water Sensor has detected vater |

[3569] Cracal AKCP. AC Vioitage sensor detects no Cument u

Avalable Actons AbGhed Attong

1. Snippet [5] Example Passtvough EM7 RESULT N
2. Serviceliow. Create, Update, Clear Incident [100) Se
Soippet [S1: Craco’ VOS Node Classiication and Ciuster Crea

Saippat [S] Dall EMC. Unity Classiy Root Davice Class

Soippet [5]: Dell EMC: VIMAX Unisphere Classifty Root Device

Snippet [S] EMT Ping Snippet
Snippet [§] Exampie Passthrough EMT_RESULT - |

[ save | Savers ]

Sovppet [5] Ciaco VOS Companent fo Phiysical Merge - n

NOTE: The output of this new Run Book Action will be consumed by the "ServiceNow: Create, Update, Clear
Incident" Run Book Action, ensuring that the EM7 RESULT dictionary is passed through to
ServiceNow. The "ServiceNow: Create, Update, Clear Incident" Run Book Action automatically
populates the passthrough values with any values from EM7 _LAST RESULT. The passthrough
overwrites any other previously defined fields, such as assignment group.

7. You can add additional Run Book Actions to the Run Book Automation Policy for any additional workflows that
you might want to run. The Automation Policy execute these Actions in a sequential, top-down order.
However, the "ServiceNow: Create, Update, Clear Incident' Run Book Action only consumes the EM7
RESULT dictionary from the Run Book Action directly above it.

Snippet Code Example

The following snippet code example shows how to pull additional information and make it available for
passthrough. All of the additional information that is going to be sent is contained in a dictionary variable called

EM7 RESULT. You can pass through multiple items through in a single Run Book Action by adding additional keys
tothe EM7 RESULT dictionary.
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This example lets you assign assignment groups to an Incident based on certain criteria, such as event policy IDs:

from future.utils import iteritems

def invert mappings (mappings) :

miin
Invert received one-to-many mappings and converts it into a one-to-one
mapping.

Args:
mappings (dict): Dictionary of mapped values

Returns:
dict: inverted dictionary.

inverted mappings = dict()
for key, values in iteritems (mappings) :
for sub value in values:
invert mappings[sub value] = key
return inverted mappings

# Example of assignment group to list of event policy ids mapping.
assignment groups to event policies = {

"sys id 1": [1, 2, 3, 4, 5],

"sys id 2": [6, 7, 8, 9, 10],
}
# which sys id to use if the current event policy id isn't mapped
default sys id = "sys id 3"

# invert the mappings
event policy to assignment group = invert mappings (assignment groups to event
policies)

# Send assignment group sys_id to IS RBA
EM7 RESULT = {
"assignment group": event policy to assignment group.get (
EM7 VALUES["%3"], default sys id

Configuring the "ServiceNow: Click to Create Incident"
Automation Policy

The "ServiceNow: Click to Create Incident" Run Book Automation policy lets you manually create an incident in
ServiceNow by clicking the life-preservericon (I}) in SL1. This policy is available in the ServiceNow Base Pack
PowerPack.
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To configure the "ServiceNow: Click to Create Incident" policy:
1. InSL1, goto the Behavior Settings page (System > Settings > Behavior) and set the Event Console Ticket
Life Ring Button Behavior option to Create/View External Ticket.
2. Click [Save] to save your changes.
3. Gotothe Automation Policy Manager page (Registry > Run Book > Automation).

4. Locate the ServiceNow: Click to Create Incident policy and click its wrench icon (.5"). The Automation
Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [59] Reset

Policy Name Policy Type Policy State Paolicy Pricrity Organization
[ServiceNow: Click to Create incident | [ Active Events ]« Jf [ Enabled < || [ Defautt] < | [[System] ]
Criteria Logic Match Logic Match Syntax
[[Sever'rty »=] v[[Minnr,] v] [ Text search ] v] ]
[ [ and no time has elapsed ] v] Repeat Time Align With
[[5\nce thelfirstDeoaTEnce | vll Every 1 minute until satis fied “ I[ [ Devices ] v]
[ [ and external ticket IS requested | v]
[ [ and alltimes are valid | v] D Include events for entities other than devices (organizations, aszets, efc.)
D Trigger on Child Rollup
Avvailable Devices Aligned Devices
[ ] (All devices)
Bananaquit ~
AWS: Service: JEM-Virtual
Cardinal

Wicrosoft: Windows Server 2008 R2Z Domain Controller: VPN
NET-SHMP: Linux: sctest
NET-SMMP: Linux: sdtools.sciencelegic.local

Dennin Blasan: CalTening

fickiiml P cimas

En

Available Events Aligned Events

[ | (All events)
[3188] Critical: AKCP: AC Votage sensor detects no current a a

[3195] Critical: AKCP: DC Voltage sensor High Critical

[3196] Critical: AKCP: DC Voliage sensor Low Critical

[3185] Critical: AKCP: Dry Contact Sensor Low Critical

[3191] Critical: AKCP: Smoke Detector Alert!

[3188] Critical: AKCP: Water Sensor has detected water
i fin Tant Cailad

[4E24] Pritinal ADC.

W

Available Actions Aligned Actions

[ ] 1. ServiceNow: Create, Update, Clear Incident [106]: S
SNMP Trap [1]: EMT Event Trap ~
Snippet [5]: AWS: Disable Instance By Tag

Snippet [5]: AWS: Discover from EC2 IP

Snippet [5]: AWS: Get EC2 Instance Configuration
Snippet [5]: AWS: Merge Physical with Component

Snippet [5]: AWS: Vanish Terminated EC2 Instances
- Denli

4 IC1: Pinan: A0 Dasdes O

5. Update the following fields:
« Policy State. Select Enabled.

« Repeat Time. Specify the frequency at which SL1 should execute the automation policy while the
conditions are still met. The choices range from "every 30 seconds until satisfied" to "every 2 hours
until satisfied", or "only once". By default, the policy only runs once.

« Avdilable Actions. If itis not already selected, select the corresponding ServiceNow Run Book Action
policy to add it to the Aligned Actions field.

6. Click [Save].
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Creating a Virtual Device for the ServiceNow Base Pack

To monitor ServiceNow, you must create a virtual device that represents the root device for ServiceNow. You can
use the virtual device to store information gathered by policies or Dynamic Applications.

To create a virtual device that represents your ServiceNow instance:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Click the [Actions] button and select Create Virtual Device from the menu. The Virtual Device modal page
appears:

Virtual Device x
Create Virtual Device Reset

Device Name [SeruiceNow Instance 1 ]

Organization [system v
Device Class [Servicean | Instance |
Collector [ CUG |

3. Complete the following fields:

o Device Name. Type a name for the device.

« Organization. Select the organization for this device. The organization you associate with the device
limits the users that will be able to view and edit the device. Typically, only members of the
organization will be able to view and edit the device.

« Device Class. Select ServiceNow | Instance.

o Collector. Select the collector group that will monitor the device.

4. Click the [Add] button to create the virtual device.

Aligning the ServiceNow Base Pack Dynamic Applications

Before you can run the Dynamic Applications in the ServiceNow Base Pack, you must manually align each
Dynamic Application to the virtual device you created in the previous step. When you align the Dynamic
Applications, you should use the ServiceNow credential that you created from the ServiceNow DA - Example
credential.

To align the ServiceNow Base Pack Dynamic Applications with the ServiceNow virtual device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).
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2. Click the wrench icon (J') for the virtual device you created in the previous section. The Device Properties
page appears.

3. Click the [Collections] tab. The Dynamic Application Collections page appears.

4. Click the [Actions] button and select Add Dynamic Application. The Dynamic Application Alignment
modal page appears:

Dynamic Application Alignment

Dynamic Applications Credentials

[servicenuw ] [ ]
" — FUIyCONT- AOvalced
ppe guration:

ServiceNow: CMDB Configuration Eigzﬁm: ﬁ?gfﬁce
Polycom - Network
Polycom - System
Polycom RMX
REST APl Example

REST API POST Example
ServiceNow DA - Example
ServiceNow RBA - Example
Tandberg Endpeint - Config
Tandberg Endpoint - History
Tandberg Endpoint - Status
Tandberg: TCS Cluster Status
Tandberg: TCS Configuration
Tandberg: TCS SOAP
Tandberg: TCS Status
Tandberg: WCS Status
Tandberg: XML Configuration
Tandberg: XML RPC2
Tandberg: XML Status
Tomcat Status - Example
UCS - Example
UCS Standalone - Example
Viptela Credential Example W

ServiceNow: Incident Metrics

5. Inthe Dynamic Applications field, select the first of the ServiceNow Dynamic Applications.

6. Inthe Credentials field, select the credential you created based on the ServiceNow DA - Example
credential.

7. Click the [Save] button.

8. Repeat steps 4-7 for each remaining Dynamic Application.
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Chapter

ServiceNow Base Pack Dashboards

Overview

This chapter describes the system dashboard that is included in the ServiceNow Base Pack PowerPack.
Use the following menu options to navigate the SL1 user interface:

« Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).
This chapter covers the following topics:

ServiceNow Open Incidents Dashboard ... . .. 22
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ServiceNow Open Incidents Dashboard

[ ServiceHow Open Incidents ]+

(I T T N T N N TN N N

Devices Found [1]

[ Original Context] |~

120,14

low: Open Incidents by State

Device Name [m] Hessaoe Organization ED SeverityV A External Ticket _ Date Last Detected Count [120.12
P— I Jo— ] F—]r o
# .4 SenviceNow Instance 1
120.1
21 Nev 0200 0500

High Priority Incidents

Critical Priority Incidents

5) — ServiceNow Instance 1: JSON Connect Time

0.08%
0.04%

0.02%

e T 0300 g0 05100

— Incident States: New (%) — Incident States: Active (%)
Incident States: Awal (%) — ncident States: Resolved (%)

jow: Incidents Unassigned/Assigned by %

%1 Nov 0200 0800 000

— Incident Priorites: Low (%) — Incident Priories: Planning (%)
Incident Prioriies: oderate (%) ~— Incident Prioriies: High (%)
— Incident Priorties: Criical (%)

ServiceNow: Incidents Source by %

[ incidents Assigned (%) — ncidents Unassigned (%)

— Incidents Total Open

0.08%
008
5025 0.02%
0025
[ o
1 Nov 0300 00 0500 21 Now oZon o400 o500 500 1000 "1 Nov 0200 0500 0500

[ — Incident Types: ScienceLogic (%) — Incident Types: Other (%)

opyright ® 2003 - 2018 ScienceLogic, Inc_ All rights reserved

The ServiceNow Open Incidents system dashboard displays the following information:

22

Open incidents by state
Open incidents by priority
Unassigned incidents
High priority incidents
Critical priority incidents
Assigned incidents

Active incidents

Resolved incidents

Incidents unassigned or assigned by percentage

Incidents source by percentage

Total open incidents
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