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Chapter

Introduction to Business Services

Overview

This manual describes how to use SL1 to create and manage business services for your company. Business
services let you gauge the availability, health, and risk of your services and the devices that provide those services.

Use the following menu options to navigate the SL1 user interface:

o Toview a pop-out list of menu options, click the menu icon (E)

« Toview a page containing all of the menu options, click the Advanced menuicon ( ).
This chapter includes the following topics:

What is a Business Service? 4

Using the Service Investigator ... . i 7
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What is a Business Service?

A business service includes one or more technical services that provide value to internal or external customers.
Some examples of business services include verifying Infernet access or website hosting, online banking, remote
backups, and remote storage. Usually a business service includes an associated Service Level Agreement (SLA)
that specifies the terms of the service.

Create the following types of services on the Business Services page, in the following order:

1. Device Service. Monitors a set of related devices, such as all devices from a specific region.

2. IT Service. Monitors a service that IT provides to your organization. An IT service is made up of one or more
device services.

3. Business Service. Monitors a service your organization provides fo your customers. A business service is
made up of one or more IT services.

(8).

To navigate to the Business Services page, click the Business Services icon

Business Services em7admin v :ﬁ_l
L3NAME ORGANIZATION SERVICE TYPE « AVAILABILITY HEALTH ~ RISK - PoLICY
© Alinone System Device service v Aui ® Cit 100% Device service Policy [BErauE] 9
© Allinone System Device Service v Avail ®cC 100% Device Service Policy
© Allinone System Device Service W Avail ®cC 100% Device Service Policy
Em7 System Device Service v A ®c 100% Device Service Policy [DERAUIT]
B skshmitest System Device Service ¥ Available ®cC 100% Device Service Policy [DEFuT]
@ si1Database System Device Service v Avai ec 100% Device Service Policy [DEFAULT]
W si1Datebase System Device Service Vv Avail ®c 100% Device Service Policy
51 Database System Device Service v Avai ®c 100% Device Service Policy
test System Device Service ¥ Available ®cC 100% Device Service Policy [DEFauLT]
test System Device Service v Avai ec 100% Device Service Policy [DEFAULT]
Data Collection & Storage  System IT Service v Avail L Js 100% IT Service Policy [BEFAULT]
Data Collection &Storage System IT Service v Avai ®c 100% IT Service Policy
Data Collection &Storage ~ System IT Service v Available ®c 100% IT Service Policy
Developer systems System IT Service ¥ Avai ecC 100% IT Service Policy [DEFAULT]
Developer systems System IT service v Aval ®c 100% IT Service Policy
Developer systems System IT Service v Avail ®c 100% IT Service Policy
PhilipIT System IT Service v Available e 100% IT Service Policy [DEFAULT]
SL1 Developer Experience  System Business Service ¥ Available e 100% Business Service Policy [DErawtT]
B sL1Developer Experience  System Business Service: v Avail ®cC 100% Business Service Policy
SL1 Developer Experience  System BusinessService v Aviil ®cC 100% Business Service Policy
SL1TestBusinessService  System Business Service v Ava . 100% Business Service Policy [DEFauT]
test by laks System Business Service ¥ Available { 3 100% Business Service Policy [DEramT] .
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These business services let you gauge the health, availability and risk of your services or the devices that provide
those services. On the Business Services page, these values display in the following format and order:

1. Availability: Displays whether a device, like a website or a server, is available to be used by customers. A
service or device is considered unavailable if SL1 is not able to collect data from the device or service, or if
device is usable or not usable. A value of 0 means a device or service is unavailable, and a value of 1
means a device is available. Availability uses the following icons:

+ Available @ Unavailable
1 0

2. Health: Displays a "severity" icon that represents a numerical value between 0 and 100, which indicates the
current status of a device or service to show ifits health is worsening or improving. For example, the Health
value could indicate when a device is intermittently unavailable because of a power problem and falls below
the required level of performance. Health uses the following icons by default:

. Critical . Major Minor . MNotice . Healthy

0-20 21-40 41-60 61-80 81-100

3. Risk: Displays a percentage value between 0 and 100 that indicates how close a service or a device is to
being in an undesirable state. The safest possible risk value is 0%, while the worst risk value is 100%.

These values are computed in this order because SL1 uses Availability values to compute Health while SL1 uses
both Availability and Health values to compute Risk.

You can define metrics for device services based on:

« availability

o latency

e eventcount
o eventseverity
« device state

« Dynamic Application data collected by SL1

NOTE: IT services created in the classic user interface are not included in the new user interface, and "classic"
IT services are not related in any way to the new business services, IT services, and device services.
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You can also create dashboards for business services that display information about the state, availability, risk,
events, metrics, and other information about a business service. For more information, see the Dashboards

manual.

SL1 Business Service, All in one View Last 24 Hours Al Fitters

Si1 Development SL1 Device Services

? e 100 S

Network & Si1 Development Experience

9 @& 8 © @ 100

AvALABLE NoTICE sk AVAILABLE NoTICE RisK NetworBoters () Mr v Masie

Network Device Serviecs Heaith Tile Devices that Support the Device Service

° e smm

@ mas v aves ESTE Y R g - P
Network Switches

SI1 All in Ones Si1 Collectors Network Routers pretacis @ o
RISK: 100 RISKO RISK:75

v v TG © © UNAVAILABLE . @ creen

Network Modules

Si1 Infrastructure Ko s, B 10215123 @ e
RiSK:0

Example: Retail Banking

Using SL1 to monitor a business service lets you quickly see whether the service is available and working as
expected for a customer or end user. For example, a banking company wants to ensure that their refail banking
service is available around the world. They would use the following workflow to set up their services in SL1:

1. Because the company has offices around the world, they create multiple device services that organize
devices based on location or region. The company adds all of its devices to the relevant device services.

2. The company then creates multiple IT services to monitor the device services (from step 1), including
separate IT services for online banking, teller systems, and ATM networks.

3. Next, the company creates a business service for its retail banking business, and this business service
includes all of the IT services (from step 2) that deal with retail banking.

NOTE: As needed, the banking company repeats steps 1-3 to create additional business services (made up
of IT services and device services ) to monitor their commercial banking and investment banking
devices and services.
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Using the Service Investigator

When you select a service from the list of services on the Business Services page, the Service Investigator page
appears:

-
< Back Overview Services Status Policy
Status ~
1 1 (o)
+ Available ® Major 80%
Availability Health Risk
IT Services ~
o -
M seae
@ o
Device Services .
(] = (] =m

The Tabs on the Service Investigator Page

The Service Investigator page contains three tabs:

« [Overview]. Displays a "big-number" dashboard version of the most recent Availability, Health, and Risk
values for the service. Below that, the tab displays a summary file view similar to a dashboard widget for any
"constituent" IT Services and Device Services that might belong to the top-level Business Service. For more
information, see Constituent Services on the Service Investigator Page.

TIP: To view Root Cause Analysis information for a specific service, click the Actions icon ( * ) on the tile for that
service. If the Root Cause Analysis option is enabled, you can review data related fo troubleshooting for
that service. For more information, see Using the Root Cause Analysis Feature.

« [Services] or [Devices]. Displays the services currently used in a business service or IT service, or the devices
included in a device service. You can edit the search query at the top for the services or devices in the Search
field at the top of the tab.

« [Status Policy]. Displays a list of all policies of that service type currently in the system and can be chosen to
associate with the service being viewed. Depending on the thresholds you configured on the Business
Services Thresholds page (Business Services > Thresholds), SL1 generates an alert message if a threshold
is crossed. On this tab, you can change the policy used by a service, and you can also create a new service
policy. A Default label appears next to the default policies.
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The Info Drop-down on the Service Investigator Page

The Info drop-down at the top of the Service Investigator page displays the following:

- CQ Business

< Back

Status

IT Services

cait

Device Services

Overview

« Availal

Awvailability

]

Info v

Owner

System

Contact Organization

~ System

Visible Organization

RCA Options
Disabled

Description
test

~ Contact User

80%

Risk

Cancel Save

o Owner. The organization that owns the service.

« Contact Organization. A contact organization for the service.

« Visible Organizations. A list of organizations from which you can select devices to use in Device Services or

IT Services. For example, if you selected Acme for this field, then any service that is aligned with Acme can
access devices in the Acme organization.

o Contact User. The contact user for the service.

« RCA Options. Allows the user to enable or disable the Root Cause Analysis feature, an advanced feature for
troubleshooting. For more information, see Using the Root Cause Analysis Feature.

« Description. A description of the service.

« Include devices from visible organizations. This option lets you enable or disable the ability to include

devices from other organizations in a device service. This option appears only on Service Investigator pages

for devices.

NOTE: Click the [Edit] button to edit the content on all three tabs and to edit the fields on the Info drop-
down. You can also edit the service name and the icon associated with the service. Click [Save] to
save your changes.
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The Constituent Services on the Service Investigator Page

The [Overview] tab on the Service Investigator page for a business service contains a set of tiles that represent
the "constituent" services that are part of the top-level service:

— Back Overview w Services Status Policy

Status

« Available @ Critical 20%

Availability Health

IT Services

Device Services

© oo EEEM || © Erm o =rm o |e R 0 e EZEN

‘ st Datbase ‘ st Datbase i oo st Collector oatCollectr

Selecting the checkbox of a service tile controls which constituent service you see in the tile view below it. For
example, if you have a Business Service with three IT Services, and each of those IT Services has two Device

Services, selecting the checkbox of one of the IT services will filter the Device Service tile panel down to only the
Device Services that belong to the selected IT service.
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At the bottom of the [Overview] tab, you can review a list of devices that belong to the services you selected on the
various files. You can then select one or more devices to see events for those devices:

" ~
Devices
Q Type tosearch devices X Advanced
o e sTarE e ADDRESS catEgoRy asss sus.uss ORGANIZATION o
DBL ® Major 19216833211 Syt s System 2 a
B2 ® Major 19216833222 i System a1
Minor 19216833041 sci System £
@ Healthy 19216833146 sci System
® Major 19226833129 sci System a1
® Major 19216833185 sci System w7
8302234 @ Major 19216833134 ScienceLogic Inc System
Kchadh01.236 Minor 19216833236 ScienceLogic Inc. System E
Khhadb02-237 ® Major 19216833160 SystemEM7 Sciencelogic, Inc System 7
imes- 4602224 ® Major 19216833226 Systemem ScienceLogic Inc. EM7 Database System =
Events ~
% Advanced
a0 A severmy Messace oRGANZATION wsToerECTED ace
486705 o2 ® Major tem
o2 Minor tem
496905 em?hadr-db1 Minor tem

NOTE: The Service Investigator page for an IT service displays device services, devices, and events, while
the Service Investigator page for a device service displays devices and events.
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Chapter

2

Creating Services and Service Policies

Overview

This chapter describes how to create the three types of services you can monitor with SL1: business services, IT
services, and devices services. This chapter also describes how fo create and use policies for each service to assist
with monitoring those services.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
o Toview a page containing all of the menu options, click the Advanced menuicon ().

This chapter includes the following fopics:

Creating @ ServiCe ......... o . L 12
Selecting a Service Policy .. . ... . il 14
Creating a Service Policy . . . .. 17
Creating a Service Template . . 21
Creating a Service From a Template ... 23
Exporting a Service Template ... 27
Default Service Policy SEHINGS .. ... 30
Managing Service Thresholds . . 31
Assigning an lconto a Service ... ...l 32
Exporting Service Data with the Sciencelogic APl . . . .. 33
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Creating a Service

You can create a new business service to monitor a specific set of IT services and devices for Availability, Health,
and Risk values. To create a new business service, you should first determine:

o The devices thatimpact the business service.
o The IT services that impact the business service.
« The specific conditions that you want to monitor, based on your business processes.

For example, if you provide email service, then a failure of your primary SMTP server and backup SMTP server
would constitute a Critical status.

TIP: You can copy an existing service on the Business Services page by clicking the [Actions] button (=) for
that service and selecting Duplicate.

To create a business, IT, or device service:

1. Onthe Business Services page, click the [Create Service] button. The New Service page appears:

New Service

Select a service type

Business Service IT Service Device Service

Service Name

Retail Banking

What organizator
System

rvice Description
Monitors retail banking IT Services, including online banking, the teller systems, and the ATM

network. Ensures devices are responsive and performing as expected)
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2. Selectaservice type. You should start by creating your device services, then your IT services, and then finally
your business service. Your options include:

« Device Service. Monitors a set of related devices.

« IT Service. Monitors a service that IT provides to your to your organization. An IT service includes one
or more device services.

« Business Service. Monitors a service your organization provides to your customers. A business service
includes one or more IT services.
3. Complete the remaining fields:

« Service Name. Type a unique name for this service.

« What organization manages this service?. Select the name of the organization that owns this
service.

« Service Description. Type a short description of this service and its purpose. You can use the text in
this description to search for this service on the Business Services page. Optional.

4. Click the [Save] button. If you selected Device Service in step 2, the [Devices] tab appears, with a list of
available devices in the Preview section. If you selected Business Service or IT Service in step 2, the
[Services] tab appears, with a list of available services in the Preview section.

Email Business Service Edit

« Back Overview Services Status Policy

Query for the right set of services.

Ql X Advanced

v Preview: 3 Services

4 SERVICENAME ~ SERVICETYPE AVALABILTY HEALTH RISk poLicy
testingit service laks for bsdashboards T Service v Available @ Heaitny 40% T Service Policy [ DEFAULT
Panda SMTP Relay IT Service Vv Available @ Heathy 10% A out of date default IT Service Policy

Pandas Filter Service IT Service v Available @ Healtny 30% A out of date default IT Service Policy
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5. Inthe Search field, type search criteria for the services or devices you want to monitor. A list of services or
devices that match your search criteria appears in the Preview section:

Email Business Service Edit

« Back Overview Services Status Policy

Query for the right set of services.

BN name: [smp | X Advanced

v Preview: 1 Service
3 SERVICENAME ~ SERVICETYPE AVAILABILITY HEALTH RISK poLicY

Panda SMTP Relay IT Service v Available @ Healtny 10% A out of date default IT Service Policy

TIP: : If you are looking for a very specific set of services or devices, click the gear icon (%) to the right of the
Search field and select Advanced. In this mode you can create an advanced search using AND or OR for
multiple search criteria. For example, to search for devices with a Device Class of "network.router”,
use: deviceClass has (deviceCategory has (name contains "network.router'))Formore
information, see the "Advanced Search" chapter in the Introduction to SLT manual.

6. When you have the right combination of services or devices, click the [Save] button. The default policy for the
type of service you selected is automatically added to the new service.

7. Ifyou wantto use a different business policy with the new service, see Selecting a Business Service Policy.

8. Ifyou wantto create a new business policy to use with the new service, see Creating a Business Service
Policy.

9. Repeat this process until you have the right combination of device services and IT services in your business
service (or business services, if needed).

Selecting a Service Policy

Each service type (device service, IT service, and business service) requires a policy that determines what it
monitors. A business service policy contains a set of rules and conditions that define the Availability, Health, and
Risk values for the service, depending on your business needs. Each service requires that one policy be associated
with a service at a time.

NOTE: The PowerPack for Business Service Event Policies contains a set of new business service policies you
can use for your services.
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When you create a business service of any type, SL1 automatically uses the default policy for that particular type of
business service. You can remove the default policy after you create a new policy. The default policies cannot be

edited.

TIP: If a policy contains errors, an error icon (ﬂ) appears next to the policy name. To view details about what
makes the policy invalid, select the policy and hover over the error icon next fo the policy name in the

right-hand section. A pop-up window lists the problems with the policy.

To select an existing business service policy:

1. Onthe Business Services page, select the service that needs a policy. The [Overview] tab for the service

appears.

2. Click the [Status Policy] tab:

LA Devices Info v/
+« Back Overview Devices Status Policy
PoLICIES + Create Policy
Device Service Policy used by 13 Devices
v Device Service Policy N Availability Rules
Availability should always be unavailable - For all Devices in this

If Max Availability = O then Set Availability to 0 @ Unavailable
delete

If Max Availability > O then Set Availability to 1+ Availsble

Device Service Policy

Use the Maximum of the above
Device Service Policy
Device Service Policy copy Health Rules

For state in 4

Device Service Policy copy 1
If Count =0 then Set Health to 100 @ Healthy

dumb palicy If Count » 0 then Set Heslth to 0 @ Crifica

test For state in 3

If Count £ 0O then Set Health to 100 @ Healthy
test2

If Count >0 then Set Health to 25 ® Major

For state in 2

+ Current Policy

3. Inthe Policies section on the left, select the policy you want to use.

TIP: You can type basic search criteria in the Search field to locate a specific policy in the list.

Creating Services and Service Policies
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4. To view the details of a selected policy, click the [Actions] button () for that policy and select Edit (or View
for the default policy). The Policy Editor page appears:

Device Service Policy X

Availability Health Risk

Base Availability On

Devices

All Devices in this Service v

o MAXAVAILABILITY Edit THEN  SETAVAILABILTYTO
<0 o | o L

=0 1 B v

+ AddRule

v Avzilable @ Unavailable
1 o Cancel Save Policy

5. Click the [Cancel] button when you are done viewing the details for that policy.

TIP: You can copy an existing service policy on the Business Services page by clicking the [Actions] button (
=) for that policy and selecting Duplicate.

6. Toadd a policy to the service, select the policy in the Policies section and click the [Use Policy] button in the

right-hand section. A check mark icon () appears next to that policy in the Policies section, and the words
"Current Policy" replace the [Use Policy] button in the right-hand section.

7. Tomake a copy of a policy, click the [Actions] button (=) for that policy and select Duplicate.

8. Todelete a policy you no longer want to use, click the [Actions] button (=) for that policy, select Delete, and
then click [Delete Policy]. If that policy is used by any other services, those services are assigned the default
policy type. You cannot delete a default policy.
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Creating a Service Policy

When you create a business service of any type, SL1 automatically uses the default policy for that particular type of
business service. You can create a new policy to replace the default policy. When you create a new policy, the new

policy uses the values from the default policy for that type of service as a starting point.

A policy includes a set of rules, and each rule can include one to three conditions. If you have multiple rules and
conditions, all rules and conditions on a tfab must be met to generate the Availability, Health, or Risk value. In other
words, if a rule had three conditions, you would set up the conditions for that rule as an IF, AND, AND, THEN

statement.

To create a policy:

1. Onthe Business Services page, select the service for which you want fo create a policy. The Service
Investigator page appears.

2. Click the [Status Policy] tab, and then click Create Policy in the Policies section. A Create Policy window

appears.

3. Type a policy name and click the [Create Policy] button. The new policy is added to the Policies section on

the [Status Policy] tab.

4. Click the [Actions] button (=) for the new policy and select Edit, or click the [Edit Policy] button. The Service
Policy Editor page appears, with a default rule already configured on each tab for Availability, Health, and

Risk:

High Availability

Availability Health

Base Availability On

Devices

All Devices in this Service

" MAX AVAILABILITY
=0

0

Risk

v

Edit THEN

SET AVAILABILITY TO

+ AddRule

v Available @ Unavailable

Cancel

Save Policy

5. On the [Availability], [Health], and [Risk] tabs, edit the rules and conditions for each of the three values that
make up this policy. Each tab uses the same layout.

Creating Services and Service Policies
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6. Inthe Services or Devices drop-down list, select one of the following options to filter the services for this
policy, as needed:

« All Services in this Service or All Devices in this Service. This default setting uses all services or devices
that are included in the service.

» Queried Services or Queried Devices. This sefting uses only the devices or services you specify in the

Search field that appears when you select this option. This setting lets you filter the list of devices or
services for this policy.

7. To update an Availability, Health, or Risk value for a rule, edit the value in the SET <VALUE> TO column:

Edit THEN SETHEALTHTO

100 B ¢ @ Healthy

-

23 H ¢ @ Major

8. To editthe default conditions for an existing rule, click the [Edit] button for that rule. The Edit Condition
window appears:

X
Edit Condition

Property
Health v

Aggregate
Average ~

Set Threshold

Cancel Save
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9. Complete the following fields:
o Property. Selectthe metric you want to monitor for this condition:

m Ifthis is a business service or an IT service, your options include Availability, Health, and Risk for
the services you want to monitor.

m [fthisis a device service, select a device metric, such as Vitals like Availability and Latency,
performance metrics, metrics collected by the SL1 Agent, or Dynamic Application metrics.

« Aggregate. Select an aggregation method for the data for this condition. Your options include
Average, Minimum, Maximum, Count, and Sum.

o Day. Select atime frame for the data in the graph in the Set Threshold section, below. You can use

this graph to select reasonable thresholds for your condition. Your options include Day, Week,
and Month.

10. Inthe Set Threshold section, click and drag the slider to specify a threshold for this condition. A small
Threshold window appears, where you can specify the following threshold details:

o The upper threshold icon ( ' ) lets you set the highest acceptable number for that condition, including
any numbers less than that number. For example, x <= 80.

o The lowerthreshold icon ( : ) lets you set the lowest acceptable number for that condition, including
any numbers greater than that number. For example, x >= 60.

e Theequalsicon ( ) in conjunction with a number lets you set a specific number only for this
condition. Forexample, x = 75.

« You can specify a range of values by clicking to add a second slider to the Set Threshold graph. For
example, 40 < x < 60.

« You can type a number in the Threshold window instead of using the slider.
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« Ifneeded, you can add a threshold that extends past the existing Y-axis of the table. The scale of the
table automatically adjust to the new value.

« The different ranges for your conditions display in alternating shades of dark blue and light blue:

Edit Condition

Property Aggregate
Risk v Maximum ~

Set Threshold Day ~

Remove

Cancel Save

TIP: f the line below the number in the Threshold window is red, then your current threshold is invalid. Click
the icons or adjust the slider to make sure the line is not red under the threshold value.

11. To save the conditions and threshold settings and close the Edit Condition window, click the [Save] button.

12. Toadd more conditions o a rule, click Edit on the Service Policy Editor page and follow the instructions in
steps 8-11.

TIP: To remove a condition from a rule, click the [Actions] button (=) for that condition and select Delete. To
copy a condition, click the [Options] button (=) for that condition and select Duplicate.

13. Ifyou have more than one rule, select the type of aggregation you want to use in the Use <type> of rules
field. You can choose to use the minimum, maximum, or average value for the rules.

NOTE: The Availability value calculates only the minimum and maximum values for rules.

14. Edit any additional conditions or rules on the remaining tabs for this policy, and then click the [Save Policy]
button.

20 Creating Services and Service Policies



Creating a Service Template

You can create a service template from an existing service to simplify the process of replicating an entire service or
service hierarchy on another SL1 system. For example, if you want to create the same service hierarchy, but only

change the owner of the service hierarchy, creating a service template from an existing service streamlines this
process.

To create a service template:

1. Onthe Business Services page, click the [Actions] button (=) for the service you want to use as the basis for
your template and select Create Template. The Create Template From Service window appears:

Create Template from SL1 Services b

Please Read Before Continuing

u Before creating a Service template, note the following constraints

What can be modified during Service Template creation:
* The name of a Service
* The annotations on a Service
* The annotations on a Status Policy
+ The annotations on Rulesets or Rules for a Status Policy
« The query to identify Devices for a Device Service

® The (optional) query to further restrict Devices for a Rule in a Status Policy

What cannot be modified during Service Template creation:
* The description of a Service
¢ The query to identify Services for a Business Service or IT Service
* The name of a Status Policy
o Selecting a different Status Policy

# Other details of a Status Policy associated with a Business Service, |T Service or Device Service

The following values are included in a Service but are removed when you use that Service to create a Service Template:
SL1 will request these values when a user uses the Template to create a Service. Users can add stripped values after SL1 creates the Service
« Organization that manages the Service
* Organizations that can use this Service
* Contact Organization or User for the Service

After you create a Service Template, you cannat edit it.
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2. This window contains important information about what you can and cannot do with a service template. After
reading this information, click [Next]. The next Create Template From Service window appears:

Create Template from Business Service

Example Template|

3. Type a name for the template in the Template Name field, and type a description of the template in the
Description field, if needed. Click [Next]. The next Create Template From Service window appears:

Create Template from Business Service

v IT Service

Query for the right set of services.
Device Service

v Preview: 1 Service

gsevicename  smaerwee  souer

4. The left side of the window displays the tree for the service hierarchy that is being made into a template. You
can select each service in the tree to see information related to that service on the right side of the window.
Forexample, if you select a device service, the Devices tab displays the search query used for the devices

included in that service. If you select a business service or an IT service, the Services tab displays the search
query for that service.
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5. Click the Status Policy tab to view the status policy definition for Availability, Health and Risk for that service.

6. On the Status Policy tab for a device service, you can add annotations for the policies in the femplate. When
a new user uses the template on another system, your annotations can help that user understand the purpose
of this status policy.

Annotation

If the health of more than O devices is critical, then set the health for this service to critical.

7. Toleave an annotation for a status policy or rule, click the talk bubble icon (7 ) next to the rule or tab. Type
your annotation fext in the Annotation window and click [Save]. The talk bubble icon now displays as solid
blue, while empty talk bubble icons contain a plus sign.

8. Click [Create Template]. A confirmation window appears stating that you created the tfemplate. Click
[Close]. The template appears on the Service Templates page (Business Services > Templates).

Creating a Service From a Template

To create a service from a template:
1. Gotothe Service Templates page (Business Services > Templates) and click the [Actions] button (=) for

the tfemplate you want fo use and select Create Service. The Create Service from Template window
appears:
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Create Service from Template

Choose a template for creating a service

B e

DS Template:

175 template itservice

Templatizing a service that has been created from template deviceService

X
ESC
X  Advanced d
85 temp
DS temp.
7S Temp
Next

TIP: You can also go to the Business Services page, click the down arrow on the [Create Service] button,

and select Create Service from Template.

2. Select atemplate and click [Next]. The next Create Service from Template window appears:

Create Service from Template

Template Nome

Template Example

What organization manages this service?

X
ESC

24
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3. Select an organization from the What organization manages this service? drop-down list and click [Next].
The next Create Service from Template window appears:

Create Service from Template

v test bs by laks Services

v ITS by laks

Status Policy

Test Device Service by laks

v Preview: 1 Service

B SERVICE NAME

TS by laks

& Back

Query for the right set of services.

SERVICE TYPE

17 Service

ESC

Create Service from Template

4. Toeditthe names of the services in the hierarchy at the left, click the service name and update the name.
Updating the service names is recommended if you are creating the new service on the same system from

which the template was created.

5. Any annotations for a device service that were added when the template was created will be present, and you

can edit them and add new annotations.

6. You can edit the rules for Availability, Health, and Risk for a device service in the template.

Create Service from Template

v Business Service 2 Devices

v IT Service 2

fy

Base Health On

Devices

Queried Devices

Queried Devices

®  counr

Status Policy

Risk

THEN

THEN

SETHEATHTO
100 @ Crical
® Notice

Use Min of rules

Create Service from Template
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7. Toeditarule, click the gray pencil icon (f) next o the rule, and an edit window appears where you can
update the rule:

Query for the right set of devices.

Help  Basic

Q state in 4l X

v Preview: 13 Devices

ENAME STATE 1P ADDRESS CATEGORY cuass SUB-CLASS ORGANIZATION )
SAC-ISO3-DB-9-56-60093 Minor 10.140.234.220 Network Router Cisco Systems 12410 GSR System 10 r
SAC-IS03-DB-9-56-60094 Minor 10.140.234.221 Network Router Cisco Systems 12410 GSR System 1
SAC-ISO3-DB-9-56-60098 Minor 10.140.234.225 Network Router Cisco Systems 12410 GSR System 13
SAC-IS03-DB-9-56-60097 Minor 10.140234.224 Network Router Cisco Systems 12410 GSR System 14
SAC-IS03-DB-9-56-60100 Minor 10.140.234.227 Network Router Cisco Systems 12410 GSR System 15

o —

8. Click the [Save] button to close the edit window.

9. Click the [Create Service from Template] button to save your service. A confirmation window appears:

Create Service from Template £sc

Generated a business service hierarchy with:
1 business service
1 IT service
1 device service

 Back

10. Click the [Close] button. The new services appear on the Business Services page.
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Exporting a Service Template

If you want to use a business service femplate on another SL1 system, you can package that template into a
PowerPack and export it to the other system.

To package and export a service template:

1. GotoThe PowerPack Manager page (System > Manage > PowerPacks).

2. Click the [Actions] button and select Create a New PowerPack.

3. On the PowerPack Properties page, type a name for the PowerPack in the Name field and click [Save].

Sdiencelogic, Inc. - Google Chrome

Not secure | 10.100.100.180/em7/index.em7?exec=powerpack_editor&8sub=props
P P prop:

Create New PowerPack™

w Manage PowerPack™ Properties
Properties
Build / Export Name [Business Service Templale. ) Creation [gm7 admin [2015-10-16 15:19.:44] |
Features / Benefits
Version [1 ) Modification [em7 admin [2018-10-16 15:19.44] ]
Technical Notes
Publisher | ] Revision |3 ]
Documentatien
License Key [ ) D | )
* Contents
Dynanic Applications
Event Palicies Desciiption Vender(s) Supgorted | )
Device Categories Model(s) Supported  { )
Device Classes Version(s) Supported | )
Device Templates 2 Minirum EM7 Version. | )

Device Groups
Reporls
Dashboard Widgsts
Dashboards N -
Run Book Policies B- . B I US A-TI- 8- 9- /-
Run Book Actions

Run Book Action Types
Ticket Templiates
Gredentials

Release Notes and Change Log

mn
.
il

EEE@S - % e

Gredential Tests
Proxy XSL

Ul Themes Save
IT Senvices

Log File Monitoring
Policies

AP Content Objects
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4. Select AP Content Objects from the left-nav on the PowerPack Properties page. Your femplate appears in

the Available AP Content Objects pane:

¥ Manags PowerPack™
Properties
Build / Export
Features / Benefits
Technical Notes
Documentation

¥ Contents
Dynamic Applications
Event Policies.
Device Gategories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Action Types
Ticket Templates
Gredentials
Gredential Tests

Proxy XSL
Transfommations

Ul Themes
IT Services

Log File Moritoring
Policies

AP Conlent Objects

! Sciencelogic, Inc. - Geogle Chrome

Embedded AP Content Objects [0]

@ Not secure | 10.100.100.180/em7/index.em7?sub=ap2object8iexac=powerpack_editor&ppid=154

Editing PowerPack™  Business Service Template:

Obiect Name * sup
[
No results to display.
Available AP Content Objects [2]
Object Name + suD
1. Interfaces Dashboard dashboards. cjms0rbifd027cgSkmyyh2elm
2. Template Example harTemplates ‘GjnoOITax10r28d5karmdad4z

5. Click the lightning bolticon (/) next o the template to add it fo the PowerPack. The tfemplate moves up to

the Embedded AP Content Objects pane:

¥ Manage PowerPack™
Properties
Build / Export
Features / Benefits
Technical Notes
Documentation

+ Contents
Dynamic Applications
Event Policies
Device Categories
Device Classes
Device Templates
Device Groups
Reports
Dashboard Widgets
Dashboards
Run Boak Policies
Run Book Actions
Run Book Action Types
Ticket Templates
Credentials
Credential Tests

Proxy XSL
Transfommations

Ul Themes
IT Services

Log File Moritoring
Policies

AP Content Objects

Sciencelogic, Inc. - Google Chrome

Embedded AP Content Objects [1]

@ Not secure | 10.100.100.180/em7/index.em?sub=ap2object&exec=powerpack_editor&ppid=154

Editing PowerPack™  Business Service Template

Object Name - suD
1. Template Example harTemplates cjncOITqx1or2Bd5karmde 44z &
Available AR Content Objects [1]
Object Name - suD
1. Interfaces Dashboard dashboards cjms0rbifd027cgSkmyyh2elm s
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6. SelectBuild/Export from the left-nav to open the Compiled PowerPacks window, and then click the Create
a new build link:

| Sciencelogic. Ine. - Google Chrome = m| X
@ Notsecure | 10.100.100.180/em7/index.em72sub=build8texec= powerpack_editor@ppid=154

w Manags PowerPack™ Compiled PowerPacks™
Properties
Build / Export
Features / Benefits
Technical Notes
Documentation

‘Some changes have been made to this PawerPack™ that have not yet been exported Create a new nu@camune the latest revision

¥ Gontents
Dynamic Applications
Event Policies.
Device Gategories
Device Glasses
Device Templates
Device Groups
Reparls
Dashboard Widgets
Dashboards
Run Book Policies
Run Book Actions
Run Book Action Types
Ticket Templates
Credentials
Gredential Tests

Proxy XSL
Transformations

Ul Themes
IT Senvices

Log File Monitoring
Policies

AP Content Objects

7. Inthe Configure New Export File window, select Administrative (including export & license) from the
Embedded license key drop-down list. Click [Build].

| Sciencelogic, Ine. - Google Chrome = m| X
@ Not secure | 10.100.100.180/em7/index.em72sub=buildtexec=powerpack_editor8ippid=154

Create a New Build

Configure New Export File | Business Service Template v1, rev 1

Embedded license key: [ Administrative (ncluding export & license) ¥ |

8. When the PowerPack finishes building, you can download the build with the download icon (&) and use that
file to upload the template to a new SL1 system.
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Installing a Template from a PowerPack

1. Onthe SL1 system where you want to install the template, import the PowerPack on the PowerPack
Manager page (System > Manage > PowerPacks).

2. After you have imported the PowerPack, click the [Actions] button and select Install PowerPack.

3. Locate the PowerPack you created in the Imported PowerPacks window and click its lightning bolt icon (
).
4. When the Install PowerPack window appears, click the [Install] button.

5. After you install the PowerPack, you can access the template on the Service Templates (Business Services >
Templates).

Default Service Policy Settings

The following sections describe how the three default service policies calculate Availability, Health, and Risk:

Device Service Default Policy

Availability: Maximum available: if one device is available, then all are available
Health: Based upon the worst device severity, then uses the following settings:

o Critical = 0-20
e Major =21-40
e Minor=41-60
o Notice = 61-80
o Healthy =81-100

Risk: Based upon the worst device severity, then uses the following percentages:

o Healthy= 0-20%

o Notice =21-40%

e Minor =41-60%

o Major = 61-80%

o Critical = 81-100%

IT Service Default Policy

Availability: Maximum available: if one service is available, then all are available
Health: Average Health value of all services

Risk: Maximum Risk value of any service
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Business Service Default Policy

Availability: Maximum available : if one service is available, then all are available
Health: Average Health value of all services

Risk: Maximum Risk value of any service

Managing Service Thresholds

When SL1 evaluates the state of a service, it reviews the Health, Availability, and Risk values produced by your
business services, IT services, and devices services. SL1 then compares those values against the alert thresholds
that are defined on the Business Service Thresholds page (Business Services > Thresholds):

~
Business Services Thresholds Info v
Enable alerts and set thresholds for all Business Services, IT Services, and Device Services.
Business Services IT Services Device Services
AVAILABILITY AvAILABILITY AVAILABILITY
@ Unavailable @ Unavailable @ Unavailable
V¥ Available ¥ Available v Available
HEALTH HEALTH HEALTH
® Critical ® Critical ® Critical
® Major ® Major ® Major
Minor Minor Minor
@ Notice ® Notice @ Notice
® Healthy ® Healthy @® Healthy
RisK RISK Risk
~ Very High v Very High ~ Very High
greater than 80 greater than 80 greater than 80
~ High ~ High ~ High
greater than 60 greater than 60 greater than 60
v Medium v Medium v Medium
areater than 40 greater than 40 areater than 40
v Low v Low v Low
greater than 20 greater than 20 greater than 20
~ Very Low ~ Very Low ~ Very Low
v

If any of the thresholds on the the Business Service Thresholds page are crossed, SL1 generates an alert
message. For an event to be produced, you need to create or install an event policy that watches for that alert
message and produces an event when it sees that alert message.

TIP: To update the thresholds on this tab, click the [Edit] button, select which thresholds should generate an
alert message, and then click [Save].
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By monitoring the events tied to your business services, you can act quickly if one of your services is unavailable,
unhealthy, or potentially at risk.

Assigning an lcon to a Service

To assign an icon fo a service:

1. Onthe Business Services page, locate the service to which you want to add an icon.

2. Click the [Actions] button (=) for that service and select Assign Icon. The Select an Icon window appears:

Select an Icon (4) E)S(C

Q. Type tosearch icons X Advanced Add Icon

e ¥ o X
L —
Data Storage Storage Pool Unified Maintenance

Cancel Select lcon

3. Touse an existing icon, select that icon from the list of icons and click the [Select Icon] button.

TIP: f anicon includes a tag, you can search for that icon by typing some or all of the tag text in the Search

field.

4. To upload an icon from your local drive, make sure that the image file meets the following criteria:
o The image file should be in .SVG format.
o The file should not be larger than 40 KB.
o The file should not be animated.

« The file should not contain bitmaps

32 Creating Services and Service Policies



5. Tostartthe upload process, click the [Add lcon] button. The Add an Icon window appears:

X
Add an Icon for

ADD TAGS

# Newtag

i Browseor |
Drop

REUSE TAGS

Icons must:

i BeSVG format

i Benomore than 40kb
i Mot be animated
i

ot contain bitmaps

cone

6. Inthe Icon name field, type a name for the icon you want to upload.

7. Inthe Add Tags field, type a short descriptor for the icon, without spaces. You can use this tag for searching
later.

8. You can click the Browse or Drop area to browse for and select the icon, or you can drag and drop the icon
file onto the Add an Icon window.

Click the [Add lcon] button. The icon is added to the Select an Icon window.
10. Click the [Select Icon] button to add the icon to the service.

Exporting Service Data with the Sciencelogic API

By navigating to the GraphiQL inferface, you can export business service data with the Sciencelogic API.

GraphiQL is a user interface for inferactively exploring the capabilities of, and executing queries against, a
GraphQL API.
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To access the GraphiQL interface:

1. In abrowser, type the URL or IP address for SL1.

2. Type /gql atthe end of the URL or IP address. For example, you could type
https://sl1.sciencelogic.com/gqgl. The GraphiQL interface appears:

GraphiQL | 2 Prettify History < Docs

QUERY VARIABLES o

3. InSLT, make a note of the URL that displays for the service you want to export. For example, if you have a
service named "East Coast Tech," and its URL in SL1 is
http://sl1.sciencelogic.com/inventory/services/cjumi2se20p3izgbimiqool5b/overview. Make a note
ofthe unique value between /services and /overview. In this example, the value you need is
cjumt2se20p 3izg6Imigool5b.

4. Inthe GraphiQL interface, create a harProvider query for the service you want to export, using the following
format:

query {harProvider (id:"<Service URI>") { name} }

o where Service URlis the value found in the URL for the Service you want to export.
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5. Click the [Execute Query] (Play) button to tell GraphiQL to send the query to the GraphQL server and get
the results. Using the example service from step 3, the query and its data appear in the following format:

GraphiQL | » Prettify | | History
17 { v
2 harProvider(id:"cjumt2se2ep3izg6lmiqoolsh™) {
3 name
4 }
5 1}
}

“data": {
"harProvider": {
"name": “East Coast Tech"
1
¥

6. To export additional data, use the filtler-while-you-type capabilities of the GraphiQL interface to gather other

information, such as the collection timestamp, health, availability, and risk:

GraphiQL P Prettify History

harProvider(id:"cjumt2se2@p3izg6lmiqoolsbh™) {
name
collectionTime
health
availability

)

origin

[ RN Y. I S IYRY R

}

description

organization

referenceFilter

contactOrganization
additionalOrganizations

id

Float The most recently computed risk for this

PRI P

“data™: {
“harProvider™”: {
“name”: “East Coast Tech”
¥
}
}

7. Afteryou finish updating your query, click the [Execute Query] button.

GraphiQlL | P Prettify | | History

harProvider(id:"cjumt2se2ap3izg6lmiqoolsh™) {
name
collectionTime
health
availability
risk

[ . RV [ STV e

I {

v “data": {

v “harProvider™: {
"name"”: "East Coast Tech™,
"collectionTime": 1558531808,
"health": 5@,
"availability™: 1,
"risk": 8@

8. Toreturntothe SL1 userinterface, replace the "gqgl" and any fext after it in the URL with "ap2", such as

https://sl1.sciencelogic.com/ap2.
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TIP: For more information about GraphQL and the GraphiQL user interface, see the Sciencelogic
GraphQL API Quick Start Guide.
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Chapter

Troubleshooting Business Services

Overview

This chapter covers some of the issues you might encounter while working with services and policies on
theBusiness Services page, and how fo resolve those issues.

Use the following menu options to navigate the SL1 user interface:
o Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ~ ).

This chapter includes the following topics:

Using the Root Cause Analysis Feature ... . 38
Configuring Limits for Device Services and Constituents ... ... ... ... 39
Some services are not generating Health, Availability, or Riskvalues .......... ... ... ... ................ 40
All services are not generating Health, Availability, and Riskvalves ......... ... ... .. ... ... ... 45
503 errors, or Health, Availability, and Risk values that are all the same or inaccurate ................. 46
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Using the Root Cause Analysis Feature

Advanced SL1 users can use the Root Cause Analysis feature to determine what is causing a service to be
unhealthy, troubleshoot that service, and refine your policies.

To enable Root Cause Analysis:

1. Open the Service Investigator page for a service and click [Edit].

2. Click the Info drop-down and select one of the following from the RCA Options drop-down:

 Disabled

e Enabled (contributors only)
e Enabled (next run only)

o Enabled

NOTE: You might experience performance slowdown if Root Cause Analysis is continuously enabled.

3. Click [Save].
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You can view a Root Cause Analysis window by clicking the Actions icon ( * ) nextto the service's Status panel
on the Service Investigator page, orin a service tile. A Root Cause Analysis window appears with more data as

a JSON object:

Root Cause Analysis: Apr 4, 2019, 2:15 PM & X
v AVAILA [ nomee | RISK 30 %
abab. @ BSw 31T
CISCO . .
Business Service
e |
"id" : "ejulynbéqlliycrezd5clz5hls
~ "harProvider” : {
*id" : "eju2o052200dyrez9cdihkzke”
“name" : "a BS
typename” : "HarProvider™
}
"dateCreated" : 155440170

* "health” : {
“result” :
“description” : "avg of rules"

“ruleSet" : {
"id" 3 "ejfd02

000dxyspuvIEE10”

"type” : "health

"aggregation”
typename” : "HarRuleSet’
}
¥ "rules” : [
vouq
"isContributor” : true
"result” : i
"description” : "rule #: 1"
"matchingRow" :
¥ "rule” : {
"id" : "cjfd021hy0001dxyx7zvveypr
"segquence” 1 1
¥ "conditionTable® ¢ [
voi:{
“id" 3 “cjfd021g20004dxyxIbp2yq29
"rowSequence” : 1
“columnSequence” : 1

“lowValue" ; wuLL

"lowValueOperator" : "gte

The data is a JSON object of the processing information that was used to compute the Health, Availability and Risk
for that service. Within the Root Cause Analysis JSON obiject, the arrays named "contributors" describe which child
services contributed in the calculation for the resulting Health, Availability or Risk for the current service.

Configuring Limits for Device Services and Constituents

You can configure the limit of device services processed and constituents in a service. The default limit for each is
setat 100.

To configure the limit the number of device services and constituents in a service:

1. Open the nextui.env file by navigating to /opt/em7/nextui/nextui.env.

2. Editthe value for BUSINESS SERVICES MAX SERVICES to setthe maximum number of services processed.
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3. Editthe value for BUSTNESS SERVICES MAX CONSTITUENTS fo setthe maximum number of constituents in
any one service.

4. Save the file.

NOTE: Constituents can be devices in a device service or other services in a business or IT service.

Some services are not generating Health, Availability, or Risk
values

In this situation, some services in SL1 do not generate any values for Health, Availability, or Risk. For example, a
dash might appear instead of a value in the Status table on the Service Investigator page:

Status

- @ Healthy 10%

To address this issue, review the following settings and suggestions:
Step 1: Confirm you have the latest code for the new user interface:

1. Navigate to the [Content Management] page (Manage > Content Management).
2. Click the [Install/Upgrade Packages] button. The Install Packages page appears.

3. Ifneeded, upgrade fo the latest version of @sciencelogic/ap2 to potentially resolve any issues that might
have caused this issue.

4. Forexample, in the following image, the installed version of @sciencelogic/ap2 is 5.38.4, while the lafest
version is 5.39.0:

@sciencelogic/ap? vize4 ‘ Uninstall H Upgrade v5.39.0

Admin Portal 2, the next generation user interface and data API for the Sciencelogic platform.

Step 2: Turn up the log level to trace:

1. Either goto the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /usr/local/silo/nextui/nextui.env with vi or another text editor:

sudo vi /usr/local/silo/nextui/nextui.env
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4. Change the log sefting to the following: NEXT_Ul_LOG_LEVEL=all:trace
5. RestartSL1 and GraphQL with the following command:

sudo systemctl restart nextui

6. Tail the log with the following command:

sudo journalctl -u nextui -f
Step 3: Ensure that your service policy is valid:

1. InSLT, navigate fo your service on the Business Services page.

2. Review the policy used by that service for any validation errors, as in the following example:

Invalid Status Policy: ) i
A switch policy used by 0 services

In Risk ruleSet rule 2, selector field New Metricis not a valid metric

3. Address any errors in the service policy.
Step 4: Ensure that your service contains at least one service or device:

1. Navigate to the Business Services page.

2. Navigate to the [Devices] or [Services] tab for the service or services that are not displaying values.

« Back Overview Devices Status Policy

Query for the right set of devices.

} attribute has (id == wordpress and value == AWS) and name beginsWith ‘AWS linux-db’

~ Preview: 0 Devices

3. Ensure that at least one device or service appears in the Preview section. If not, create a new search for
devices or services.
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Step 5: Ensure that your service policy rules contain at least one service or device:

1. Rule filters select a subset of the devices or services defined by the service filter. If a device service filter results
in five devices, the rule filter selects some subset of those five devices. You might create rule filters that
exclude all devices or services in the service, resulting in no metric values.

2. The following rule filter only selects the devices with a state of 4, or Critical. If no devices have a state of 4,
the resulting list of devices for that filter will be empty, and you cannot get any device metric values:

Base Availability On

Devices -
z - state in 4 -
Queried Devices

I COUNT DEVICES THEN  SETAVAILABILITY T&
s0 1 « Avallable
>0 0 @ Unavailable

3. Inthis case, we are counting devices, so the count is zero and produces a value based in the condition fable.
4. Ifthe metric had been a normal device metric like latency, the result would have been "null," because getting
the average latency from zero devices results in null.

Step 6: Generate audit data by running onDemandProcessing with the GraphiQL interface:

1. In abrowser, type the URL or IP address for the new user interface, and then type /gql at the end of the URL
or IP address. The GraphiQL interface appears.

2. Onthe left side of the GraphiQL editor, type the following query:

query onDemand {
harProviderOnDemandProcessing (ids: []) {
results { serviceld timestamp health availability risk }
auditHistory { serviceId ruleSetId ruleld timestamp sequence message }
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3. Click the [Execute Query] (Play) button to tell GraphiQL to send the query to the GraphQL server and get
the results:

GraphiQL | » Prettify  History

1 = query onbemand f|

2= harProviderOnDemandProcessing(ids: [1) {
1w results {

q serviceld

5 times tamp

B health

7 availability

B riak

o)
1

]
auditHistory {
serviceld
ruleSetld

ruleld
timestamp
SEqUence
mESSEEe

ki Bl ek ek bl
S - T SR T

==
.

4. Review the resulting audit information on the right side of the GraphiQL editor:

5. Ifyou know the service ID you are looking for, search for it by clicking inside the right pane and typing cmd +f.
The GraphiQL interface highlights the services that match the ID you looked for:

- 1

» "data": {

- "harProviderOnDemandProcessing”: {
v "results”: [

v {

"serviceld”: "cjg9k2fcw@@22r2qim@ems2vg”,
"timestamp”: 1524698040,

"health”: 160,

"availability”: null,

"risk": @
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6. Scroll down to see the audit information for this service (look for the highlighted information):

4

d
“auditHistory”: [
{

“serviceld™: “cjgik2fcwd@2irigim@dm52vg”,

“ruleSetId”: "cjfcyhi2m@ailbyxiSchrius®,

"ruleld”: "cjfcyhddledadlbyxqowstgud”,

“timestamp™: 1524695248,

“sequence”: 1,

"message”: "Service has no constituwents for rule. Service: Web DS Cloud Policy: Device Service Policy RuleSet:
availability Aule: 1%

"serviceld™: “cjgikifowdliriqimddmbivg”,

“ruleSetld®: “cjfcyhddmddailbyxiSchrlus®,

“ruleld”: "cjifeyhddiotadlbyxqowstgxd”,

“timestamp™: 1524698048,

“sequence”: 2,

"message”: "Mo matching row found in condition table Result: mull Service: Web DS Cloud Policy: Device Service
Policy RuleSet: availability Rule #: 1 Matching Row #: none Constituents: @ Values: {max availability: null}”

- {
"serviceld™: "cjgik2fowdd2ir2qimddmiivg”,
“ruleSetld”: “cjfcyhdém@dailbyxiSchrius®,
“ruleld®: mull,
"timestamp™: 1524698848,
"sequence”: 3,
“message”: "RuleSet Result: null Service: Web DS Clouwd Policy: Device Service Policy RuleSet: availability
Aggregation: max Values: [1°
- {
"serviceld”: "cjgik2fewdoZZr2qimdomsivg”,
“ruleSetld”: “cjfcygxlbe@s3lbyxmyulzdam®,
“ruleld”: "cjfcygrosedd4lbyxgioSkibu®,
“timestamp”: 1524698848,
"sequence”: 4,
“message”: "Service has no constitwents for rule. Service: Web DS Cloud Policy: Device Service Policy RuleSet:
health Rule: 1°
I8

“serviceld™: “cjgk2fewdd22rigimddm5S2vg”,

“ruleSetld”: “cjfcygulb@ddillbyxmyulzdan®,

*ruleld”: "cjfcyguos@dd4ibyxgloSkibu®,

*timestamp®: 1524693848,

“sequence”: 5,

"message”: "Rule Result: 18@ Service: Web D5 Clowd Policy: Device Service Policy RuleSet: health Rule: 1
Hatching Row #: 1 Matching Row: [IF (-Infinity <= count <= @) THEN 184] Constituents: @ Valwes: {count : 8}

¥

“serviceld™: “cjgdk2fcwd@Zirigimddm52vg”,

“ruleSetId”: “cjfeygpxlb@dgdlbyxmyuBzdam”,

“ruleld”: "cjfcygutfedddibyxanibablv”,

“timestamp™: 1524695248,

“sequence”: 6,

"message”: "Service has no constituwents for rule. Service: Web DS Cloud Policy: Device Service Policy RuleSet:
health Rule: 5*

7. After running onDemandProcessing with the GraphiQL interface and updating the log seftings on the server
to do all:trace, you can now see trace-level log messages in the terminal where you ran sudo journalctl
-u nextui -f.
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8. Review the log messages for errors and warnings:

All services are not generating Health, Availability, and Risk
values

In this situation, all of your services in SL1 fail fo generate any values for Health, Availability, or Risk.
To address this issue, review the following settings and suggestions.
Step 1: Confirm that the Business Services process exists:

1. Gotothe Process Manager page (System > Settings > Admin Processes) and start typing "Business" in the
Process Namefilter:

w Sattiegs
AP Procsss Mame =

Apgtances Bmineesd]

¥ Aihasntoation

Bahavior
Colecior Groups
Duris Rastgntion
Errpd
ELLA
Login At Messags
Packawoed Rugdarl Emssl
okl

b Thrasholds

b Tools

B Moritor

Step 2: Follow the steps in Generate audit data using the GraphiQL user interface, above. If the process
times out, then the processing has taken more than two minutes to complete, and no computed results are stored.
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Step 3: Look for logs from the python process:
1. The python process calls the onDemandProcessing GraphQL query. If python is having trouble connecting to
GraphQL, it could be an authentication problem or some other code-related issue.

2. Lookin /var/log/em7 for newly created logs, and 1s -1rt to see if any new error logs were created with
"business" in the file name.

3. Also check the silo.log for messages related to the business_service management process:

grep service /var/log/em7/silo.log

503 errors, or Health, Availability, and Risk values that are
all the same or inaccurate

In this situation, you might see 503 errors in logs or in the user interface. You might also see Health, Availability,
and Risk values that are all the same or inaccurate.

To address this issue:

1. Confirm that the nginx config file hasthe 1imit conn perip value setto 200 instead of 20:

sudo vi /etc/nginx/conf.d/em7 limits.conf

2. Ifneeded, update the line to say:

limit conn perip 200;

3. Run the following command:

sudo systemctl restart nginx
To avoid communication errors between SL1 and the Sciencelogic API, configure the em7_limits.conf file to limit
the number of connections per IP on all SL1 appliances that communicate with the SciencelLogic API. Use this
configuration if you are using a version of SL1 that is lower than 8.9.0, or if you used the patch to upgrade to0 8.9.0
instead of using the ISO version of 8.9.0.

To configure communication on a SL1 appliance:

1. Either goto the console of the SL1 server or use SSH to access the SL1 appliance.
2. Login as userem7admin.

3. Open the file /etc/nginx/conf.d/em7 limits.conf with vi or another text editor:

sudo vi /etc/nginx/conf.d/em7 limits.conf

4. Tolimitthe number of connections per IP, add the following line to the file:

limit conn perip 200

5. Save your changes and exit the file (:wq).

6. Restartthe SL1 appliance by executing the following command:

sudo systemctl restart nginx

7. Runsteps 1-6 on all SL1 appliances that communicate with the ScienceLogic API.
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