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Chapter

Introduction to SNMP Dynamic Applications

Overview

This chapter describes Simple Network Management Protocol (SNMP), the Internet protocol for managing
devices across a network. In SL1, an SNMP Dynamic Application is a Dynamic Application that uses SNMP to
retrieve data from devices.
Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [&).

« To view a page containing all the menu options, click the Advanced menu icon ( «+ ).

This chapter covers the following topics:

What is SNMPZ 4
PrerequUISItes ... ... 4
What is an SNMP Dynamic Application@ ... ... ... 4

What is Concurrent SNMP Collection® . . . 5



What is SNMP?2

SNMP is a protocol that is supported by most enterprise-level network equipment and most server equipment as
well as by many software applications.

SNMP allows SL1 to query and collect information about a device or application. SNMP ensures that SL1 can use
the same parameters to query any type of device or application. SNMP also ensures that the data sent to SL1 will
be of the same format, regardless of the device or application that returns the data.

Many third-party hardware agents are SNMP-compliant. These agents complement standard SNMP agents by
providing additional data about the device.

If SNMP is enabled on a device and a third-party agent is also running on a device, SL1 can gather very detailed
data about the device or application.

Prerequisites

This manual does not describe how to plan, design, use, and troubleshoot Dynamic Applications for your
network. This manual assumes that you are already familiar with the common elements and concepts of Dynamic
Applications. For general information on planning, designing, using, and troubleshooting Dynamic Applications,
see the manual Dynamic Application Development.

SNMP Dynamic Applications use the SNMP protocol. This manual assumes that you are familiar with the SNMP
protocol.

What is an SNMP Dynamic Application?

Simple Network Management Protocol, or SNMP, is the Internet protocol for managing devices across a network.
In SL1, an SNMP Dynamic Application is a Dynamic Application that uses SNMP to retrieve data from devices.
During collection, SL1 performs an SNMP walk command for each OID specified in the Dynamic Application.
The Dynamic Application developer defines the SNMP OIDs in collection objects.

SNMP Dynamic Applications have the following elements in common with other Dynamic Application types:

« Archetypes. Defines what type of data is being collected and how it will be displayed in SL1. SNMP
Dynamic Applications can be either the Performance or Configuration archetypes.

o Properties. Allows for version control, release notes, collection, and retention settings.

« Collection Objects. Defines the individual data-points that will be retrieved by the Dynamic Application.
These data points are called collection objects. Collection objects define what type of data is being
collected (gauge, counter, etc.) and how it is grouped. Collection objects have settings that are different
from collection objects in other types of Dynamic Applications. For more information, see SNMP Collection

Objects.
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« Presentations. For Performance Dynamic Applications, defines how collected values will be displayed by
SL1.

o Thresholds. Can be used to define a default threshold value that can be included in alerts. The threshold
appears in the Device Thresholds page for each device the Dynamic Application is aligned with.

o Alerts. Triggers events based on the values retrieved by the Dynamic Application. If the collected data meets
the conditions defined in the alert, the alert can insert a message into device logs and trigger events.

« Credentials. Define how authentication should occur for each Dynamic Application on each device. SNMP
Dynamic Applications use SNMP credentials. When an SNMP Dynamic Application is aligned with a device,
SL1 will, by default, use the SNMP Read credential defined in the Device Properties page for the device to
perform collection for the Dynamic Application. You can select a different SNMP credential to use with the
Dynamic Application in the [Collections] tab for a device.

« Relationships. Dynamic Applications can be configured to automatically create relationships between
devices. For example, the Dynamic Applications in the VMware vSphere and NetApp PowerPacks are
configured to create relationships between VMware Datastore component devices and their associated
NetApp Volume component devices. Relationships created by Dynamic Applications are used and
visualized by the platform in the same manner as relationships created by topology collection, Dynamic
Component Mapping, and manually in the user interface. The settings for configuring the creation of
relationships in a configuration SNMP Dynamic Application are the same as the relationship settings for
other Dynamic Application protocols.

What is Concurrent SNMP Collection?

To increase the scale for SNMP collection, you can enable Concurrent SNMP Collection.
Concurrent SNMP Collection uses the standalone container called the SLT SNMP Collector.

The SNMP Collector is an independent service that runs as a container on a Data Collector. When you enable
Concurrent SNMP Collection, each Data Collector will contain four (4) SNMP Collector containers.

NOTE: On each Data Collector, SL1 will restart each of the SNMP Collector containers periodically to
ensure that each container remains healthy. When one SNMP Collector container is restarted, the
other three SNMP Collector containers continue to handle the workload.

With Concurrent SNMP Collection, SNMP collection tasks can run in parallel. A single failed task will not prevent
other tasks from completing.

Concurrent SNMP Collection provides:

o Improved throughput for SNMP Dynamic Applications
o Reduced use of resources on each Data Collector

o More dependable collection from high-latency Devices

For more information, see Concurrent SNMP Collection.
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Chapter

Concurrent SNMP Collection

Overview

This chapter describes how to configure and use Concurrent SNMP Collection to run SNMP collection jobs.
Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [&).

« To view a page containing all the menu options, click the Advanced menu icon ( ++ ).

For more information about the Concurrent SNMP Collection, watch the video at
https://www.youtube.com/watch2v=BeYPRKUJeYA.

This chapter covers the following topics:

Using Concurrent SNMP Collection ... ... . 7
Enabling Concurrent SNMP Collection ... .. . 7
Enabling a Collector Group to Use Concurrent SNMP Collection ........................................... 8
Troubleshooting Concurrent SNMP Collection ... 9


https://www.youtube.com/watch?v=BeY9RKUJeYA

Using Concurrent SNMP Collection

To increase the scale for SNMP collection, you can enable Concurrent SNMP Collection.
Concurrent SNMP Collection uses the standalone container called the SLT SNMP Collector.

The SNMP Collector is an independent service that runs as a container on a Data Collector. When you enable
Concurrent SNMP Collection, each Data Collector will contain four (4) SNMP Collector containers.

NOTE: On each Data Collector, SL1 will restart each of the SNMP Collector containers periodically to
ensure that each container remains healthy. When one SNMP Collector container is restarted, the
other three SNMP Collector containers continue to handle the workload.

With Concurrent SNMP Collection, SNMP collection tasks can run in parallel. A single failed task will not prevent
other tasks from completing.

Concurrent SNMP Collection provides:

o Improved throughput for SNMP Dynamic Applications
e Reduced use of resources on each Data Collector

o More dependable collection from high-latency Devices

You can enable all, one, or multiple Collector Groups to use concurrent SNMP collection.

Enabling Concurrent SNMP Collection

NOTE: This feature is disabled by default.

To enable Concurrent SNMP Collection in SL1:

7 Using Concurrent SNMP Collection



1. Go to the Behavior Settings page (System > Settings > Behavior):

Behavior Settings
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2. Checkthe Enable Concurrent SNMP Collection field.
3. Click [Save].

TIP: If you do not want all of your SL1 Collectors to use Concurrent SNMP Collection, you can specify which
Collector Units should use it in Enabling a Collector Group to Use Concurrent SNMP Collection.

Enabling a Collector Group to
Use Concurrent SNMP Collection

Depending on the needs of your SL1 environment, you can enable or prevent a Collector Group from using
concurrent SNMP collection.

To enable Concurrent SNMP Collection with a SL1 Collector Group:

Enabling a Collector Group to Use Concurrent SNMP Collection



1. Go to the Collector Group Management Page (System > Settings > Collector Groups):

Collector Group Management | Editing Group "CUG1"

Collector Group Name: Collector Selection Collectors Avaiable For Failover

[cuet ] AsimovSandboxCU1 ( Devices) A
Colk Faiback Mode
Off (Maximize Managable Devices Automatic

Generate Alert On Collector Dutage Message Collector Fatover Delay (mnutes) Save
[Lves] < None avaiable -

Enable Concurrent SNMP Collection

Failback Delay (minutes)
[Tuse defauti] |

Collector Group Registry | Found 1 collector group
Name ~ o # Collectors Msg Collectors # Devices Edit User Edit Date
1 }cum 1 1 48 em7admin 2020-05-08 18:01:53

2. Click the wrench icon ( ?) for the Collector Group you want to edit. The fields at the top of the page are
updated with the data for that Collector Group.

3. Select an option in the Enable Concurrent SNMP Collection dropdown:
« Use system-wide default. Select this option if you want this Collector Group to use or not use
Concurrent SNMP Collection based on the Enable Concurrent SNMP Collection field on the
Behavior Settings page. This is the default.

o Yes. Select this option to enable Concurrent SNMP Collection for this Collector Group, even if you
did not enable it on the Behavior Settings page.

o No. Select this option to prevent this Collector Group from using Concurrent SNMP Collection, even
if you did enable it on the Behavior Settings page.

4. Update the remaining fields as needed, and then click [Save].

Troubleshooting Concurrent SNMP Collection

To troubleshoot issues with Concurrent SNMP Collection:

1. Make sure that you have enabled Concurrent SNMP Collection on the Behavior Settings page.

2. Make sure that the "Data Collection: SNMP Collector" service is enabled on the Process Manager page.
See Monitoring the SNMP Collector Service.
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3. To monitor and view the data flowing through the Collector Unit, review the logs.

4. To help identify performance issues, enable and collect metrics for Concurrent SNMP Collection.

Monitoring the SNMP Collector Service

You can monitor the "Data Collection: SNMP Collector" service on the Process Manager page (System
> Settings > Admin Processes, or System > Settings > Processes in the classic user interface):

Process Manager Reset Guide
Process Name + Program File Frequency Debug D Edited By Edit Date
[Data Collection: SHMP ][ ][ ][ [l (A =]
1. | #Data Collection: SNMP Collector snmp_collector Aways df -~ 200 em7admin  2018-01-0117:30:00
2. #Data Collection: SNHP Detail snmp_detail_collect py 5 Winutes 2 - 30 o 5  Enabled Disablec24 em7admin  2009-06-28 23:36:59

¥ ScienceLogic, Inc. 10.1.1jenkins_EM7_G3_10.1.1 - build 166 - Mezilla Firefox

@ & 10.2.25.100/em7/index.em7?exec=admin&act =admin_pracesses_editor&app_id= 200 g =
Process Editor | Editing Process [200] Hesel Gkl
Process Name Frequency Appliance Types @
[Data Coliection: SNIP Collector 1@ ([[ramays1 ve Alkn-One Server [1]
Program File Database [2] (]
[snmp_collector @ Administration Portal [3] (]
Operating State Customer Portal [4] (]
[Enabied) ve Data Collection Unit [5] 4]
Tebug Mode Message Collection Unit (6] (]
(1= Hot configurable for this process -] & Integration Server 7] (]
S Storage Hode [8] (]
Compute Hode [9] (]
Save

TIP: As you can see from the image above, the Debug Mode field on the Process Editor page for the "Data
Collection: SNMP Collector" service is grayed out. However, you can set the Debug mode in the
/opt/em7/services/snmp_collector/snmp_collector.env file.

Setting the Log Level for Net-SNMP Bindings for Concurrent SNMP Collection

For concurrent SNMP collection, you can control the volume of log entries related to the Net-SNMP bindings by
edmngfhef”e/opt/em7/services/snmp_collector/snmp_collector<collector;number>.envfo
specify the log level for each of the four SNMP collectors (containers) that run on each Data Collector. SL1 then
writes the log data to /var/log/em7/snmp_collector.log (on each Data Collector).

To set the log level for Net-SNMP bindings:

1. Using the vi editor, edit the SNMP collector file for one of the four SNMP collectors (containers) on your
Data Collector. For example:

vi /opt/em7/services/snmp collector/snmp collector4.env

2. Editthe value for NETSNMP BINDINGS LOG LEVEL fo set one of the following values:
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NOTE: If you have not set the Net-SNMP bindings log level previously, you must add this line to the
file.

o DEBUG. Provides the most logs, including logs from the NETSNMP selector, in the snmp
collector.log file.

o INFO. (Default behavior) When set to INFO, or when not explicitly set to any other value, fewer logs
related to the Net-SNMP bindings are written to snmp_collector.log.

3. Save your changes to the file by entering :wq.

Viewing Logs forConcurrent SNMP Collection

You can view logs for the SNMP Collector service directly from log files in the filesystem. Review the logs in SL1 to
view the data flowing through the Collector Unit.

SNMP Collector Service Logs

You can view the SNMP Collector service logs from the filesystem in /var/log/em7/snmp_collector.log.

NOTE: For concurrent SNMP collection, each log entry in /var/log/em7/snmp_collector.log (on each Data
Collector) includes a job ID and a bundle ID to provide for easy tracking.

The following is an example of the log data (line breaks were added to the log text below to make the text easier
to read):

[em7admin@100-100-100-20 ~]$ tail /var/log/em7/snmp collector.log
2019-10-11T12:59:57.984767+00:00 100-100-100-20 snmp_collector: snmp collector 1 |
MARIADB PSWD : em7admin

2019-10-11T12:59:57.985097+00:00 100-100-100-20 snmp collector: snmp collector 1 |
THROTTLING DELAY : 0.1

2019-10-11T12:59:57.985637+00:00 100-100-100-20 snmp collector: snmp collector 1 |
2019-10-11T12:59:57.986186+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::INFO::1:: main .41:::Starting ASNMP service loop...
2019-10-11T12:59:57.986970+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::DEBUG::1::asyncio.53:::Using selector: EpollSelector
2019-10-11T12:59:57.988066+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::DEBUG: :1::snmp collector.snmp collector.350:::replacing existing loop: < UnixSelect-
orEventLoop running=False

closed=False debug=False>

2019-10-11T12:59:57.988644+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::DEBUG: :1::asyncio.53:::Using selector: NetsnmpEpollSelector
2019-10-11T12:59:57.989020+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::INFO::1::snmp collector.snmp collector.269:::configuring HTTP endpoint server on
127.0.0.1:8082

2019-10-11T12:59:57.989410+00:00 100-100-100-20 snmp collector: snmp collector 1 |
::INFO::1::snmp collector.snmp collector.202:::waiting on collection jobs
2019-10-11T12:59:57.989780+00:00 100-100-100-20 snmp collector: snmp collector 1 |

11 Troubleshooting Concurrent SNMP Collection



::INFO::1::snmp collector.snmp collector.329:::wait for results to queue
[em7admin@100-100-100-20 ~]$

SNMP Collector Service Logs - Timeouts

The SNMP Collector service log includes error logs that may help troubleshoot collection issues against devices,
such as timeouts. The following is an example of timeout data:

2020-03-03T22:17:03.790777400:00 c3aol snmp collector[19773]:
::INFO::1::aiohttp.access.233:::127.0.0.1 [03/Mar/2020:22:17:03 +0000]

"GET / HTTP/1.1" 200 164 "-" "SL1 check 2020-03-03 22:17:03.775014"
2020-03-03T22:17:03.798045+00:00 c3aol snmp collector[19773]:
::INFO::1::snmp collector.asnmp service handlers.68:::queuing 1 jobs

2020-03-03T22:17:03.798713400:00 c3aol snmp collector[19773]:
::INFO::1::snmp collector.snmp collector.292:::number of jobs: 1
2020-03-03T22:17:03.798887+00:00 c3aol snmp collector[19773]:
::INFO::1::aiohttp.access.233:::127.0.0.1 [03/Mar/2020:22:17:03 +0000]

"POST / HTTP/1.1" 200 186 "-" "SL1 collect 2020-03-03 22:17:03.795337"
2020-03-03T22:17:06.801777+400:00 c3aol snmp collector[19773]:

::ERROR::1::snmp collector.netsnmp wrapper.250:::[addr-
r=127.0.0.1,0id=.1.3.6.1.4.1.19567.2.1.2.15.1.101.1]

Timeout

2020-03-03T22:17:06.802834+00:00 c3aol snmp collector[19773]:

::INFO::1::snmp collector.snmp collector.192:::Timeout error - failed to collect for

request Request

(0id="'.1.3.6.1.4.1.19567.2.1.2.15.1.101.1"', cobj=SnmpCollectionObjectVl (snippet arg-
='.1.3.6.1.4.1.19567.2.1.2.15.1.101.1",

obj id=16051, type='string', result=None), cred=SnmpCredentialVl (version=2, address-
='127.0.0.1"', port=l6l,

timeout=1500, retries=1, community read only='em7default',K community read write='",
v3 security name='",

v3 security passphrase='', v3 authentication protocol='', v3 security level='"', v3
security engine id='",

v3 privacy protocol='', v3 privacy protocol passphrase='', v3 context engine id='"',
v3 context name='",

cred id=56), pdu packing=0, collect session=<snmp collector.netsnmp wrap-
per.CollectSession object at 0x7£82a6d90210>,

start time=datetime.datetime (2020, 3, 3, 22, 17, 3, 798228), end time=None)
2020-03-03T22:17:06.804296+00:00 c3aol snmp collector[19773]:

::ERROR::1::snmp collector.netsnmp wrapper.250:::[addr-
r=127.0.0.1,0id=.1.3.6.1.4.1.19567.2.1.2.15.2.101.1]

Timeout

2020-03-03T22:17:06.804550+00:00 c3aol snmp collector[19773]:

::INFO::1::snmp collector.snmp collector.192:::Timeout error - failed to collect for
request Request

(0oid='.1.3.6.1.4.1.19567.2.1.2.15.2.101.1"', cobj=SnmpCollectionObjectVl

(snippet arg='.1.3.6.1.4.1.19567.2.1.2.15.2.101.1"', obj id=16052, type='string', res-
ult=None),

cred=SnmpCredentialVl (version=2, address='127.0.0.1', port=161, timeout=1500,
retries=1,

community read only='em7default', community read write='"', v3 security name='', v3
security passphrase='",

v3 authentication protocol='"', v3 security level='', v3 security engine id='"', v3 pri-
vacy protocol="",

v3 privacy protocol passphrase='', v3 context engine id='"', v3 context name='', cred
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id=56), pdu packing=0,

collect session=<snmp collector.netsnmp wrapper.CollectSession object at
0x7£82a6d90210>,

start time=datetime.datetime (2020, 3, 3, 22, 17, 3, 798287), end time=None)
2020-03-03T22:17:06.805840+00:00 c3aol snmp collector[19773]:

::ERROR::1::snmp collector.netsnmp wrapper.250:::[addr-
r=127.0.0.1,0id=.1.3.6.1.4.1.19567.2.1.2.15.3.101.1]
Timeout

Logs for Collection Processes

Because collection jobs are sent to the SNMP Collector service by other collection processes, such as Dynamic
Application collection, you might want to review logs from the calling process to uncover useful debugging
details.

The logs for the calling service will verify whether the system is configured to send collection jobs to the SNMP
Collector service. With the system setting value enabled, the logs will show the following:

[em7admin@c3ao0l ~]$ tail -f /var/log/em7/silo.log

"2020-03-03 13:15:05,039","DEBUG","1029","11", "collect dynamic","552","Scheduling work
for 8 potential jobs"

"2020-03-03 13:15:05,039", "DEBUG","1029","11", "collect dynamic","560", "Attempting to
schedule job (did, app id): (1, 1547)"

"2020-03-03 13:15:05,040","UIDEBUG","1029","11","collect dynamic","121","Skipping
scheduling of non-collectable Discovery

and Label (Config Group) objects: [16056, 16057, 16060]"

"2020-03-03 13:15:05,042","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16051 is enabled for collection"

"2020-03-03 13:15:05,043","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16052 is enabled for collection"

"2020-03-03 13:15:05,044","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16053 is enabled for collection"

"2020-03-03 13:15:05,044","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16054 is enabled for collection"

"2020-03-03 13:15:05,044","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16055 is enabled for collection"

"2020-03-03 13:15:05,048","UIDEBUG","1029","11","collection object fil-
ter","129","Object 16058 is enabled for collection"

"2020-03-03 13:15:05,050", "UIDEBUG","1029","11","collection object fil-
ter","129","Object 16059 is enabled for collection"

"2020-03-03 13:15:05,063","DEBUG","1029","11", "collect dynamic","961","SNMP Collector
service enabled: True (1)"

"2020-03-03 13:15:05,166", "DEBUG","1029","11", "collect dynamic","641","Alternate col-
lection process found for did 1 app 1547"

"2020-03-03 13:15:05,166","DEBUG","1029","11", "collect dynamic","786","did 1 app 1547
has no advanced syntax oids and no snmpv3

- asynchronous SNMP Collector can be used"

With the system setting value disabled, the logs will show the following:
[em7admin@c3aocl ~]$ tail -f /var/log/em7/silo.log

"2020-03-03 13:04:04,331","UIDEBUG","24814","11","collection object fil-
ter","129","Object 16058 is enabled for collection"
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"2020-03-03 13:04:04,331","UIDEBUG","24814","11", "collection object fil-
ter","129","Object 16059 is enabled for collection"

"2020-03-03 13:04:04,335","DEBUG", "24814","11","collect dynamic","961","SNMP Collector
service enabled: False (0)"

The calling process will also check to see if the SNMP Collector service, if enabled, appears to be healthy and
responding normally. In cases where the service does not appear healthy, results of this failure will be logged and
collection will fall back to legacy (non-asynchronous) collection code:

[em7admin@c3aol snmp collector]$ tail -f /var/log/em7/silo.log

"2020-03-03 13:24:03,021","DEBUG","10332","11","collect dynamic","961","SNMP Collector
service enabled: True (1)"

"2020-03-03 13:24:03,046", "INFO","10332","11", "collect dynamic","947","SNMP Collector
healthcheck failed: service endpoint

not responding to GET request"

"2020-03-03 13:24:03,059","DEBUG","10332","11","collect dynamic","950", "healthcheck
failed with configuration:

{'url': 'http://localhost:8082/', 'headers': {'User-Agent': 'SL1 check 2020-03-03
13:24:03.034836"'}, 'timeout': 1.5}"

"2020-03-03 13:24:03,060", "INFO","10332","11", "collect dynamic","970","Using legacy
SNMP collection."

When the service is enabled and responding normally, the logs will report that jobs are accepting jobs successfully
by noting the service endpoint APl response:

"2020-03-03 13:28:02,343","DEBUG","13093","11","collect dynamic","641","Alternate col-
lection process found for did 1 app 1545"

"2020-03-03 13:28:02,343","DEBUG","13093","11","collect dynamic","786","did 1 app 1545
has no advanced syntax oids and no

snmpv3 - asynchronous SNMP Collector can be used"

"2020-03-03 13:28:02,350","DEBUG","13093","11","collect dynamic","861","SNMP Collector
endpoint ok response: 200"

"2020-03-03 13:28:02,351", "DEBUG","13093","11", "collect dynamic config","93", "dynamic
collect config.request chunk size = 200"

"2020-03-03 13:28:02,352","DEBUG","13093","11", "collect dynamic","756","collecting 4
tasks for 0 devices"

"2020-03-03 13:28:02,353", "DEBUG","13093","11", "collect dynamic config","85", "dynamic
collect config.num chunk workers = 2"

"2020-03-03 13:28:02,355", "DEBUG","13093","11", "shared","124","running collect asyn-
chronously"

Collecting Metrics for Concurrent SNMP Collection

To help with troubleshooting, you can collect metrics for Concurrent SNMP Collection. For example, you can
collect duration and CPU metrics that you can compare with legacy SNMP collection, and you can use these
metrics to identify any performance issues.

Troubleshooting Concurrent SNMP Collection 14



TIP: If Concurrent SNMP Collection is enabled, when you execute an SNMP Dynamic Application, SLT uses
the SNMP Collector service. The output in the silo.log file includes the following line: "Employing
Asynchronous SNMP (ASNMP) Service."

To enable and collect metrics for Concurrent SNMP Collection:

1.

To enable metrics for Concurrent SNMP Collection, add the following line to the
/opt/em7/services/snmp_collector/snmp_collector.env file:

PROMETHEUS CLIENT PORT=8083

Run the following command on the SL1 system:

sudo servicectl restart snmp collector

Align the "Sciencelogic: SNMP Collector Performance" Dynamic Application to the Collector Unit device,

using the "Sciencelogic: SNMP Collector" credential.

Collection must happen on the Collector Unit itself, meaning the Collector Unit is assigned to
itself for collection, not another Collector Unit in the Collector Group.

The available metrics include:

Average Round Trip Delay
Average Throttling Delay

Average Timeout Delay

Average Transmission Delay

Cached Sessions

Forward Results Time
Jobs Queue Depth

Jobs Queue Egress Count
Jobs Queue Egress Rate
Jobs Queue Ingress Count
Jobs Queue Ingress Rate
Load Factor

Process CPU Utilization
Process Open FDs
Process Resident Memory

Process Virtual Memory

Requests Completed Successfully

Troubleshooting Concurrent SNMP Collection



o Requests Completed Successfully Percentage
o Requests Initiated

o Requests Pending

o Requests Throttling Completed
o Requests Timed Out

o Requests Transmitted

o Results Queue Depth

o Results Queue Egress Count

o Results Queue Egress Rate

o Results Queue Ingress Count

o Results Queue Ingress Rate

o Throttling Count

« Throttling Rate Average

« Throttling Rate Maximum

« Throttling Rate Minimum

o Time Between Select

e Time In Select
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Chapter

SNMP Collection Objects

Overview

This chapter describes how to define collection objects for SNMP Dynamic Applications.
All other elements of SNMP Dynamic Applications, such as presentation objects and alerts, behave in the same
manner as other Dynamic Application types. For details on other parts of SNMP Dynamic Applications, see the
manual Dynamic Application Development.
Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon ([&).

« Toview a page containing all the menu options, click the Advanced menu icon ( ==« ).

This chapter covers the following topics:

Collection ObJeCts ... 18
Extending the SNMP OID Field ... 18



Collection Obijects

Like all Dynamic Application types, SNMP Dynamic Applications contain collection objects. Collection objects for
SNMP Dynamic Applications share common characteristics with collection objects for other Dynamic Application
types, such as naming, data typing, and grouping. For details on these fields, see the manual Dynamic
Application Development.

Unlike collection objects for other Dynamic Application types, collection objects for SNMP Dynamic Applications
are based on SNMP OIDs. Because of this, Collection Objects for SNMP Dynamic Applications have the
following unique field:

o SNMP OID. The Object Identifier associated with the object. SL1 will use the OID to perform an SNMP walk
on the device aligned with the Dynamic Application.

You can find this field and other information about Collection Objects for an SNMP Dynamic Application by
clicking the wrench icon ( F‘) for a Dynamic Application, and then selecting the [Collections] tab. A list of

Collection Obijects aligned with that Dynamic Application appears at the bottom of the window.

NOTE: You can also add collection objects to an SNMP Dynamic Application through the OID Browser
page (System > Tools > OID Browser) or through the SNMP Walker tool (Device Administration
panel > Toolbox > SNMP Walker). For details, see the section on Viewing MIBs and Using the
SNMP Walker Tool.

TIP: Scalar OIDs represent a single object; tabular OIDs represent groups of objects in a MIB table. For
improved efficiency, you can add a".0" to the end of all scalar OIDs in an SNMP Dynamic Application.
For example, for the singular object "sysDescr", you could enter".1.3.6.1.2.1.1.1.0" in the

SNMP OID field.

Extending the SNMP OID Field

SL1 allows you to use the SNMP OID field to perform more sophisticated OID evaluations and operations when
defining the value of a collection object.

TIP: You can find the SNMP OID field by clicking the wrench icon ( P) for a Dynamic Application, and then

selecting the [Collections] tab.




Using Multiple OIDs and/or Existing Collection Objects to Define a
Single Collection Object

In the SNMP OID field, you can concatenate the values from one or more OIDs or one or more collections

objects.

To concatenate the values from one or more OIDs in a single SNMP collection object, use the following syntax in

the SNMP OID field:
OID number or partial OID number.collection object.integer

where:

o OID number or partial OID number. Enter the OID number or partial OID number. SL1 will retrieve the
value of this OID.

o collection_object. You can specify one or more collection object names (in SL1, these name usually begin
with "o "). SL1 will retrieve the value of the collection object and include it in the collection object.

« infeger. You can specify an integer to append to include in the collection object.
For example, you could enter the following in the SNMP OID field:

o <partial oid>.<collection object>

.1.3.6.1.2.1.1.9.1.0 1
o <partial oid>.<collection object>.<integer>

.1.3.6.1.2.1.1.9.1.0 1.0
o <partial oid>.<collection object 1>.<collection object 2>.<integer>

.1.3.6.1.2.1.1.9.0 1.0 2.0

NOTE: If a collection object is dependent upon the value of another collection object, during polling SL1
polls the values in order of dependency. For example, if the definition of o123 includes the value of
o 456, SL1 polls o456 before polling o 123.

Using Python Operators to Define a Collection Object

The SNMP OID field can include:

Arithmetic operators (+, -, *, /), comparison operators (>, <, |=, ==), and/or boolean operators ("and", "or",
||no1,||)'
NOTE: The "=="operator is used to test equality. The single "=" assignment operator is not supported,

except when used inside some Sciencelogic functions.




o Forexample, you could enter the following in the SNMP OID field:
0 16752 + o 16753
and the new collection object will be populated with the sum of the two collection objects.
o [fyou want to perform a calculation with multiple OIDs (notmultiple collection objects) in the SNMP OID

field, use the em7snmp.collect function. For example, you could enter the following in the SNMP

OID field:
em7snmp.collect (".1.3.6.1.2.1.1.1") + em7snmp.collect(".1.3.6.1.2.1.1.2")

and the new collection object will be populated with the sum of the values from the two OIDs.

Using Variables in the SNMP Field to Specify Component Devices

For details on configuring Dynamic Applications to discover component devices, see the manual Dynamic
Application Development.

In the Dynamic Application that discovers component devices, SL1 will store the value of the collection object
designated as the Component Identifier into variables as follows:

Component Identifier Variable Name

Device Name comp_name
Distinguished Name comp _dn
Unique Identifier comp_unique _id
GUID comp_guid

Suppose you have created a discovery Dynamic Application and discovered three component devices. Suppose
you want to create a Dynamic Application that will collect data about these new component devices. In the

SNMP OID field for each collection object, you can append comp_name, .comp_dn , comp_unique_id, or
.comp_guid to the OID. This ensures that the collected data for each component device is easy to identify in
SL1 and can be aligned with the appropriate component device.

To specify that a value varies for each component device, use the following syntax:
OID number or partial OID number.component identifier variable
where:

o OID number or partial OID number. Enter the OID number or partial OID number. SL1 will retrieve the
value of this OID.

« component _identifier_variable. You can specify a variable for a component identifier. SL1 will substitute the
value for each component device into the variable.

For example:

Suppose we have will use a single SNMP Dynamic Application to collect data about two component devices:



Component Device Name Component DN Value
Device 1 1
Device 2 2

Suppose our SNMP data looks like this:

oD OID Value
.1.2.3.1 numberl 3
.1.2.3.2 number? 3
1.2.4.1 numberl 4
1.2.4.2 number2 4

Suppose we entered following in the SNMP OID field:
.1.2.3.comp dn

o Fordevice 1, SL1 will collect the value of "1.2.3.1". That value is "number1_3".

o Fordevice 2, SL1 will collect the value of "1.2.3.2". That value is "number2_3".
Suppose we enter following in the SNMP OID field:
.1.2.4.comp dn

o Fordevice 1, SL1 will collect the value of "1.2.4.1". That value is "number1_4".

o Fordevice 2, SL1 will collect the value of '1.2.4.2". That value is "number2_4".
Using Caching to Define a Collection Object
You can use SNMP obijects to define a cache for use by one or more Dynamic Applications. For SNMP Dynamic

Applications, caching is defined in the SNMP OID field in the Collection Objects page instead of for the entire
Dynamic Application.

NOTE: The Caching field in the Dynamic Applications Properties Editor page does not affect caching for
SNMP Dynamic Applications.

To define a cache for an SNMP collection object, you define the cache in the SNMP OID field in all Dynamic
Applications that will use the cache, both those that will create the cache and those that will consume the
cache. If the cache has timed out, the next request will re-populate the cache, making it available to all other
Dynamic Applications. All Dynamic Applications can consume the cached value and refresh the cache.

To define a cache for an SNMP collection object, use the following syntax in the SNMP OID field:

em7snmp.collect (collection_object definition', enable _cache=true or false, time to expire=time in_
minutes, time_to_recollect=time_in_minutes)

where:



collection_object_definition. The OID or extended OID for which you want SL1 to cache a value or retrieve
a cached value.

enable_cache=true or false. To either create a cache or use a cached value, specify true.

time_to_expire=time_in_minutes. Number of minutes that the collected value will remain in the cache. This
value cannot be less than the value in the time_to_recollect argument..

time_to_recollect=time_in_minutes. Frequency, in minutes, at which SL1 will try to collect a value for the
collection object. If collection succeeds, SL1 will populate the collection object with the new value and store
the new value in the cache. If collection fails, SLT will populate the collection object with the previously
cached value.

For example:

em7snmp.collect('.1.3.6.1.2.1.25.2.3.1.3"', enable cache=True, time to expire=15,
time to recollect=15)

In this example, the collection object will be populated with the value of the OID '.1.3.6.1.2.1.25.2.3.1.3".
The collected value will be stored in the cache.
The value will be re-collected every 15 minutes.

If we use this collection object in another Dynamic Application, that collection object can both populate the
cache and retrieve values from the cache.

Filtering Results to Define a Collection Object

In the SNMP OID field , you can use the function em7utils.filter to filter the results.

The em7utils.filter function also supports the following operators:

eq (equals)

gt (greater than)

ge (greater than or equal to)
It (less than)

le (less than or equal to)

Suppose the OID .1.3.6.1.2.1.1.9.1.4 is an SNMP table, and for device 1, the data looks like this:

oID OID Value

1.3.6.1.2.1.1.9.1.4.1 1

1.3.6.1.2.1.1.9.1.4.2

1.3.6.1.2.1.1.9.1.4.3

1.3.6.1.2.1.1.9.1.4.4

1.3.6.1.2.1.1.9.1.45

1.3.6.1.2.1.1.9.1.4.6

1.3.6.1.2.1.1.9.1.4.7
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oID OID Value

1.3.6.1.2.1.1.9.1.4.8 10
1.3.6.1.2.1.1.9.1.4.9 100
.1.3.6.1.2.1.1.9.1.4.10 1000

We could enter the following in the SNMP OID field :
em7utils.filter (em7snmp.collect(".1.3.6.1.2.1.1.9.1.4"), gt (10))
For device 1, the collection object would contain the array:
.9,100

.10, 1000

For another example, suppose you want to collect information about interfaces, but you don't want any
information about loopback interfaces. Loopback interfaces use the interface type "24". You could enter the

following in the SNMP OID field:
em7utils.filter (em7snmp.collect(".1.3.6.1.2.1.2.2.1.3", lambda x:x!="24"))

The OID .1.3.6.1.2.1.2.2.1.3 maps to the interfacetype object in the interface table in the IF-MIB. The "lambda x
" syntax creates a sub-function called "x". The logic then says "collect values where X' is not equal to '24". Those
values will be stored in the collection object. SL1 retrieves all the interface types that do not have a value of "24".

For details on the lambda syntax, consult the Python documentation
https://docs.python.org/2/tutorial/controlflow.html2highlight=lambda#lambda-expressions

Defining "Fallback" Values for a Collection Object

In the SNMP OID field, you can use syntax that tells SL1:

o Ifthe first OID is available, use the first OID
o [fthe first OID is not available, use the second OID
o [fthe second OID is not available, use the third OID

e andsoon

To include multiple OIDs in the SNMP OID field, use this syntax:

em/7snmp.collect (".1.3.6.1.2.1.1.1") or em7snmp.collect (".1.3.6.1.2.1.1.2") or
em7snmp.collect (".1.3.6.1.2.1.1.3")

To include multiple collection objects in the SNMP OID field:

o 1234 or o 1234 or o 1236

To include a mixture of OIDs and collection objects in the SNMP OID field:


https://docs.python.org/2/tutorial/controlflow.html?highlight=lambda#lambda-expressions

o 1234 or em7snmp.collect ('.1.3.6.1.2.1.1.2")

Using Index Values and Parsed Index Values to Define a Collection
Object

If you are creating a collection object of type "Index", in the SMNP OID field, you can collect an entire index or
parse an index.

o To collect an entire index, use the syntax:
em7snmp.full_index (object name)
For example:
em7snmp.full index (o 1234)

This example returns the full index for the collection object o 1234 and stores the index in a new collection
object.

 To parse a multi-part index, you can enter the following in the SNMP OID field:
em7snmp.parse index (collection object, [index format], index element number)
where:

o collection object is the collection object for which you want to retrieve an index

o index format describes the data type and order of the elements in the index. The index_format is
surrounded by square brackets and each element is separated by a comma. The basic index types
used in SNMP are described in detail in RFC 2578 Section 7.7,
(https://tools.ietf.org/html/Hc2578#section-7). You can include the following elements:

INDEX_TYPE_INTEGER
INDEX_TYPE_IP
INDEX_TYPE_STRING
INDEX_TYPE_IMPLIEDSTRING
INDEX_TYPE_OID
INDEX_TYPE_IMPLIEDOID

o index_element_number is the position of the index_element that you want to collect. The first element
in a multi-part index has the index_element number of "0" (zero).

For example, suppose we have a collection object "o _224". Suppose the index for the OID in o224 includes the
following elements:

ipCidrRouteDest, ipCidrRouteMask, ipCidrRouteTos, ipCidrRouteNextHop


https://tools.ietf.org/html/rfc2578#section-7.7

Here is the information about the example index:

OID Name Data Type Element Position in the Index
ipCidrRouteDest INDEX TYPE IP 0

ipCidrRouteMask INDEX TYPE_IP 1

ipCidrRouteTos INDEX_TYPE INTEGER 2

ipCidrRouteNextHop INDEX TYPE IP

To retrieve this index and assign only the value of ipCidrRouteNextHop to the new index collection object , we
would enter the following in the SNMP OID field :

em7snmp.parse_index (o 224, [INDEX TYPE IP, INDEX TYPE IP, INDEX TYPE INTEGER,
INDEX_TYPE IP], 3)



Chapter

Viewing MIBs and Using the SNMP Walker
Tool

Overview

This chapter describes a management information base (MIB) and how to view, import, and compile MIBs. This
chapter also describes the OID Browser and the SNMP Walker Tool.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon ([&).

« To view a page containing all the menu options, click the Advanced menu icon ( == ).

This chapter covers the following topics:

The Management Information Base ... ...l 27
The OID BrOWSEr ............. e 34
The SNMP Walker Tool ... .. 37



The Management Information Base

A management information base (MIB) is a collection of definitions associated with a device or application. A
MIB is stored in a file and uses a standardized format defined by the SNMP protocol.

A MIB file is usually associated with a hardware manufacturer or software manufacturer. Some manufacturers use
a single MIB that contains information about all their products. Other manufacturers create a separate MIB for
each product. A MIB file is generic—it is not associated with a specific installed instance of a device, but rather
applies to all devices or applications of that make and model.

Each aspect of a device or application that can be managed or monitored is represented within the MIB as an
object ID (OID). In SL1, we use these OIDs to define Collection Obijects. For example, suppose we want to
monitor the temperatures of a Force 10 switch/router. The MIB for the Force 10 switch/router includes an OID
that contains the current temperature of the entire unit. To monitor the temperature of a Force 10 switch/router,
we could use this OID in a Dynamic Application.

Before creating a Dynamic Application, you must ensure that SL1 contains the appropriate MIB file. This section
will describe how to view and examine MIBs and how to import a MIB.

Viewing MIBs

By default, SL1 includes an extensive set of MIBs. Before creating a new Dynamic Application, you must make
sure that SL1 already includes the MIB file and that the MIB file includes the data points that you want to monitor
with SL1. If SL1 does not include the MIB file, you must import it.

To view the list of MIBs included with SL1:

1. Go to the MIB Compiler page (System > Tools > MIB Compiler).
2. Foreach MIB file, the MIB Compiler page displays the following:

WIB Complier | M1 File Found [3623] [Smeert | R | Rerer | coe ]
[Seacnmename [=][ [ searcr ]
1 Name Vendor Langusge mpied s Last £ User £t o
1@ AComBridge.r1-UB = = St Yes 3 0 7 20110428 163823 em7admin = Vi
2 @ ASCOmDLSILr1-HIB E E St Yes 1 4 2 5 2010428163823 em7admin azo
Q) ACom-Fiter-HE = E St Yes 1 2 0 0 2011-04-28 16:38:23 em7admin Qazm
4+ @ AComPextnsMB E E st Yes 1 150 0 ) 19 2011-04-2816:3824 em7admin azn
Q) AComPXUB = E st Yes 3 62 0 2] 15 2011042816623 em7admin Qazo
& (@ A3Com-PorPath-ri-UB. E E st Yes 0 M3 0 5 8 2010428163824 em7admin azn
7@ AlComproducts-HB = E st Yes 0 @ 0 0 2011-04-28 16:38:24 a
& () AICONSWITCHING-SYSTENS BRDGE-HE E E Ee) Yes 0 @ 4 B 4 01042816382 asn
o () AICON-SWITCHING-SYSTENS-FODLUB = E S Yes 0 & 1 2 % 2011042816362 aZ0
10 € ASCONSWITCHING-SYSTENS FLE-TRANSFERMB  — E Ee) Yes s a5 0 0 2011-04-28 18:38:22 asn
11 ) AICONSWITCHING-SYSTENS FLTER-MB = E St Yes 2 S0 E 2 2010428163823 aZ0
12 ) AICON-SWTCHING-SYSTENS B E E St Yes & 24 1 0 20110425 16:3623 azn
12 () AICON-SWITCHING-SYSTENS POLLUE = E st Yes o 7 2 020110428 16:38:23 aZ0
14 (@ AICON-SWITCHING-SYSTENS-PRODUCTS-MIB E E St Yes o E) 0 20110425 16:3623 azn
15 () AICON-SWITCHING.-SYSTENS-GOS-HIB = E st Yes 1 % 0 3 20110428 16:36:23 aZ0
16 @ AICOMO0TIGHP-SNOOP. E E st Yes 1 B 0 1 20110425 16:3623 azn
17 () AICOMI304RESLENTLINKS = E st Yes o a2 6 20110428 16:36:23 aZ0
18 @ AALZMB E E sun2 Yes o 0o o 35 20110428 16:38:24 azn
19 () ACC-ACCESSPARTITION = E st Yes o 2 55 2011-04-28 16:38:31 aZ0
20 @ ACCALARMS E E st Yes o ) 3 20110428 16:38:37 azn
21 @ ACCARP = E st Yes o 2 3 30 2011-04-28 16:38:44 aZ0
22 @) ACCASPORT = = St Yes o P S 20110625 16:38:50 az0
23 ) ACC-ASYNC | | SMiv1 Yes 0 1B 0 26 2011-04-28 16:38:57 azow
24 @ ACCAT B B SMiv1 Yes 0 170 0 a /[l
25 @ AcCATH = E st Yes o & 0 azm
2 @ ACCATHSLY = = St Yes o R az0
27 (@ AcCATUVP = E st Yes o 8 0 azm
2 @ AccaGP = = St Yes o 6 4 az0
29 (@ ACCBOOTP = E st Yes o 8 0 azm
30 € ACC-BRPORT = = st Yes o E az0
51 @ ACC-CALLEDNUMBER = E st Yes o 2 0 1 2011-04-28 16:39:55 aZ]
22 @ ACC-CALLNGNUMBER = = st Yes o £ 30 20110428 16:40:15 E a70
23 (@ AccH = = st Yes o S0 2101 20110425 16:4025 em7admin azn
24 @ ACC-COMPRESS E E s Yes o M2 0 2 168 2011-04-25 16:4034 em7admin asf -
[viewng Page: 1[+] (Sokctacion _[+]




TIP: To sort the list of MIB files, click on a column heading. The list will be sorted by the column value, in
ascending order. To sort by descending order, click the column heading again. The Last Edit column

sorts by descending order on the first click; to sort by ascending order, click the column heading again.

o MIB Name. Name of the MIB file.

o Vendor. For MIBs that use SMIV2, displays the vendor associated with the MIB.
o MIB Revision Date. Date the original author last revised and released the MIB.
o Language. Either SMIv1 or SMIv2.

o Compiled. Specifies whether or not the MIB has been compiled in SL1.

o Type Defs. Number of data types within the MIB.

o Nodes. Number of objects that can be monitored with this MIB

o Traps. Number of traps that can be monitored with this MIB.

o Logs. Number of error messages in the log file after compiling the MIB.

o Last Edit. Date and time the MIB was created or last edited.

o User Edit. User who imported or last edited the MIB.

Viewing the Contents of a MIB file

From the MIB Compiler page, you can view the contents of a MIB file. To do this:
1. Go to the MIB Compiler page (System > Tools > MIB Compiler).

2. Inthe MIB Compiler page, find the MIB you want to view. Select its information icon (E)

3. The MIB Viewer modal page appears and displays the contents of the MIB file. You can view but cannot
edit the MIB file from this modal page.

Importing a MIB

By default, SL1 includes a large number of commonly-used MIB files. However, you can import additional MIB
files into SL1. If you need to monitor a device or application for which SL1 does not include a MIB file, you can
import and compile the appropriate MIB file. You might also want to update an existing MIB file with a later
version.

To import a MIB file into SL1:

1. Goto the MIB Compiler page (System > Tools > MIB Compiler).
2. Inthe MIB Compiler page, select the [Import] button.

3. Inthe MIB Import modal page, navigate to the location of the MIB file on your local computer. Select the
[Import] button.



4. The new MIB file appears in the list of MIB files in the MIB Compiler page.

5. You must compile the MIB file before SL1 can use it. To compile a MIB, select its lightning bolt icon ("". ).

Compiling a MIB

Before SL1 can use a MIB file to monitor data points on a device or an application, you must ensure that the MIB
file has been compiled. When you compile the MIB file, you are telling SL1 to read and parse the object
definitions in the MIB file. SL1 can then use that data when monitoring devices or applications.

To compile a MIB:
1. Goto System > Tools > MIB Compiler.

2. Inthe MIB Compiler page, find the MIB you want to compile. Select its lightning bolt icon ( y ).

3. To determine if a MIB compiled successfully, you can view the Compile column for that MIB.

B Comp omp D B 0
Scarch MB Name |~ .
Mib Narwe Vendor MIB Revision Date: anguace Compied  Type Defs Nodes Traps Last Eit User Ecit 2

1 A3Com-Bridge-r1-MIB - - SMivi Yes 3 56 2011-04-28 16:38:23 em7admin a7

2 A3Com DLSW-ri-MB = E SHiivt es 10 141 2011-04-28 16:38:23 emTadmin a0

3 A3ComFiter-MIB - = e Yes 1 E 20110628 16:38:23 emTadmin

4 A3Com-PextnsHB = E SHiivt e 2011-04-28 16:33:24 emTadmin ﬁﬁ- E
i N " S S~ S N

& A3Com-PortPath-ré-NEB. = = B e o 13 3 2011-04-28 16:38:24 emTadmin a7z

7 A3Com-products-MIB. = = SHiv1 Yes ] 936 0 2011-04-28 16:38:24 em7admin = Pl

5 A3COM-SWITCHING-5YSTEMS-BRIDGE-WB = E SHiivt es o 2 4 5 4 2010428163522 emTadmin |/

9 A3COM-SWITCHING-SYSTEMS-FDDLMIE B = Suwt es 0 5 m R 35 20110438 163822 em7admin EA]

10 € A3COM-SWITCHING-SYSTEMS-FILE-TRANSFER ME = E SHivt ves 3 a0 0 20110428 16:38:22 em7admin as0

16 A3COM-SWITCHING-SYSTEMS-FILTER-MB. = = S es 2 53 2 28 2011-04-28 163823 em7admin a7

12 ) ASCOM-SWITCHNG-SYSTEWSMB. = E st Yes 6 2 0 20110678 16:38:23 emTadmin aszmn

13 € A3COM-SWITCHING SYSTEMS-POLLHIE = = e ves (] 27 2 0 20110628 16:38:23 em7admin a0

14 € A3COM-SWITCHING-SYSTEMS-PRODUCTS-HIB = = SHiivt es 0 20 0 0 20110428 16:38:23 em7admin as0

15 ) ASCOM-SWITCHNG-SYSTEMS-Q0S-IB B = Suwt Yes 1 & 0 9 2011-08-28 16:3623 em7admin QA

16 €Y A3COMO073GHP-SHOOP = E B Yes 1 18 0 1 20110428 16:38:23 emTadmin azn

17 16) A3COMO304 RESLIENTLINKS = = Siv es (] 7 2 & 20110428 16:33:23 ‘em7admin a0

18 @) AALZ-MB = E Shikvz es o o o 35 2011-04-28 16:33:24 emTadmin a0

19 ) ACC-ACCESSPARTITION B = Suwt Yes 0 2 55 2011-04-28 16:38:31 em7admin QAL

20 @ ACCALARMS = = SHivt ves ] + 0 39 2011-04-28 16:3837 em7admin as0

21 ACC-ARP = = L] Yes (] 20 3 30 2011-04-28 16:33:44 ‘em7admin = Pl

22§ ACC-ASPORT = E S Yes o 6 3 5 20110428 16:38:50 emTadmin azm

2 ACC-ASYNC = - SH1 Yes ] @8 0 26 | 2011-04-28 16:38:57 em7admin (=

24 @ ACCAT = E SHiivt es o 170 0 255 2011-04-28 16:39:10 emTadmin |/

25 [ ACC-ATM B = Suwt Yes 0 61 0 75 2011-06-28 16:39:16 em7admin QA

2 @ ACCATHSLY = E SHivt ves [ ) 29 20110628 16:39:23 em7admin as0

27 ACC-ATMVP = - Sttt Yes L] 8 0 90 2011-04-28 16:39:30 ‘em7admin (= P

28 g ACCBGP = - st Yes o 65 45 120 2011-08-28 16:39:37 emTadmin aszmn

2 ACC-BOOTP = = SHiv Yes [ 1B 0 26 2011-04-28 16:39:43 em7admin = Pl

30 €) ACC-BRPORT = = SHiivt es [ ER) 39 2011-04-28 16:39.50 em7admin as0

31 §) ACC-CALLEDNUMBER - = SMiv es 0 12 0 M 2011-04.28 16:39:56 emfTadmin = VAl

32 §) ACC-CALLNGNUMBER = E B Yes o ] 30 2011-04-28 16:40:18 emTadmin a7

33 ACC-CM = - L] Yes ] 50 101 2011-04-28 16:40:26 ‘em7admin (=

3¢ ) ACC-COMPRESS = E SHiivt es o M2 0 188 2011-04-28 16:40:34 emTadmin |/

35 |E) ACCIDHEP B = Suwt Yes 0 s 0 62 2011-04-28 16:40:40 em7admin QAL

36 € ACCDALMGHT = = SHivt ves ] 150 61 241 2011-04-28 16:40:47 em7admin as0

g ACCDN = = L] Yes (] B0 92 2011-04-28 16:40:54 ‘em7admin = Pl

38 @ ACCDS! = E S Yes o E ) 30 2011-04-28 16:41:08 emTadmin a7

39 ACCDS3 = - SH1 Yes ] 22 0 28 2011-04-28 1€:41:15 em7admin (=

40 @ ACCDSK = E SHiivt es o ) 1 2011-04-28 16:41:22 emTadmin |/

41 g ACCENET B = Suwt Yes 0 z 0 35 2011-06-28 16:4128 em7admin = VAn

42 @ ACCEXTPROTHP = E SHivt ves [ s 0 4 20110628 16:41:35 em7admin as0

43 |G) ACCFAKE = = S es 5 270 2 4 20110428 164141 ‘em7admin a0 -
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4. If a MIB does not compile successfully, you can view information about the compile operation. To do this,
).

5. If a MIB compiles successfully, but shows a value other than "0" (zero) in the Messages column, you can

find the MIB file in the list of MIBs and select its page icon (

view information about the compile operation. To do this, find the MIB file in the list of MIBs and select its

page icon (=l). In some cases, a MIB might compile successfully but might also include incorrectly defined
data-points (called "objects" or "OIDs"). These data-points might not be included in the compiled MIB.




IMPORTANT: If a MIB does not compile, please view the compile-log for the MIB. MIBs that use incorrect
format or syntax may fail to compile. Contact the MIB's vendor for corrections or updates.
Sciencelogic is not responsible for other vendor's MIB files.

Viewing Error Logs for a MIB

After compiling a MIB file, you can view the error log for the MIB to check on the status of the compile operation.
To do this:

1. Goto System > Tools > MIB Compiler.

2. Inthe MIB Compiler page, find the MIB you want to view information about. Select its page icon (=1 .

3. The MIB Compiler Log Messages modal page displays error messages generated when a MIB is
compiled and the effect of that error.

MIB Compiler Logs Close | Esc

Compile Logs for [A3Com-IPextns-MIB]

Compiler Log M Effect
1. A3Com-IPextns-MIB txt:249: index element "a3iPntmifindex’ of row “adlPntmExtEntry” must have a range restriction Object Not Imported
2. A3Com-IPextns-MIB.txt:342: index element "a3IiPaddrConfigPort’ of row "a3IPaddrConfigEntry’ must have a range restriction ‘Object Not Imported
3. A3Com-IPextns-MIB txt.514. index element "a3IPforwardExtPolicy’ of row "a3IPforwardExtEntry’ must have a range restriction Object Not Imported
4. A3Com-IPextns-MIB.txt:640: index element “a3lParpPortindex’ of row “al3lParpConfigEntry’ must have a range restriction ‘Object Not Imported
5. A3Com-IPextns-MIB.txt:638: unknown object identifier label “a3IPa3lParpinvCtl Object Not Imported
6. A3Com-IPextns-MIB.txt:835: index element "a3lPx25configPort’ of row "a3lPx25configEntry’ must have a range restriction ‘Object Not Imported
7. A3Com-IPextns-MIB.txt:1013: index element ‘aSR\pIpPu rtindex’ of row a3R|pIpClIEntrr must have a range restriction Object Not Imported
2. A3Com-IPextns-MIB.txt:1571: index element " iplpExt t of row "a3Ripl y' must have a range restriction ‘Object Not Imported
9. A3Com-IPextns-MIB.txt:1661: index element ‘a3R\pIpIntPuIFnrf‘ of row a3R\p\pImPulEntrY must have a range restriction Object Not Imported
10. A3Com-IPextns-MIB.txt:1753: index element " t of row “a3Ripipt ' must have a range restriction ‘Object Not Imported
11. A3Com-IPextns-MIB tet:1842: index element ‘ESR\DIDRUVPDIPDW of row “a3RiplpRevPolEntry’ must have a range restriction Object Not Imported
12. A3Com-IPextns-MIB txt 1929: index element *a3RiplpSt t of row *a3RiplpSt ntry’ must have a range restriction Object Not Imported
13. A3Com-IPextns-MIB tet:2019: index element “a3R i Port' of row "a3R i ntry’ must have a range restriction Object Not Imported
14 A3Com-IPextns-MIB txt 2093: index element “a3RiplpTrustedNbrPort’ of row "a3RiplpTrustedNbrEntry’ must have a range restriction Object Not Imported
15. A3Com-IPextns-MIB txt 2326: index element “a3IPsecureParamPortindex’ of row "a3IPsecureParamEntry’ must have a range restriction Object Not Imported
16. A3Com-IPextns-MIB txt 7626 index element " uthinPort’ of row ntry” must have a range restriction ‘Object Not Imported
17. A3Com-IPextns-MIB txt 7634: index element “a3IPsecureAuthinFlags’ of row "a3IPsecureAuthinEntry’ must have a range restriction Object Not Imported
18. A3Com-IPextns-MIB.txt:2738: index element “a3diPsecureAuthOutPort’ of row “a3PsecureAuthOutEntry’ must have a range restriction ‘Object Not Imported
19. A3Com-IPextns-MIB.txt:2746: index element “adlPsecureAuthOutFlags’ of row “adiPsecureAuthQutEntry’ must have a range restriction Object Not Imported

4. The format of each message is:
MIB file name:line number:error message
where:

« MIB file name. Is the name of the MIB file.
o line number. Is the line on which the error occurred.

« error message. Is a description of the error.

5. Some common error messages are:



access 'write-only' is no longer allowed in SMIv2. SMIv2 changed the MAX-ACCESS write-only to
read-write.

ACCESS is SMIv1 style, use MAX-ACCESS in SMIv2 MIBs instead. A MIB that is considered SMIv2
compliant has the label MAX-ACCESS instead of ACCESS. Either remove the SMIv2 specification
from the import or rename all of the ACCESS identifiers to MAX-ACCESS.

default value does not match underlying enumeration type. The default value for an
enumeration does not match the values declared in the enumeration. The values must match.

description missing in object definition. All objects in an SMIv2 MIB have descriptions associated
with them. This can be a blank string (") or have text describing the object.

identifier 'identifier ' cannot be imported from module 'module name'. This means either the
type definition was not found in module name. The type definition probably exists in another module.

'identifier' should start with a lower case letter. The identifier in a MIB element should start with a
lower case alpha character. A type definition starts with an upper case alpha character.

index element 'index identifier' of row 'identifier' must have a size restriction. All tables
declared in a MIB have an index element. An index element should have a size restriction on the
index element to make it a compliant MIB. To correct an integer index, add (mix.max) after the type
definition to correct this issue.

invalid status 'mandatory' in SMIv2 MIB. A MIB that is considered SMIv2 compliant has a STATUS
of current, depreciated, or obsolete. Mandatory is an older SMIv1 standard that was changed with

SMIv2.

last subidentifier assigned to 'identifier' may not be zero. All SMIv2 MIBs must not have an
identifier of zero in the MIB. The values have to be between 1 and 65536.

length of hexadecimal string 'string' is not a multiple of 2. Hexadecimal strings (also called octet
strings) need to have 2 elements in the default value. For example, a declaration of '0f' (zero - f) is
correct as it is 2 bytes. A declaration of 'f'is not correct as it is only 1 byte.

lexically unexpected character, skipping to end of line. There is an unknown character in the MIB
file at the given line. Removing the character should allow the parser to continue parsing the file.
Check for a back tick (*) and other strange characters and remove them from that line.

macro 'macro type' has not been imported from module 'module name'. A macro was called in
the MIB however the macro type was not imported at the top of the MIB. To correct this, add the
import statement at the top of the MIB.

parse error, unexpected '{, expecting UPPERCASE_IDENTIFIER or LOWERCASE _IDENTIFIER
or NUMBER. The object did not parse correctly. There could be a spelling error for a MIB type or an
extra comma or a single dash in the declaration. Check the MIBs syntax for any issues.

parse error, unexpected COLON_COLON_EQUAL. There is typically a parser error above this
error. If you correct the parser error, the parser will find the ::= in the MIB and correctly build this
identifier.

parse error, unexpected DESCRIPTION. There was a parser error above this line. Correct the
parse error and this error will be corrected.

parse error, unexpected MODULE_COMPLIANCE, expecting OBJECT. The MODULE
COMPLIANCE macro was not imported from SNMPv2-CONF. All macros need to be imported into
the MIB for the parser to correctly build the MIB tree.



parse error, unexpected MODULE_IDENTITY, expecting OBJECT. The MODULE-IDENTITY
macro was not imported from SNMPv2-SMI. All macros need to be imported into the MIB for the
parser to correctly build the MIB tree.

parse error, unexpected VARIABLES. There was a parser error above this line. Correct the parser
error and this error will be corrected.

redefinition of identifier 'identifier'. An identifier was declared again in the MIB. Check the first
declaration is correct or if the re-declaration is correct. Remove the one that is not correct.

row's parent node must be a table node. A row in a table must have a table identifier to link
together. These typically show up as a parse error above this error.

scalar's parent node must be simple node. A scalar must have a container (OBJECT IDENTIFIER)
as a parent node. A scalar cannot be part of a table, row, or another scalar.

SMIv2 base type 'type definition' must be imported from SNMPv2-SMI. The MIB is missing an
import statement for the type definition.

subtyping not allowed. A table or scalar cannot have rows or objects typed in the scalar or table
definition. They should be typed as the row declaration or as the object definition.

table's SEQUENCE OF type does not match row type. The table was either declared out of order
from the row declaration or the rows have a mistyped sequence.

TRAP-TYPE macro is not allowed in SMIv2. Traps are to be declared in separate SMIv] MIBs. You
cannot add traps to an SMIv2 MIB.

type of 'identifier ' in sequence and object type definition do not match. This means the
sequence of an object and the object definition are not the same type definition. This is more than
likely a syntax error.

unknown object identifier label 'identifier'. The object identifier was not declared in the MIB file or
it was not imported into the MIB. These typically show up as a parser error because that identifier was
not parsed correctly.

unknown object identifier label 'label name'. This means an OID was cast as a new identifier and
the MIB compiler was unable to find that identifier definition. These are called type definitions in the
SMIv2 specification.

unknown type 'type definition'. The type definition was not declared in the MIB or it was not
imported from another MIB definition. To correct this, add an import statement at the top of the MIB.

Rebuilding the SNMP Tree

If you have added new MIB files to SL1, you should rebuild the SNMP tree. When you rebuild, SL1 searches for
any newly added MIB files, compiles all the new MIB files, and rebuilds the SNMP tree to include the new files.

To rebuild the SNMP tree:

1.
2.

Go to System > Tools > MIB Compiler.
In the MIB Compiler page, select the [Rebuild] button.
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Exporting a MIB

If you want to examine or edit a MIB file or if you want to install a MIB file on another computer, you can export

the MIB file from SL1. To do this:
1. Goto System > Tools > MIB Compiler.

2. Inthe MIB Compiler page, find the MIB you want to export. Select its diskette icon (E)

Search MB Name [+ |

Mib Name Vendor MIE Revision Date Langusge Compled  Type Defs Nodes Traps  Loas Last Edit User Edit

& A3Com-DLSW-ri-MB 5 2011-04-28 16:36:23 emTadmin

19 2011-04-28 16:38:24 em7admin

@ A3Com PortPath.r4-HB 5 20110425 163626 em7admin
ommwlmmsvsrmsmnn

10 ) AICOM-SWITCHING-SYSTEMS-FILE-TRANSFER-ME
12 OAMOMSMTU’IIGSYSTEMME

14 ommmmmwmsmmms
16 () A3COMOOTIIGUP-SNOOP

18 oAALZ-ME

1 ______--
€ ACC-ALARMS 0 39 2011-04-28 16:38:37 ‘em7admin

______--
______-- 3

BYHREBHLESBREYBNRBREY

58

______---
42 @ ACCEXTPROTIP
43

QAR s AN ewmme @] -
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3. You will be prompted to save the MIB file to a location on your local computer.

Compiling Multiple MIB Files or Deleting Multiple MIB Files

The MIB Compiler page contains a drop-down field in the lower right called Select Action. This field allows you
to apply an action to multiple MIB files at once.

To apply an action to multiple MIB files:

1. Inthe MIB Compiler page, select the checkbox for each MIB file you want to apply the action to. To select
all checkboxes for all MIB files, select the select the red checkbox [£]) at the top of the page.

2. Inthe Select Action drop-down list, select one of the following actions:
o Delete MIB and Objects. MIB and OIDs are removed from the Sciencelogic MIB library. Existing

Dynamic Applications that use this MIB and OIDs are unaffected. However, users cannot create new
Dynamic Applications based on this MIB.

« Compile MIB. Compiles the selected MIBs

D B 0
Search MB Name |~ 3
Mib Name User Egit B

1 jevsamn @

2 @ A3ComDLSW-r1-MB em7admin [ Ra=

3 - SMiv1 Yes 1 52 0 0 2011-04-28 18:38:23 em7admin = Pl

4 = e e el S0 0] TSR A v =
5 @ AComPXMB = = SHiv1 Yes 3 162 0 15 2011-04-28 16:38:23 em7admin = 7 m|

6 @ A3Com-PortPath-ra-MB = = SHiivt es o M3 0 8 20110428 16:38:24 em7admin a0

4 L = Yes 0 em 0 lemradmin @/

8 A3COM_SWITCHING-SY STEMS-BRIDGE-WB E E Stivt o ) 4 20110438 163822 em7agmin azmn

] A3COM = - SHivt Yes L] s n 35 2011-04-28 16:38:22 ‘em7admin (= P

10 ) A3COM-SWITCHING-SYSTEMS-FILE-TRANSFERME = E SHiivt es 5 8 0 0 2011-04-28 16:38:22 emTadmin a0

" A3COM-SWITCHING-SYSTEM! B = Suwt ves 2 52 0 2 28 2010428163823 em7admin QAL

12 € A3COM-SWITCHING-SYSTEMS-MB = = SHivt ves 3 24 0 20110428 16:38:23 em7admin as0

13 §) A3COM-SWITCHING-SYSTEMS-POLLMIB = = S es 0 2w 2 020110428 16:38:23 emTadmin a7

14 @ A3COM-SWITCHING-SYSTEMS-PRODUCTS-MIB = E St ves o E) 0 0110428163823 em7admin azm

15 €9 A3COM-SWITCHING SYSTEMS-QOS-MIB = = St ves 1 8 0 Z 9 2010428163823 em7admin a7

16 ) A3COMO073GHP-SHOOP = E SHiivt es 1 18 0 [ 1 2011-0428163823 emTadmin | /0

17 /) Ao B = St Yes () 2 2 3 6 2110628163623 em7acmin EA]

18 AAL2-MIB [ [ SMN2. Yes 0 0 0 ] 35 2011-04-28 16:38:24 em7admin a7 [

19 - - SMivi Yes o 42 1 5] 55 2011-04-2816:3831 ‘em7admin = Pl

20 @) ACCALARNS E E B Yes o 4 0 3 39 2010628163837 emadmin a7

21 ACC-ARP = = SHiv Yes [} 20 3 5] 30 20110428 16:38:44 em7admin =

22 ACC-ASPORT B B SMiv1 Yes 0 & 3 ) 5 2011-04-28 18:36:50 em7admin a /[

23 [ ACCASYNC B = St Yes o 18 0 ) 26 20110428 163857 em7acmin QA

24 @ ACCAT = E St ves o 170 o 20110428 163910 em7admin azn

5 ACC-ATM = - SHivt Yes ] 80 2011-04-28 16:39:16 ‘em7admin (= Pl

25 @ ACCATUSLY = E SHiivt es o ) 2011-04-28 16:39:23 emTadmin a0

27 ) ACC-ATMVP B = Suwt Yes 0 81 0 2011-04-28 16:39:30 em7admin QAL

28 ACC-BGP [ B SMiv Yes 0 65 45 2011-04-28 16:39:37 em7admin a7

2 ACC-BOOTP = = L] Yes (] 1B 0 2011-04-28 16:39:43 ‘em7admin = Pl

30 @ ACCBRPORT = E St ves o ) 20110428 16:39:50 em7admin azm

3 [ [ SMiv1 Yes 0 12 0 2011-04-28 16:29.56 em7admin a7

32 @) ACC-CALLNGNUMBER = E SHiivt es o 30 2011-04-28 16:40:48 emTadmin |/

33 [E)ACCH B = Suwt Yes 0 s 0 2011-04-28 16:40:26 em7admin QA

32 @ ACCCOMPRESS = E SHivt ves [ n2 o 2011-04.28 16:40:34 em7admin as0

35 ACC-DHCP = - Sttt Yes L] s 0 2011-04-28 16:40:40 ‘em7admin (= Pl

36 @ ACCDIALMGHT = E Stivt Yes o 150 61 20110628 16:40:47 em7agmin aszmn

37 ACC-DN B | SHv1 Yes 1] 7% 0 2011-04-28 16:40:54 ‘emTadmin Qs

38 @ ACCDS! - = SHiivt es [ ER) 2011-04-28 16:41.05 e s —————————— 3
39 [g) ACCDS3 - = SMiv es 0 24 0 2011-04.28 16:41:45 enTadmin [y v S

40 @ AccDSK = E B Yes o ) 20110628 16:41:22 emTagmin

# ACCENET = - St Yes 0 2 0 2011-04-28 16:41:28 emiadmin, Administration

42 ) ACO-EXTPROTINP = E St Yes 0 5 0 2011-04-28 16:41:35 eniTadmin| L DELETE MB & Objects

43 ) ACCRAKE - = e Yes & 202 20110628 16:41:41 emadmn - COTPIENE -
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3. Select the [Go] button to apply the selected action to the selected MIB files.

The OID Browser

The OID Browser page (System > Tools > OID Browser) allows you to view a list of all objects in all MIBs that
have been compiled in SL1. The objects are arranged in the standard SNMP tree structure. The OID Browser
page allows you to search a list of OIDs, "drill down" and view information under an OID, and add an OID to a
Dynamic Application.



Drilling Down in OIDs

You can drill down the tree and view the information under an OID in the OID Browser page (System > Tools
> OID Browser). To do so:
1. Goto the OID Browser page (System > Tools > OID Browser).

2. Inthe OID Browser page, find the OID that you want to drill down. Click on its value in the Object Name
column.

3. The OID Browser page is refreshed and displays only the selected OID and all the OIDs in the next level of

the OID.
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4. You can continue clicking on values in the Object Name column to continue drilling down.

When a checkbox appears for an OID, you cannot drill down any further.

NOTE: You can also find the OID that you want to drill down and select its Show OID Tree icon (L'.Iﬂ) The
OID Browser page is refreshed and displays only the selected OID and the OIDs in the next three
levels of the OID's tree.

Searching the List of OIDs

You can search the list of OIDs in all MIBs that have been compiled in SL1 in the OID Browser page (System
> Tools > OID Browser). To search the list of OIDs in SL1:

1. Go to the OID Browser page (System > Tools > OID Browser).

2. The search fields at the top of the OID Browser page allow you to search for OIDs by one of the following
parameters:

« Search where. Specifies the parameter you want to search by. You can select from the following:



o Where OID is like. Searches all OID definitions for those that have the same object identifier as
that entered in the regular expression field.

o Where Symbolic is like. Searches all OID definitions for those that have the same symbolic name
as that entered in the regular expression field.

o Where Name is like. Searches all OID definitions for those that have the same object name as that
entered in the regular expression field.

o Where MIB Name is like. Searches all OID definitions for those that have the same MIB name as
that entered in the regular expression field.

« regular expression. In this field you manually enter the text to search for. You can use the following
special characters in this field:

o * Match zero or more characters preceding the asterisk. For example:
"dell*" would match "dell", "dell2650", "dell7250" and "dell1 700N".
"*dell*" would match "mydell", "dell", "dell2650", "dell7250" and "dell1700N".

o % Match zero or more characters preceding the asterisk. This special character behaves in the
same way as the asterisk.

3. When you select the [Search] button, the OID Browser page will be refreshed and will display only the
OIDs that match the search parameters.

Adding an OID to a Dynamic Application from the OID Browser

When you add an object to a Dynamic Application, SL1 collects values for the object from each device and
application that is monitored with the Dynamic Application.

You can view OIDs in the OID Browser page and then add them to a Dynamic Application.
To do this:

1. Go to theOID Browser page (System > Tools > OID Browser).
2. Inthe OID Browser page, drill down to an object you want to add to a Dynamic Application.

3. Select the checkbox for the object you want to include in a Dynamic Application.

4. Repeat steps 2 and 3 for each OID you want to include in a Dynamic Application.

5. From the Select Action drop-down, choose the Dynamic Application to which you want to add the selected

OIDs. You can also choose to add the selected OIDs to a new SNMP Configuration or SNMP Performance
Dynamic Application.



Context [ .org .iso .dod .internet .experimental .aggrMIB .aggrDataTable .aggrDataEntry |

Object Name Object Identifier Object Type MIE Name
|- aggrDataEntry 1.3.6.1.3123.31 AGGREGATE-MIB
|_ aggrDataRecord 1.3.6.1.3.123.3.11 OctetString AGGREGATE-MIB
|_ aggrDataRecordCompressed 13613123312 OctetString AGGREGATE-MIB 6 D
Add to New: -

Configuration Application
Performance Application

Add to Configuration Application:
Alteon: Configuration

APC: Battery Status

APC: Configuraticn

APC: Environmental Asset

APC: UPS Testing

Aruba: Asset

Avocent Asset

Avocent Asset ACS

Avocent Serial Port Config
Avocent Serial Port Config: ACS
Blue Coat: Configuration
BlueCat: DHCP Leases

Brocade HA: Configuration
Brocade Ports: Configuration =

[None || [Select Action] v || Go |

6. Select the [Go] button to add the OID to the Dynamic Application.

The SNMP Walker Tool

The SNMP Walker page allows you to "walk" one or more SNMP OIDs on a single device, so you can see a "real
life" example of the type of information stored in one or more OIDs. From the SNMP Walker page, SL1 will poll
the device and retrieve and display a value for each selected OID. TheSNMP Walker page allows you to
examine OIDs and also to add OIDs to new or existing Dynamic Applications.

To perform an SNMP walk:
1. Goto the Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, select the wrench icon (RP) for a device on which you want to perform an

SNMP walk.

3. Inthe Device Properties page, select the [Toolbox] tab. To perform an SNMP walk, select the SNMP
Walker icon in the Device Toolbox pane.

4. To execute an SNMP walk provide values in the following fields:



o Select OID. Users can select from the drop-down list or manually enter an OID. The SNMP values
for all sub-OIDs under the selected OID will be displayed in the results pane.
o To enter an OID manually, select the plus sign icon. Then enter the OID in the SNMP QID field.
o To select from the drop-down list of OIDs, highlight a MIB entry or OID entry. Choices are

grouped by Common OIDs, Standard RFCs, and existing Dynamic Applications.

o Show Type. Displays the data-type (Integer, Counter, IP Address, etc.) at the start of the returned
value field.

o ENum Print. Displays the list of possible values for each OID of type ENum.

« Show Symbolic. If selected, for OIDs for which SL1 contains the MIB file, displays the text-based,
descriptive name, rather than the numeric ID.

5. The results pane displays the following:

e Returned OID. Either numeric ID or symbolic (text-based) ID for each retrieved OID.
o Returned Value. Value for each OID, retrieved from the device.

o Checkbox. If the MIB is already included with SL1, a checkbox appears in the rows for one or more
OIDs. Selecting the checkbox allows you to apply the actions from the Select Actions field to the OID

If you walked the Host Resource MIB on a device with the Show Symbolic checkbox selected, the SNMP Walker

tool might return the following information:

For Device [em7_ap_89] | Walk Complete

[TI_ Host Resources | =1+ Show Type[T]  EnumPrint[]  Show Symboiic [#] [ wan |
Returned OID Returned Value -
hrSystemptime.0 0:58:43.68 |
hrSystemDate.0 7:24.0,+0:0 [
hrSysteminitiallsadDevice. 0 1536.1.3.6.1.2125.1.4.0" 0
hrSystemhumUsers.0 [} I
hrSystemProcesses.0 85 =
hrSystemMaxProcesses 0 0 7
hridemorySize 0 8165240 KBytes =
hrStorageindex. 1 1 ]
hrStorageindex 3 3 7
hrStoragelndex & 3 0
hrstorageindex.7 7 ]
hrStorageindex.10 10 [
hrStoragelndex 31 31 0
hrstorageindex.32 32 ]
hrStorageindex 33 33 [
hrStoragelndex 34 34 0
hrstorageindex. 35 35 I
hrStorageindex 36 36 [
hrStorageType. 1 13612125242 0
hrStorageType.3 13612125213 O -
tion Not [None— [][[Select Action] B[ Go |




If you walked the Host Resource MIB on a device with the Show Symbolic checkbox unselected, the SNMP
Walker tool might return the following information:

For Device [em7_ap_89 ] | Walk Complete H
[[1_Host Resources | =]+ Show Type []  EnumPrint[]  Show Symbolic [] [ ]

Retumed Value ~

1:02:3047 |

1:41.0,+0:0 m

153.1.36.121.25.1.4.0" 0

0 Ol

65 0

o ]

8165240 KBytes [

1 0

3 ]

6 ]

7 0

10 ]

Ell [

2 [l

£ =

£ ]

s [l

*® 0

1.36.1.21.2521.2 ]

13612125213 7l -

[None T[] [TSelect Actioni] B[ Go |

Adding an OID to a Dynamic Application

From the SNMP Walker page, you can view data from an OID and determine if you want to add the OID to a
Dynamic Application. To add an OID to a Dynamic Application (either new or existing):

1. Execute an SNMP Walk (described in the steps above).
2. Inthe Results pane, select the checkbox for each OID you want to add to a Dynamic Application.

3. Inthe Select Actions field, select the Dynamic Application to which you want to add the selected OID(s).

For Device [em7_ap_891| Walk Compiete
[T Host Resources 1 [=]+ Show Type [[]  Enum Print [[]  Show Symbolic [

Retumed Value:

[l »

1:02:3017
MA1.0,+0:0
1536.1.36.1.2.1.25.1.4.0"

1 |_ Brocade: Configuration 3
1_ Gisco CM: Alam Configs
3 I_ Cisco CM: Call Manager |
6 I_ Gisco CM: CCM Status 3
I_ Cisco CM: CTI Device Status
7 1_ Gisco CM: CTl Devices
10 I_ Gisco CM: Device Pools
I Cisco CM: Gatekeeper Config
I_ Cisco CM: Gatekeeper Status
1_ Gisco CM: Gateway Corfig
I_ Gisco CM: Gateway MGCP
|_ Cisco CM: Gateway Status
|_ Cisco CM: Global Config
|_ Gisco CM: GW Trunk
I_ Gisco CM: GW Trunk Status
I_ Gisco CM: H323 Device Status
I_ Cisco CM: H323 Devices
13612125212 1_ Gisco CM: Media Device Status
IZ Gisco CM: Media Resources
1.36.1.21.2521.3 I Cisco CM: Phone -
s [None [+ [[Select Action]

§ By e8R8Y
1 s o o o

1

]

4. Select the [Go] button.

5. The Collection Objects page for the new or existing Dynamic Application appears, where you can use the
OID to define a collection object, edit the parameters for the collection object, and save the collection
object in the Dynamic Application.



Dynamic Applcations [2]| Collection Obiects | _ocuae | rest |

Object Name: | ] Description
SNIP OD | ]
Class Type [[10] Config Character =]
String Type [ [Standard] [~]

Group Number [[No Group]

Asset/ FormLink [[Nene] [None]

Inventory Link | [Disabled] Formula

Change Alerting [ [Disabled]
B [T E—
Hide Object [T]
|_save | [ pisable Object Maintenance
Callection Object Registry =
Date

1. Bagent Description Config Character 10 1.36.14.1.37643.4 B 0130507 220412 @)

2. Ppiscovery Discovery 100 1.36.14.1.37643 = 2013-05-07 220412 @[]

3. PDrive Firmware Level Config Character 10 .1.3.6.14.1.37643.16.416 2 2013-0507 220412 @[]
4. Porive Model Config Character 10 .1.3.6.14.1.37643.16.415 2 2013-05-07 220412 @[]

5. _@Drive Serial Number Config Character 10 .136.14.1.37643.164.17 2  0_36 Component Serial Enabled Left 20130507 2204:12 [ |

6. PDrive State Config Character 10 .1.3.6.1.4.1.3764.3.16.413 2 032 — Enabled Left 2013-05-072204:12 @[ |

7. PDrive Vendor Config Character 10 .1.3.61.4.1.37643.16.41.4 2 0_33 Component Make Enabled Left 2013-05-07 22.04:12 &3 |
& P Address Config Character 10 1.361.4.1.37643.8 5 039 — Enabled Left 2013-05-07 220412 @[]

9. Plibrary Firmware Level Config Character 10 .1.36141.37643.16316 4 046 BIOSEPROM  Enabled Left 20130507 220412 @[ |
0. BLibrary Model Config Character 10 1.36141.37643.16315 — o044 Model Enabled Left 2013-05-07 220412 @[]

1. BLibrary Name Config Character 10 .1.3.6.14.1.3764.3.9 —  ©_40 HostD/SD Enabled Left 2013-05-07 220412 &3[ |
12, PLibrary Serial Number Config Character 10 .1.3.6.14.1.37643.16.4.1.10 2 0_31 SerialNumber  Enabled Left 2013-05-07 220412 @[]
13, BNumber of Cartridge Siots Config Numeric 15 .1.3.6.1.4.1.3764.3.163.1.11 4 027 — Enabled Left 2013-05-07 220412 @[] _
Pl S —— PSRt I R g Somitd 1o mnan me mvmmmiin @1

[Select Action]

You can also add an OID to a Dynamic Application from the OID Browser page. To learn more, see the section
Adding an OID to a Dynamic Application from the OID Browser.



Example

Creating an SNMP Performance Dynamic

Applicatio

n

Overview

In this chapter we will create an SNMP Dynamic Application. Our Dynamic Application will:

o Collect information about file systems from the Host Resources MIB.
o Include collection objects that get size and usage values.

o Include a presentation object that displays percentage used.

« Include a collection object to of type "label", to label the graph.

o Include a discovery object.
Use the following menu options to navigate the SL1 user interface:

« To view a pop-out list of menu options, click the menu icon [E).

« To view a page containing all the menu options, click the Advanced menu icon ( ++ ).

This chapter covers the following topics:

Defining the Dynamic Application Properties ... ...
Adding the Discovery Object ...
Adding the Collection Objects ...
Creating the Presentation Object ...
Manually Aligning the Dynamic Applicationto a Device ...
Viewing the Report .. .



Defining the Dynamic Application Properties

To create the Dynamic Application and define the general properties for this Dynamic Application, perform the
following steps:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Select the [Actions] button, and then select Create New Dynamic Application. The Dynamic Applications
Create New Application page appears.

3. Supply values in the following fields:

Dynamic Applications | Create New Application

Application Name Version Number Abandon Collsction )
[SNWF Ferfommance Dynamic Application | @) T Ce [Defaut] [>) Disable g””gf bata
Application Type Context
[[SMMP Performance] e Operational State [ =)
Component Mappin
Caching [Enabled] [>] Null Row Option " e PPIng
[ caching = e =
Device Dashboard & ﬁu;;rr;quency 0 Null Column Option
[[Nere ] =e L [Svalues =e [ Sove |

« Application Name. Enter "SNMP Performance Dynamic Application" in this field.
« Application Type. Select SNMP Performance.
o Poll Frequency. Select Every 1 Minute to see data as quickly as possible.

4. Forthis example, you can leave the remaining fields set to their default value. Select the [Save] button to
save the Dynamic Application.

Adding the Discovery Object

This Dynamic Application includes one discovery object. A discovery object helps SL1 to align the Dynamic
Application to devices that use the Host Resources MIB.

A discovery object is a variable that is unique to a specific hardware component or software application. Ideally,
a discovery object is a variable that is always available if SNMP is running on a device, regardless of the
processes running on the device or the state of the device. For example, an OID that contains a serial number of
a hardware version number would make a good discovery object.

During initial discovery and nightly auto-discovery, SL1 checks each discovered device against the list of already-
defined Dynamic Applications. SL1 searches each discovered device to find "discovery objects" and aligns devices
with the appropriate Dynamic Application(s).

For example:

« Suppose your network includes servers from Dell.

« Suppose your SL1 system includes a Dynamic Application for Dell servers.



Suppose the Dynamic Application for Dell servers uses the SNMP variable for chassis ID to create a
discovery object. This chassis-ID variable is defined by Dell and published in their MIB files. Following SNMP
standards, the variable will have a unique, numeric name, used only for Dell servers.

Because a chassis is included with each Dell server and because the chassis is not affected by software
processes or the operating system, the chassis-ID variable will always be available if SNMP is running on a
Dell server.

During initial discovery and nightly auto-discovery, if SL1 can retrieve a value for the unique chassis-ID
variable, SL1 concludes that the device is a Dell server. SL1 will then assign the Dynamic Application for Dell
servers to the device. SL1 will later use the Dynamic Application for Dell servers to retrieve information from
the device.

During initial discovery and nightly auto-discovery, if SL1 cannot retrieve a value for the chassis-ID variable,
SL1 concludes that the device is not a Dell server. SL1 will not assign the Dynamic Application for Dell
servers to the device.

For more details on discovery, see the manual on Discovery and Credentials.

To create the discovery object to the Dynamic Application:

1.

2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon ( P) for the SNMP Performance Dynamic Application. The Dynamic Applications
Properties Editor page appears.

Select the [Collections] tab. The Dynamic Applications | Collections Objects page appears.

Supply values in the following fields:

Close Properties Collections Pre sentations Thresholds Alerts

Dynamic Applications [904] | Collection Objects | Guide | Reset |

Description

Object Name [Discovery Cbject |

SNMPOD [1.36121252313 |

Class Type {11001 Discovery iv|

Group / Usage Type | [No Group] [=] [ IStandard] [=] Formula

Enable Deviation Alerting: [7] max weeks data] | min weeks data__|

| Save | [ bisable Object Maintenance

There are no collection objects for this application.




« Object Name. Enter "Discovery Obiject" in this field.

e« SNMP OID. Enter".1.3.6.1.2.1.25.2.3.1.3" in this field. This is the OID for Storage Description, as

specified in the Host Resources MIB. We chose this OID to use for the discovery object because a
device that uses the Host Resources MIB to report file system information will always include this OID

o Class Type. Select 100.Discovery. SL1 will gather values from all objects in the Dynamic Application.

5. Select the [Save] button, and the new object will be added and new fields will appear. Supply values in the
following fields:

Properties Collections Presentations | Thresholds

Dynamic Applications [904] | Collection Objects | Object Added [ 9221 ] | Guite | Reset |

Object Name [Discovery Object |

SNMP O [1.36.121.2523.13 |

Class Type | [100 Discovery] =]
Tabular [
Alignment Condition [ [ Align i OID is presert ] [=]

s an optional setting that is used

object is relisbly reporting data. Some agents
nat operstionl,

validty Check [Whers [ | oy

Save [ Disable Object Maintenance
Collection Object Registry
Class Class
ject Name N G ) it Date:
Object Name e o SNMP OID rup 1D Edit Da: =@
1. @Discovery Discovery 100 .1.3.64.24.252.3.4.3 ~ 0922 20141008 19:32:16 @ []
[ Bl oo

« Alignment Condition. Select Align if OID is present. SL1 will align the Dynamic Application with a
device only if the discovery object returns a value.

« Validity Check. We did not specify a value in this field.

6. Select the [Save] button to save the discovery object.

Adding the Collection Objects

Our example Dynamic Application contains three collection objects:

« Storage size
« Storage used

« Storage description
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To create these collection objects, perform the following steps:
1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Select the wrench icon ( P) for the SNMP Performance Dynamic Application. The Dynamic
Applications Properties Editor page appears.
Select the [Collections] tab. The Dynamic Applications | Collections Objects page appears.

4. To create the collection object for storage size, supply values in the following fields:

Close Properties Collections. Presentations Thresholds Alerts

Dynamic Applications [804] | Collection Objects | Guide | Reset |

Description

Object Name [Storage Size |

SNMPOD [1.36121252315 |

Class Type | [4] Performance Gauge =l
Group / Usage Type | Group 1 ~ | § [Standard] - Formula

Enable Deviation Alerting: [7] max wesks data| | min wesks data] |

== || Disable Object Maintenance

Collection Object Registry

bjmt e Class  Class R o Edit Date
ol t N Type o h o ou o Edit Date
1. BDiscovery Discovery 100 .1.36.1.21252.3.13 — 09221  2014-10-0819:3216 &3 [ |
[[Select Action] Elm

o Object Name. Enter "Storage Size" in this field.

o« SNMP OID. Enter".1.3.6.1.2.1.25.2.3.1.5". This is the OID for storage size, as specified in the Host
Resources MIB.

o Class Type. Storage size is a number that can go up or down between polls. Select 4 Performance
Gauge in this field.

« Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same
group.

For this example, you can leave the remaining fields set to their default values.
Select the [Save] button.

Select the [Reset] button to clear the form fields.

To create the collection object for storage used, supply values in the following fields:



10.

12.

Properties Collections | Presentations | Thresholds |

Dynamic Applications [304] | Collection Objects | Object Added [ 5223 ]

Description

Object Name [Storage Used |

SNMP OD [1361.212523.16 |

Class Type [[4 Peformance Gauge] =1

Group / Usage Type [ [Group 1] [=] [ (Standard] [=] Formula

Enable Deviation Alerting: [] max weeks dataf0 | min weeks data0 |

Save ["] Disable Object Maintenance
Collection Object Registry
Class Class.
Object Name Type o SNMP OID Toup li=] Edit Date

1. | PDiscovery Discovery 100 136121252313 — 08221 2014-10-0819:3216 €3 [
2. Pstorage Size Performance Gauge 4 136121252315 1 08222 2014-10-0821:06:05 &3 [
3. Mstorage Used Performance Gauge 4 136121262346 1 09223 2014-10-08 21:06:33 @ [ |

[[Belect Action] =] co |

o Object Name. Enter "Storage Used" in this field.

e SNMP OID. Enter".1.3.6.1.2.1.25.2.3.1.6". This is the OID for storage description , as specified in
the Host Resources MIB.

« Class Type. Storage size is a number that can go up or down between polls. Select 4 Performance
Gauge in this field.

o Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same
group.

For this example, you can leave the remaining fields set to their default values.
Select the [Save] button.

Select the [Reset] button to clear the form fields.

To create the collection object for the storage description label, supply values in the following fields:



Properties Collections Presentations | Thresholds

Dynamic Applications [904] | Collection Objects | Object Added [ 9224 ] | Guide | Reset |
Description
Object Name [Storage Description |
SNMPOD [1.36121252313 |
Ciass Type [[104 Label (Always Poled)] =]
String Type | [Standard] (=] Formula
Group / Usage Type | [Group 1] [= ][ itandard] =l
|_Save | Savens | [l Disable Gbject Hai
Collection Object Registry
Class Class
ject Name NI Gr dit Date
Object Name e - SNUP ID oup 1D Exit Dat
1. @Discovery Discovery 100 136121252313 — 09221 2014-10-08 19:32:16 @ [ ]
2. #Pstorage Description Label (Always Polled) 104 .1.3.6.1.21.25.2.314.3 1 0_9224 2014-10-08 21:07:45 0 (=]
3. Mstorage Size Ferformance Gauge 4 136121252315 1 09222 2014-10-08 21:06:05 &3 | |
4. Bstorage Used Performance Gauge 4 136121252316 1 0 9223 2014-10-0821:06:33 @ [
[ ) Bl c |

o Object Name. Enter "Storage Description" in this field.

o SNMP OID. Enter".1.3.6.1.2.1.25.2.3.1.3". This is the storage description OID specified in the
Host Resources MIB.

o Class Type. Select Label (Always Polled) in this field. In performance Dynamic Applications,
collection objects that use this class type are string values that SL1 uses to label the lines on a
performance graph.

« Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same

group.

13. For this example, you can leave the remaining fields set to their default values.

14. Select the [Save] button.

Creating the Presentation Object

When you create a collection object in a Dynamic Application of type Performance, SL1 automatically creates a
presentation object that corresponds to that collection object. In this example, we will remove these presentation
objects and create a new presentation object that displays file system usage in percent.

To create the presentation object:



1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Select the wrench icon ( P) for the SNMP Performance Dynamic Application. The Dynamic Applications

Properties Editor page appears.

3. Select the [Presentations] tab. The Dynamic Applications Presentation Objects page appears.
4. Inthe Dynamic Applications Presentation Objects page, the Storage Size and Storage Used collection

objects have been created by default. Select each presentation object's bomb icon (ﬁ ) to delete them.

Properties Collections

Presentations

Thresholds

Dynamic Appiications [904] | Presentation Objects | cuide [ Reset |
Formula Editor
Report Name | |
Active State [ [Disabled] [+]
Data Unit | |
Abbreviation / Suffix | |
EEEEEEN 22 st S Bl o | ce |
) i T B 22> 3= U= ]
Show as Percent Precedence -
[ ] 2 [ 3] [ - | - |
Lace! Groug s Label + Lasal[CHAT + L L L
Guide Text
Save
Presentation Object Registry
Abbreviation Show as.
Report Name State e Group Label Frecedence | 113 Date Edit
1. @Storage Size Disabled - = | = = No | pres 2895  2014-10-0821:06:0§ o
2. Pstorage Used Disabled - - - - No  pres 2996  2014-10-0821:062] g

5. Select the [Reset] button. To create a new presentation object that displays storage used, in percent, enter

values in the following fields:

Properties [ Presentations | Thresholds
Dynamic [904] | Pr [ 2996 1| Pr Objects | Guide | Reset |
Formula Editor
Report Name [Percertage Used ] {o_98223)/ {o_9222) *100]
Active State | Enabled
Data Unit [Percert |
Abbreviation / Suffic [% |
7 s [ o | Samgecae Al o | c |
9273; Storage Used
Show as Percent Precedence [[50] EEE | I
[/ 1 -
LavetGroup [No Label [+ Lavel [[NAT =+ o | . e
Guide Text
B
Save As

» Report Name. Enter "Percentage Used" in this field.

« Active State. Select Enabled. SL1 will generate a report of the presentation object.




« Data Unit. Enter "Percent" into this field.

« Abbreviation/Suffix. Enter "%" into this field.

o Show as Percent. Select Yes. The graph will display percent values.

« Formula Editor. We want our graph to display Percentage Used, so we will use the following
formula:

Storage Used/Storage Size * 100

We can enter this formula manually, or by selecting the Object IDs in the Formula Editor and
selecting the [Add] button. Using the Object IDs provided by SL1, enter the following into the
Formula Editor:

(0 9223)/(0_9222)*100

NOTE: The object IDs in your Dynamic Application will be unique to your system. In the provided
formula, you must replace "o 5511"and "o_5513" with the object IDs for the Storage Used
and Storage Size collection objects in your system.

6. Inthis example, you can leave the remaining fields at their default value.

7. Select the [Save As] button to save the presentation object.

Manually Aligning the Dynamic Application to a Device

In this example we will align the Dynamic Application to a device that supports the Host Resource MIB. By
manually aligning the Dynamic Application to a device, we can immediately view the Percentage Used data in
the presentation object we defined.

To manually align the Dynamic Application to a device:

1. Goto the Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to align the Dynamic Application to. In this
example, we are aligning the Dynamic Application to a server. Select the device's wrench icon (% ).

3. The Device Properties page appears. Select the [Collections] tab.

4. Inthe Dynamic Application Collections page, select the [Action] button and select Add Dynamic
Application.
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The Dynamic Application Alignment page appears. Select SNMP Performance Dynamic Application to

5.
align this Dynamic Application with the server in the left pane. In the right pane, select Default SNMP
Credential.

6. Select the [Save] button to add the Dynamic Application to the device.

Viewing the Report

After the Dynamic Application has collected data from the aligned server, you can view the performance report
for that device. To view the performance report for a device with the SNMP Performance Dynamic Application

aligned to it:

1. Goto the Device Manager page (Registry > Devices > Device Manager).

In the Device Manager page, find the device you want to align the Dynamic Application to. In this

example, we are aligning the Dynamic Application to a server. Select the device's wrench icon ( :P)

latest information.

The Device Properties page appears. Select the [Collections] tab.

From the Dynamic Application Collections page, select the [Reset] button to update the page with the

Locate the SNMP Performance Dynamic Application. If the graph icon ('ﬂ) is colored, the performance

report is available. Select the graph icon for the Percentage Used presentation object.

Or:



1. Goto the Device Manager page (Registry > Devices > Device Manager).

In the Device Manager page, find the device you aligned the SNMP Performance Dynamic Application to.

)

The Device Summary page appears. Select the [Performance] tab.

Select the device's graph icon

In the left NavBar, select SNMP Performance Dynamic Application, then select Percentage Used.

Performance
Tickets
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5. The SNMP Performance Dynamic Application | Percentage Used report is displayed.

« The report returns collection objects as a percentage value. You can mouseover different data point
on the report, and the report will display the percentage values for the given time

o The percentage is displayed to the left of the report. The values for each label object are displayed in
the graph key at the bottom of the report.

6. To learn more above device performance reports, see the manual Device Management.
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Sciencelogic’s frademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.

In the U.S. and other jurisdictions, trademark owners have a duty to police the use of their marks. Therefore,
if you become aware of any improper use of Sciencelogic Trademarks, including infringement or
counterfeiting by third parties, report them to Science Logic’s legal department immediately. Report as much
detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com



»

Sciencelogic

800-SCI-LOGIC (1-800-724-5644)

International: +1-703-354-1010
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