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Chapter
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Introduction

Overview

This manual describes how to user the user interface of SL1 to display information from external systems. You can
do this with:

« custom Navigation Bars

« custom Navigation Tabs

o Top-N and Context iFrame widgets

o Embedded pages

o Proxied Web Services

Each of these methods is described in this manual.



Chapter

Navigation Tabs

Overview

This chapter describes how fo view, create, and manage navigation tabs in SLT.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (EJ).

« Toview a page containing all of the menu options, click the Advanced menuicon ( == ).

This chapter includes the following topics:

What are Navigation Tabse 5
Viewing the Navigation Tab Editor Page ... . . 6
Creating a Top-Level Tab 7
Creating an Entity-Level Tab .. 9
Editing and Deleting a Tab ... .. . L 12

What are Navigation Tabs?

Navigation Tabs are the menu option panes that appear at the top of the page or at the top of some panels in the
classic SL1 user interface.

SL1 allows you to create custom top-level navigation tabs, or add a navigation tab in the Device Administration
panel, the Organization Administration panel, or the Asset panel. The new tab can lead to an external page in

your network (for example, a web-based control panel), to another page in SL1, or to an external website.

Top-level tabs appear with the other default tabs in SL1 (for example, the [Views] tab or the [Tickets] tab).
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Entity tabs can be created for the Device Administration panel, Organization Administration panel, and/or
the Asset panel. You can define access permissions for top-level and entity tabs, and define where they are
visible.

Viewing the Navigation Tab Editor Page

The Navigation Tab Editor page displays a list of tabs that have been created in SL1. From the Navigation Tab
Editor page you can also create, edit, and delete a top-level or entity tab. To view a list of created tabs in the
Navigation Tab Editor page:

1. Gotothe Navigation Tab Editor page (System > Customize > Navigation Tabs).

2. The Tab Registry pane at the bottom of the Navigation Tab Editor page displays a list of created tabs. For
each tab, the Navigation Tab Editor page displays the following information:

Navigation Tab Editor |1 tsbs found | tab saved

Navigation Tab Location:

0
ain Admin Ul =L

Navigation Tab Tite:
eLogic i

°]

Tab Registry

X User 53 Dse st
1. 2 Wan AdminUi 1 Scenceloge Hom Users enTamn w20 iezZ o

o Element Type. Specifies if the tab is a top-level tab or entity level tab.

o Atop level tab is defined as Main Admin Ul.

o An entity level tab is displayed as Device, Organization, or Asset.

o ID. Numeric identifier automatically assigned to the tab by SL1.

o Tab Title. Name given to the tab.

o Access. Type of user account that can access the tab. Options are Administrators or Users.
o User Edit. User who created or last edited the tab.

o Date Edit. Time the tab was created or last edited.

6 Viewing the Navigation Tab Editor Page



Creating a Top-Level Tab

In the Navigation Tab Editor page you can create a top-level tab that will appear with the default top-level tabs
in SL1. The new tab can contain only a URL and will display the page specified in the URL you have designated.
The URL can lead to a page in SL1 or a page in an external website (for example, a web-based control panel).

To create a new top-level tab:

1. Gotothe Navigation Tab Editor page (System > Customize > Navigation Tabs).
2. Inthe Navigation Tab Editor page, select the [Reset] button to clear any fields from the Editor pane.
3. Inthe Editor pane at the top of the page, supply a value in each field:

Havigation Tab Editor | 1 tabs found | tab saved | Reset | Guide |
Navigation Tab Location Display Fo Access:
o A U =@ [ a— )
Navigation Tab Tile: Organizations Permission Keys:@
(=] EM7 System Administration A
Grant All
Link Type: Basic User Privieges
WA standard @ Q@ istration =
Always Visible: W
no ) yes ©® (]
I
s = | e

« Navigation Tab Location. Specifies whether to display the new tab as a top-level tab in SL1 or as
part of the Organization Administration panel, Device Administration panel, or Asset panel.
Select:

o Main Admin Ul. The new tab will appear as a top-level tab in SL1.

« Navigation Tab Title. Tab's label. This is the text that users will see on the tab.
« Link Type. Forfuture use. Do not use this field.
« Always Visible. Specifies whether or not users who are not allowed to access the tab will be able to

view the tab in SL1. Choices are:

o No. Tab will not appearin SL1 for users who do not have the appropriate permission keys fo access
the tab.

o Yes. Tab will always appearin SL1 and will be visible to users who do not have the appropriate
permission keys fo access the tab.

« Display For. If you selected Main Admin Ul in the Navigation Tab Location field, this field is grayed
out.

« Entity Selector. If you selected Main Admin Ul in the Navigation Tab Location field, this field is
grayed out.

Creating a Top-Level Tab 7



o Access. Users who will be allowed to access the tab, based on the type of user account. The choices
are:

o Administrators. Only users with account type "administrator" are allowed to access this tab.

o Users. Both users with account type "user" and users with account type "administrator” are allowed
to access this tab.

o Permission Keys. Select zero, one, or more access keys in this field. To access this tab, a user account
must be granted at least one of the selected access keys. Access Keys are defined by the SL1 system
administrator from theAccess Keys page (System > Manage > Access Keys).

« Target. Specifies how the URL will be opened after the tab has been selected. Choices are:

o _self. The specified URL will open and replace SL1 in your browser.

(e}

_blank. The specified URL will open in a new tab or new window, and SL1 will remain available in
a separate tab or window.

o Zoombox. The specific URL will be opened in a new window in front of SL1.

o iframe. The specific URL will open in the pane below the header and top-level navigation tabs. For
example, if you select iframe and enter "http://www.sciencelogic.com/" in the URL field, the
following page is displayed when the tab is selected:

oL . RIAL LCEVSE 55 DAYS RERANIG| — =
i ™ 4 in as eTé Sons
St SC|enceL°g|c o e - | oobes]
@
. . 06 ® nd
Iy SC|enoeLog|c~ PRODUCT CUSTOMERS PARTNERS COMPANY SEARCH o
s
RequesT A peto

Sciencelogic Simplifies Dafa Center and Cloud Management.

There's a better way to monitor and manage your infrastructure and services, wherever they resicle:

SERVICE PROVIDERS CORPORATE IT PUBLIC SECTOR
oW your business with new, revenue-generating Maintain visbiity and control of service delivery no matter Support consoldation and doud infiatves by replacng
service offerngs ponered by SoenceLogic whie where those services reside —on-site orin the doud. Save | isparate tools with a next-generation IT operations B
e money by using one product for al your IT management system. Equip your IT saff to manage
eds. mputing
Leam mare

FEATURED EVENT FEATURED PRESS RELEASE NEWS 5]
Sciencelogic to Exhbit at Enterprize Con
3.1
Enterprise Comnect (booth #1003) - ScenceLogic™ Inc. il
be extibitngin Cisco.

> il Sciencel_og ic” Avoid Fiying Bind into the Cloud: A Sd ..
CUSTOMER SYMPOSIUM 3“7—511‘1 fes is who feel that th fi
Business and IT professionals who el that they are fying
s |l‘lnhf blindinto the doud have  new on. -

o URL. Full URL or link for the page that will be displayed in the tab.

4. Select the [Save] button to save the tab. The tab will be displayed with the default top-level tabs and will lead
to the URL you have specified.
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Creating an Entity-Level Tab

An entity-level tab can be created in the Device Administration panel, Organization panel, or the Asset panel.
You can create an entity-level tab from the Navigation Tab Editor page. To create an entity-level tab:

1. Gotothe Navigation Tab Editor page (System > Customize > Navigation Tabs).

2. Inthe Navigation Tab Editor page, select the [Reset] button to clear any fields from the Editor pane.

3. Inthe Editor pane at the top of the page, supply a value in each field:

Mavigation Tab Editor | 1 tabs found | fab saved [ Reset [ Guide
Navigation Tab Location: Display For: . Access:
e Adrin U 10 || (oo ollm—— —Tle
MWavigation Tab Tile: Organizations: Permission Keys:
ScienceLogic Hom (2] EM7 System Administration o
A ation New York Grant All M
Link Type: Basic User Privieges
WA standard © 2] Power-Pack Administration £
Provisioning Access.
Always Visile. Admin Portal Ul Access.
Dashboards
® @ 9
notl yes @ Dashboard - Administration I8
Target: [_blank ~] URL: [hiipiw v sciencelogic.com | Save
Tab Registry
Eement Ty i} b Tite ocess UserEst Date Egit
1. Main Admin Ul 1 ScienceLogic Hom Users emladmin  2012.03-28 14:02:22 &

« Navigation Tab Location. Specifies whether to display the new tab as a top-level tab in SL1 or as
part of the Organization Administration panel, Device Administration panel, or Asset panel.
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Select:

o Entity Page(s). The new tab will appear as part of the Organization Administration panel,
Device Administration panel, or Asset panel.

Navigation Tab Title. Tab's label. This is the text that users will see on the tab.

Link Type. Forfuture use. Do not use this field.

Always Visible. Specifies whether or not users who are not allowed to access the tab will be able to
view the tab in SL1. Choices are:

o No. Tab will not appear in the product for users who do not have the appropriate permission keys to
access the tab.
o Yes. Tab will always appear in the product and will be visible to users who do not have the

appropriate permission keys to access the tab.

Display For. In this field, you specify the area in SL1 where you want to the tab to appear. The choices
are:

o Organization. The new tab will appear in the Organization Administration panel for selected
organizations.

o Device. The new tab will appear in the Device Administration panel for selected devices.

o Asset. The new tab will appear in the Asset Administration panel for selected assets.

Entity Selector. Depending on the entity you selected in the Display For field, you can select which

organization/device/asset(s) will display the new tab in this field. You can choose to display the new

tab in the panel for all, one, or multiple organizations/devices/assets.

o Toselectall entities, selectthe entry All Organizations/Devices/Assets

o Toselect asingle organization/device/asset, highlight it.

o Toselect multiple organizations/devices/assets, left click while holding down the <Shift> key.

Access. Users who will be allowed to access the tab, based on the type of user account. The choices

are:

o Administrators. Only users with account type "administrator" are allowed to access this tab.

o Users. Both users with account type "user" and users with account type "administrator" are allowed

to access this tab.

Permission Keys. Select zero, one, or more access keys in this field. To access this tab, a user account
must be granted at least one of the selected access keys. Access Keys are defined by the system
administrator from the Access Keys page (System > Manage > Access Keys). To learn more about
access keys and permissions, see the Access Permissions manual.

Creating an Entity-Level Tab



« Target. Specifies how the URL will be opened once the tab has been selected. Choices are:

o _self. The specified URL will open and replace SL1 in your browser.

(o}

_blank. The specified URL will open in a new tab or new window, and SL1 will remain available in
a separate tab or window.

o zoombox. The specific URL will be opened in a new window in front of SLT.

o iframe. This option is available only if Device is selected in the Display For field. The specific URL
will open in the pane below the read-only information in the Device Administration panel. For
example, if you select iframe and enter "http://www.sciencelogic.com/" in the URL field, the
following page is displayed when the tab is selected:

'/
a

10.100.100.281 1
Microsoft

Acme Corporation
Active

ScienceLogic Pag
READ OUR BLOG » i
. . RESOURCE LIERARY »
adl Smencel_ggu: PRODUCT CUSTOMERS PARTHERS COMPANY SEARGH e il
CONTACT Us » (]

I

Five Best Practices for Managing
Vidao Conferancing and
Teleprasance | Recorded
‘Webinar. Vist Ressurces,

mw\
> J

There's a better way to monitor and manage your Infrastructufé ad Services,Wherever they resides

SERVICE PROVIDERS CORPORATE IT PUBLIC SECTOR

Grow your business with new, revenue-generating Mainkain visibiity and control of service delivery no matter Support consolidation and doud initiatives by replacing
service offerings powered by Sciencelogic while where those services reside —on-site or in the doud, Save disparate tools with a next-generation IT operations
increasing NOC effidency to improve customer time and money by using one product for all your IT management system. Equip your IT staff to manage
satisfaction and narease margins, aperations needs. computing anywhere.

o URL/Link. Full URL or link for the page that will be displayed in the tab.
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Select the [Save] button to save the tab. The tab will be displayed in the Device Administration panel,
Organization Administration panel, or Asset Administration panel as you have specified. For example,
if you created an entity-level tab for the Device Administration panel, it could appear similar to the image

below:

Thresholds Collections Schedule
Relationships

10.100.100.28 Man
10.100.100.28 |1
Microsoft

Fingable
: WP
Acme Corporation
Active

= Physical Device

Uptme 0 days, 00:00:00
= 2012-03-28 14:42:00
ector CUG| em7_ao

Device Properties [orrmton] Aot ]
Identification
Device Name IP Address Organization
10.100.10028 oY [10-100-100.28 - verfied] =E [Acme Comoration] =] #&
Monitoring & Management Preferences
Device Class ~[Vicrosoft ICMIP | 21 Auto-Clear Events
i Accept All Logs
SNMP Readwrite | clsmis [=][[Mone ]
- 7
Availabiity Port [TICMP] [=][1cwmP] Daily Port Scans
Latency Port [[ICMP] [=][1cwmP]
Auto-Update
Avail-Latency Alert [ [Disable] =]
Collection [ [Enabled] [=][EUG] Scan AllIP's
Coll. Type [[Standard] =]
Dynamic Discovery
Critical Ping [ [Disabled] [=]

Event Mask [ [Group in blocks every 10minutes] [+]

Preserve Hostname

Save

Disable Asset Update

Editing and Deleting a Tab

After you have created a custom navigation tab you can edit and delete it from the Navigation Tab Editor page.
You can edit one or more parameters of a custom tab. You can also delete a custom tab.

To edit a custom tab:

j—

Goto the Navigation Tab Editor page (System > Customize > Navigation Tabs).

2. Inthe Navigation Tab Editor page, select the [Reset] button to clear any fields from the Editor pane.

To save your changes, select the [Save] button.

o AW

In the Tab Registry pane at the bottom of the page, find the tab you want to edit. Select its wrench icon ( P)

The Editor pane (at the bottom of the page) is populated with values from the selected tab.

If you would like to save your changes as a new tab without making changes to the tab you selected to edit,

supply a new name in the Navigation Tab Title field and select the [Save As] button. The new tab will be

added to the Navigation Tab Editor page.

You can delete a custom navigation tab from the Navigation Tab Editor page. You can delete only one custom

tab at a time.

Editing and Deleting a Tab



To delete a custom navigation tab:
1. Gotothe Navigation Tab Editor page (System > Customize > Navigation Tabs).

2. Inthe Tab Registry pane, find the navigation tab you want to delete. Select its bomb icon (i-).

3. You will be prompted to confirm the tab deletion. Select the [OK] button to delete the navigation tab. Select
the [Cancel] button to return to the Navigation Tab Editor page.

Are you sure you want to delete tab “ScienceL ogic Hom" 2

i (mz0cio

Editing and Deleting a Tab
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Chapter

Navigation Bars

Overview

This chapter describes how to view, create, and manage navigation bars in SL1.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (EJ).

« Toview a page containing all of the menu options, click the Advanced menuicon ( == ).

This chapter includes the following topics:

What are Navigation BArs? ... ... L 14
Viewing the Navigation Bar Editor Entries .. ... ... ... i 15
Filtering the List of Entries in the Navigation Bar Registry ... .. . . . . . . . ... 17
Creating a Navigation Bar Entry ... ... e 17

Creating a New Navigation Bar Entry From an Existing Entry ... . i 19
Editing a Navigation Bar Entry ... L 20
Deleting a Navigation Bar ENtry .. ... 20

What are Navigation Bars?

Navigation Bars (or "NavBars", for short) are the menu option panes that appear on the left side of the page in
the classic SL1 user interface.

What are Navigation Bars? 14



SL1 allows you to add new entries to the NavBar panes that appear on some pages. You can add new entries to
the NavBar panes for the following top-level tabs:

o [System]

o [Registry]

o [Reports]

« [Preferences]

« [Knowledge]

Due to security vulnerabilities, Sciencelogic recommends that customers who installed
SL1 priorto 8.9.2 disable the Knowledge Base. For details, see the release notes for
version 8.9.2 of SL1.

NOTE: Advanced users can associate a custom-written Java executable with a navigation bar entry.
Contact Sciencelogic for information on creating a new navigation bar entry using a Java
executable.

Viewing the Navigation Bar Editor Entries

You can view the list of all existing entries in each navigation bar for the tabs listed above in the Navigation Bar
Editor page. The Navigation Bar Editor page contains two panes:
« The Navigation Bar Editor, where you can create and edit custom Navigation Bar entries.

« The Navigation Bar Registry, where you can view a list of all Navigation Bar entries, including the default
entries defined by Sciencelogic.

NOTE: You cannot edit the NavBar entries that are included in SL1 by default.

This section will discuss the Navigation Bar Registry pane. To view the list of all existing navigation bar entries:

1. Gotothe Navigation Bar Editor page (System > Customize > Navigation Bars).

2. The Navigation Bar Editor in the lower half of the page displays the entries for each tab. By default, the
registry pane displays a list of entries that appear under the [System] tab. You can view the entries for other
tabs by using the Interface Filter drop-down. To learn how to use the Interface Filter drop-down, see the
section Filtering the List of Entries in the Navigation Bar Registry.

3. The Navigation Bar Registry pane displays the following about each entry:

15 Viewing the Navigation Bar Editor Entries



Navigation Bar Editor | Editing Hew ltem

[Viewing Page: 1] [«]

Sub-Menu Name Interface Target Access Hookis)
[ ] [ ] [system [=] [Embedded =] ]
URLILink ccess parent ltem EM7 System Administration B
‘ Il =0 ] | #cr-custou rorw_eor o
AP_ACCESS
Nots / Comment Pre-Order Sub-Order ;ésgrxﬁcﬁ?ng{imjr%r:m cor i
[ o [o ]
Navigation Bar Registry | liems Found [139] U nterface Fiter] [+
Interface Sub e Name Acoess PreOmer  SubOmser Eanea By Last Egite -
1. | B system Manage Applications Users o o ‘em7admin 2009-06-24 172832 | |
2. BSystem Manage Credentials Users o 0 em7admin 2009.06-24 172658 g
3. B System Manage Discovery Users 0 ) emTadmin 20000624 17:31:04
4. Psystem Manage Power-Packs Users ] 0 em7admin 20090624 180611
5 Bsystem Manage Screens, Users 0 ) em7admin 20090624 181531 g
6. 2 system Manage SSL Certificates. Users 0 o emTadmin 20100919 201005 g
7. Bsystem Manage Access Hooks Users 0 15 emTadmin 2009.06-24 183525 '
& @ System Manage Access Keys Users 0 15 em7admin 20090624 16:3554 @
9. Psystem Customize Categories Users 1 [ em7admin 2011-10-04 15:3829 '
10. B System Customize Dashboard Widgets Users 1 o em7admin 2100202155557 g
1. | B system Customize Device Categories Users 1 ) em7admin 20090624 18:36:12 g =
12, B System Customize Device Classes Users 1 0 em7admin 2009-06-24 184302 g
13. | @ System Customize Document Templates Users 1 ) emTadmin 20000824 18:48:00
14. B system Customize Form Fields Users 1 0 em7admin 20090624 185023
15. | B System Customize Interfaces. Users 1 1) em7admin 2009.06-24 185149 '
16. B System Customize PPl Sensor Defintions Users 1 0 em7admin = &
17. | B System Customize 1PUI Sensor Types Users 1 ) emTadmin — &
18, B System Customize MAC Vendors. Users 1 ] em7admin = &
19. | B system Customize Navigation Bars Users 1 [ em7admin 20090624 185219 '
20, 8 System Customize Navigation Tabs Users 1 0 em7admin 2009.06-24 185227 g
21. | Bsystem Customize Select Objects Users 1 ) emTadmin 20090624 185442
22 BSystem Customize TCP-P Ports Users 1 0 em7admin 2009-06-24 185632 g —
23, | Bsystem Customize Uptime OIDs Users 1 ) emTadmin 2010-05260021:20
24 Bsvstem Customize Themes Users 1 1 em7admin 20090624 185734 & T

« Interface. The top-level tab in SL1 where the NavBar entry will appear. The choices are:

System

Registry

Reports

Preferences

Knowledge Base

o Sub-Menu. Sub-heading within the navigation bar, under which the navigation bar entry will appear.

o Name. Name of the navigation bar entry.

o Access. Users who will be allowed to access the navigation bar entry, based on the type of user

account. The choices are:

o Administrators. Only users with account type "administrator" are allowed to access this navigation

bar entry.

o Users. Both users with account type "user" and users with account type "administrator" are allowed
to access this navigation bar entry.

e Pre-Order. Defines the sort order for the sub-menu.

o Sub-Order. Sort order for the entries in each sub-menu. The lowest numbered entry appears first
under the sub-menu; the highest numbered entry appears last in the sub-menu.

« Edited By. Name of the user who last edited this entry.

« Last Edited. Date and time entry was last edited.

Viewing the Navigation Bar Editor Entries
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Filtering the List of Entries in the Navigation Bar Registry

The Navigation Bar Editor page includes an [Interface Filter] option to view entries for only a specific tab:
[System], [Registry], [Reports], [Preferences], or [Knowledge].

Tofilter the list of entries in the Navigation Bar Registry:
1. Gotothe Navigation Bar Editor page (System > Customize > Navigation Bars).

2. Inthe Navigation Bar Registry pane, select the [Interface Filter] field to filter the list of entries by a specific
tab. The choices are:

Navigation Bar Editor | Eciting flew Itern Reset

Sub-Menu Name Interface Target Access Hook(s)
\ 1 | e =] [Epessies H
/ASSET_CUSTOM_FORM_EDIT

Parentem EM7 System Administration
Note 4 Comment Pre-Order Sub-Order i

=11 ]| A At S
I e = [0 5|
[__save ]

URULink

Navigation gistry | ltems Found [139]

[ Subiianu Name
Bsysten Hanage
Bystem

2000-06]
2008-06}2 Reports

2000-08}2 Preferences
2008-
2008-
2010-08-18.20:10:05
2008-06-24 13:35:25
2008-06-24 13:35:5¢
2011-10-04 15:36:28
2010-02-02 15:55:57
2008-06-2¢ 18:38:12
2008-06-2¢ 18:43:02
2008-06-24 18:49:08
2008-06-2¢ 185023
2008-06-2¢ 18:51:49

nage

1
2

3. BSystem
4 BSystem
.
7
8

5. BSystem
BSystem
BSysten
BSystem

5. BSystem

10. BSystem

1. Bsystem

2008-06-2¢ 18:52:19
2008-06-2¢ 185227
2008-06-24 18:54:42
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o [System]. Only NavBar entries that appear in the [System] tab will be displayed.

o [Registry]. Only NavBar entries that appear in the [Registry] tab will be displayed.

o [Reports]. Only NavBar entries that appear in the [Reports] tab will be displayed.

« [Preferences]. Only NavBar entries that appear in the [Preferences] tab will be displayed.

« [Knowledge]. Only Navigation Bar entries that appear in the [Knowledge] tab will be displayed.

3. After selecting one of the filter options, the entries in the Navigation Bar Registry pane will be filtered to
display entries from only the selected tab.

Creating a Navigation Bar Entry

You can create a custom navigation bar entry to link to an external website or page in SL1. You can create a
custom navigation bar entry from the Navigation Bar Editor page.

To create a new navigation bar entry:
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1. Gotothe Navigation Bar Editor page (System > Customize > Navigation Bars).

2. Inthe Navigation Bar Editor page, select the [Reset] button to clear any fields in the Navigation Bar
Editor pane.

3. Inthe Editor pane, define values in the following fields:

o Sub-Menu. Top-level category in the navigation bar under which the new entry will appear. This
category is not a link itself, but instead is a heading under which to group links. For example, for the
NavBar entry that leads to the current page, this value would be "Customize". You can specify an
existing sub-menu or define a new sub-menu. This field can contain any combination of
alphanumeric characters, with a maximum length of 32 characters.

« Name. Name of the link as it will appear in the NavBar. This field can contain any combination of
alphanumeric characters, with a maximum length of 32 characters.

« Interface. The top-level tab in SL1 where the NavBar entry will appears. The choices are:

o [System]

(o}

[Registry]
[Reports]

(o}

(o}

[Preferences]

(o}

[Knowledge]

« Target. Specifies the HTML "target" for the new link. This field specifies how the URL will be displayed.
The choices are:
o Embedded. Includes a browser plug-in in the current window.
o Popup. Opens the URL in a separate window, on top of the current page.
o iframe. Opens the URL in a frame within the current page.

o self. Opensthe URL in the currently active window (usually the frame to the right of the navigation

bar).

o

_blank. Opens the URL in a new window.

o URL/Link. The URL of the page that is displayed when a user selects the navigation bar item. This can
be the URL of a page in SL1 or the URL of a page outside SL1. This field can contain any combination
of alphanumeric characters, with a maximum length of 128 characters. Forward slash ( /),
underscore (), and question mark (2) are allowed.

o Access. Users who will be allowed to access the NavBar entry, based on the type of user account. The
choices are:

o Administrators. Only users with account type "administrator" are allowed to access this navigation
bar entry.

o Users. Both users with account type "user" and users with account type "administrator" are allowed
to access this NavBar entry.

Creating a Navigation Bar Entry 18



Parent Item. This field is not currently used.
Note/Comment. Any notes or comments about the entry.

Pre-Order. Sort order for the sub-menu. The lowest numbered sub-menu appears first in the
navigation bar; the highest numbered sub-menu appears last in the navigation bar. If all sub-menus
in a navigation bar have the same number, SL1 sorts the sub-menus alphabetically.

Note: When creating a new entry in a navigation bar entry and in an existing sub-menu, you
must retain the pre-order already defined for the sub-menu.

Sub-Order. Sort order for the entries in each sub-menu. The lowest numbered entry appears first
under the sub-menu; the highest numbered entry appears last in the sub-menu. If all entries in a sub-
menu have the same number, SL1 sorts the entries alphabetically.

Access Key(s). The access key required to access the entry in the NavBar. Access Keys define the tabs
and pages users have access to and the actions that a user may perform. These Access Keys are
defined by the system administrator from the Access Keys page (System > Manage > Access Keys).
To learn more about Access Keys, see the Access Permissions manual.

4. Selectthe [Save] button to save the new entry. To view the new entry, go to the page where the new entry

resides and refresh the page. The new entry will appear in the NavBar.
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Creating a New Navigation Bar Entry From an Existing Entry

You cannot edit a default NavBar entry. However, you can create a new navigation bar entry from an existing

default entry. For example, if you wanted to create a new navigation bar in the "Customize" sub-menu, you could
add an entry by selecting an existing NavBar and editing its information. To create a new NavBar entry from an
existing entry:

Creating a Navigation Bar Entry



Go to the Navigation Bar Editor page (System > Customize > Navigation Bars).

Use the Interface Filter field to find the existing entry you want to copy. In the Navigation Bar Registry pane
(at the bottom of the page), find the entry you want to use as a template and select its grayed-out wrench icon

L}

The Editor pane at the top of the Navigation Bar Editor pane will be populated with the values from the
selected entry. You can edit one or more of these fields.

To save the new navigation bar entry, select the [Save As] button. The information for the original, existing
NavBar entry you selected will not be overwritten.

To view the new entry, go to the page where the new entry resides and refresh the page. The new entry will
appear in the NavBar.

Editing a Navigation Bar Entry

In the Navigation Bar Editor page, you can edit a custom entry for a NavBar. You cannot edit a default entry for a
navigation bar.

To edit a custom entry for a navigation bar:

o AW

Go to the Navigation Bar Editor page (System > Customize > Navigation Bars).

In the Navigation Bar Editor page, use the Interface Filter field to find the entry you want to edit.

In the Navigation Bar Registry pane, find the entry you want to edit. Select its wrench icon (& ).
The Navigation Bar Editor pane will be populated with values from the selected entry.
To save your edits, select the [Save] button.

To create a new NavBar entry without overwriting entry you selected, click the [Save As] button.

Deleting a Navigation Bar Entry

In the Navigation Bar Editor page, you can delete a custom entry from a NavBar. You cannot delete a default
entry from a NavBar.

To delete a custom entry from a NavBar:

1.
2.

3.

: Use caution when deleting an entry from a NavBar. If you decide to delete an entry, be
sure to note its field values, so you can restore the entry if necessary.

Goto the Navigation Bar Editor page (System > Customize > Navigation Bars).

In the Navigation Bar Editor page, use the Interface Filter field to find the entry you want to delete.

In the Navigation Bar Registry pane, find the entry you want fo delete. Select its bomb icon (# ).

Editing a Navigation Bar Entry 20
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Are you sure you want to delete this navigation bar entry?

o] (o]

4. You will be prompted to confirm the NavBar entry. Select the [OK] button to delete the entry from the
NavBar. Select the [Cancel] button to cancel the deletion and return to the Navigation Bar Editor page.

Deleting a Navigation Bar Entry



Chapter

Base Widgets

Overview

SL1 includes several built-in (base) widget definitions that are designed to display most of the data in SL1.

This chapter describes how to configure these base widgets and what is displayed in each base widget. It includes

the following topics:

Common Fields . . 22
Snapshot/Single Series > Performance > (base) Leaderboard/Top-N ... .. ... .. ... ............. 23
Configuring the Leaderboard/Top-N Widget ... 23
Viewing the Leaderboard/Top-N Widget 29
Custom > Tools > (base) Context Iframe Content ... ... . . ... ... 34
Configuring the Context Iframe Content Widget ... e 35
Viewing the Context Iframe Content Widget ... ... e 38

NOTE: For descriptions of additional widgets, see the Dashboards manual.

Common Fields

The following fields appear in all widget configuration panes:

« Widget Name. Enter a fitle for the widget. This title is displayed in the header that appears at the top of the
widget. [f you leave the default value of "{auto}" in this field, SL1 will automatically generate a title for the
widget based on what is currently being displayed in the widget.
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« Widget Refresh Rate. Specify how frequently the widget will be automatically updated with new data. The
choices are:

o Widget Default. The widget will refresh at its default refresh rate, as defined by the widget developer.
You can view and edit the default refresh rate in the Dashboard Widgets page (System
> Customize > Classic Dashboard Widgets) by selecting the wrench icon 3) for a widget.

o Auto-refresh disabled. The widget will not automatically refresh.

o 1 minute. The widget will automatically refresh every minute.

o 5minutes. The widget will automatically refresh every 5 minutes.

o 10 minutes. The widget will automatically refresh every 10 minutes.

o 15 minutes. The widget will automatically refresh every 15 minutes.

o 30 minutes. The widget will automatically refresh every 30 minutes.

o 45 minutes. The widget will automatically refresh every 45 minutes.

o 1 hour. The widget will automatically refresh once an hour.

NOTE: For widgets with a Display Type option, if you do not select a display type for the widget, the
dashboard automatically defaults to the first display type in the list of display types for that widget.

Snapshot/Single Series > Performance > (base)
Leaderboard/Top-N

The Leaderboard/Top-N widget displays utilization statistics for a specific performance metric. The widget
displays utilization for the devices with the highest or lowest values for the performance metric.

You can configure this widget to use a Custom URL that points outside SL1. The Custom URL field affects what is
displayed when a user clicks on a data point in a graph. You can specify that an external URL is displayed. You can
use variables to include information from SL1about the data point (like device name or interface ID) in the URL.

Configuring the Leaderboard/Top-N Widget

To configure a Leaderboard/Top-N widget, supply values in the following fields:
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« Leaderboard Config. Select the devices or IT Services that will be included in the graph.

o Specify whether the graph will display devices with the highest (Top) or lowest (Boffomn) utilization for
the selected metric.

o Selectthe number of devices to include in the widget.

o Select whether the Average, Minimum, Maximum, Total, or Standard Deviation of the metric over the
selected time period should be used.

o Selectthe time period over which the metric should be evaluated. Choices are Hour or 24 Hours.

o Use Timespan Context. [f you select this checkbox, the time period over which the metric will be
evaluated can be selected in another widget in the dashboard.

(o)

the selected metric over the selected time period.

« Collection Configuration. Select the metric for the widget using the following fields:

o Collection Type. Select the source of data that will be displayed in the widget.

Ignore Min of 0. f you select this checkbox, the widget will not include devices with a value of zero for

o Collection. Select the type of metric that will be displayed in the widget. The options available in this
field are based on your selection in the Collection Type field.

Snapshot/Single Series > Performance > (base) Leaderboard/Top-N
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o Series. If applicable, select the specific metric to display in the widget. The options available in this
field are based on your selection in the Collection field.

o Scale Prefix. Allows the user to select a unit scale for the widget's y-axis that is appropriate for their data
series. Ifthe user does not select a scale prefix, the widget will auto-scale the y-axis to an appropriate
scale based on the values being displayed.

o Filter. For Dynamic Applications, the Filter field will match indexes and/or labels; for interfaces the
Filter field will match ifName/ifDescr/ifAlias or inferface tags; for monitors (port, CV, process, efc.), the
Filter field will match the appropriate unique element of that monitor (port number, hostname, etc.).

« Device Filters. Select which devices will be evaluated for inclusion in the widget. You can limit the devices
that will be included in the widget by selecting one or more Organizations, Device Groups, IT Services,
Device Categories, or Device Classes.

NOTE: In widgets that allow you to filter the list of devices by the device class or device category,
merged devices include special behavior. For merged devices, you can select either the
device class or device category of the physical device or the device class or device category of
the component device. If both device classes or device categories are selected, a merged
device will appear twice in a single widget.

o Ifyou selectthe Use Device-related Context, the list of devices that will be evaluated for inclusion in
the widget can be selected in another widget in the dashboard.

o Misc. Additional settings that affect the display of the graph.

o Use OId (Flash) Graphs. This feature is no longer supported.

o Color by Device State. If you select this checkbox, each graphical element in the dashboard will be
colorized based on device state.

o Click/Link Behavior. Select how the widget will behave if a user selects a graphical element in the
widget.

o Auto-Select Device/Service. When the dashboard is loaded the first entry in this widget is
selected. The selected metrics control what is displayed in other widgets in the dashboard.

o No Action (Disabled). No action is performed.

o Open Custom URL in Kiosk Mode. Use the selected entity to populate the variable(s) in a
custom URL (specified in the Custom URL field). Display the populated custom URL in a kiosk
window. In the Custom URL field, you must specify a URL to populate.

o Open Custom URLin New Window. Use the selected entity to populate the variable(s) in the
custom URL (specified in the Custom URL field). Display the populated custom URL in a new
window. In the Custom URL field, you must specify a URL to populate.

o Open in Kiosk Mode. A new window opens and displays a time-series performance graph in
kiosk mode. In kiosk mode, the options that are normally available in the Device Performance
page will not be displayed. For example, if a service provider is configuring a dashboard for their
customers, kiosk mode will allow the customer to drill-down to the raw data for a metric without
giving them full access to the Device Performance page.

Snapshot/Single Series > Performance > (base) Leaderboard/Top-N



o Open Performance Window. A new window opens and displays a time-series performance
graph of the selected metric.

o Select Device/Service. The selected metrics control what is displayed in other widgets in the
dashboard.
o Custom URL. Specify the custom URL that you want to populate with the Open Custom URL selection.

You can include one or more variables in a custom URL. You can use the variables in place of a
value from SL1. Variables are surrounded in curly braces.

You can click the wrench icon ( Ei') in the Custom URL field to open the field in a larger window. This
window includes a Token Builder that enables you to build variables into the custom URL. When
you select a series of tokens in the Token Builder pane, the corresponding variables are inserted
into the custom URL.

The variables use the syntax:
{X.Y}
where :
X is one of the following entities:

o deviceObiject. Contains aftributes associated with the selected device.

« interfaceObject. Contains aftributes associated with the selected interface.

o serviceObject. Contains attributes associated with the selected IT service.

« timespan. Contains attributes associated with the selected timespan.
Y is an aftribute for that entity. For all entities except timespan, the available aftributes are the
attributes from the APl that do not return lists or links (i.e. single fields). For timespan, you can
specify the following aftributes:

o {timespan.start}

o {fimespan.end}

o {fimespan.duration}
The following are the most commonly used device attributes:

o id. The numeric ID of the device.

o hostname. The hostname of the device discovered via hosthame discovery.
o ip. The IP address SL1 uses to communicate with the device.

o name. The name of the device.

« organization. The organization of the device. If you use this aftribute, you must specify the
organization aftribute that you want to use. If you use this attribute, you must use the following
variable syntax:

Snapshot/Single Series > Performance > (base) Leaderboard/Top-N 26



{context.deviceObjects.<entity index>.organization.<organization
attribute>}

o Any Base or Extended Custom Attributes that have been added to your SL1 system.
The following are the most commonly used inferface aftributes:

« device. The device with which the interface is associated. If you use this attribute, you must
specify the device affribute that you want to use. If you use this aftribute, you must use the
following variable syntax:

{context.interfaceObjects.<entity index>.device.<device attribute>}

« organization. The organization with which the interface is associated. If you use this attribute,
you must specify the organization attribute that you want to use. If you use this aftribute, you must
use the following variable syntax:

{context.interfaceObjects.<entity index>.organization.<organization
attribute>}

o iflndex. The SNMP index associated with the interface.
« ifDescr. The description of the interface.

« alias. The alias of the interface.

o name. The name of the interface.

The following are the most commonly used IT service attributes:

« service_id. The numeric ID of the IT service.
« service_name. The name of the IT service.

The following are the most commonly used organization aftributes:

« company. The name of the organization.
o billing_id. The billing ID of the organization.
o crm_id. The CRM ID of the organization.

For example, a custom URL could be:
http://my.website.com/{deviceObject.id}
where {deviceObiject.id} is the device selected in another widget.

« Legend Label Options. Specifies the information that is included in the legend for the widget. Choices are:

o Element Names. Displays the names of the device(s) or IT Service(s) in the legend.

o Index Label. If you selected a performance Dynamic Application in the Collection field, you use the
Index field to select the data series to display in the widget. If you select the Index Label checkbox, the
widget includes the name of the index in the legend.

o Title Label Options. Each selected option will appear in the fitle of the widget. Choices are:
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o Window. Displays the value from the Widget Name field.

o Type. Displays the value from the Type field.

o Collection Type. Displays the value from the Collection Type field.
o Collection Name. Displays the value from the Collection field.

o Series Name. Displays the value from the Series field.

o Aggregation. Displays the value from the Aggregation field.
« Axis Label Options. Select optional methods for labeling information on the X-axis. Choices are:

o Units. [fthis check box is selected, numbers along the X-axis include units of measurement; otherwise,
units of measurement are not included.

« Display Type. Select how the information will be displayed in the widget:

o Pie. Widget will be displayed in a pie graph. Displays each event as percentage of total events. Slice
color represents the severity of the event.

o Column. Widget will be displayed in a bar graph. Displays number of occurrences on the y-axis. On
the x-axis, displays each event in its own colored vertical bar. Bar color represents the severity of the
event.

o Horizontal Bar. Widget will be displayed in a horizontal bar graph. Displays number of occurrences on
the x-axis. On the y-axis, displays each event in its own colored horizontal bar. Bar color represents the
severity of the event.

o Radar. Displays a multi-pointed, color-coded polygon or circle. Users determine if the radar is a
polygon or circle by selecting Arc or Line in the Grid Lines field. Each point on the polygon or circle
represents an event. The number of event instances is measured by the concentric rings. The number
value of each concentric ring increases from center to perimeter.

o Spreadsheet. Widget will be displayed as a spreadsheet. Displays each event in its own row. Each
event has its own column, with number of occurrences. Clicking on the event name displays the Event
Console page, with only the occurrences of the selected event displayed.

o Scoreboard. Forthe selected events, displays each event name and the number of occurrences for
each event. Events are ordered by severity, with critical first. Display is tally-style, in large format for
easy viewing.
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« Display Options. Specify how the graph will be formatted.

o Chart minimum. You can accept the minimum value that SL1 determines, usually the lowest collected
value or lowest calculated value (Automatic), or you can specify a minimum value (Fixed Value).

o Chart maximum. You can accept the maximum value that SL1 determines, usually the highest
collected value or highest calculated value (Automatic), or you can specify a maximum value (Fixed
Value).

o Axis Scaling. You can select either linear or logarithmic scaling for the widget.

o Threshold value. You can select Enabled and then enter a threshold value in this field. SL1 will then
include a heavy line in the graph that indicates the threshold.

o Severity ranges. Select whether a low value (Increasing) or a high value (Decreasing) indicates a
healthy state.

o Severity Slider. Use the sliders and/or supply values in the slider fields to define the range of values at
which the metric is in a healthy, normal, minor, major, and critical state. If you select Gauge in the
Display Type field, you can also define the minimum value and maximum value that will be displayed
in the gauge.

Viewing the Leaderboard/Top-N Widget

T
d

he Leaderboard/Top-N widget displays utilization statistics for a specific performance metric. The widget
isplays utilization for the devices with the highest or lowest values for the performance metric.

NOTE: If the Leaderboard/Top-N widget has been defined with the Use Device-related Context checkbox
selected, and a selected Device Group or selected IT Service does not contain any devices, the
Leaderboard/Top-N widget will display a message saying the context contains no devices.
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For example, an instance of the Leaderboard/Top-N widget that is configured to display the 10 devices with the
highest average latency in a bar graph looks like this:

10.168.44.205

10.100.100.8

em7_is_dist

LAB-2010-EX LAB-MS2010

192.168.44.220

em7_db

MSSQL-CLUSTER-Z.QA LOCAL

LAB-WCENTER lab-vmware.local

LAB-2010-5P.LAB-MS2010

Top 10: Device Availability - Latency (Average, Mo device informatien, Last 12 hours)

Oms  0.25ms 0.5ms 0.75ms 1ms

1.25ms 15ms  1.75ms zms

2.25ms

The Leaderboard/Top-N widget can be configured to display:

o Any performance metric collected by SL1.

o The devices with the highest or lowest minimum, maximum, average, total, or standard deviation for the
selected performance metric during the last frequent normalization period (5 - 30 minutes), hourly
normalization period, or daily normalization period.

« 5,10,15,20,25,30, 35,40, 45, or 50 devices. The selection of devices that will be evaluated for highest
or lowest utilization can be limited to only devices in specific organizations, device groups, device categories,

or device classes.

The following table lists the required Access Hooks (in addition to the "Dash:View" and "Dash:View Shared" Access
Hooks) that users need to view specific types of data in the Leaderboard/Top-N Widget:

Data

Availability

Required Access Hook IDs
DEV_VIEW

Required Access Hook Names

Dev:View

Click Actions for Devices

DEV_PERF REPORT VIEW

Dev:Performance Graphs

Click Actions for IT Services

ITS_SERVICE_VIEW

IT Service: View

SYS_DYN_APP_ MANAGEMENT

Content Verification DEV_VIEW Dev:View
DLAG DEV_VIEW Dev:View
DNS Policies N/A N/A

Dynamic Applications DEV_VIEW Dev:View

System >Manage >Applications

Snapshot/Single Series > Performance > (base) Leaderboard/Top-N

30



E-mail Round Trip DEV_VIEW Dev:View
File Systems DEV_VIEW Dev:View
Interfaces DEV_VIEW Dev:View
IT Services DGRP_VIEW DevGroup:View
Port Monitors DEV_VIEW Dev:View
Process Monitors DEV_VIEW Dev:View
Transaction Verification DEV_VIEW Dev:View
Video Performance DEV_VIEW Dev:View
Vitals DEV_VIEW Dev:View
Windows Service Monitors DEV_VIEW Dev:View

The Leaderboard/Top-N widget can be configured to display in one of the following formats:

« Pie Chart

Top 10: Device Availabilty - Latency (Average, Mo device informaticn, Last 12 hours)
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o Column graph
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o Horizontal Bar graph
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« Radar chart
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e Scoreboard

Top 10: Device Availability - Latency (Average, No device information, Last 12 hours)

Depending on the configuration of the widget, selecting a metric performs one of the following actions:
o The Device Performance page will open in a separate window with the graph for the selected metric
displayed.

o Your selection will define what is displayed in other widgets in the dashboard. You can select multiple
elements by holding down the [Ctrl] key (or [Command] on Apple computers).

o A custom URL will open in a separate window.

o No action will be performed.

Custom > Tools > (base) Context Iframe Content

The Context lframe Content widget accepts a URL as input and then displays the page specified by the URL. The
URL can include device variables that are populated by the device context, such as when you select a device in
another widget.
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Configuring the Context [frame Content Widget

To configure the Context lframe Content widget, supply a value in the following field:

Widget Configuration Close / Esc

Editing: Reset
Widget Name Widget Refresh Rate
= |(auto} ‘ ‘W\dgetdefau\t (Auto-refresh disabled) LI
Context lframe URL
|http:4/10.0.2.59/em7/index.em7? device_details&amp;did={ devices:last) 7

« Context Iframe URL. Enter the URL to display in the lframe widget.

o You can enter a relative or absolute URL.
o You can use HTTP or HTTPS.

o You can include variables that specify aftributes of a device, interface, IT service, or organization
selected in another widget.

Click the wrench icon ( ?) in the Context Iframe URL field to open the field in a larger window. This window
includes a Token Builder that enables you to build variables into the URL. When you select a series of fokens in
the Token Builder pane, the corresponding variables are inserted into the URL.

Variables in the Context Iframe URL field are specified in the following format:

{context.<entity type>.<entity index>.<attribute>}

The following are valid entity type values for variables:
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« deviceObjects. Contains atiributes associated with the devices selected in another widget.
« interfaceObjects. Contains aftributes associated with the inferfaces selected in another widget.
« organizationObjects. Contains aftributes associated with the organizations selected in another widget.

« serviceObjects. Contains aftributes associated with the organizations selected in another widget.
The following are valid values for specifying an entity index in variables:

« first. The attribute used to populate the variable will be from the first entity a user selected in another widget.
o last. The aftribute used to populate the variable will be from the last entity a user selected in another widget.
« Aninteger value that specifies an index in the list of selected devices.

For example, fo use an aftribute from the last device selected by the user in another widget, you would use the
following variable, substituting the attribute name where indicated:

{context.deviceObjects.last.<attribute>}

The attributes that are available for devices, interfaces, IT services, and organizations are the same as the non-list
attributes available for the equivalent Sciencelogic AP resource. For example, the aftributes available for devices
are the same as the attributes for a /device resource in the API. Non-list aftributes are aftributes that have single
assigned value; for example, the child_devices attribute for devices cannot be used as it is a list that can include
multiple values.

The following are the most commonly used device aftributes:

o id. The numeric ID of the device.

o hostname. The hostname of the device discovered via hostname discovery.
e ip. The IP address SL1 uses to communicate with the device.

« name. The name of the device.

« organization. The organization of the device. If you use this atiribute, you must specify the organization
atfribute that you want fo use. If you use this affribute, you must use the following variable syntax:

{context.deviceObjects.<entity index>.organization.<organization attribute>}
o Any Base or Extended Custom Attributes that have been added to your SL1 system.
The following are the most commonly used inferface attributes:

« device. The device with which the interface is associated. If you use this attribute, you must specify the device
affribute that you want fo use. If you use this aftribute, you must use the following variable syntax:

{context.interfaceObjects.<entity index>.device.<device attribute>}

« organization. The organization with which the interface is associated. If you use this attribute, you must
specify the organization attribute that you want to use. If you use this attribute, you must use the following
variable syntax:

{context.interfaceObjects.<entity index>.organization.<organization attribute>}

o iflndex. The SNMP index associated with the interface.
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« ifDescr. The description of the interface.
« alias. The alias of the interface.

« name. The name of the interface.
The following are the most commonly used IT service aftributes:

« service_id. The numeric ID of the IT service.

« service_name. The name of the IT service.
The following are the most commonly used organization aftributes:

« company. The name of the organization.
« billing_id. The billing ID of the organization.
o crm_id. The CRM ID of the organization.

For example, suppose you want to display the Device Properties page for the last selected device. In our test
system, the URL for the Device Properties page for the device with a device ID of "201" is:

http://10.0.2.59/em7/index.em7?exec=device details&did=201

We could then edit this URL to specify that instead of the device with the device ID 201, we want to display the
Device Properties page for the last selected device. We would specify the following:

http://10.0.2.59/em7/index.em7?exec=device detailsé&did=
{context.deviceObjects.last.id}
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Viewing the Context [frame Content Widget

If you specified that you want to view the Device Properties page for the last selected device, the Context lframe
Content widget might look like this:

T

Device Name | CU-Device Managed Type | Component Device
D [ 40 Category  Virtual Infrastructure
Class  VMMware Sub-Class | Network
Organization | System Uptime 0 days, 00:00:00
Root Device 10.100-100.46 Group / Collector CUG | em7_ao

Parent Device Networks

Device Hostname

Device Properties

Identification

Device Name Crganization

CU-Device | [System]

Monitoring & M

Device Class  [VMware Network [ Component Device ] | & 2l

Custom > Tools > (base) Context lframe Content
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Chapter

Embedding Content from SL1 in Another Web
Page

Overview

This chapter describes how to embed content from SL1 in another web page. It includes the following topics:

Embedding a Page from SL1 in Another Web Page
Embedding a Single Widget from SL1 in AnotherWeb Page ... ... i .. 40

Embedding a Page from SL1 in Another Web Page

The web interface provided by Administration Portals, Database Servers, and All-In-One Appliances supports
HTTP authentication. HTTP authentication allows you to embed pages from the user interface in an external web
portal.

NOTE: The examples in this section use secure HTTPS. HTTP authentication can also be used with unsecure
HTTP.

To access an SL1 page using HTTP authentication, perform the following:

1. Login tothe Administration Portals, Database Servers, and All-In-One Appliances. Navigate to the page you
wantto embed in the external web page.

2. Copythe URL of the page. For example, suppose you wanted to access a dashboard using HTTP
authentication. The URL for a dashboard in SL1 looks like this:

https://ip-address-of-appliance/em7/index.em7?exec=dashboards&dash id=X
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Where the "X" at the end of the URL is the ID for the dashboard.

3. Append"&use_http_auth=1"1o the end of the URL. For example, to request dashboard ID 1 using HTTP
authentication, you would use the following URL and supply a username and password in the request:

https://ip-address-of-appliance/em7/index.em7?exec=dashboards&dash id=l&use_

http_auth=1

4. Several pagesin SL1 allow you to hide the header bar and left NavBar. If you hide the header bar or the left
NavBar on a page, the URL will change to reflect your choice and can be used to request the page without

the header bar and/or the left NavBar.

For example, if you hide the header bar for a dashboard by selecting the up arrow button:

Logged in as kdadmin [Sign-out]
Finder |m [Toolbox]
I ﬁl

Guide

Guick Add Actions

Refresh

The URL changes fo:

https://ip-address-of-appliance/em7/index.em7?exec=dashboards&dash id=X#em7
mainnav=hide
Where "X'is the ID for the dashboard.

5. Torequest dashboard ID 1 without the header bar using HTTP authentication, you would use the following
URL and supply a username and password in the request:
https://ip-address-of-appliance/em7/index.em7?exec=dashboards&dash id=l&use

http auth=l#em7 mainnav=hide
6. Toyou use the URL of the SL1 page in an HTTP request from an external web page:

o The URL query string for the SL1 page must include the option "use_http_auth=1".
e You must pass an SL1 username and password using the standard HTTP authentication mechanism

Embedding a Single Widget from SL1 in Another Web Page

SL1 allows you to embed a single widget from a dashboard in an external web page and use HTTP authentication

to dynamically update the data in the widget.

Toinclude a single widget in an external web page:
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1. Gotothe Dashboards page. Create a dashboard and configure the widget you want to export, and select
any necessary contextual items, so that the widget includes the data you want to display. For details on

creating a dashboard and configuring widgets, see the manual Dashboards.

Inbox Dashboards Views Events Tickets Knowledge Reports Registry System Preferences Al
([ Vivar e Gerion ] e I
vCenter Selector - Viware Vi Selector « Selector « ITSer
““m [No vCenters Selected ~| [NoVMware VMs Selected ~| [0 Selected ~| [No Senices Se
Host Status [Select to Filter VMs] ~ +| VM CPU Utilization Top 10 (Selected Host[s]. Last 12 hours)]| Options | VIV Net Tx Top 10 - (Last 12 hours) +| VM Net Rx Top 10 - (Last 12 hours)
100% 4 =i Cass_2_192.168.62.26: 4000 nrabie_AIQ_62.12: 4000
D 192 168 54.121 1l £ ||emmm
) 192,188 54.122 k] & | Advanced Context || Cass_2_192.168.52.26: overall nrobie_AIO_52.12: overall
H S &
@ 192.168.54.123 25 s o | Messages Cass_2_192 168 52 26: vmnic4 nrobie_AIO_52.12: vmnic4
@ 152.168.54.124 S - Cass_3_192 168 52.27- 4000 Cass_2_192 168 62 26- 4000
() 192.168.54.125 50% 8§z o g ass_3_192. i ass_2_ .
@ 192.168.54.126 B ¢ 3 O Cass_3_192.166.52.27 overall Cass_2_192.168.52.26: overall
= Lo
= o = R Cass_3_192.168 52.27- vmnic5 Cass_1_192.168.52 25 4000
% | Exportcsy - -
0% Export-png CUCM_53 245- vmnicd Cass_1_192 168 52 25: overall
VIM Mem Top 10 (Selected Host[s], Last 12 h 5
em Top 10 (Selected Host[s], Last 12 hou Exportaxls CUCM_53 245 4000 Cass_3_192 16852 27- overall
Export xls as pdf
——— CUCM _53 245 overall Cass_3_192 16852 27- 4000
(=2 (=1 (=2
E 8 g g g | Cass_11921685225 4000 CcUCM_53.245: 4000
50% 5 ¢ d§ ¢ ¢ r T —
- - 8 5 & @& @ OkBisec  20kBlsec  AOKBfsec OkBlsec SkBsec
g &8 g g & 8 8
VMware Inventory (current) & 5 = 9 T T % |nomatchingData (Last 12 hours)
g 2 g 37 &g 588
vCenters: 1 & 3 3 oo
= ™ ™ 1 1 il
Clusters 1 = LN | R H =
Ess:n{rcs Pools: ;C‘ » o S e &
osts: At VM Disk 10 Top 10 (Selected Host[s], Last 12 hours) .
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2. Find the widget you want to export. Select the Options menu for the widget. Select Export.

Export Widget Close | Esc

Server Address Authentication
Inttp://10.0.9.100 | |HTTP Authentication -
-

Exported URL
|http:H1 0.0.9.100/em¥/index.em7 ?exec=widget&standalone_widget_id=28&use_http |

3. Inthe Export Widget modal page:

« Authentication. Select HTTP Authentication.
o Export. Select this button.
o Exported URL. Copy this URL. This URL is unique for this widget, populated with the specified data

and with the specified context selected.

4. Toyou use the URL of the widget in an HTTP request from an external web page, you must pass an SL1
username and password using the standard HTTP authentication mechanism.
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Chapter

Proxied Web Services

Overview

This chapter describes how to use proxied web services in SL1. It includes the following topics:

What is a Proxied Web Service? . .. 42
Defining a Proxied Web Service ....... ... 43
AUthentication TYPES ... 43
XSL Transformations . L 44
DINS-Based Proxy .. ... 44

What is a Proxied Web Service?

A proxied web service defines how SL1 should perform requests to an external web service. When you define a
proxied web service in SL1, SL1 automatically authenticates with the external web service and retrieves data from
the external web service so that each user can view the data in a graphical report. The definition of a proxied web
service includes:

o The URL of the web service.

o The method for passing authentication information to the external web service, so the user does not have to
provide a username and password to view information from the web service.

o Optional XSL transformations to apply to the data retrieved from the external web service.

o Other options that must be included in the request, for example, special headers or options.
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You can use a proxied web service to create a Proxied Web Service Widget. A proxied web service widget
displays the response from the web service in a graphical report in a dashboard. Every time a user views a
dashboard that contains a Proxied Web Service Widget, SL1 uses the username, Email address and/or password
of that user to authenticate the request to the external web service.

Defining a Proxied Web Service

To use a proxied web service in a dashboard:

1. Create a SOAP/XML credential for the web service.

2. Define the proxied web service in the Proxied Web Services page (Registry > Web Proxies > Proxied Web
Services).

3. Optionally, you might want to apply XSL transformations to the data returned by the web service.

4. Optionally, you might want to define a DNS-Based Proxy, to ensure that SL1 can accurate resolve all links in
the returned data.

5. Todisplay the data returned by the external web service, you must define a widget in a dashboard page.

For details on web-based proxy, see the chapter on web-based proxy.

Authentication Types

SL1 can use the following methods to authenticate requests to the external web service:

o HTTP Authentication. Use this method for web services that authenticate using standard HTTP
authentication, such as an Integration Server. SL1 can pass a username, Email address, and/or password to
the web service. For details, see the section on Credentials. For an example of HTTP Authentication, see the
section on Using HTTP for Authentication.

o Custom Header. Use this method for web services that authenticate requests by examining the source IP
and a custom HTTP header. For example, the web service for a Splunk server uses this type of authentication.
Each time a user views a widget (report in the Dashboards tab page) that contains dynamic data from
Splunk, SL1 builds a custom request header that includes the username, and/or Email address of the user
viewing the widget and sends the custom request header to Splunk. To use a custom header, typically you
must configure the external web service fo include the Administration Portal or All-In-One Appliance in the
list of trusted IP addresses For details, see the section on Credentials. For an example of using a custom
header, see the section on Using a Custom Header for Authentication.

o PHP script. Use this method for web services that cannot be authenticated using the HTTP Authentication
or Custom Header methods. SL1 executes a custom PHP script fo authenticate requests. For details, see the
section on Credentials. For an example of using a PHP script, see the section on Using PHP for
Authentication.
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XSL Transformations

In addition to specifying how SL1 should perform requests on a web service, you can also specify an optional XSL
transformation to apply to the response. SL1 will perform the XSL transformation on the response to generate the
output that will be displayed to the user. For SL1 to apply an XSL transformation to a response from a proxied web
service:

1. You must upload the XSL stylesheetto SL1 in the Proxy Service Files page (Registry > Web Proxies > Proxy
Service Files).

2. The XSL stylesheet can include references to additional files, such as CSS or XSL template files. However, you
must upload each additional files to SL1 in the Proxy Service Files page (Registry > Web Proxies > Proxy
Service Files).

3. You must create an XSL transformation definition in the Proxy XSL Transformations page. An XSL
transformation definition specifies:

o The name SL1 will use to refer to the XSL transformation in the user interface.
o The XSL Stylesheet that will be used to perform the transformation.
« Any additional files that are used by the XSL Stylesheet.

4. Inthe Proxied Web Service definition, you can specify one or more XSL transformation definitions that can be
applied to the responses from that web service.

5. Inthe widget definition, the user must select the XSL transformation definition that SL1 will use to transform
the responses for that instance of the widget. Users can select from the list of XSL transformations specified in
the definition for that proxied web service.

For details, see the chapter on XSL Transformations.

DNS-Based Proxy

For some web services, the default method SL1 uses to send proxy requests causes URI references in the response
to be unresolvable. For example, if the response links to a CSS or JavaScript file outside of the scope of the proxy,
those files will not be available when the page is displayed in a dashboard.

If the response from a web service includes URIs that SL1 cannot resolve using the default proxy method, you can
configure a DNS-Based Proxy. Configuring a DNS-Based Proxy allows SL1 to resolve URIs that cannot be resolved
using the default method. However, to use a DNS-Based Proxy, you must define a wildcard DNS CNAME record
that:

o Resolves to the Administration Portal or All-In-One Appliance that the user is connecting to.

o Can be resolved by the system running the client browser.
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When you define a wildcard CNAME record for the Administration Portal or All-In-One Appliance , the URL for
those servers will resolve to the Administration Portal regardless of the text at the front of the URL. During requests
to proxied web services, SL1 then creates a custom URL for the Administration Portal. SL1 inserts information about
the current session (user ID and browser session) into the front of the URL for the Administration Portal. The custom
URL allows SL1 to resolve absolute URLs even when the request doesn't include a referrer header.

To configure DNS-Based Proxy, you must define rules in the DNS-Based Proxy Rules page (Registry > Web
Proxies > DNS-Based Proxy). If your SL1 system includes multiple Administration Portals or if different CNAME
records apply to different users based on their network location, you can define multiple DNS-Based Proxy rules.

A DNS-Based Proxy rule defines:
o The users who will use this DNS-Based Proxy rule, based on the address the user supplied to connect to the
Administration Portal or All-In-One Appliance.
o The orderin which SL1 should use the DNS-Based proxy rules.
o The domain specified in the DNS CNAME record.

o The protocol (HTTP or HTTPS) to use. You can also specify that you want to disable the protocol. If the
protocol is disabled, SL1 will use the default, non DNS-Based, proxy method for users that match this DNS-
Based proxy rule.

For details on DNS-based Proxy, see the chapter on DNS-Based Proxy.
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Chapter

Creating a Credential for a Proxied Web
Service

Overview

This chapter describes how to create a credential for a proxied web service. It includes the following topics:

Credential Authentication Methods .. il 46
Creating a Credential for HTTP Authentication ... ... . e 47
Creating a Credential for Custom Header Authentication ... ... ... . i i, 48
Creating a Credential for PHP Script Authentication ... . . . . . ... 50

Credential Authentication Methods

Before creating a proxied web service, you must create a credential for that web service. Proxied Web Services use
SOAP/XML credentials. Before creating a credential, however, you must determine how SL1 will authenticate
requests fo the external web service. SL1 can use the following authentication methods:

o HTTP Authentication. Use this method for web services that authenticate using standard HTTP
authentication, such as an Integration Server. SL1 can pass a username, email address and/or password to
the web service.

o Custom Header. Use this method for web services that authenticate the user if the request comes from a
trusted IP address and a custom HTTP header for the request includes specific user information. For example,
you can use this fype of authentication to retrieve data from a Splunk server. SL1 authenticates by including
the username, and/or Email address of the user viewing the proxied web service widget in the request
headers. Typically, you must configure the external web service to include the Administration Portal or All-In-
One Appliance in the list of trusted IP addresses.
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o PHP script. Use this method for web services that cannot be authenticated using the HTTP Authentication

or Custom Header methods. SL1 executes a custom PHP script to authenticate requests.

This chapter will discuss how to create a credential for each type of authentication method.

Creating a Credential for HTTP Authentication

You can use HTTP Authentication for web services that authenticate using standard HTTP authentication, such as
an Integration Server. SL1 can pass the username, Email address and/or password of the user viewing the proxied
web service widget to the web service.

To create a credential for a proxied web service using the HTTP authentication method:

1.
2.

47

SOAP/XML Host Credential.

for a proxied web service using HTTP Authentication:

Go to the Credential Management page (System > Manage > Credentials).

In the Credential Management page, select the [Create] button in the upper right of the page. Select

The Credential Editor page appears. SL1 will use the following fields when using the SOAP/XML credential

Credential Editor x

Create New SOAP/XML Credential Reset
Basic Settings Soap Options
Profile Name Content Encoding Method HTTP ‘ersion Embedded Password [%:F]
| | [ tesctuml v | |[POST] ~ | [[HTTPM.1] | | |
URL [ hitp(s):Host:Port/Path | %0 = Aligned Device Address | %N = Aligned Device Host Name ] Embed Value [%1] Embed Value [%2]
[ I ] | I J
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%:3] Embed Value [%:4]
[ ' | [2 I ] | J J
Proxy Settings “ || HTTP Headers
Hostname/IP Port User + Add 3 header
[ I I
-
CURL Optionz
CAINFO -
CAPATH
CLOSEPOLICY
CONNECTTIMEQUT
COOKIE B
COOKIEFILE
COOKIEJAR ﬂ
COOKIELIST
CRLF
CUSTOMREQUEST
DHSCACHETIMEQUT hd

« Profile Name. Name of the profile. Can be any combination of alphanumeric characters.

« URL. fyou are creating a credential to use with a proxied web service, you can enter any valid URL in

this field. The proxied web service does not use this value, but the Credential Editor page requires a

value in this field.
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e HTTP Auth User. User name with which to log in to the web server. You can include one or more of
the following variables in this field:
o %u. Username of the user currently logged in to the Administration Portal or All-In-One Appliance.
o %e. Email address of the user currently logged in to the Administration Portal or All-In-One

Appliance.

o HTTP Auth Password. Password with which to access the web server. You can include the following
variable in this field:

o %p. Password of the user currently logged in to the Administration Portal or All-In-One Appliance.

o Proxy Settings. This is an optional field. If you use a proxy server in front of the web server(s) you want
to communicate with, enter values in these fields:
o IP. IP address of the proxy server.
o Port. Port on the proxy server to which you will connect.
o User. Username to use to access the proxy server.
o Password. Password to use to access the proxy server.

o Curl Options. This is an optional field. You can include cURL options in your credential. This field
includes the list of cURL options you can include in your credential. To include a cURL option in the

credential, select it and then select the right-arrow icon. You can then supply arguments in the field to
the right of the option.

o HTTP Headers. If you require custom HTTP headers to communicate with the web server, you can
build the custom header here. However, if you are using the HTTP Authentication method to connect
to an external web service, you cannot use substitution characters in this field.

For an example of HTTP Authentication, see the chapter on Using HTTP for Authentication.

Creating a Credential for Custom Header Authentication

You can use Custom Header authentication for web services that authenticate the user if the request comes from a
trusted IP address and if the request includes a custom HTTP header that contains specific user information.

To create a credential for a proxied web service using the Custom Header authentication method:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Inthe Credential Management page, select the [Create] button in the upper right of the page. Select
SOAP/XML Host Credential.
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Credential Editor x

Create New SOAP/XML Credential Reset
Basic Settings Soap Opfticnz
Profile Mame: Content Encoding Methed HTTP ‘ersion Embedded Password [%:P]
[ | [ tescixml v |[1POST]  ~|[(HTTPAA] v || | |
URL [ hitp(s)/Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Name ] Embed Value [%21] Embed Value [%:2]
[ I | I J
HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%23] Embed Value [%4]
[ I 2 I | I J
Proxy Settings “ || HTTP Headers
Hestname/IP Port User + Add 3 header
[ ' I
-
CURL Options
CAINFO -
CAPATH
CLOSEPOLICY
COMNECTTIMEOQUT
GOOKIE B
COOKIEFILE
COOKIEJAR n
COOKIELIST
CRLF
CUSTOMREQUEST
DNSCACHETIMEOUT

3. The Credential Editor page appears. SL1 will use the following fields when using the SOAP/XML credential
for a proxied web service using Custom Header Authentication:

« Profile Name. Name of the profile. Can be any combination of alphanumeric characters.

o URL. fyou are creating a credential to use with a proxied web service, you can enter any valid URL in
this field. The proxied web service does not use this value, but the Credential Editor page requires a

value in this field.

e HTTP Auth User. Username with which to access the web server. This field is optional. If you are
using the Custom Header authentication method, you cannot use substitution characters in this field.

HTTP Auth Password. Password with which to access the web server. This field is optional. If you are
using the Custom Header authentication method, you cannot use substitution characters in this field.

Proxy Settings. This is an optional field. If you use a proxy server in front of the web server(s) you want
to communicate with, enter values in these fields:

e}

IP. IP address of the proxy server.

e}

Port. Port on the proxy server to which you will connect.

o User.User name to use to access the proxy server.

e}

Password. Password to use to access the proxy server.

Curl Options. This is an optional field. You can include cURL options in your credential. This field
displays a list of all the cURL options you can include in your credential. To include a cURL option in the
credential, select it and then select the right-arrow icon. You can then supply arguments in the field o
the right of the option.
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o HTTP Headers. If you require custom HTTP headers fo communicate with a web server, you can build
the custom header here. For a credential that you will use with the Custom Header Authentication
option, you can include one or more of the following variables in this field:

o %u. Username of the user currently logged in to the Administration Portal or All-In-One Appliance.

o %e. Email address of the user currently logged in to the Administration Portal or All-In-One
Appliance.

o %p. Password of the user currently logged in to the Administration Portal or All-In-One Appliance.

For an example of using a custom header, see the chapter on Using a Custom Header for Authentication.

Creating a Credential for PHP Script Authentication

You can use a custom PHP Script to authenticate with web services that cannot be authenticated using the HTTP
Authentication or Custom Header methods. SL1 executes a custom PHP script to supply the required
authentication information to the web service.

When you use the PHP Script method for authentication, SL1 performs requests to the proxied web service in the
following way:

SL1 constructs a PECL (PHP Extension Community Library) HTTP request using the information provided in the
associated SOAP/XML credential and the URL provided in the proxied web service definition.

1. SL1 executes the PHP script. The PHP script can define HTTP headers, PECL options, and HTTP
authentication settings.

2. SL1 adds the information defined by the PHP script to the PECL HTTP request.

3. SL1 sends the request fo the web service.
To create a credential for a proxied web service using the PHP Script authentication method, you must:

« Define the credential that will provide additional information for authentication.

o Define the PHP script that will generate the authentication information.
To create the PHP script:

1. Goto the Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).
2. You mustinclude the PHP script within the definition of the proxied web service that uses the PHP script.
« Ifyou have not yet defined the proxied web service, you can supply only a name and the
PHP script. Select the [Create] button to create a new Proxied Web Service.
« Ifyou have already defined a proxied web service and want to use a PHP script during

e
authentication, select the wrench icon (% ) for the Proxied Web Service.
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3. The Proxy Service Editor page appears. In this page, supply values in the following fields:

Create new proxy service x

Proxy Service Editor | Creating New Service Reset

General Settings

Service Mame

SOAPMML Credential

|Splunk

| | Splunk [=]

Base URL

Authentication Type

|https:/110.100.100.22:2000

| |Custom header

Authentication Options
HTTP Headers

« Remaote_User: %u

Authentication Soript

Output Options

X5L Transformations

NOTE: This section describes only the fields related to creating a custom PHP script for authentication. The
remaining fields are described in detail in the section Defining a Proxied Web Service.

« Service Name. Name of the proxied web service.

o SOAP/XML Credential. Select from a list of all SOAP/XML Credentials. Best practice is fo create a
credential specifically for this proxied web service. Select the credentials you created earlier in this

section.

o Base URL. Enter the URL for the web service. This field defaults to the URL defined in the credential
you selected in the SOAP/XML Credential field; however, you can change the default URL.

« Authentication Type. Specifies how SL1 should perform authentication with the external web service.

Select PHP Script.

« Authentication Script. Enter the text of the PHP script in this field.

Authentication.

NOTE: For an example of an authentication script, see the section Example: Using a PHP Script for

When SL1 executes the PHP script, SL1 passes the following PHP variables to the PHP script:

o $service_id. The numeric ID for the proxied web service.

o $auth_user. The username of the currently logged in user.

The PHP script can modify the following PHP arrays:
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(o]

o

$headers. An associative array that SL1 supplies as a parameter for the setHeaders function. The
setHeaders function is used to build the PECL HTTP request and allows you to define a custom
header for our request. The array keys in the$headers array must be set to the name of the header.
Each key must pointto a value for that header. For more information about the setHeaders
function, see http://www.php.net/manual/en/function.httprequest-setheaders. php.

$options. An associative array that SL1 supplies as a parameter for the setOptions function. The
setOptions function is used to build the PECL HTTP request and allows us to specify options to
include in the HTPP request (for example, URL, port, redirects, referer). For more information about
the setOptions function, see http://www.php.net/manual/en/function. httprequest-setoptions.php

The PHP script can modify the following PHP variables:

$hitp_user. You can assign a value to this variable. If this variable and the $http_password
variable are both not NULL, SL1 will use the value in this variable (in combination with the value in
the variable $http_password) to perform HTTP authentication. SL1 will use this value to build the
httpauth option in the setOptions function.

$http_password. You can assign a value to this variable. If this variable and the $http_user
variable are both not NULL, SL1 will use the value in this variable (in combination with the value in
the variable $http_user) to perform HTTP authentication. SL1 will use this value to build the
httpauth option in the setOptions function.

Select the [Save] button to save the PHP script.

Next you must define the credential that supplies additional values during authentication with the web

service.

Goto the Credential Management page (System > Manage > Credentials).

In the Credential Management page, select the [Create] button in the upper right of the page. Select
SOAP/XML Host Credential.

Credential Editor x

Create New SOAP/XML Credential Reset

Basic Settings

Soap Options

Profile Name ‘Content Encoding Methed HTTP Version Embedded Password [%P]

| [ tescixml w|[[POST] w | [[HTTRHA] ~] |] | |

URL [ hitp(s):/MHostPort/Path | %D = Aligned Device Address | %M = Aligned Device Host Name | Embed Value [%1] Embed Value [%:2]

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%3] Embed Value [%:4]

J |2 I I J

Proxy Settings
Hostname/IP Port User

CURL Options

CAINFO

CAPATH

CLOSEPOLIGY
CONNECTTIMEQUT

COOKIE B
COCKIEFILE

COCKIEJZR n
COOKIELIST

CRLF

CUSTOMREQUEST

HTTP Headers
+ Add a header
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8. The Credential Editor page appears. SL1 will use the following fields when creating the SOAP/XML
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credential for a proxied web service using HTTP Authentication:

Profile Name. Name of the profile. Can be any combination of alphanumeric characters.

URL. If you are creating a credential fo use with a proxied web service, you can enter any valid URL in
this field. The proxied web service does not use this value, but the Credential Editor page requires a
value in this field.

HTTP Auth User. If you supply a value in this field, SL1 will use the specified user name when building
the authentication request. If your PHP script defines a value for the $http_userand $http_password
variables, the value in this field will not be used.

HTTP Auth Password. If you supply a value in this field, SLT will use the specified password when
building the authentication request. If your PHP script defines a value for the $http_userand $hitp_
password variables, the value in this field will not be used.

Proxy Settings. These are optional fields. SL1 will include these fields when building the
authentication request. If you use a proxy server in front of the web server(s) you want to communicate
with, enter values in these fields:

(o}

IP. IP address of the proxy server.

(o}

Port. Port on the proxy server to which you will connect.

(o}

User. Username fo use to access the proxy server.

(o}

Password. Password to use to access the proxy server.

CURL Options. This is an optional field. You can include cURL options in your credential. This field
displays a list of all the cURL options you can include in your credential. To include a cURL option in the
credential, select it and then select the right-arrow icon. You can then supply arguments in the field o
the right of the option. SL1 will include these cURL options when building the authentication request.

HTTP Headers. If you require custom HTTP headers to communicate with a web server, you can build
the custom header here. However, if you are using the PHP Script Authentication method to connect to
an external web service, you cannot use substitution characters in this field.
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Chapter

Defining Proxied Web Services

Overview

After you have created a credential for the proxied web service, you can create, edit, and delete the definition of
the proxied web service. This chapter describes how to do these things, and includes the following topics:

Creating a Proxied Web Service ... ... L 54
Viewing the List of Proxied Web Services . ... .. . L 56
Editing and Deleting a Proxied Web Service ..... ... ... .. i 57

Deleting a Proxied Web Service .. ... 57
Defining Host Name-Based Proxy Services ... ... ... o e, 58

Creating a Proxied Web Service

You can create a proxied web service in the Proxied Web Services page. To create a proxied web service:

1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

2. Selectthe [Create] button in the upper right of the page. The Proxy Service Editor page appears.
3. The Proxy Service Editor page includes the following fields:
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Create new proxy service Close | Esc

Proxy Service Editor | Creating New Service | Reset |

General Settings

Service Name SOAPXML Credential

[ | [cucw perfmonservice 8.0 Example [+]
Base URL Authentication Type
|ht'tps:.f.f%D:3H3fperfmunservice.fserwcesfperfmunPurt | | HTTP authentication lzl
Authentication Options Output Options
HTTP Headers XSL Transformations
AP View i

+ Authorization:Basic dXNicipwy XNzd28yZA== Simple 15 XSL

= Content-type:texteml

» S0APRAction:CUCK:DEB ver=8.0 -

Authentication Script

« Service Name. Name of the proxied web service.

o SOAP/XML Credential. Select from a list of all SOAP/XML Credentials. Best practice is to create a
credential specifically for this proxied web service. Select the appropriate credential from this list.

o Base URL. This value is initially populated using the URL defined in the selected credential. However,
you can modify the default value to ensure that this field specifies the URL of the external web service
that you want to display in a widget. When SL1 forwards a request from the browser, the request will
always start with this URL. Although the user can follow links that include this URL, SL1 will not let the
user make a request outside this URL. The Base URL field enforces access control.

« Authentication Type. Specifies how SL1 should perform authentication with the external web service.
Choices are:

o HTTP Authentication. Use this method for web services that authenticate using standard HTTP
authentication, such as the Integration Server. SL1 can pass the username, Email address, and/or
password of the current user (viewing the proxied web service widget) to the web service. SL1 uses
the user name, Email address, and/or password from the aligned credential.

m |fthe HTTP Auth User field in the credential and/or the HTTP Auth Password field in the
credential include substitution variables, SL1 will replace each variable with values from the
current session.

m For details, see the section Creatfing a Credential for a Proxied Web Service.
o Custom Header. Use this method for web services that authenticate based on:

m requestis sentfrom a trusted IP address. You must configure the external web service to
include the Administration Portal or All-In-One Appliance in the list of trusted IP addresses.

m requestincludes a custom HTTP header. Usually this header must use a header name
known to the web service and include a value (for example, the username) known to the
web service. This custom header is defined in the aligned credential.
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m |fthe HTTP Headers field in the credential includes substitution variables, SL1 will replace
each variable with values from the current session.

m For details see the section Creating a Credential for a Proxied Web Service.

For example, the web service for a Splunk server uses this type of authentication. SL1 authenticates
by including the username of the current user (who is viewing the proxied web service widget) in a
custom request header.

o PHP script. Use this method for web services that cannot be authenticated using the HTTP
Authentication or Custom Header option. SL1 executes a custom PHP script fo authenticate
requests. The script is defined in the Authentication Script field in this page. For details on how
SL1 uses this script and the variables that must be defined by the PHP script, see the sectfion
Creating a Credential for a Proxied Web Service.

« Authentication Options. This pane includes custom headers and custom PHP authentication scripts.

o HTITP Headers. If the aligned credential includes HTTP Headers, each header appears in a list in
this pane.

o Authentication Script. If you selected PHP Script in the Authentication Type field, enter the PHP
script in this field.

« Output Options. If you have defined one or more Proxy XSL Transformations, each Proxy XSL
Transformation appears in this field. You can select one more Proxy XSL Transformations to align with
this proxied web service. When you align an XSL transformation with a proxied web service, you are
indicating to SL1 that the XSL transformation is valid and can be used to transform the response from
the web service. The selected XSL transformations will be available as options when a widget is
created for the proxied web service. To learn more about XSL Transformations, see the XSL
Transformations section.

Viewing the List of Proxied Web Services

The Proxied Web Services page displays a list of existing proxied web services. To view a list of proxied web
services:

1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services). For each policy,
the Proxied Web Services page displays:
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Proxy IS hitps/10.100.100.15
HiipI10.1

« Service Name. Name of the Proxied Web Service.
« Credential. Name of the credential aligned with the Proxied Web Service.

o Base URL. URL and optionally the port to which the Proxied Web Service will send requests.
« Authentication. Authentication method for the Proxied Web Service. Choices are:
o HTTP Authentication. To authenticate requests to the web service, SL1 passes the username, Email

address, and/or password of the current user using HTTP authentication.

o Custom Header. To authenticate requests to the web service, SL1 includes a custom header in
each request.

o PHP Script. SL1 executes a custom PHP script to authenticate requests to the web service.

« Edited By. User who created or last edited the policy.

o Last Edited. Date and time the policy was created or last edited.

Editing and Deleting a Proxied Web Service

You can edit an existing Proxied Web Service. To do this:

1.

2.

Goto the Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

Find the proxied web service you want to edit. Select its wrench icon (& ).

In the Proxy Service Editor modal page, you can edit the value in one or more fields described in the section
Creating a Proxied Web Service.

Select [Save] to save your changes to the Proxied Web Service.

If you have already created a widget that displays the retrieved data from the Proxied Web Service, the
widget will update dynamically to display the changes in the Proxied Web Service.

Deleting a Proxied Web Service

To delete one or more proxied web services:
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1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

2. Find the Proxied Web Service you want fo delete. Select its checkbox ().
3. Selectthe checkbox for any more Proxied Web Services you want to delete.
4. Gotothe Select Action field in the lower right of the page. Select Delete Proxy Services. Select the [Go]
button.
T p—
s ; s casma I ﬁ

[Select Action]

5. Each selected Proxied Web Service is removed from SL1.

Defining Host Name-Based Proxy Services

If your organization does not allow wildcard domains and the corresponding SSL certificates, you can define a Host
Name-based proxy. If you use host name-based proxy:

« you are not required to define the proxy service as a sub-domain of the SL1 hostname.

« you can use the hosthame in an iFrame widget, instead of the Proxied Web Service widget.

Host Name-based Proxy defines multiple "internal servers" that are made available via SL1 dashaboards. Users
can access these servers without direct IP access and without certificates.

Defining Host Name-Based Proxy Services 58



Chapter

9

Using the Proxied Web Service Widget

Overview

This chapter describes how to use the Proxied Web Service widgetin SL1. It includes the following topics:

Dashboards and the Proxied Web Service Widget ... .. 59
The Proxied Web Service Widget

Dashboards and the Proxied Web Service Widget

Adashboard is a page that displays one or more graphical reports, called widgets. SL1 includes pre-defined
widget definitions that can be customized and displayed in the Dashboards tab page.

You can use the Proxied Web Service widget to view data retrieved from an external website.

For more information on Dashboards, see the Dashboards manual.

The Proxied Web Service Widget

You can view the proxied web service widget in the Dashboards tab page ([Dashboards] tab). To view the
proxied web service widget:

1. Gotothe Dashboards tab page ([Dashboards] tab).

2. After you have configured your Dashboard, select the Proxied Web Service widget type.
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Hew Widget Configuration

c
“ Editing: Proxied Web Service
Viidget Name iidget Refresh Rate
[fautoy ] [[Widget defauk]

Web Service

F [Splunk PHP Seript) =1
Service Base
hipdF10.100.100.22:8000
et

Snapshot / Single Series [nttpir10.100.100 22:8000
Defaut

ation
.3 T
[7] nclude white background behind content
s =

(base) Context Quick Selector

3. You have the following options when configuring the Proxied Web Service widget:

o Web Service. Select from a list of proxied web services in SL1. Data from the URL specified in the
proxied web service will be displayed in the widget. SL1 will automatically pass authentication data to
the external web service.

« Service Base URL. A read-only file, populated automatically by SL1 when you select a value in the
Web Service field. This value is the URL of the external web service that you want to display in a
widget. When SL1 forwards a request from the browser, the request will always start with this URL.

Although the user can follow links that include this URL. SL1 will not let the user make a request
outside this URL.

o Target URL. This field is optional. If you would like to include an additional directory in the Service
Base URL, you can specify that in this field. For example, suppose the Service Base URL displays the
top-level overview page of a web service, like "www.webservice.com/intro". Suppose you always
want the widget to display the sub-page "Account Details", like "www.webservice.com/intro/account".
You could specify the URL of the sub-page in the Target URL field.

o Default Transformation. SL1 allows you to apply an XSL transformation to the data displayed in a
widget. Select from the list of allowable XSLT transformations for this proxied web service.

« Include white background behind content. Select this checkbox if you want a white background

for your widget.

4. The Options menu drop-down in the upper right of the Proxied Web Service widget has the following
options:
o Show URL. Displays the URL of the proxied web service.
« No Transformation. The widget will be displayed without XSL Transformations applied.

o XSL Transformations. Will display any possible XSL Transformations for the proxied web service
widget.
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Depending on your selections, your Proxied Web Service widget might look like this:

Description Link
Get/UpdatefbddDelete User Accounts faccount
Add Alerts falert
Get/Update EM7 Appliances fappliance
GetfUpdatefiddDelete Asset Records fasset
Get/Updateftdd/Delete CP Theme Resources fcp theme
GetMpdatefhdd Credentials fcredential
Get/Update/Delete Dashboards {dashboard
Get/UpdateliddDelete Devices and Get Collected Data (dewice

Get Dewice Classes fdewice class

GetUpdatefhddDelete Device Groups {device group

GetMpdatefAdd/Delete Device Templates {device template
GetfUpdate/& ddDelete Dewice Discovery Sessions {discovery session
View/Start/Stop Active Device Discovery Sessions fdiscovery session active
Get Dynamic Application Eesources {dvnamic app
View/Update/Clear Events fevent

Get/Update/& ddDelete Monitor Policies fmonitor
GetfUpdateliddDelete Organizations forganization
Get/Update/idd/Delete Theme Resources ithetme

The Proxied Web Service Widget
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Chapter

10

XSL Transformations

Overview

This chapter describes how to create, upload, and manage XSL transformations in SL1, and how to use them with
proxied web services. It includes the following topics:

XSL Transformations in S .. 62
Uploading Service Files . . . 63
Viewing The List of Service Files ... . ... 64
Editing a Service File . il 64
Creating a Proxy XSL Transformation ... . . 65
Viewing the List of Proxy XSL Transformations ... ... ... 66
Editing and Deleting a Proxy XSL Transformation ... .. 67

Deleting a Proxy XSL Transformation ... 67
Associating an XSL Transformation with a Proxied Web Service ... .. .. .. . ... ... ... 68
Using an XSL Transformation with the Proxied Web Service Widget ... .. ... .. .. ... ........... 68

XSL Transformations in SL1

You can specify an optional XSL transformation to apply to the response from a web service. SL1 will perform the
XSL transformation on the response and generate the output to be displayed to the user.

For proxied web services, you can use an XSL transformation to prepare the retrieved data for displays in a widget.
Some retrieved data requires a transformation before it looks pleasing in a widget.

For SL1 to apply an XSL transformation to a response from a proxied web service:
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You must upload the XSL stylesheet to SL1 in the Proxy Service Files page (Registry > Web Proxies > Proxy
Service Files).

The XSL stylesheet can include references to additional files, such as CSS or XSL template files. However, you
must upload each additional file to SL1 in the Proxy Service Files page (Registry > Web Proxies > Proxy
Service Files).

You must create an XSL transformation definition in the Proxy XSL Transformations page. An XSL
transformation definition specifies:

e The name SL1 will use to refer to the XSL transformation in the user interface.

o The XSL Stylesheet that will be used to perform the transformation.

« Any additional files that are used by the XSL Stylesheet.
In the Proxied Web Service definition, you must specify one or more XSL transformation definitions that can be
applied to the responses from that web service.

In the widget definition, the user must select the XSL transformation definition that SL1 will use to transform
the responses for that instance of the widget. Users can select from the list of allowable XSL transformations
specified in the definition for that proxied web service.

Uploading Service Files

The Proxy Service Files page allows you fo view and upload XSLT stylesheets and associated files to SL1. You can
then use the uploaded files to define a Proxy XSL Transformation.

To upload a proxy service file:
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Goto the Proxy Service Files page (Registry > Web Proxies > Proxy Service Files).

In the Proxy Service Files page, select the [Create] button.

3. The File Editor page appears. Define values in the following fields:

Create or upload new file Close | Esc
File Editor | Creating new file | Reset |
File Settings
Filename
Upload File
|Emwse for file, ‘
File Editor
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« File Name. The name of the Proxy Service File. This name will appear as a choice in the
Proxy Service Editor page, in the Service Files Used and XSL Stylesheet fields.

« Upload File. Specify the file you want to upload. To select a file to upload, select the [Browse] button.

« File Editor. If you are uploading a new Proxy Service File, leave this field blank. If you are editing an
existing Proxy Service File, you can edit the file in this field without uploading the file again.

4. Selectthe [Save] button to upload the Proxy Service File o SL1. You can now use the Proxy Service file in the

definition of a proxy XSL transformation.

Viewing The List of Service Files

The Proxy Service Files page displays a list of all Proxy Service Files that can be used with proxy XSL
transformations. To view the list of Proxy Service Files:

1. Gotothe Proxy Service Files page: (Registry > Web Proxies > Proxy Service Files).

2. Foreach Proxy Service File, the Proxy Service Files page displays the following:

Selct Actor ) [}

« File Name. Name of this Proxy Service file.
o # Transformations. Number proxy XSL transformations that use this Proxy Service File.
« Edited By. User who created or last edited this Proxy Service File.

o Last Edited. Date and time this Proxy Service File was created or last edited.

Editing a Service File

To edit an existing Proxy Service file:
1. Gotothe Proxy Service Files page (Registry > Web Proxies > Proxy Service Files).

2. Inthe Proxy Service Files page, find the Proxy Service file you want to edit. Select its wrench icon ( -ﬁ)

Viewing The List of Service Files
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3. Inthe File Editor modal page, edit the value in one or more fields described in the section Viewing the List
of Service Files.

4. Selectthe [Save] button to save your changes to the Proxy Service File.

Creating a Proxy XSL Transformation

To define an XSL Transformation for use with a proxied web service, you must first perform the following steps:

o Do not create the XSL Transformation stylesheet in SL1. You must first retrieve output from the web service,
using the same URL you will use in the proxied web service (you might have to perform a login step when you
access the service outside of SL1). You mustthen examine the output and develop the XSL Transformation
style sheet outside of SLT.

o When you have finished developing the XSL Transformation stylesheet, you must then upload the stylesheet
and associated files to SL1. You do this through the Proxy Service Files page. To learn how to upload a
service file, see the section on Uploading Service Files.

After performing these steps, you can define a Proxy XSL Transformation in SL1. To define a Proxy XSL
Transformation:

1. Gotothe Proxy XSL Transformations page (Registry > Web Proxies > Proxy XSL Transformations).
2. Inthe Proxy XSL Transformations page, select the [Create] button.

3. The XSL Transformation Editor page appears. Define values in the following fields:

Create new transformation Close [ Esc

XSL Transformation Editor | Creating new transformation | Reset |
Transformation Name
Menu Text Service Files Used
| | is_proxy_xshxsl "
XSL Styleshesat
| is_proxy_xshxsl lzl hd

o Transformation Name. The name of the XSL Transformation. This name will appear as a choice in
the Proxy Service Editor page, in the Output Options field.

o Menu Text. Another name for the XSL Transformation. This name will appear in the Widget
Configuration page for a widget of type Proxied Web Service, in the Default Transformation field.
This name will also appear in the Options menu in the upper right of each widget in the
Dashboards tab page.

« Service Files Used. This field displays a list of all files in the Proxy Service Files page. Select each file
that is called, included, or referenced from your XSLT stylesheet. You must have already uploaded
these files to the Proxy Service Files page.
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o XSL Stylesheet. This field displays a list of all files in the Proxy Service Files page that end with .xsl.

Selectthe XSL stylesheet that defines this XSL Transformation.

4. Selectthe [Save] button to save the XSL Transformation.

5. You can now use the XSL Transformation in the definition of a proxied web service and for use in a widget

in the [Dashboards] tab.

Viewing the List of Proxy XSL Transformations

The Proxy XSL Transformations page displays a list of all XSL Transformations that can be used with proxied web

services. To view the list of XSL Transformations:

1. Gotothe Proxy XSL Transformations page (Registry > Web Proxies > Proxy XSL Transformations).

2. Foreach XSL Transformation, the Proxy XSL Transformations page displays the following:

Proxy XSL Transfc

ans e Meny e Sty e
1. BAPIView API View 2 is_proxy_xsi xsl 1
2. PSimple 15 XSL Simple 15 1 is_proxy_xskxs! 1

Lazt Edited
2012-03-1315:26:14 [ ]
2012.03-131521:59 [

[Select Action] B[ oo |

o Transformation name. Name of this XSL Transformation.

o Menu Text. Name of this XSL Transformation as it appears in menus in the [Dashboards] tab.

o ID. Unique numeric ID automatically assigned to this XSL Transformation by SL1.

« Stylesheet Name. Name of the XSL stylesheet associated with this XSL Transformation.

o # Services. Number of proxied web services that are aligned with this XSL Transformation.

o # Files. Number of service files used by this XSL Transformation.
« Powerpack. Name of the PowerPack that includes this XSL Transformation.
« Edited By. User who created or last edited this XSL Transformation.

o Last Edited. Date and time this XSL Transformation was created or last edited.

Viewing the List of Proxy XSL Transformations
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Editing and Deleting a Proxy XSL Transformation

You can edit an existing Proxy XSL Transformation from the Proxy XSL Transformations page. To edit a Proxy XSL
Transformation:

1.
2.

Go to the Proxy XSL Transformations page (Registry > Web Proxies > Proxy XSL Transformations).

In the Proxy XSL Transformations page, find the XSL Transformation you want to edit. Select its wrench icon

Cal

In the XSL Transformation Editor modal page, edit the value in one or more fields described in the section
Creating a Proxy XSL Transformation.

Select [Save] to save your changes to the XSL Transformation.

If you have already aligned the XSL Transformation with a widget, the widget will update dynamically to
display the changes in the XSL Transformation.

Deleting a Proxy XSL Transformation

You can delete one or more Proxy XSL Transformations from the Proxy XSL Transformations page. To do this:

1.

2
3.
4
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Go to the Proxy XSL Transformations page (Registry > Web Proxies > Proxy XSL Transformations).
Find the XSL Transformation you want to delete. Select its checkbox ().
Select the checkbox for each XSL Transformation you want to delete.

Go to the Select Action field in the lower right of the page. Select Delete Transformations. Select the [Go]
button.

Proxy XSL Transformations | Trans ormations Found [2] [TCrae | Reset | Guide ]

Transformation name + Meny text D Styjeshest Name & Servioss & Fdes Ponsrpack Egied By Last Edited
1. _PAPIView APIView is_proxy_xsk.xs! ‘em7admin 2012-03-1315:26:14 [ |

2 1 - -
:lrsmeesxst o Jsmees 1] =S =S| UERESERE-TE

[Select Action]
Ackministration:

|_DELETE Transformafions

[Select Action] =]
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5. Each selected XSL Transformation is removed from SL1. SL1 does not delete the files used by the XSL
Transformation. The files, including the stylesheet, still appear in the Proxy Service Files page.

Associating an XSL Transformation with a Proxied Web
Service

You can specify one or more XSL transformations in the definition of a proxied web service. When you specify an
XSL transformation in the definition of a proxied web service, you are telling SL1 that the XSL transformation is valid
for that proxied web service.

To specify an XSLT stylesheet in the definition of a proxied web service:
1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

2. Find the Proxied Web Service you want to associate with an XSL Transformation. Select its wrench icon ( ji)

3. Inthe Proxy Service Editor page, select the stylesheet(s) you want to apply to the proxied web service.

Edit proxy service Close | Esc

Proxy Service Editor | Editing Service [2] | tew |  Reset |

General Settings

Service Name SOAPXML Credential
[Doc s | [1Proxy 51 [~]
Base URL Authentication Type
[https:/110.100.100.15 | [LHTTP authentication ] [+]
Authentication Options Output Options
HTTF Headers. XSL Transformations

L . [ APl View ]
Authentication Script

[ Simple IS XSL ]

4. Selectthe [Save] button to apply the changes. The selected XSL transformations will be available as options
when a widget is created for the proxied web service.

Using an XSL Transformation with the Proxied Web Service
Widget

If you have aligned one or more XSLT stylesheets to a proxied web service, you can toggle among the XSLT
stylesheets in the Proxied Web Service widget. To do so:
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1. Gotothe Dashboards tab page ([Dashboards] tab).

2. After you have configured your Dashboard, select the Proxied Web Service widget type.

3. Inthe Widget Configuration page, the following option relates to XSL Transformations:

Hew Widget Configuration

s
“ Editing: Proxied Web Service
Widget Name Widget Refresh Rate
[fautoy ] [[widget defauk] =]

Web Service

F [Splunk PHP Seript) =1
Service Base URL
hitp:/10.100.100.

Target URL
Snapshot / Single Series [nttpir10.100.100 22:8000

Defautt Transformation

(No transformations defined

[ include white background behind content

Grouped Data Series

—

Custom

-Configuration
Fnase} Device Config App

Dynamic Appication Config m
Topology Map

I ersiconiros

T Services

rsummary

Iums
EHOther

t(nase} Context Quick Selectar  _

o Default Transformation. SL1 allows you to apply an XSL transformation to the data displayed in a
widget. If the author of the proxied web service aligned one or more XSL transformations with the
proxied web service, those aligned XSL transformations appear in this field. Select from the list of
allowable XSLT transformations for this proxied web service.

4. After you have configured the Proxied Web Service widget, you can apply a different XSL transformation to the
data displayed in a widget. Select the [Options] menu drop-down to view any other XSL Transformations
associated with the selected proxied web service. If the author of the proxied web service aligned one or
more XSL transformations with the proxied web service, those aligned XSL transformations appear in this list.
Select from the list of allowable XSLT transformations for this proxied web service. You can also select to view
the raw data, without any XSL transformation.
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Options -~
| Refresh I
Configure
Advanced Context
Detach
Export...

Copy To...

Lower
Duplicate
Remove

Show URL

Mo trans formation
APl View
Simple |5

To learn more about the Proxied Web Service widget, see the Using the Proxied Web Service Widget section.
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DNS-Based Proxies

Overview

This chapter describes how to define and manage DNS-based proxies in SL1. It includes the following topics:

Whatis a DNS-Based Proxy2 ... .. 71
Viewing a List of DNS-Based ProXies . ... e 72
Prerequisites for Defining a DNS-Based Proxy ... . 73
Defining a DNS-Based ProxXy ... 73
Editing a DNS-Based Proxy .. ... .. L 75
Deleting a DNS-Based Proxy .. ... . il 75

What is a DNS-Based Proxy?

Some web services might include absolute URLs that refer to files outside of the Base URL specified in the
definition of a Proxied Web Service. In this situation, when retrieving data from an external web service, SL1 might
return a 404 "file not found" error. For example, if the response from a proxied web service includes links to a CSS
or JavaScript file outside of the Base URL, those files will not be available when the page is displayed in a
dashboard widget.

When this happens, SL1 will ask the browser to search its stored hierarchy (for the proxied web service) and try
again to find the file. However, this method does not work for every web service. For example, certain Ajax
requests don't send a referrer header, so SL1 will not be able to determine which proxied web service generated
the "404" error.
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To avoid the "file not found" error, you can define a DNS-Based Proxy. A DNS-Based Proxy allows you to define a
CNAME record for the Administration Portal or All-In-One Appliance that includes an initial wildcard. This means
that URL will resolve to the Administration Portal or All-In-One Appliance regardless of the text at the front of the
URL. During requests to proxied web services, SL1 then creates a custom URL for the Administration Portal or All-
In-One Appliance. SL1 inserts information about the current session (user ID and browser session) into the front of
the URL for the Administration Portal or All-In-One Appliance. The custom URL allows SL1 to resolve absolute
URLs even when the request doesn'tinclude a referrer header.

Ifyour SL1 system includes multiple Administration Portals or if different CNAME records apply to different users
based on their network location, you can define multiple DNS-Based Proxy rules.

A DNS-Based Proxy rule specifies:

o The users fo whom this DNS-based proxy rule applies, based on the address the user supplied to connect to
the Administration Portal or All-In-One Appliance.

o The orderin which SL1 should use the DNS-Based proxy rules.

o The wildcard domain (specified in the DNS CNAME record) that allows SL1 to resolve absolute URLs in the

proxied web service.

o The protocol (HTTP or HTTPS) to use. If you specify "Disabled", users who mach the rule will not use DNS-

based proxy.

Viewing a List of DNS-Based Proxies

The DNS-Based Proxy Rules page displays a list of all DNS proxy rules that are defined in SL1. To view the list of

DNS-Based Proxy Rules:

1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).

DNS-Based Proxy Rules | Rules Found [2] |_creste | Resct | Guide |
e ower Witeard Domain Protonn Sites Last Eanes i

1 }‘ Widcard 1 1 *.em7proxy.doc-ap.qa.sciencelogic.local HTTP em7admin 2012-06-20 10:51:58 [ |
2 ?1 0.100.100.10 ‘Widcard 2 2 * em7proxy.10.100.100.10 HTTP em7admin 2012-06-20 10:52:28 D
[Select Action] [ Go |

2. Foreach DNS-Based Proxy Rule, the DNS-Based Proxy Rules page displays the following:
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Viewing a List of DNS-Based Proxies



« AP Hostname Pattern. Specifies the users to whom this DNS-based proxy rule applies. When a user
accesses the Administration Portal or All-In-One Appliance using this pattern, SLT will apply the DNS-
based proxy rule when executing a proxied web service.

o Type. Method SL1 uses to match the AP Hostname Pattern against session information on the
Administration Portal or All-In-One Appliance. Choices are "Wildcard" or "Regex'".

« Order. lfthere are multiple DNS-based proxy rules, precedence for this rule.
« ID. Unigue numeric ID automatically assigned to this DNS-based proxy rule by SL1.

e Wildcard Domain. The wildcard domain that will replace the standard IP address or URL of the
Administration Portal or All-In-One Appliance during requests to the proxied web service. This domain
always begins with "*.em 7 proxy.".

e Protocol. Protocol SL1 will use to contact the wildcard domain. Choices are: HTTP, HTTPS, and
Disabled. If you specify "Disabled", users who mach the rules will not use DNS-based proxy.

« Edited By. User who created or last edited this DNS-based proxy rule.
« Last Edited. Date and time this DNS-based proxy rule was created or last edited.

Prerequisites for Defining a DNS-Based Proxy

Before you can define a DNS-based proxy rule in SL1, you must perform the following:

1. Create a CNAME entry in your DNS system.

2. This domain for this CNAME entry must start with "*". This new domain, called the wildcard domain, can be
the normal domain for the Administration Portal, Database Server, or All-In-One Appliance preceded by "*"

3. Forexample, ifthe URL of your Administration Portal is "MyAdministrationPortal.com", you might enter
"*MyAdministrationPortal.com"

4. The CNAME entry must map to the IP address of the Administration Portal, Database Server, or All-In-One
Appliance.

5. The browser for each user who views the data from the proxied web service must be able to access the DNS
CNAME entry.

Defining a DNS-Based Proxy

After performing the steps in the Prerequisites, you can define a DNS-based proxy rule, using the newly defined
wildcard domain. To define a DNS-based proxy rule:

1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).
2. Inthe DNS-Based Proxy Rules page, select the [Create] button.
3. The DNS Proxy Rule Editor modal page appears:
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Edit DNS proxy rule Close | Esc

DNS Proxy Rule Editor | Editing Rule [1] | tew |  Reset |
Pattern Type AP Hostname Pattern Priority Order
[[wikdcard] =] [ | [ |

Wildcard Domain Browser Protocol
*emTproxy. |ducrap.qa.sciancelngic.lucal | | [HTTP]

4. Inthe DNS Proxy Rule Editor modal page, supply a value in the following fields.

o Pattern Type. Specifies how SL1 will evaluate the value in the AP Hostname Pattern field. Choices
are:

o Wildcard. SL1 will perform a text match, with wildcard characters.

o Regex. SL1 will use regular expressions to compare the AP Hostname Pattern to the current session
information.

« AP Hostname Pattern. This field allows SL1 to examine sessions on the Administration Portal or All-
In-One Appliance and determine if SL1 should apply the DNS-based proxy rule to the session.
Specifically, SL1 examines the URL or IP address that the user specified in the browser to connect to
the Administration Portal or All-In-One Appliance. If the URL or IP address matches the value in this
field, SL1 applies the DNS-based proxy rule to the current session.

o Forexample, if we specified "*" (asterisk), any IP address or URL will match. SL1 will then use this
DNS-based proxy rule for every session on the Administration Portal or All-In-One Appliance.

o Ilfweentered"192.168.38.235", each session on the Administration Portal or All-In-One
Appliance where the user enfers "192.168.38.235" into the browser will match this DNS-based
proxy rule.

o Ifwe entered".sciencelogic.local", each session on the Administration Portal or All-In-One
Appliance where the user enters ".sciencelogic.local" info the browser will match this DNS-based
proxy rule.

« Priority Order. If your SL1 system includes multiple DNS-based proxy rule, SL1 evaluates the rules in
priority order, ascending. The first rule that matches the current session on the Administration Portal or
All-In-One Appliance will be used during the current session.

o Wildcard Domain. Enter the wildcard domain you defined in the DNS CNAME record for the
Administration Portal or All-In-One Appliance, excluding the "*." from the URL. For example, if your
DNS CNAME record specifies "*.MyAdministrationPortal.com", enter "MyAdministrationPortal.com.
When a session on the Administration Portal or All-In-One Appliance matches the AP Hostname
Pattern, SL1 will substitute this wildcard domain into the URL of the Administration Portal or All-In-
One Appliance during requests to the proxied web service. The wildcard domain always begins with
"*.em7proxy.", which is added automatically by SLT.
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« Browser Protocol. Protocol SL1 will use to contact the wildcard domain. Choices are:

o HTIP
o HTTPS
o Disabled. If you select this option, sessions that match the AP Hostname Pattern will not use DNS-
based proxy.
5. Selectthe [Save] button o save your new DNS-based proxy rule .

6. Eachtime a user access the Administration Portal or All-In-One Appliance in a manner that matches the new
DNS-based proxy rule, SLT will apply the DNS-based proxy rule. SL1 will substitute the wildcard domain for
the URL of the Administration Portal or All-In-One Appliance service when making requests to the proxied
web service.

Editing a DNS-Based Proxy

To edit an existing DNS-based proxy rule:
1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).

2. Inthe DNS-Based Proxy Rules page, find the rule you want to edit. Select its wrench icon ( P)
3. The DNS Proxy Rule Editor modal page appears.

Edit DNS proxy rule Close | Esc

DNS Proxy Rule Editor | Editing Rule [1] | MNew | Reset |
Pattern Type AP Hostname Pattern Priority Order
[ widcard | =] [ | [1 |
Wildcard Domain Browser Protocol
*BMT proxy. |duo—ap.qa.sciencelugic.lucal | | [HTTP] EI

4. Inthe DNS Proxy Rule Editor modal page, edit the values in one or more fields. For details on each field,
see the section on defining a DNS-based proxy.

5. Selectthe [Save] button o save your changes to the DNS-based proxy rule.

Deleting a DNS-Based Proxy

To delete one or more DNS-based proxy rules:

1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).
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DNS-Based Proxy Rules | Rules Found [2] Reset
2P Hosiname Patiem Tyee  Onerr ID- Wideard Domain Protoco Ested By Last Edteg
1 Widcard 1 1 * em7proxy.doc-ap.qa.sciencelogic local HTTP  em7admin 2012.06-20 10:51:58 ]
slZemedseio o Wikesd 2 2 [Remfpreyioivedo  WTP Jemiamn (0120620108228 |
[5ekct Acton] -]
inc. All rights reserved Administration:
| DELETE DNS Proxy Rules

In the DNS-Based Proxy Rules page, find the rule you want to delete. Select its checkbox ().

Select the checkbox for each rule you want to delete.

Go to the Select Action field in the lower right of the page. Select Delete Proxy Rule. Select the [Go] button.

Each selected rule is removed from SL1.
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Host Name-Based Proxies

Overview

This chapter describes how to configure a host name-based proxy service in SL1. It includes the following topics:

Whatis a Host Name-Based ProxXy?2 ... . 77
PrerequIsites . ... . 77
Creating a Host Name-Based Proxy Service ... . il 78

What is a Host Name-Based Proxy?

If your organization does not allow wildcard domains and the corresponding SSL certificates, you can define a Host
Name-based proxy. If you use host name-based proxy:

« you are not required to define the proxy service as a sub-domain of the SL1 hostname.

« you can use the hosthame in an iFrame widget, instead of the Proxied Web Service widget.

Host Name-based Proxy defines multiple "internal servers" that are made available via SL1 dashaboards. Users
can access these servers without direct IP access and without certificates.

Prerequisites

Before defining a host-based proxy, you must perform the following configuration steps:

o Create a DNS entry for the Administration Portal or the All-In-One Appliance. Do this during deployment of
the appliance.
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o Define a CNAME entry for each web page or server that you want to use as an "internal server". The "internal

server” should use the same IP address as the Administration Portal or All-In-One Appliance.

Creating a Host Name-Based Proxy Service

To configure a host name-based proxy:

1

78

1.
2.

1.

Goto the Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

Select the [Create] button in the upper right of the page. Create a Proxied Web Service for each "internal
server'. For details on creating a proxied web service, see the previous sections.

Go to the console of the Administration Portal or All-In-One Applianceor use SSH to login to the
Administration Portal or All-In-One Appliance.

Use vi (or a text editor or your choice) to create the file /opt/em7 /share/config/nginx.d/custom proxy
common.fragment.

Enter the following in the file /opt/em7 /share/config/nginx.d/custom proxy common.fragment:

listen 80;

listen 443 ssl http2;

ssl certificate /etc/nginx/silossl.pem;

ssl certificate key /etc/nginx/silossl.key;
access_log /var/log/em7/em7ngx proxy.access.log main;
error log /var/log/em7/em7ngx proxy.error.log warn;

Save the file.

Use vi (or a text editor or your choice) to create the file /opt/em7 /share/config/nginx.d/custom proxy
location_common.fragment.

Enter the following in the file:

fastcgi split path _info "~ () (/.+)$;

fastcgi pass unix:/var/run/php-fpm/em7.sock;

fastcgil param SCRIPT FILENAME /opt/em7/gui/ap/www/em7/libs/proxy service.em7;
include fastcgi params;

Save the file.

For each host for which you want to create a proxy, use vi (or a fext editor or your choice) to create the file
/opt/em7 /share/config/nginx.d/custom _proxy_identifier.conf

« where identifier is an identifier for the host. For example, splunk _host.

Enter the following in the file /opt/em7 /share/config/nginx.d/custom _proxy_identifier.conf

server |
# the wildcard at the end works around a name matching issue
# in nginx
server name fully_qualified_domain_name_of_the_host*;

include /opt/em7/share/config/nginx.d/custom proxy common.fragment;
location ~ .* {

# Specify which proxy service to use here:

# fastcgi param EM7 PROXY NAME "name_of_the proxy";
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# OR use the ID of the proxy service instead of the name.

# Less readable, but no chance of collision:

# fastcgi param EM7 PROXY ID (proxy_id_number) ;

include /opt/em7/share/config/nginx.d/custom proxy location
common . fragment;

}
where:
o fully_qualified_domain_name_of_the_hostis the fully qualified domain name for the host, as you

defined in the CNAME entry.

« name_of_proxy is the name of the proxied web service you created for the host. You can view this
name in the Proxied Web Services page (Registry > Web Proxies > Proxied Web Services). If you
choose to use the name instead of the proxy_id_number, remove the "#" character at the beginning
of this line.

o proxy_id_number is the ID number of the proxied web server you created for the host. You can view
this ID in the in the Proxied Web Services page (Registry > Web Proxies > Proxied Web Services). If
you choose to use the proxy ID number instead of the name_of_proxy, remove the "#" character at
the beginning of this line.

12. Save the file.

13. Restart nginx. To do this, enter the following at the shell prompt:

sudo systemctl restart nginx
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13

Web Proxy Using a Custom Header for
Authentication

Overview

This example will walk you the steps to create a web proxy that requests data from the web interface of a Splunk
server. SL1 then displays the top-level page of the Splunk web interface in a Dashboard widget.

This example uses a Custom Header for authentication. SL1 will send a custom header to the web service for
Splunk. Splunk will examine the custom header and the originating IP address (the IP address of the Administration
Portal or All-In-One Appliance) to authenticate SL1.

The following steps are covered in this example:

Configuring Splunk to Accept Requests from SLT . 80
Testing the ReqQUest . ... L 81
Creating a Credential ... ... 82
Defining a DNS-based ProxXy ... .. 84
Defining a Proxy Web Service in SLT . 86
Define a Dashboard Widget to Display the Results ... ... . . . ... 87

Configuring Splunk to Accept Requests from SL1

NOTE: To download a trial copy of Splunk, go to http://www.splunk.com/download. Download the version
that is appropriate for your operating system. Install and configure according to Splunk's instructions.

To allow Splunk to authenticate SL1 using the custom header option, edit the following files on the Splunk Server:
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Goto /opt/splunk/etc/system/local/web.conf and open with a text editor (like vi).

We have to tell Splunk the name of the custom header we will be sending (Remote User). Find the following

section and edit it to look like this:

# Remote user HTTP header sent by the authenticating proxy server.

# This header should be set to the authenticated user.
#

remoteUser = Remote User

We have to tell Splunk the IP address of the Administration Portal or All-In-One Appliance. Find the following

section and edit it to look like this:

SSO requests.
Uncomment and set to a valid IP address to enable SSO.

H oo e W

# trustedIP = 127.0.0.1

Trusted IP. This is the IP address of the authenticating proxy.
Splunkweb verifies it is receiving data from the proxy host for all

trustedIP = enter the IP address of your All-In-One appliance or your

Administration Portal We entered 10.100.100.10

In the [settings] section of the file, add or change the following settings to look like this:

x frame options sameorigin = False
SSOMode = permissive

Save your changes and exit the file (in vi, :wq).
Go to /opt/splunk/etc/system/local/server.conf and open with a text editor (like vi).

Tell Splunk to trust itself. Find the following section and edit it to look like this:

[general]

guid = This value will be unique to your Splunk server. Don't edit this entry.

serverName = splunk
trustedIP = 127.0.0.1

Save your changes and exit the file (:wq).

For more information on configuring Splunk to use single sign-on and authenticate using a custom header,

see:

http://www.splunk.com/base/Documentation/latest/Admin/Usesinglesign-onwithSplunk

Testing the Request

To test the request to the web interface of Splunk:
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Open a browser session. Enter the following in the URL bar:

http://URL or IP address of the Splunk server:8000
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We entered:

http://10.100.100.22:8000

2. When prompted, enter your username and password. Your username and password for the Splunk web
interface must be the same as your username and password for SL1.

3. You should see something like this:

J [ (home) - Home - Splunk 4.2.2 (1012... : .

Welcome

Welcome to Splunk Need help?
B Getting statted tutarial
Add data

Before you can use Search, youll need to index some IT data. Index event lngs, local
lags, syslog, and more Splunk documentation

VWhat's new inthis release

Splunk answers
> Launch search app

The Search anp is Salunk's defaultinterface for s2arching and analyzing T data. It allows:
you to index data into Splunk, add knowledge, create dashboards, and create alerts.

Dontuwantto see this screen? Change yaur default settings in Manager.

Dane

Creating a Credential

Next, we must create a credential for our example. Our example uses a custom header for authentication. To
create a credential that provides the information for this type of authentication:
1. Gotothe Credential Management page (System > Manage > Credentials).

2. Inthe Credential Management page, select the [Create] button in the upper right of the page. Select
SOAP/XML Host Credential.

3. The Credential Editor page appears.
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Credential Editor x

Create New SOAPXML Credential Reset

Basic Settings Soap Opfticnz
Profile Mame: Content Encoding Methed HTTP ‘ersion Embedded Password [%:P]
[ | [ tescixml v |[1POST]  ~|[(HTTPAA] v || | |

URL [ hitp(s)/Host:Port/Path | %D = Aligned Device Address | %M = Aligned Device Host Name ] Embed Value [%21] Embed Value [%:2]

HTTP Auth User HTTP Auth Password Timeout (seconds) Embed Value [%23] Embed Value [%4]

| ' 2 || | I |

Proxy Settings “ || HTTP Headers
Hestname/IP Port User + Add 3 header

CURL Options
CAINFO -
CAPATH
CLOSEPOLICY
COMNECTTIMEOQUT
COOKIE

COOKIEFILE
COOKIEJAR
COOKIELIST

CRLF
CUSTOMREQUEST
DNSCACHETIMEOUT

In the Credential Editor page, supply values in the following fields. If a field is not specified, SL1 does not
use that field when authenticating a proxied web service. You can accept the default values for fields that are
not specifically described in this section. SL1 will use the following fields when creating the SOAP/XML
credential for a proxied web service using custom-header authentication:

o Profile Name. Name of the profile. We entered Splunk.

« URL. fyou are creating a credential to use with a proxied web service, you can enter any valid URL in
this field. The proxied web service does not use this value, but the Credential Editor page requires a

value in this field. We entered the URL for the web inferface o our Splunk server,
https://10.100.100.22:8000.

o HTTP Auth User. We did not enter a value in this field. SL1 will authenticate using the custom header
and the IP address of the Administration Portal or All-In-One Appliance.

e HTTP Auth Password. We did not enter a value in this field. SL1 will authenticate using the custom
header and the IP address of the Administration Portal or All-In-One Appliance.

o Proxy Settings. This is an optional field. We didn't enter any values in these fields.

« Curl Options. This is an optional field. We didn't enter any values in this field.
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e HTTP Headers. We clicked on the link for Add a Header and defined the following customer HTTP
header:

Remote User: %u

o Remote User is the name of the custom HTTP header configured in Splunk.

o %u is avariable. SL1 will substitute the user name of the user currently logged in to the
Administration Portal or All-In-One Appliance.

TIP: [f your Splunk system does not include the same user account information as SL1, you could configure SL1
to use a single user account for authentication by replacing %u with the username of that account.

5. Selectthe [Save] button to save the new credential.

Defining a DNS-based Proxy

To communicate with the web interface for a Splunk server, you must first create a DNS-based proxy. This is
because the Splunk server includes links that can't be resolved by the Administration Portal or All-In-One
Appliance.

A DNS-based proxy ensures that the Administration Portal or All-In-One Appliance will be able to resolve links
embedded in the results of a request to an external web service.

A DNS-Based Proxy requires a CNAME record for the Administration Portal or All-In-One Appliance. This CNAME
record includes an initial wildcard. This means that URL will resolve to the Administration Portal or All-In-One
Appliance regardless of the text at the front of the URL.

During requests to proxied web services, SL1 then creates a custom URL for the Administration Portal or All-In-One
Appliance. SL1 inserts information about the current session (user ID and browser session) into the front of the URL
for the Administration Portal.

First, you must create a CNAME record for your Administration Portal or the All-In-One Appliance that will send
requests to the Splunk server.

NOTE: If your SL1 system includes multiple Administration Portals or if different CNAME records apply to
different users based on their network location, you can define multiple DNS-Based Proxy rules. For
guidance, consult your DNS administrator.

The format of the CNAME record should be:

*.domain name of the IN CNAME domain name of the Administration
Administration Portal or All-In- Portal or All-In-One Appliance.
One Appliance
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For example, if your Administration Portal has a domain name of "MyAdministrationPortal.com", we could create
the following CNAME record:

* .MyAdministrationPortal.com IN CNAME MyAdministrationPortal.com.

Next, you must define the DNS-based proxy in SL1. To do this:

1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).
2. Inthe DNS-Based Proxy Rules page, select the [Create] button.
3. The DNS Proxy Rule Editor modal page appears:

Edit DN5 proxy rule Close | Esc

DS Proxy Rule Editor | Editing Rule [1] | mew |  Reset |
Pattern Type AP Hostname Pattern Priority Order
[[widcard] =] [ | [ |

Wildcard Domain Browser Protocol
*emTproxy. |dncrap.qa.scian celogic.local | [HTTP]

4. Inthe DNS Proxy Rule Editor modal page, supply a value in the following fields.

o Pattern Type. We selected Wildcard.

o AP Hostname Pattern. We entered * (asterisk), meaning "use the DNS-based proxy rule for every
session on the Administration Portal or All-In-One Appliance". SL1 examines the URL or IP address
that the user specified in the browser to connect fo the Administration Portal or All-In-One Appliance.
If the URL or IP address matches the value in this field, SL1 applies the DNS-based proxy rule to the
current session.

« Priority Order. We specified 1. This DNS-based proxy rule will be applied before other matching

rules.

o Wildcard Domain. Enter the wildcard domain you defined in the DNS CNAME record for the
Administration Portal or All-In-One Appliance, excluding the "*.". We entered the domain for our
Administration Portal (doc-ap.qa.sciencelogic.local). When a session on the Administration Portal or
All-In-One Appliance matches the AP Hostname Pattern, SL1 will substitute this wildcard domain
into the URL of the Administration Portal or All-In-One Appliance during requests to the proxied web
service. The wildcard domain always begins with "*.em7proxy.", which is automatically included by
SL1

« Browser Protocol. Select HTTP.

5. Selectthe [Save] button o save your new DNS-based proxy rule .

6. Eachtime a user access the Administration Portal or All-In-One Appliance in a manner that matches the new
DNS-based proxy rule, SL1 will apply the DNS-based proxy rule. SL1 will substitute the wildcard domain for
the URL of the Administration Portal or All-In-One Appliance service when making requests to the proxied
web service.
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Defining a Proxy Web Service in SL1

Proxied Web Services page. To create a proxied web service:

1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).
2. Selectthe [Create] button in the upper right of the page.
3. The Proxy Service Editor page appears.

Proxy Service Editor | Creating New Service Reset

General Settings

Service Name S0APXML Credential
|5p|unt | |5p||.|nlt EI
Base URL Authentication Type
|https:/i10.100.100.22:8000 | [Custom header
Authentication OptiOI"IS OUtpU‘ OptiDﬂS
HTTP Headers X5L Transformations
« Remote_ser %u 0
Authentication Soript -

4. Inthe Proxy Service Editor page, supply a value in the following fields:

o Service Name. Name of the proxied web service. We entered Splunk.

o SOAP/XML Credential. We selected the credential we created in the previous section. We selected
Splunk.

o Base URL. We entered the URL for the web interface of our Splunk server. If you are using your own
Splunk server with this example, enter the URL of the web interface for your Splunk server.

o Authentication Type. We selected Custom header. SL1 will pass the user name in a custom header.
Splunk will examine this custom header and the IP address of the Administration Portal (or All-In-One
Appliance) to authenticate the request.

« Authentication Options. Because we selected Splunk min the SOAP/XML Credential field, SL1
included our custom HTTP header from that credential.
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« Output Options. We did not select a Proxy XSL Transformation.

5. Selectthe [Save] button to save the new web proxy service.

Define a Dashboard Widget to Display the Results
You can use the proxied web service widget to view data retrieved from an external website. You can view the
proxied web service widget in the Dashboards tab page ([Dashboards] tab).
To view data from our example proxied web service:

1. Gotothe Dashboards tab page ([Dashboards] tab).

2. After you have configured your Dashboard and added a widget, select the Proxied Web Service widget type
in the left NavBar of the New Widget Configuration page.

Eaiting: Proxied Web Service
fager et Refresh o

=) | [[Wgetdermut] =l

Single-Point

Web Service

Snapstot g Seres [0
>

NOTE: For details on configuring Dashboards and adding widgets, see the Dashboards manual.

3. Inthe Widget Configuration page, supply values in the following fields:

o Widget Type. We selected Proxied Web Service.
« Widget Title. We entered Integration Service.
» Widget Refresh. Accept the default value.

o Web Service. Select the proxied web service we defined in the previous section. We selected
Splunk.

« Service Base URL. We accepted the default value.
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o Target URL. We entered the base URL for the web inferface to our Splunk server. We entered
https://10.100.100.22:8000. If you would like to include an additional directory in the Service Base
URL, you can specify that in this field. For example, suppose the Service Base URL displays the top-
level overview page of a web service, like "www.webservice.com/intro". Suppose you always want the
widget to display the sub-page "Account Details", like "www.webservice.com/intro/account". You
could specify the URL of the sub-page in the Target URL field.

o Default Transformation. We did not select an XSL transformation.

« Include white background behind content. We did not select this checkbox.

4. The widget will display the following:

WYEICOMmE Splunk Home

Welcome to Splunk Need help?
B Getting started tutorial
Add data

u Before you can use Search, you'll need to index some IT data. Index eventlogs, local
logs, syslog, and mare. Splunk documentation

1 What's new in this release

Splunk answers
I Launch search app

The Search app is Bplunk's default interface for searching and analyzing IT data. It allows
youto indes data into Splunk, add knowledge, create dashboards, and create aletts

Doh'twant to see this sereen? Change your default settings in Manager.

5. You can click on the links in the widget, and the widget will display the next page of data.
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Example

14

Web Proxy Using HTTP Authentication

Overview

This example will walk you through the steps to create a web proxy that requests data from the Integration Server
and displays the requested data in a Dashboard widget.

The example uses HTTP Authentication. SL1 will use standard HTTP authentication and pass a username and
password to the web service on the Integration Server.

The following steps are covered in this example:

Testing the RequUest . il 89
Creating an XSLTransformation ... .. 91
Creating a Credential .. .. ... . . L 92
Defining an XSL Transformation in SLT .. 94
Defining a Proxy Web Service in SLT L 96
Defining a Dashboard Widget .. ... 97

Testing the Request

In this example, we are going to send a request to the Integration Server.

Ovur Integration Server resides at IP address 10.100.100.16. To run this example on your Integration Server,
substitute the IP address or URL of your Integration Server.

1. We opened a browser session and enfered the following in the URL bar:

https://10.100.100.16
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2. We were prompted to enfer the user name and password for the Integration Server. We did so.

3. Here is the result of our request to the top-level of the Integration Server:

— <AFPTFeatures elemtype="lst">
<link TRI="{account" description="CGetMpdate/AddDelete Tzer Accounts” elemtype="href"/>
<link URI="/alert" description="4dd Alerts" elemtype="href"/>
<link URI="{apphance" description="Get/TTpdate EW7 Applances" elemtype="href"/>
<link URI="aszet" description="GetTpdate/& ddDelete Asset Records" elemtype="href"/>
<link URI="{cp:_theme" description="CetTpdate/4 ddDelete CF Theme Resources" elemtype="href"/>
<link URI="/credential" description="CetMpdate/s dd Credentials" elemtype="href"/>
<link URI="{dashboard" desecription="Get/Update/Delete Dashboards" elemtype="href"/>
<link URI="{device" description="Get/Tpdate/ A ddiDelete Devices and Get Collected Data" elemtype="href"/>
<link URI="{device_class" description="Get Device Classes" elemtype="href"/>
<link URI="/device_group" description="Get/TTpdate/ A ddTelete Device Groups" elemtype="href"/>
<link URI="{device_temnplate” description="CGet Ty date/4 ddDelete Device Templates” elemtype="href"f>
<link URI="/discovery_session" description="CGetTpdate/ AddTelete Device Discovery Sessions” elemtype="href"f>
<link URI="{dizcovery_session_active" description="View/Start/Stop Active Dewice Discovery Sessions” elemtype="href"/>
<link URI="/dynamic_app" description="CGet Dynamic Application Rescurces” elemtype="href"/>
<link URI="{event" description="View/TTpdate/Clear Events" elemtype="tref"/>
<link TRI="fmomtor" description="CGetTpdatef AddTelete MMomtor Policies" elemtype="href"/>
<link URI="organization” description="Get/Tpdate/ & ddDelete Organizations” elemtype="href"/>
<link URI="/theme" description="GetTpdate/ AddTelete Theme Resources” elemtype="href"/>
<link TRI="ticket" description="GetTTp date/ A ddDelete Tickets" elemtype="href"/>
<lnk URI="fticket queue" desecription="Cet Ticket Queues" elemtype="href"/>
<lhnk URI="ticket_state" description="CGetTpdatel A ddDelete Custom Ticket States” elemtype="href"f>
<link URI="fvendor" description="Get/TTp date/ A ddDelete Vendor Eecords" elemtype="href"/>
<{APTFeatures=

4. To specify one of the links within this result, we opened a browser session and entered the following in the
URL bar:

https://10.100.100.16/account

5. Here is the result:

<accounts>

<searchspec>

[XML fields that are not relevant to our example]

</searchspec>

<total matched>15</total matched>

<total returned>15</total returned>

<result set elemtype="list">

<link URI="/account/28" description="acmeuser" elemtype="href"/>
<link URI="/account/32" description="bcorgan" elemtype="href"/>
<link URI="/account/19" description="dashboard" elemtype="href"/>
<link URI="/account/22" description="dashboard admin" elemtype="href"/>
<link URI="/account/26" description="dkahane" elemtype="href"/>
<link URI="/account/1" description="em7admin" elemtype="href"/>
<link URI="/account/33" description="jproctor" elemtype="href"/>
<link URI="/account/35" description="kgibson" elemtype="href"/>
<link URI="/account/34" description="mwashington" elemtype="href"/>
<link URI="/account/30" description="prevere" elemtype="href"/>
<link URI="/account/3" description="qgauser" elemtype="href"/>

<link URI="/account/31" description="samadams" elemtype="href"/>
<link URI="/account/27" description="sjohnson" elemtype="href"/>
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<link URI="/account/2" description="sysuser" elemtype="href"/>

<link URI="/account/20" description="testcustomer" elemtype="href"/>
</result set>

</accounts>

Creating an XSL Transtormation

Without an XSL transformation, our results are not very usable in a Dashboard Widget.

o The information is not laid out in an easily viewable table.

o There are not clickable hyperlinks but instead hrefs to other pages of data.
To convert the results of our request into a table that includes clickable hyperlinks, we wrote the following XSLT
stylesheet. This stylesheet converts the top-level results (APIFeatures) into a table format, with clickable hyperlinks.

If a user selects a link in the top-level results, this stylesheet converts the new page of results (result_set) into a
table format, with clickable hyperlinks.

We saved this XSLT stylesheet in a file called IS_proxy_xslt.xsl.

NOTE: For details on XSLT stylesheets, see the website http://www.w3schools.com/xsl/xs| intro.asp. If you
are familiar with XSLT, you can use this XSLT stylesheet to transform the output from your Integration
Server.

<?xml version="1.0" encoding="IS0O-8859-1"?>
<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:template match="/">
<html>
<body>
<xsl:choose>
<xsl:when test="APIFeatures">
<table bgcolor="#FFFFFF">
<tr>
<th>Description</th>
<th>Link</th>
</tr>
<xsl:for-each select="APIFeatures/link">
<tr>
<td>
<xsl:value-of select="@description" />
</td>
<td>
<a><xsl:attribute name="href"><xsl:value-of select="substring(QURI,2)"
/></xsl:attribute><xsl:value-of select="QURI" /></a>
</td>
</tr>
</xsl:for-each>
</table>
</xsl:when>

<xsl:when test="//result set"> (when a link is selected)

<table bgcolor="#FFFFFF">
<tr>
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<th>Description</th>
<th>Link</th>
</tr>
<xsl:for-each select="//result set/link">
<tr>
<td>
<xsl:value-of select="@description" />
</td>
<td>
<a><xsl:attribute name="href"><xsl:value-of select="substring (QURI,2)"
/></xsl:attribute><xsl:value-of select="QURI" /></a>
</td>
</tr>
</xsl:for-each>
</table>
</xsl:when>

<xsl:otherwise>
<table bgcolor="#FFFFFF">

<tr>
<th>Description</th>
<th>Value</th>
</tr>
<xsl:for-each select="//*">
<xsl:1f test="(Q@elemtype != 'list') or (not (@elemtype))">
<xsl:if test="position()!=1">
<tr>
<td>
<xsl:value-of select="local-name()"/>
</td>
<td>
<xsl:value-of select="."/>
</td>
</tr>
</xsl:if>
</xsl:if>
</xsl:for-each>
</table>

</xsl:otherwise>
</xsl:choose>
</body>
</html>
</xsl:template>
</xsl:stylesheet>

Creating a Credential

Next, we must create a credential for our example. Our example uses standard HTTP authentication. To create a
credential that provides the information for standard HTTP authentication:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Inthe Credential Management page, select the [Create] button in the upper right of the page. Select
SOAP/XML Host Credential.

3. The Credential Editor page appears.
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Credential Editor Close | Esc

Edit CURLISOAP Credential #52 | Credential Saved [ Hew | Reset |
Basic Settings Soap Options
Profile Name: Content Encoding Method HTTP Verison Embedded Password [%eP]
|PrmyIS ||[te;d!xml] El |[F'OST] E”[H'I'I'F';"H]El | |
URL [ http(= ).//Host: Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name ] Embed “Value [%&1] Embed Value [%2]
[https://10.100.100.16 BN | T |
HTTP Auth User HTTP Auth Pazssword Timeout (zeconds) Embed Value [%3] Embed Value [%4]
[ | [ee |[2 [ | || |
Proxy Settings HTTP Headers
P Port User Password + Add a header

| [0 I |

CURL Options

CAINFO

CAPATH
CLOSEPOLICY
CONNECTTIMEOUT
COOKIE
COOQKIEFILE
COOKIEJAR
COOKIELIST

CRLF
CUSTOMREQUEST
DNSCACHETIMEQUT -

| »

4. Inthe Credential Editor page, supply values in the following fields. If a field is not specified, SL1 does not
use that field when authenticating a proxied web service. You can accept the default values for fields that are
not specifically described in this section. SL1 will use the following fields when creating the SOAP/XML
credential for a proxied web service using HTTP Authentication:

o Profile Name. Name of the profile. We entered Proxy IS.

o URL. If you are creating a credential to use with a proxied web service, you can enter any valid URL in
this field. The proxied web service does not use this value, but the Credential Editor page requires a
value in this field. We entered the URL for our Integration Server, https://10.100.100.16.

e HTTP Auth User. Username with which to log in to the web server. We entered %u.

o %u. Username of the user currently logged in to the Administration Portal or All-In-One Appliance.
o HTTP Auth Password. Password with which fo access the web server. We entered %p in this field.

o %p. Password of the user currently logged in to the Administration Portal or All-In-One Appliance.
o Proxy Settings. This is an optional field. We didn't enfer any values in these fields.

o Curl Options. This is an optional field. We didn't enter any values in this field.
o HTTP Headers. We did not include a custom HTTP header in this credential.

5. Selectthe [Save] button to save the new credential.
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Defining an XSL Transformation in SL1

94

To define an XSL Transformation in SL1, we must perform two steps:

1.

Upload the stylesheet and any dependent files to SL1.

2. Create a definition of the XSL Transformation in SL1, referencing the uploaded files.

This section will explain how to perform these steps for our example Web Proxy.

Remember that in an earlier section, we created an XSLT stylesheet named IS_proxy_xslt.xsl. We must now
upload the stylesheetto SL1:

1.

2
3.
4

Make sure that the file IS_proxy_xslt.xsl is available from your local computer.

Goto the Proxy Service Files page (Registry > Web Proxies > Proxy Service Files).
In the Proxy Service Files page, select the [Create] button.

The File Editor page appears.

Edit file Close | Esc
File Editor | Editing file ‘is_proxy_xsitxsl | New |  Reset |

File Settings

Filename
|i5J:|rnxy_x5rt.x5I |

Upload File
|Eruwse for file... |
File Editor

<?xml version="1.0" encoding="I50-8859-1"72> il
L

<x=2l:stylesheet version="1.0"
xmlns:xsl="http://www.w3.org/1999/¥5L/Transform" >
<xsl:template match="/">

<html>

-
ey

4 | 1 |
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5. In the File Editor page, define values in the following fields:
o File Name. We specified the name of our XSLT stylesheet, IS _proxy xslt.xsl. This name will appear as
a choice in the Proxy Service Editor page, in the Service Files Used and XSL Stylesheet fields.
o Upload File. Use this field to navigate to the stylesheet.
« File Editor. If you are uploading a new Proxy Service File, leave this field blank. If you are editing an
existing Proxy Service File, you can edit the file in this field without uploading the file again.
6. Selectthe [Save] button to upload the Proxy Service File to SL1.
7. You can now use the Proxy Service file in the definition of a proxy XSL transformation.

8. Todefine the XSL transformation in SL1, go to the Proxy XSL Transformations page (Registry > Web
Proxies > Proxy XSL Transformations).

9. Inthe Proxy XSL Transformations page, select the [Create] button.

10. The XSL Transformation Editor page appears.

Edit transformation Close | Esc

XSL Transformation Editor | Editing transformation [1] m

Transformation Name

|simple IS XSL |
Menu Text Service Files Used
|Simple = | i=_proxy_xstxsl -
X5L Stylesheet
| [is_proxy xshxsl] EI -

e | seae )

11. Inthe XSL Transformation Editor page, enter values in the following fields:

« Transformation Name. We entered Simple IS XSL. This name will appear as a choice in the
Proxy Service Editor page, in the Output Options field.

o Menu Text. Another name for the XSL Transformation. We entered Simple IS. This name will appear
in the Widget Configuration page for a widget of type Proxied Web Service, in the Default
Transformation field. This name will also appear in the Options menu in the upper right of each
widget in the Dashboards tab page.

« Service Files Used. Because our XSL transformation did not call, include, or reference any additional
files, we did not select any files in this field.

o XSL Stylesheet. We selected the stylesheet we uploaded earlier in this section. We selected IS _proxy
xslt.xsl.
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12. Select the [Save] button to save the XSL Transformation. This XSL Transformation can now be applied from

within SLT.

Defining a Proxy Web Service in SL1

You can create a proxied web service in the Proxied Web Services page. To create a proxied web service:

96

1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

2. Selectthe [Create] button in the upper right of the page. The Proxy Service Editor page appears.

3. The Proxy Service Editor page includes the following fields:

Edit proxy service Close | Esc

Proxy Service Editor | Editing Service [2]

General Settings

Service Name

SOAPXML Credential

Authentication Script

[Doc s | [[ProxyIs] [+]
Base URL Authentication Type
|nttps:#10.100.100.15 | [[HTTP authentication | [~]
Authentication Options Output Options
HTTP Headers X5L Transformations

[ AP View ] -

« Service Name. Name of the proxied web service. We entered Doc IS.

o SOAP/XML Credential. We selected the credential we created in the previous section. We selected

Proxy IS.

o Base URL. We entered the URL for our Integration Server. If you are using your own Integration Server

with this example, enfer the URL of your Integration Server. Remember o use https at the beginning

of the URL.

« Authentication Type. We select HTTP Authentication. SL1 will pass the username and password of
the current user o the Infegration Server.

« Authentication Options. We did not include any additional Authentication Options.
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« Output Options. We selected the Proxy XSL Transformation we created in the previous section. We
selected Simple IS XSL. This XSL transformation will appear as an option when a widget is created for
the proxied web service.

4. Selectthe [Save] button to save the new web proxy service.

Defining a Dashboard Widget

You can use the proxied web service widget o view data retrieved from an external website. You can view the
proxied web service widget in the Dashboards tab page ([Dashboards] tab).

To view data from our example proxied web service:

1. Gotothe Dashboards tab page ([Dashboards] tab).

2. After you have configured your Dashboard and added a widget, select the Proxied Web Service widget type
in the left NavBar of the New Widget Configuration page.

NOTE: For details on configuring Dashboards and adding widgets, see the Dashboards manual.

] [[Widget defaut |

3. Inthe Widget Configuration page, supply values in the following fields:

Widget Type. We selected Proxied Web Service.

« Widget Title. We entered Integration Service.
« Widget Refresh. Accept the default value.

« Web Service. Select the proxied web service we defined in the previous section. We selected Doc IS.
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« Service Base URL. A read-only field, populated automatically by SLT when you select a value in the

Web Service field. This value is the URL of the external web service that you want to display in a

widget. When SL1 forwards a request from the browser, the request will always start with this URL.
Although the user can follow links that include this URL. SL1 will not let the user make a request

outside this URL.

« Target URL. We entered the base URL for our Integration Server. We entered https://10.100.100.16.
If you would like to include an additional directory in the Service Base URL, you can specify that in this

field. For example, suppose the Service Base URL displays the top-level overview page of a web

service, like "www.webservice.com/intro". Suppose you always want the widget to display the sub-
page "Account Details", like "www.webservice.com/intro/account". You could specify the URL of the

sub-page in the Target URL field.

« Default Transformation. We selected the XSL transformation we defined in the previous sections

and aligned with the proxied web service. We selected Simple IS.

« Include white background behind content. We did not select this checkbox..

4. The widget will display the following:

Irtegration Setvice

Desecription
GetTpdaterAddDelete User Accounts
Add Alerts
GetTpdate EM7 Appliances
GetTpdater&ddiDelete Aszet Becords
GetTlpdatef&ddDelete CP Theme Resources
GetTpdaterddd Credentials
GetTpdateTelete Dashboards

faccount
falett
fappliance
fasset

fcp theme
feredential
fdashboard

GetTpdatefAddDelete Devices and Get Collected Diata fdevice

Get Device Classes
GetTpdaterAddDelete Device Groups
GetTpdaterAddDelete Device Templates

GetTpdaterAddDelete Device Discovery Sessions

Wiewl Start/Stop Acttve Device Discovery Sessions

Get Dynamic Application Eesources
ViewTpdate/Clear Events

[device class

{device group

{device template
[discovery gession

Jdiscovery session achwve

{dynarmic app
Jewent

5. You can click on the links in the widget, and the widget will display the next page of data.

6. Toview a page without the XSL Transformation applied, select the Options menu in the upper right of the

widget and then select No Transformation.
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Example

14

Web Proxy Using a PHP Script for
Authentication

Overview

This example will walk you through creating a web proxy that requests data from the web interface of a Splunk
server. SL1 then displays the top-level page of the Splunk web interface in a Dashboard widget.

The example uses a PHP Script for authentication. The result of this example is identical to the result of the
Example Using a Custom Header for Authentication. However, the Example Using a Custom Header for
Authentication is easier to implement than this example, so the Example Using a Custom Header for
Authentication would typically be used to create a web proxy for Splunk. This example is designed to demonstrate
the features of the PHP Script Authentication method by building on the previous example.

You can use a custom PHP Script to authenticate with web services that cannot be authenticated using the HTTP
Authentication or Custom Header methods. SL1 executes a custom PHP script to supply the required
authentication information to the web service.

When you use the PHP Script method for authentication, SL1 constructs a PECL (PHP Extension Community
Library) HTTP request and sends the request to the web service. The PECL HTTP request includes information from
a standard credential and information from the custom PHP script.

To create a credential for a proxied web service using the PHP Script authentication method, you must:

o Define the credential that will provide additional information for authentication.

o Define the PHP script that will generate the authentication information.
The following steps are covered in this example:

Configuring Splunk to Accept Requests from SLT ... 100
Testing the ReqUeSsT .. 101
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Creating the Credential ... 102

Defining a DNS-based ProXy ... .. 103
Defining a Proxy Web Service and a PHP Scriptin SLT . . 105
Defining a Dashboard Widget to Display the Results ... .. . 106

Configuring Splunk to Accept Requests from SL1

NOTE: To download a trial copy of Splunk, go to http://www.splunk.com/download. Download the version
that is appropriate for your operating system. Install and configure according to Splunk's instructions.

To allow Splunk to authenticate SL1 using the custom header option, edit the following files on the Splunk Server:

1. Goto /opt/splunk/etc/system/local /fweb.conf and open with a text editor (like vi).

2. We have to tell Splunk the name of the custom header we will be sending (Remote User). Find the following
section and edit it fo look like this:

# Remote user HTTP header sent by the authenticating proxy server.
# This header should be set to the authenticated user.
#

remoteUser = Remote User

3. We have to tell Splunk the IP address of the Administration Portal or All-In-One Appliance. Find the following
section and edit it to look like this:

Trusted IP. This is the IP address of the authenticating proxy.
Splunkweb verifies it is receiving data from the proxy host for all
SSO requests.

Uncomment and set to a valid IP address to enable SSO.

4 oS e HE

# trustedIP = 127.0.0.1
trustedIP = enter the IP address of your All-In-One appliance or your
Administration Portal We entered 10.100.100.10

4. Inthe [settings| section of the file, add or change the following seftings to look like this:
x_frame options_sameorigin = False
SSOMode = permissive

5. Save your changes and exit the file (in vi, :wq).

6. Goto /opt/splunk/etc/system/local/server.conf and open with a text editor (like vi).

7. Tell Splunk to trust itself. Find the following section and edit it to look like this:

[general]

guid = This value will be unique to your Splunk server. Don't edit this entry.
serverName = splunk

trustedIP = 127.0.0.1
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8. Save your changes and exit the file (:wq).

9. Formore information on configuring Splunk to use single sign-on and authenticate using a custom header,
see:

http://www.splunk.com/base/Documentation/latest/Admin/Usesinglesign-onwithSplunk

Testing the Request

To test the request to the web interface of Splunk:

1. Open a browser session. Enter the following in the URL bar:

http://URL or IP address of the Splunk server:8000

We entered:

http://10.100.100.22:8000

2. When prompted, enter your username and password. Your username and password for the Splunk web
interface must be the same as your username and password for SLT.

3. You should see something like this:

|| I thome) - Home - splunkc4.2:2 (1012... | = =

welcome Splunk Home
Welcome to Splunk Need help?
B Getting started tutorial
u Add data [ What's new in this release
Before you can use Search, you'll need 1o index some IT data. Index event logs, local
Iags, syslo, and mare. Splunk documentation
Splunk answers
S Launch search app

The Search app i Splunk's defaultinterface for searching and analyzing IT data. It allows
you to index tata into Splunk, add knowledge, crete dashboatds, and create alers

Dontwant to see this screen? Ghange your default seftings in Manager.

Done 4
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Creating the Credential

Next, we must create a credential for our example. Our example uses a PHP script for authentication. To create a
credential that provides the information for this type of authentication:
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Goto the Credential Management page (System > Manage > Credentials).

In the Credential Management page, select the [Create] button in the upper right of the page. Select

SOAP/XML Host Credential.

The Credential Editor page appears:

Credential Editor x

Create New SOAPXML Credential

Reset

Basic Settings
Profile Name

Content Encoding

Method

HTTF Version

Soap Options
Embedded Password [3:P]

| | | tesctfaml

w | [[PO5T]

| [[HTTPI11] |

URL [ hitp(s)/Host:Port/Path | %D = Aligned Device Address | %N = Aligned Device Host Name |

Embed Value [%21] Embed Value [%:2]

HTTP Auth User

HTTF Auth Password

Timeout (seconds)

Embed Value [%:3] Embed Value [%4]

Proxy Settings
Hostname/IP

Paort User

CURL Options

CAINFO -
CAPATH

CLOSEPOLICY
CONNECTTIMEOUT

COOKIE

COOKIEFILE

COOKIEJAR

COOKIELIST

GRLF

CUSTOMREQUEST

-

DNSCACHETIMEOUT

HTTP Headers
+ Add a header
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4. Inthe Credential Editor page, supply values in the following fields. If a field is not specified, SL1 does not
use that field when authenticating a proxied web service. You can accept the default values for fields that are
not specifically described in this section. SL1 will use the following fields when creating the SOAP/XML
credential for a proxied web service using a PHP script for authentication:

o Profile Name. Name of the profile. We entered Splunk (PHP Script).

o URL. lf you are creating a credential to use with a proxied web service, you can enter any valid URL in
this field. The proxied web service does not use this value, but the Credential Editor page requires a

value in this field. We entered the URL for the web interface o our Splunk server,
https://10.100.100.2:8000.

e HTTP Auth User. We did not enter a value in this field. SL1 will authenticate using the custom header
we build and send with our PHP script and the IP address of the Administration Portal or All-In-One
Appliance.

o HTTP Auth Password. We did not enter a value in this field. SL1 will authenticate using the custom
header we build and send with our PHP script and the IP address of the Administration Portal or All-In-
One Appliance.

o Proxy Settings. This is an optional field. We didn't enter any values in these fields.

« Curl Options. This is an optional field. We didn't enter any values in this field.

e HTTP Headers. We did not create a custom header for this credential.

5. Selectthe [Save] button to save the new credential.

Defining a DNS-based Proxy

To communicate with the web interface for a Splunk server, you must first create a DNS-based proxy. This is
because the Splunk server includes links that can't be resolved by the Administration Portal or All-In-One
Appliance.

A DNS-based proxy ensures that the Administration Portal or All-In-One Appliance will be able to resolve links
embedded in the results of a request to an external web service.

A DNS-Based Proxy requires a CNAME record for the Administration Portal or All-In-One Appliance. This CNAME
record includes an initial wildcard. This means that URL will resolve to the Administration Portal or All-In-One
Appliance regardless of the text at the front of the URL.

During requests to proxied web services, SL1 then creates a custom URL for the Administration Portal or All-In-One
Appliance. SL1 inserts information about the current session (user ID and browser session) into the front of the URL

for the Administration Portal.

First, you must create a CNAME record for your Administration Portal or the All-In-One Appliance that will send
requests to the Splunk server.
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NOTE: If your SL1 system includes multiple Administration Portals or if different CNAME records apply fo
different users based on their network location, you can define multiple DNS-Based Proxy rules. For
guidance, consult your DNS administrator.

The format of the CNAME record should be:
* . domain name of the IN CNAME domain name of the Administration

Administration Portal or All-In- Portal or All-In-One Appliance.
One Appliance

For example, if your Administration Portal has a domain name of "MyAdministrationPortal.com", we could create

the following CNAME record:

* MyAdministrationPortal.com IN CNAME MyAdministrationPortal.com.
V% V%

Next, you must define the DNS-based proxy in SL1. To do this:

1. Gotothe DNS-Based Proxy Rules page (Registry > Web Proxies > DNS-Based Proxy).
2. Inthe DNS-Based Proxy Rules page, select the [Create] button.
3. The DNS Proxy Rule Editor modal page appears:

Edit DNS proxy rule Close | Esc

DNS Proxy Rule Editor | Editing Rule [1] | New |  Reset |
Pattern Type AP Hostname Pattern Priority Order
[[wikdcard] =] [ | [ |

Wildcard Domain Browser Protocol
*emTproxy. |du&ap.qa.sciancelngic.lucal | | [HTTP] lzl
e | seens ]

4. Inthe DNS Proxy Rule Editor modal page, supply a value in the following fields.

o Pattern Type. We selected Wildcard.

« AP Hostname Pattern. We entered * (asterisk), meaning "use the DNS-based proxy rule for every
session on the Administration Portal or All-In-One Appliance". SL1 examines the URL or IP address
that the user specified in the browser to connect to the Administration Portal or All-In-One Appliance.
If the URL or IP address matches the value in this field, SL1 applies the DNS-based proxy rule to the

current session.

o Priority Order. We specified 1. This DNS-based proxy rule will be applied before other matching

rules.
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« Wildcard Domain. Enter the wildcard domain you defined in the DNS CNAME record for the
Administration Portal or All-In-One Appliance, excluding the "*.". We entered the domain for our
Administration Portal (doc-ap.qa.sciencelogic.local). When a session on the Administration Portal or
All-In-One Appliance matches the AP Hostname Pattern, SL1 will substitute this wildcard domain
into the URL of the Administration Portal or All-In-One Appliance during requests to the proxied web

service. The wildcard domain always begins with "*.em7proxy.", which is automatically included by
SL1

o Browser Protocol. Select HTTP.

5. Selectthe [Save] button to save your new DNS-based proxy rule .

6. Eachtime a user access the Administration Portal or All-In-One Appliance in a manner that matches the new
DNS-based proxy rule, SL1 will apply the DNS-based proxy rule. SL1 will substitute the wildcard domain for
the URL of the Administration Portal or All-In-One Appliance service when making requests to the proxied
web service.

Defining a Proxy Web Service and a PHP Scriptin SL1

You can create a proxied web service in the Proxied Web Services page and include a PHP script to use during
authentication. To create our example proxied web service:

1. Gotothe Proxied Web Services page (Registry > Web Proxies > Proxied Web Services).

2. Selectthe [Create] button in the upper right of the page.

3. The Proxy Service Editor page appears.

Proxy Service Editor | Creating New Service Reset

General Settings

Service Name

SOAPEML

|Sp|unt

| | Splunk EI

Base URL

Authentication Type

|hﬂps:.l’.l"1 0.100.100.22:8000

| | ‘Custom header

Authentication Options
HTTP Headers

= Remote_User: %u

Authentication Soript

Qutput Options
HKSL Tra

4. Inthe Proxy Service Editor page, supply a value in the following fields:

Defining a Proxy Web Service and a PHP Script in SL1
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« Service Name. Name of the proxied web service. We entered Splunk (PHP).

o SOAP/XML Credential. We selected the credential we created in the previous section. We selected
Splunk (PHP Script).

e Base URL. We entered the URL for the web interface of our Splunk server
(http://10.100.100.22:8000). If you are using your own Splunk server with this example, enfer the URL
of the web inferface for your Splunk server.

« Authentication Type. We selected PHP script. SL1 will use the PHP script specified in the
Authentication Script field to supply some of the authentication data.

« Authentication Script. We entered the following PHP script in this field:

<?PHP
Sheaders['REMOTE-USER'] = $Sauth user;
>

o $headers. An associative array that SL1 supplies as a parameter for the setHeaders function. The
setHeaders function is used to build the PECL HTTP request and allows you to define a custom
header for our request. The array keys in the$headers array must be setto the name of the header.
Each key must pointto a value for that header. For more information about the setHeaders
function, see http://www.php.net/manual/en/function.httprequest-setheaders.php

o REMOTE-USER. The name of the custom header that the setHeaders function will build.

o $auth_user. The username of the currently logged in user. This value will be stored in the

REMOTE-USER header.
« Output Options. We did not select a Proxy XSL Transformation.

5. Selectthe [Save] button to save the new web proxy service.

Defining a Dashboard Widget to Display the Results

You can use the proxied web service widget to view data retrieved from an external website. You can view the
proxied web service widget in the Dashboards tab page ([Dashboards] tab).

To view data from our example proxied web service:

1. Gotothe Dashboards tab page ([Dashboards] tab).
2. After you have configured your Dashboard and added a widget, select the Proxied Web Service widget type.

NOTE: For details on configuring Dashboards and adding widgets, see the Dashboards manual.
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http://www.php.net/manual/en/function.httprequest-setheaders.php.

New Widget Configuration

Widgel Refresh Rate

3. Inthe Widget Configuration page, supply values in the following fields:

« Widget Type. We selected Proxied Web Service.
« Widget Title. We entered Splunk (PHP Script).
« Widget Refresh. Accept the default value.

o Web Service. Select the proxied web service we defined in the previous section. We selected
Splunk.

« Service Base URL. We accepted the default value.

o Target URL. We entered the base URL for the web inferface to our Splunk server. We entered
https://10.100.100.22:8000. If you would like to include an additional directory in the Service Base
URL, you can specify that in this field. For example, suppose the Service Base URL displays the top-
level overview page of a web service, like "www.webservice.com/intro". Suppose you always want the
widget to display the sub-page "Account Details", like "www.webservice.com/intro/account'. You
could specify the URL of the sub-page in the Target URL field.

o Default Transformation. We did not select an XSL transformation.

« Include white background behind content. We did not select this checkbox.
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4. The widget will display the following:

Wyelcome : nk Home

VWelcome to Splunk Need help?
I Getting started tutarial

Add data

Before you can use Search, you'll need to index some IT data. Index event logs, local
logs, syslog, and mare.

“T%WWhat's newr in this release
Splunk documentation

Splunk answers
Launch search app
The Search app is Splunk's default interface for searching and analyzing T data. It allows
you to index data into Splunk, add knowledge, create dashhoards, and create alerts

Don'twant to see this screen? Change your default settings in Manager.

5. You can click on the links in the widget, and the widget will display the next page of data.
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