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Chapter

Introduction to Classic Maps (Views)

Overview

A Classic Map (View) is a graphical representation of a group of devices. The Classic Maps page
(Maps > Classic Views, formerly the [Views] tab in the classic user interface) allows you to view and edit
maps and relationships between devices and virtual infrastructure. In Skylar One, views are organized by
device group, organization, device category, component maps, Layer-2 topology, CDP topology, LLDP
topology, Layer-3 topology, or Virtual Infrastructure (VMware and virtual machines).

In the classic user interface only, you can also create your own classic maps with your most important
devices, and add images, text, links, and shapes to customize your maps.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).
« Toview a page containing all of the menu options, click the Advanced menuicon ( ::: ).
This chapter covers the following topics:
Overview of Device RelationNships ... 5

Views that Display Device Relationships ... ... .. 6



Overview of Device Relationships

Skylar One automatically defines parent and child relationships for certain devices. Users can also
manually define some types of relationships. Devices can have the following types of relationships:

Layer-2 devices and their clients. Layer-2 relationships are automatically discovered by Skylar One
and can be created on the Subnet Map (L2) page (Maps > Classic Maps > Topology Maps > Layer-
2).

Layer-3 devices and layer-2 devices. Layer-3 relationships are automatically discovered by Skylar
One and can be created on the Layer 3 Map page (Maps > Classic Maps > Topology Maps > Layer-
3).

Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in the CDP tables. CDP relationships are automatically discovered by Skylar One and can
be created on the Subnet Map (CDP) page (Maps > Classic Maps > Topology Maps > CDP).

Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified as
neighbors in the LLDP tables. LLDP relationships are automatically discovered by Skylar One and
can be created on the Classic Maps > Topology Maps > LLDP page (Maps > Classic Maps >
Topology Maps > LLDP).

Network devices that use ARP (Address Resolution Protocol) and devices that are specified as
neighbors in the ARP tables. ARP relationships are automatically discovered by Skylar One.

Component devices and their parent devices using Dynamic Application data. For example, virtual
machines and their hypervisors.

Device relationships between root devices, parent devices, and component devices (Component
Mapping).

Device relationships created using Dynamic Application data. For example, the Dynamic
Applications in the VMware vSphere and NetApp PowerPacks are configured to create relationships
between VMware Datastore component devices and their associated NetApp Volume component
devices.

Generic parent-child relationships, sometimes referred to as Event Correlation relationships or Ad-
Hoc relationships, can be manually created. These relationships can be created on the Device
Children page for the parent device.

NOTE: Skylar One also automatically discovers relationships between VMWare hypervisors and

VMWare virtual machines using SNMP data, but only for legacy versions VMWare ESX 3.5
and VMWare ESX 4.x.

All device relationships are displayed as child and parent relationships. For example:

A layer-2 switch is a parent device and a firewall attached to the switch is a child device.
A layer-3 router is a parent device and a layer-2 switch attached to the router is a child device.

A VMware ESX server is a parent device and a Linux VM on that server is a child device.

Overview of Device Relationships



Views that Display Device Relationships

The following options on the Classic Maps page (Maps > Classic Views) display device relationship
information. Relationships are displayed in a map only if both the parent device and the child device are
displayed in the map:

» Organizational Maps display all types of relationships.

e Component Maps display component relationships and relationships created using Dynamic
Application data.

e Layer-2 Maps display Layer-2 relationships.
e Layer-3 Maps display Layer-3 relationships.
e CDP Maps display CDP relationships.

e LLDP Maps display LLDP relationships.

e Customized Maps display all types of relationships.

Views that Display Device Relationships



Chapter

Device Maps

Overview

Device maps allow you to view devices by organization, device group, category, and component devices.
This makes it easy to visualize and manage devices. You can view and customize these maps, including
adding images and text, and can move individual or multiple devices to display the map for your needs.
However, you cannot add or delete devices from the device maps. To add or remove devices from the
device maps, you must change the organization for a device, change the device group for a device,
change the device category for a device, or delete or discover a component device.

NOTE: Some topics in this chapter are relevant to the classic user interface of Skylar One only. For
more information about using Classic Maps in the Skylar One user interface, see the Maps
manual.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (EJ).

« Toview a page containing all of the menu options, click the Advanced menu icon ( ==« ).

This chapter covers the following topics:

Device Group MaPs . . 9
Organizational MAPs .. 10
Device Category MAPS ... 12
ComPOoNENt MAPS ... 13






Device Group Maps

A device group is a user defined group of devices. Device groups make it easy to configure and manage
multiple devices. You can define and edit the configuration of device groups using templates. Skylar One
will automatically update each view in the Device Group Map page (Maps > Classic Maps > Device Maps
> Device Groups) as new devices are added to device groups, and as new device groups are defined.
Skylar One also updates each view with the latest status and event information.

The Device Group Map page allows you to view the member devices in each device group and also view
the relationships between device groups and their sub-groups.

The Device Group Map page contains buttons, tools, and icons to help view and manage the maps.

Viewing a Device Group Map

You can view a device group map from the Device Group Map page. To view an device group map:
1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the sections for Device Maps > Device Groups, and then select a device group. The Device
Group Map page appears and displays a map of the organization and its member devices:

Search...

Topology Maps
My Customized Maps
Shared Customized Maps
Classic Views

ashok-app

* The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

e Each device group and each member device appears as an icon.

¢ Each view contains a parent device group, represented by an icon with a cloud image. All
devices and sub-groups radiate from this device group.

e Each member device is connected to its device group with a line. The color of the line specifies
the device's current state. The state reflects the event of the highest severity for the device.

Device Group Maps 9



¢ When the view appears, you can view and reposition the components. The view can be edited
and rearranged using drag-and-drop features. Devices and sub-groups can be repositioned for
easier reading, if necessary.

¢ Mousing over a device displays its name, IP address, device type, and device category.
¢ Mousing over a device group displays its name.

* Totoggle between the view of the parent device group and the view of a sub-group, you can
select a view from the drop-down menu in the upper right.

Organizational Maps

The Organizational Map page allows you to view devices by organization. This makes it easy to visualize
and manage devices in organizations. If devices in the organization include relationships created by
Dynamic Applications, these relationships are displayed in the map. If devices in this organization include
CDP, LLDP, layer-2, or layer-3 relationships, they are included in the map.

All elements, policies, events, tickets, and users in Skylar One are associated with an organization. An
organization is a group for managing elements and user accounts. You can define organizations by
geographic area, departments, types of devices, or any structure that works best for your needs. The
minimum characteristics of an organization consist of:

* Aunique name
» Users who are members of the organization

« Elements, such as devices, associated with the organization

Skylar One automatically updates the Organizational Maps as new devices are added to organizations
and as new organizations are defined. Skylar One also updates each map with the latest status and event
information.

To select an Organizational Map, go to the Classic Maps page (Maps > Classic Maps), expand the links
for Device Maps > Organizational, and then select an organization. The Organizational Map page
appears and displays a map of the selected organization and its devices.

Viewing an Organizational Map

You can view an organizational map from the Organizational Map page. To view an organizational map:

1. Go to the Classic Maps page (Maps > Classic Maps).

10 Organizational Maps



2. Expand the sections for Device Maps > Organizational, and then select an organization. The
Organizational Map page appears and displays a map of the organization and its member devices:

Search...

! Maps
Shared Customized Maps
Classic Views

Y H

System.EM7 System.EM7

ashok-appwiz-aio21 appwiz-70 appwiz-35

I

¢ The search field at the top allows you to find one or more devices in the map. You can enter a
string, and Skylar One will highlight only the devices that have a device name that matches the
string.

« Each member device appears as an icon in the map.

¢ The Organizational Map page for an organization also displays the relationships between
devices in the organization. This includes:

° Layer-2 devices and their clients
° Layer-3 devices and layer-2 devices
° Component devices and their parents, e.g. virtual machines and their hypervisors

° Network devices that use CDP (Cisco Discovery Protocol) and devices that are
specified as neighbors in the CDP tables

° Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are
specified as neighbors in the CDP tables

° Device relationships created with Dynamic Applications

° Manually created parent-child relationships that affect event correlation

3. When the map appears, you can view and reposition the components. The map can be edited and
rearranged using drag-and-drop features. Devices can be repositioned for easier reading, if
necessary.

4. Mousing over a device displays its name, IP address, device type, and device category.

Organizational Maps 11



Device Category Maps

The Device Category Map page allows you to view devices by device category. This makes it easy to
visualize and manage devices.

A device category is a logical categorization of devices by primary function. Skylar One uses device
categories to group related devices in reports and views.

Device categories are paired with device classes to organize and describe discovered devices. Device
class usually describes the manufacturer. Device category describes the function of the hardware. For
example, a device might have a device class of "Microsoft Windows 2000 Server" and a device category
of "servers".

To select a Device Category map, go to the Classic Maps page (Maps > Classic Maps), expand the links
for Device Maps > Categories, and then select a device category. The Device Category Map page
appears and displays a map of the selected device category and its devices.

Viewing a Device Category Map

You can view a device category map from the Device Category Map page. To view a device category
map:
1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the links for Device Maps > Categories and then select a device category. The Device
Category Map page appears and displays a map of the device category and its member devices:

Search...

¢ The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

« Each member device appears as an icon in the map.

12 Device Category Maps



* When the map appears, you can view and reposition the components. The map can be edited
and re-arranged using drag-and-drop features. Devices can be repositioned for easier
reading, if necessary.

¢ Mousing over a device displays its name, IP address, device type, and device category.

Component Maps

The Component Map page allows you to view devices by root node and also view the relationships
between root nodes, parent components, and child components. This map makes it easy to visualize and
manage root nodes and their components.

NOTE: User accounts of type "user" can view only root nodes and device components that belong to
their organization(s).

Skylar One uses Dynamic Applications to retrieve data from a management device and discover each
entity managed by that management device. Skylar One then uses that retrieved data to create a device
for each managed entity. In some cases, the managed entities are nested.

« In Skylar One, a managed entity is called a component device. A component device is an entity that
runs under the control of a physical management device.

» In Skylar One, the root device is the physical device that manages one or more component devices.

» In Skylar One, a parent device is a device that has associated entities modeled as component
devices. A parent device can be either a root device or another component device.

For example, in a Cisco UCS system, Skylar One might discover a physical server that hosts the UCS
manager. Skylar One might discover a chassis as a component device. The chassis is a child device to
the physical server; the physical server is the root device. Skylar One might also discover a blade as a
component device that is part of the chassis. The blade is a child device to the chassis. The chassis is the
parent device.

Skylar One automatically updates the Component Map as new component devices are discovered. Skylar
One also updates each map with the latest status and event information.

Viewing a Component Map

You can view a component map from the Component Map page. To view a Component Map:
1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the links for Device Maps > Components and then select a root node. The Device
Component Map page appears and displays the map of the root node and its component devices.

¢ The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

¢ Each root node and component device appears as an icon.

¢ Each map contains a root node. All parent and child devices radiate from this root node.

Component Maps 13



« Each component device is connected to its parent with a line. The color of the line specifies the

device's current state. The state reflects the event of the highest severity for the device.

¢ When the map appears, you can view and reposition the icons.The view can be edited and
rearranged using drag-and-drop features. Root devices and components can be repositioned
for easier reading, if necessary.

device category.

¢ Mousing over a device displays its name, IP address (for physical devices), device type, and

NOTE: For a user of type User, you can view only root nodes and device components that belong to
your organization(s).

Adding Devices from Another Component Tree to the
Component Map

of the blades of the UCS system:

You can add a device from another component tree to the map of the current component device.
For example, suppose you have a UCS system. Suppose you are running an ESX server and VMs on one

UCS System

%~ | Chassisi
N,
\
™,
“| Chassis 2
— Server 1
— Blade 1
%R:x = — (Windows)
W L
'.;N‘
”x N Server 2
\ ';_‘ ) (ESX) i I.,.I.M 1
I". l“n\ I".H (Limux)
Y !
L\ A
| % Blade3 \ .
\ '-.H {Linux)
| Fabric
¢ Extender 1 Wi 3
1.

(Windaws)

You can add the device where the ESX server resides to the map of the UCS system. To do this
Go to the Component Map page (Maps > Classic Maps > Device Maps > Components).

2. Expand the list of maps. Find the component map to which you want to add a device.
3. Select the [Nodes] button. Select the Add Dev icon (in the upper left).

14
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4. Inthe Device Browser modal page, select the root node you want to add to the component map.
Select the [Add To Map] button.

NOTE: When you complete these steps, the Skylar One system will automatically add all the child
devices for the newly added node to the map.

5. Select the [Links] button. Click on the parent device and then click on the newly added child device.

6. The link you created is an Event Correlation Override link. If you want to manually define a parent
device and child device for two devices that do not share a Layer-2 link, a Layer-3 link, a CDP link, an
LLDP link, or a VMware relationship, you can create an Event Correlation Override link between the
devices. Additionally, you can then define an event hierarchy for these devices.

7. Select the [Save] button.

8. Select the [Reset] button to view the changes to the map.

Component Maps 15



Chapter

Topology Maps

Overview

During discovery, Skylar One automatically discovers all networks and subnets in your infrastructure.
Skylar One then creates graphical representations of these discovered networks and subnets to create
topology maps. Skylar One creates four types of topology maps:

e Layer-2 Maps

e CDP Maps

e LLDP Maps

e Layer-3 Maps
This chapter will describe each type of map, and how to view and edit each topology map.
Use the following menu options to navigate the Skylar One user interface:

« To view a pop-out list of menu options, click the menu icon (E).

« Toview a page containing all of the menu options, click the Advanced menu icon ( = ).

This chapter covers the following topics:

Layer-2 MAPs ... oo 18
Confirming or Deleting an Unconfirmed Link ... ... ... . . 21
Creating, Editing and Deleting a Link ... ... 22
CD P M aPS . 25
LD P M aPDS 28
Layer-3 MAPS ... 30
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Layer-2 Maps

The Layer-2 Maps page displays a network map, where you can view details and relationships in any
layer-2 network that has been discovered by Skylar One.

Layer-2 networks are unrouted subnets, where devices are identified by MAC addresses (as opposed to
routed networks, where devices are identified by IP address). Layer-2 links communicate over the Data
Link Layer and use Ethernet and MAC addresses to communicate with devices in the same LAN or WAN.

Standard Layer-2 processing, which is used by default in versions of Skylar One prior to 12.5.1, uses the
"Enterprise Database: Topology Crunch" process to determine Layer-2 topology relationships based on
device category, with the purpose of connecting network devices to each other.

Enhanced Layer-2 processing, which is available in Skylar One 12.5.1 and later, can form Layer-2
relationships between any devices that matches a MAC address from the BRIDGE-MIB or sourced from
Dynamic Applications, regardless of device category.

A layer-2 network map can include:
» Devices of each device category defined in Skylar One.
* Unknown devices are represented with cloud icons and labeled as "unknown".
e Links between devices.
» Links between networks (created with switches or routers).
¢ Unknown connections are represented with cloud icons and labeled as "unknown".

» Skylar One automatically updates the map as new devices are discovered. Skylar One also updates
the map with the latest status and event information.

« Inversion 12.5.20 and later, Skylar One automatically removes stale Layer-2 topology relationships
when connections no longer exist or a parent/child device becomes inactive.

Viewing a Layer-2 Map

To view a layer-2 map:

1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the links for Topology Maps > Layer-2 and then select a network. Depending on the network
you select, the layer-2 map will display the following information:

¢ The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

¢ Each device appears as an icon in the map. If a device on a map appears with a question mark
icon (?), this means that Skylar One has not discovered this device but can detect that the
device is linked to a device that Skylar One has discovered.

Layer-2 Maps 18



NOTE: If your account is of type "user", you can view only devices that belong to the same
organization(s) as your user account.

« Each network device is connected to its parent device with a line. The color of the line specifies
the current state of the connection at each end. The state reflects the event of the highest
severity for the network connection. For example, a link line that is red on the child end and
yellow on the parent end indicates that the interface has a critical event on the child end and a
minor event on the parent end.

NOTE: If all or part of a link is white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

 If you see a cloud icon, this means that Skylar One has discovered a connection between two
devices but requires confirmation of the link. This occurs when there is an undiscovered device
connected between two discovered devices.

e Each device icon has a color outline. The color of the outline specifies the current state of the
device. The state reflects the event of the highest severity for the device.

¢ When the map appears, you can view and reposition the components. The map can be edited
and rearranged using drag-and-drop features. Devices and links can be repositioned for easier
reading, if necessary.

¢ Mousing over a device displays its name, IP address, device type, and device category.

¢ Mousing over a link displays as much of the following information as Skylar One can retrieve
about both the parent and child interface: MAC address, vendor, interface name, interface
alias, and IP address.

¢ Ifthe nodes in the map are using Extended display (Edit: [Nodes]), you can click on anicon to
view events on the device (11), create a ticket about the device (r;), view the Device
Summary page (rﬂﬂ), print a report about the device (™), or view the Device Properties page (

Ping Device

Filtering Nodes in a Layer-2 Map

You can use the Filter tool to filter the nodes that are included in the current map.

Selecting the Filter icon ('#®) toggles on and off the display of the Node Filters checkboxes.

19 Layer-2 Maps



These checkboxes allow you to filter the nodes included in a map based on whether a device or
connection is managed or unmanaged in Skylar One, whether the node is part of a device group, the
status of the device (healthy, notice, minor, major, critical), or the device category assigned to the device.

NOTE: By default, each filter is already selected except for Unmanaged Devices. By default, all
devices and connections except unmanaged devices will be included in the map. This means
that by default, unmanaged devices will not appear in the map until you select the
Unmanaged Devices checkbox.

To use the Filter tool:
1. Go to Classic Maps > Topology Maps > Layer-2 and select the map you want to view.

2. After the map is displayed, select the Filter tool (‘#) in the upper left.
3. Skylar One displays a pane with the Node Filters checkboxes.

» Select a checkbox to include the devices in the map.

» Unselect a checkbox to remove the devices from the map.
4. You can select or unselect one or more of the following filters:

¢ Managed Devices. If selected, the map will include devices that are managed by Skylar One.
Managed devices are those that have been discovered with discovery.

e Unknown Connections. If selected, the map will include connections that are "unknown" to
Skylar One. This means that Skylar One has detected a connection but cannot provide details
on all or one end of the connection.

« Device Groups. If selected, the map will include device groups.

« Unmanaged Devices. If selected, the map will include devices that are not managed by Skylar
One. This means that Skylar One has detected a device but has not performed discovery on
that device.

¢ Healthy. If selected, the map will include devices with a status of "healthy". This means that
the most severe event associated with the device has a severity of "healthy".

* Notice. If selected, the map will include devices with a status of "notice". This means that the
most severe event associated with the device has a severity of "notice".

e Minor. If selected, the map will include devices with a status of "minor". This means that the
most severe event associated with the device has a severity of "minor".

¢ Major. If selected, the map will include devices with a status of "major". This means that the
most severe event associated with the device has a severity of "major".

« Critical. If selected, the map will include devices with a status of "critical". This means that the
most severe event associated with the device has a severity of "critical”.

¢ Unknown. If selected, the map will include devices with a status of "unknown". This means
that Skylar One cannot determine the most severe event associated with the device.

 List of Device Categories. The pane includes a checkbox for each device category
associated with the current map. For each selected device category, the map will include
devices with that device category.

Layer-2 Maps 20



Confirming or Deleting an Unconfirmed Link

If Skylar One discovers a connection between an undiscovered device connected between two or more
discovered devices, it will create an unconfirmed link, represented by a cloud icon. You can confirm or
delete this link. If you confirm the link, Skylar One will not override it, and the link will be displayed in all
maps featuring the devices.

The two most common causes of an unknown connection are:

* An interface associated with the ambiguous port on the network switch or bridge is connected to
another network switch or bridge that is not discovered in Skylar One.

» The network switch or bridge is reporting incorrect information. The network switch or bridge detects
multiple devices associated with a single port and interface. One of those devices is connected to the
interface associated with that port; the other devices reported for the ambiguous port are actually
connected to a different interface on the network switch or bridge.

Perform the following steps to determine the cause of the unknown connection:

1. Open the Layer-2 topology map that displays the unknown connection.
2. Select the link that connects the two devices with the "Unknown Connection" cloud.

3. Hover over the link that connects the network switch or bridge to the "Unknown Connection" cloud.
The Link Details pop-up window will appear. The Link Details pop-up window displays information
about the parent interface (the interface on the network switch or bridge associated with the
ambiguous port).

4. Based on your knowledge of the network and the tools you have available to you, determine what is
connected to that interface.

5. Ifthe interface is connected to a network switch or bridge that is not discovered in Skylar One,
discover that network switch or bridge.

6. Ifthe interface is connected to one of the possible connections identified by Skylar One, confirm that
connection.

To confirm an unconfirmed link:
1. Go to the Topology Maps pages (Maps > Classic Maps > Topology Maps).
2. Ifthe map you are viewing contains an unconfirmed link, it will be represented by a cloud icon.

The cloud icon will be connected to one parent device and multiple child devices. Skylar One has
determined that for each cloud icon, there exists one parent-child relationship, but cannot fully
determine which child device link is correct. The links between the cloud icon and the child devices
represent all possible connections for the link. You must determine which of the possible
connections is correct

3. Select the [Edit:Links], and then double click the path between the known and unknown device you
want to confirm. The Link Editor modal page appears.

4. Select Show Relationships.

5. Inthe Node Relationships pane, select Confirm Relationship.

21 Confirming or Deleting an Unconfirmed Link



6.

The link will be confirmed, and the other possible links will automatically be deleted.

If the "unknown connection” cloud connected a switch or bridge to multiple devices and you confirmed that
one of the connections was correct, the possible connections to the other devices will be removed. To
create new connections for those other devices, perform the following steps:

—_

N

5.

. Select the [Edit: Links] button.

Select the first device (typically a switch or bridge) and then the connected device.

. Alink is created between the two devices and the Link Editor modal page appears.

When the Link Editor modal page appears, select the [Show Relationship] button. In the expanded
view, you can select the interface on the parent device and the interface on the child device for this
topology record.

Select the [Save] button to save the new topology record.

You can also manually delete an unconfirmed link. To delete an unconfirmed link:

—_

. Goto the Topology Maps pages (Maps > Classic Maps > Topology Maps).

If the map you are viewing contains an unconfirmed link, it will be represented by a cloud icon.
Select the [Edit:Links], and click the path between the parent device and all possible child devices.
Select [Del Link] in the upper left of the page.

The links will be deleted, and will not be overwritten.

Creating, Editing and Deleting a Link

In a Layer-2 Map, you can create links between two devices, edit links between two devices, and delete
links between two devices. You can also confirm a relationship between two devices.

In a Layer-2 Map, you can create only layer-2 links.

Creating a Link

If Skylar One does not discover a layer-2 link, you can manually create the link in the appropriate layer-2
map. The manually created link will be saved in Skylar One. Skylar One will not overwrite the new link.

To create a layer-2 link:

o gk~ N =

Go to Maps > Classic Maps > Topology Maps > Layer-2 and select a map.
Select the Edit: [Links] button.

Find the device icon for the parent device. Click on it.

Find the device icon for the child device. Click on it.

Skylar One creates a link between the two icons.

When the Link Editor page appears, you can edit the values in the following fields:

Creating, Editing and Deleting a Link 22



¢ Device. Displays the name of the device at one end of the link. You can specify whether this
device is a parent, sibling, or child (as compared to the other end of the link). A sibling
relationship affects only the display of the map when the default arrangement options are
used; the two devices will be on the same horizontal plane in the tree view or the same
distance from the center point in the radial tree view.

¢ Device. Displays the name of the device at the other end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link).

» Link Color. Specifies how Skylar One should color-code the link. The link can use either
interface state or device state. Interface state reflects the event with the highest severity that is
aligned with the interface. Device state means the event with the highest severity that is
aligned with the device. Choices are:

° Auto (Interface State then Device State). This is the default setting. If possible, Skylar

One will first use the interface state to color-code the link. If Skylar One cannot
determine the interface state, Skylar One will use the device state to color-code the link.
If you select Parent and Childin the Link Color Source field, each end of the link can
have a different color.

Interface State. Skylar One will first use the interface state to color-code the link. If you
select Parent and Child in the Link Color Source field, each end of the link can have a
different color.

Device State. Skylar One will use the device state to color-code the link. If you select
Parent and Childin the Link Color Source field, each end of the link can have a different
color.

NOTE: If all or part of a link are white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

» Link Color Source. Specifies whether Skylar One will display the status of both interfaces or
only one interface when displaying link status. Choices are:

o

o

(o]

Parent and Child. This is the default setting. Half the link will display the parent status
and half the link will display the child status.

Parent Node Only. The link will be color-coded to display only the parent status.

Child Node Only. The link will be color-coded to display only the child status.

» Label Source. Specifies whether or not to include a label with the link and if so, the information
to use in the label. Choices are:
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Disabled. This is the default setting. Skylar One will not include a label with this link.

Auto (based on relationships). Based on what information is available, Skylar One will
automatically select the label source that provides the most information.

Parent Interface Utilization. Specifies the label will display the utilization of the percent
interface.
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8.
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° Child Interface Utilization. Specifies the label will display the utilization of the child
interface.

° Combined Link Utilization. Specifies the label will display the combined utilization of the
percent and child interfaces.

» Label Scale. Allows you to set the size of the text box and text of the label in relation to the size
of the link. You can use the slider to choose scale between 50% to 300%.

If you select [Show Relationships], you can define Layer-2 Relationships. Layer-2 relationships
appear only in Customized Maps pages and Layer-2 maps pages. Layer-2 links use the Data Link
Layer and allow devices in a WAN or LAN to communicate with one another. Layer-2 links use
Ethernet and MAC addresses to communicate with devices in the same LAN or WAN. Layer-2 links
are unrouted. For Layer-2 relationships, you can define the following:

« Interface. Displays the name of the interface at one end of the link. You can select a different
interface on the device. You can then specify this device is a parent, sibling, or child (as
compared to the other end of the link). Editing the parent/sibling/child setting in this field also
changes the setting in the Device field.

¢ VLAN. Displays the VLAN created by the link.
To save the new link, select the Edit: [Save] button.

The manually created link will be saved in Skylar One. Skylar One will not overwrite the new link.

Editing a Link

If Skylar One discovers inaccurate information about a link, you can manually edit the link's properties in
the appropriate layer-2 map. The manually edited link will be saved in Skylar One. Skylar One will not
overwrite the changes to the link.

To edit a layer-2 link:

N o a s~ e b=

Go to Maps > Classic Maps > Topology Maps > Layer-2 and select a map.
Select the Edit: [Links] button.

Select the link you want to edit.

Select the Edit Link icon in the Link menu (at the top of the pane).

When the Link Editor page appears, you can edit the values in each field.
To save your changes, select the Edit: [Save] button.

The changes to the link will be saved in Skylar One. Skylar One will not overwrite the edited link.

Deleting a Link

If Skylar One discovers an incorrect layer-2 link, you can delete the link. You can also delete links that
were created manually. When you delete a link from a layer-2 map, the change will be saved in Skylar
One. The link will no longer be used for event correlation and will not appear in any maps or the device
relationships page. Skylar One will not re-add the link.

To delete a link:

Creating, Editing and Deleting a Link
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Go to Maps > Classic Maps > Topology Maps > Layer-2.

Select the Edit: [Links] button.

Select the link you want to delete.

Select the Delete Linkicon in the Link menu (at the top of the pane).

To save your changes, select the Edit: [Save] button.

o a0~ =

The deleted relationship will be saved in Skylar One. Skylar One will not overwrite the deleted
relationship.

Event Correlation and Precedence

For details on parent and child devices, event correlation and precedence, see the section on Event
Correlation and Precedence.

CDP Maps

Cisco Discovery Protocol (CDP) allows discovery of Cisco hardware and allows Cisco hardware within the
same LAN or WAN to share information about each other. This information includes the MAC address and
IP address, the operating system, and information about the network interface. CDP is a Layer-2 protocol
that uses the Data Link Layer and is unrouted. CDP can also run on legacy Hewlett Packard Hardware.

NOTE: For Skylar One to create CDP maps, you must first enable CDP topology collection and
processing on the Behavior Settings page. Doing so enables Skylar One to discover CDP
relationships where possible.

If you enable CDP topology collection and processing, Skylar One automatically discovers all CDP
relationships in your infrastructure. Skylar One then creates graphical representations of those discovered
networks and subnets. These graphical representations are called Topology Views. The Classic Maps >
Topology Maps pages allow you to view details and relationships in any network that has been discovered
by Skylar One.

Standard CDP processing, which is used by default in versions of Skylar One prior to 12.5.1, requires that
both devices respond with CDP neighbor data, show each other as a neighbor, and be managed devices
in Skylar One in order to form a CDP topology relationship with each other.

Enhanced CDP processing, which is available in Skylar One 12.5.1 and later, can form CDP relationships
between two devices so long as at least one of those devices responds with CDP neighbor data and is a
manged device in Skylar One. This new process also supports asynchronous collection, which increases
the scale of CDP collection when devices are slow to respond or to load due to network latency.

The Subnet Map (CDP) page displays a network map, where you can view details and relationships in
any CDP network that has been discovered by Skylar One.

CDP maps show layer-2, unrouted subnets, where devices are identified by MAC addresses (as opposed
to routed networks, where devices are identified by IP address).
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A CDP map can include:
» Devices of each device category defined in Skylar One.
* Links between devices.

* Links between networks (created with switches or routers).

« Skylar One automatically updates the map as new devices are discovered. Skylar One also updates
the map with the latest status and event information.

NOTE: Because CDP provides very accurate discovery details, links and relationships in CDP Maps
take precedence over links and relationships in Layer-2 Maps.

Viewing a CDP Map

You can view a CDP map from the Subnet Map (CDP) page (Classic Maps > Topology Maps > CDP). To
view a CDP map:

1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the links for Topology Maps > CDP and then select a network. The Subnet Map (CDP) page
appears and displays a map of the selected network.

3. Depending on the network you select, the CDP map will display the following information

¢ The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

e Each device appears as an icon in the map.

NOTE: If your account is of type "user", you can view only devices that belong to the same
organization(s) as your user account.

» Each network device is connected to its parent device with a line. The color of the line specifies
the current state of the connection at each end. The state reflects the event of the highest
severity for the network connection. For example, a link line that is red on the child end and
yellow on the parent end indicates that the interface has a critical event on the child end and a
minor event on the parent end.

NOTE: If all or part of a link are white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

» Each device icon has a color outline. The color of the outline specifies the current state of the
device. The state reflects the event of the highest severity for the device.

¢ When the map appears, you can view and reposition the components. The map can be edited
and re-arranged using drag-and-drop features. Devices and links can be repositioned for
easier reading, if necessary.
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¢ Mousing over a device displays its name, IP address, device type, and device category.

¢ Mousing over a link displays as much of the following information as Skylar One can retrieve
about both the parent and child interface: the MAC address, vendor, interface name, interface
alias, and IP address.

 Ifthe nodes in the map are using Extended display (Edit: Nodes), you can click on an icon to
view events on the device (:11), create a ticket about the device (r;), view the Device
Summary page (n*ﬂ']), print a report about the device (™), or view the Device Properties page (

&)
Filtering the Nodes in a CDP Map

You can filter the nodes in a CDP map. This feature works the same as Layer-2 map. To learn more about
filtering nodes in a CDP map, see the section Filtering Nodes in a Layer-2 map.

Creating, Editing, Confirming and Deleting a Link

You can confirm or delete unconfirmed links in a CDP map. To learn more about confirming or deleting
links in a CDP map, see the section on Confirming or Deleting an Unconfirmed Link.

You can create links between nodes in a CDP map. The Link Editor pane is the same as described for
Layer-2 maps. To learn more about the Link Editor pane, see the section on Creating, Editing, and
Deleting a Link.

If you select [Show Relationships] for a CDP link, you can view CDP relationships. CDP relationships
appear only in Customized Maps pages and CDP maps pages. Cisco Discovery Protocol (CDP) allows
discovery of Cisco hardware and allows Cisco hardware within the same LAN or WAN to share
information about each other. This information includes the MAC address and IP address, the operating
system, and information about the network interface. CDP uses is a Layer-2 protocol that uses the Data
Link Layer and is unrouted. CDP can also run on legacy Hewlett Packard Hardware. For CDP
relationships, you can define the following:

» Interface. Displays the name of the interface at one end of the link. You can select a different
interface on the device. You can then specify this device is a parent, sibling, or child (as compared to
the other end of the link). Editing the parent/sibling/child setting in this field also changes the setting
in the Device field.

 Interface. Displays the name of the interface at one end of the link. You can select a different
interface on the device. You can then specify this device is a parent, sibling, or child (as compared to
the other end of the link). Editing the parent/sibling/child setting in this field also changes the setting
in the Device field.

* VLAN. Displays the VLAN created by the link.

For more information on how edit and delete links in a CDP map, see the section on Creating, Editing, and
Deleting a Link.

Event Correlation and Precedence

For details on parent and child devices, event correlation and precedence, see the section on Event
Correlation and Precedence.
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LLDP Maps

Link Layer Discovery Protocol (LLDP) allows discovery of Cisco hardware and allows Cisco hardware
within the same LAN or WAN to share information about each other. This information includes the

MAC address and IP address, the operating system, and information about the network interface. LLDP is
a layer-2 protocol that uses the Data Link Layer and is unrouted.

NOTE: For Skylar One to create LLDP maps, you must first enable LLDP topology collection and
processing on the Behavior Settings page. Doing so enables Skylar One to discover LLDP
relationships where possible.

If you enable LLDP topology collection and processing, Skylar One automatically discovers all LLDP
relationships in your infrastructure. In Skylar One and later, the system can also discover relationships
between devices that respond only to LLDP v2. Skylar One then creates graphical representations of
those discovered networks and subnets. These graphical representations are called Topology Views. The
Classic Maps > Topology Maps pages allow you to view details and relationships in any network that has
been discovered by Skylar One.

Standard LLDP processing, which is used by default in versions of Skylar One prior to 12.5.1, requires
that both devices respond with LLDP neighbor data, show each other as a neighbor, and be managed
devices in Skylar One in order to form an LLDP topology relationship with each other.

Enhanced LLDP processing, which is available in Skylar One 12.5.1 and later, can form LLDP
relationships between two devices so long as at least one of those devices responds with LLDP neighbor
data and is a manged device in Skylar One. This new process also supports asynchronous collection,
which increases the scale of LLDP collection when devices are slow to respond or to load due to network
latency.

The Subnet Map (LLDP) page displays a network map, where you can view details and relationships in
any LLDP network that has been discovered by Skylar One.

LLDP maps show layer-2, unrouted subnets, where devices are identified by MAC addresses (as
opposed to routed networks, where devices are identified by IP address).

A LLDP map can include:
« Devices of each device category defined in Skylar One.

e Links between devices.
e Links between networks (created with switches or routers).

e Skylar One automatically updates the map as new devices are discovered. Skylar One also updates
the map with the latest status and event information.

NOTE: Because LLDP provides very accurate discovery details, links and relationships in LLDP Maps
take precedence over links and relationships in layer-2 Maps.
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Viewing an LLDP Map

You can view an LLDP map from the Subnet Map (LLDP) page (Classic Maps > Topology Maps > LLDP).
To view an LLDP map:

1.
2.

Go to the Classic Maps page (Maps > Classic Maps).

Expand the links for Topology Maps > LLDP and then select a network. The Subnet Map (LLDP)
page appears and displays a map of the selected network.

Depending on the network you select, the LLDP map will display the following information:

¢ The allows you to find one or more devices in the map. You can enter a string, and Skylar One
will highlight only the devices that have a device name that matches the string.

e Each device appears as anicon in the map.

NOTE: If your account is of type "user", you can view only devices that belong to the same
organization(s) as your user account.

» Each network device is connected to its parent device with a line. The color of the line specifies

the current state of the connection at each end. The state reflects the event of the highest
severity for the network connection. For example, a link line that is red on the child end and
yellow on the parent end indicates that the interface has a critical event on the child end and a
minor event on the parent end.

NOTE: If all or part of a link are white, this means that Skylar One could not determine the interface
state or device state for that end of the link.
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Each device icon has a color outline. The color of the outline specifies the current state of the
device. The state reflects the event of the highest severity for the device.

When the map appears, you can view and reposition the components. The map can be edited
and re-arranged using drag-and-drop features. Devices and links can be repositioned for
easier reading, if necessary.

Mousing over a device displays its name, IP address, device type, and device category.

Mousing over a link displays as much of the following information as Skylar One can retrieve
about both the parent and child interface: the MAC address, vendor, interface name, interface
alias, and IP address.

If the nodes in the map are using Extended display (Edit: Nodes), you can click on an icon to
view events on the device (1), create a ticket about the device (I'?), view the Device
Summary page (-.*lﬂ), print a report about the device (™), or view the Device Properties page (
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Filtering the Nodes in a LLDP Map

You can filter the nodes in a LLDP map. This feature works the same as Layer-2 map. To learn more
about filtering nodes in a LLDP map, see the section Filtering Nodes in a Layer-2 map.

Creating, Editing, Confirming and Deleting a Link

You can confirm or delete unconfirmed links in a LLDP map. To learn more about confirming or deleting
links in a LLDP map, see the section on Confirming or Deleting an Unconfirmed Link.

You can create links between nodes in a LLDP map. The Link Editor pane is the same as described for
Layer-2 maps. To learn more about the Link Editor pane, see the section on Creating, Editing, and
Deleting a Link.

If you select [Show Relationships] for a LLDP link, you can view LLDP relationships. LLDP relationships
appear only in Customized Maps pages and LLDP maps pages. Link Layer Discovery Protocol

(LLDP) allows discovery of hardware and allows hardware within the same LAN or WAN to share
information about each other. This information includes the MAC address and IP address, the operating
system, and information about the network interface. LLDP uses is a Layer-2 protocol that uses the Data
Link Layer and is unrouted. For LLDP relationships, you can define the following:

* Interface. Displays the name of the interface at one end of the link. You can select a different
interface on the device. You can then specify this device is a parent, sibling, or child (as compared to
the other end of the link). Editing the parent/sibling/child setting in this field also changes the setting
in the Device field.

* Interface. Displays the name of the interface at one end of the link. You can select a different
interface on the device. You can then specify this device is a parent, sibling, or child (as compared to
the other end of the link). Editing the parent/sibling/child setting in this field also changes the setting
in the Device field.

¢ VLAN. Displays the VLAN created by the link.

For more information on how edit and delete links in a LLDP map, see the section on Creating, Editing,
and Deleting a Link.

Event Correlation and Precedence

For details on parent and child devices, event correlation and precedence, see the section on Event
Correlation and Precedence.

Layer-3 Maps

The Layer-3 Maps page displays a network map, where you can view details and relationships between
Data Collectors and Layer-3 routers and switches, and between the Layer-3 routers and switches that
have been discovered by Skylar One.

Skylar One creates Layer-3 maps by running traceroute from a Data Collector to all devices that have
Layer-3 collection enabled in the device class.
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Standard Layer-3 processing, which is used by default in versions of Skylar One prior to 12.5.1, requires
all the hops in a traceroute to respond and match devices within Skylar One. The traceroute is discarded
whenever the system detects hops that fail to respond or the traceroute includes hops that do not match
devices in Skylar One.

Enhanced Layer-3 processing, which is available in Skylar One 12.5.1 and later, does not discard
incomplete traceroutes or results that include unmatched hops. Instead, the system will form relationships
between any two hops that respond and match devices in Skylar One.

Layer-3 networks are routed subnets, where devices are identified by IP address (as opposed to unrouted
networks, where devices are identified by MAC address). Layer-3 links communicate over the Network
Layer and allow devices from different subnets or networks to communicate. Layer-3 links use IP
addresses to identify devices and their networks and therefore are routed and can pass messages
through routers.

A Layer-3 network map can include:
e Data Collectors, switches, and routers.
¢ Links between devices.

» Links between networks (created with switches or routers).

» Skylar One automatically updates the map as new devices are discovered. Skylar One also updates
the map with the latest status and event information.

Viewing a Layer-3 Map
You can view a layer-3 Map from the Layer 3 Map page (Classic Maps > Topology Maps > Layer-3). To
view a layer-3 map:

1. Go to the Classic Maps page (Maps > Classic Maps).

2. Expand the links for Topology Maps > Layer-3 and then select a network. The Layer 3 Map page
appears and displays a map of the selected network.

NOTE: If your environment includes only a single layer-3 network, the NavBar will not list any
networks under Layer-3. When you navigate to Layer-3 in the NavBar, Skylar One will
automatically load the map of your single layer-3 network.

3. Depending on the layer-3 map you select, the map will display the following:

NOTE: In order to have devices appear in Layer-3 maps, you must edit the device class and select the
L3 Topology checkbox in the Device Class Editor page (System > Customize > Device
Classes).

* The search field at the top allows you to find one or more devices in the map. You can enter a
string, and Skylar One will highlight only the devices that have a device name that matches the
string.

e Each device appears as an icon in the map.
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¢ Each network device is connected to its parent device with a line. The color of the line specifies
the current state of the connection at each end. The state reflects the event of the highest
severity for the network connection. For example, a link line that is red on the child end and
yellow on the parent end indicates that the interface has a critical event on the child end and a
minor event on the parent end.

NOTE: If all or part of a link is white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

« Each device icon has a color outline. The color of the outline specifies the current state of the
device. The state reflects the event of the highest severity for the device.

¢ When the map appears, you can view and reposition the components. The map can be edited
and re-arranged using drag-and-drop features. Devices and links can be repositioned for
easier reading, if necessary.

¢ Mousing over a device displays its name, IP address, device type, and device category.

¢ Mousing over a link displays as much of the following information as Skylar One can retrieve
about both the parent and child interface: the MAC address, vendor, interface name, interface
alias, and IP address.

« Ifthe nodes in the map are using Extended display (Edit: [Nodes]), you can click on anicon to
view events on the device (14), create a ticket about the device (r;), view the Device
Summary page (f.*lﬂ), print a report about the device (™), or view the Device Properties page (
F.‘-:)_
You can filter the nodes in a Layer-3 map. This feature works the same as Layer-2 map. To learn more
about filtering nodes in a Layer-3 map, see the section Filtering Nodes in a Layer-2 map.

Creating, Editing, Confirming and Deleting a Link

You can confirm or deleted unconfirmed links in a Layer-3 map. To learn more about confirming or
deleting links in a Layer-3 map, see the section on Confirming of Deleting an Unconfirmed Link.

You can create links between nodes in a Layer-3 map. The Link Editor pane is the same as described for
Layer-2 maps. To learn more about the Link Editor pane, see the section on Creating, Editing, and
Deleting a Link.

If you select [Show Relationships] for a Layer-3 link, you can view Layer-3 relationships. Layer 3
Relationships appears only in the My Customized Maps pages and Layer-3 Maps pages. Layer-3 links
use the Network Layer and allow devices from different subnets or networks to communicate. Layer-3
links use IP addresses and therefore are routed and can pass messages through routers. For Layer 3
Relationships, you can define the following:

« Device.Displays the name of the device at one end of the link. You can specify whether this device is
a parent, sibling, or child (as compared to the other end of the link). Editing the parent/sibling/child
setting in this field also changes the setting in the Device field.

» Device. Displays the name of the device at the other end of the link. You can specify whether this
device is a parent, sibling, or child (as compared to the other end of the link). Editing the
parent/sibling/child setting in this field also changes the setting in the Device field.

Layer-3 Maps 32



For more information on how to edit and delete links in a Layer-3 map, see the section on Creating,
Editing, and Deleting a Link.

Event Correlation and Precedence

For details on parent and child devices, event correlation and precedence, see the section on Event
Correlation and Precedence.
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Chapter

Customized Maps

Overview

This chapter covers the use of customized maps, which you can create to view the devices and links that
are most important to you.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).

« Toview a page containing all of the menu options, click the Advanced menuicon ( «-: ).

This chapter covers the following topics:

About Customized MaPsS . 35
Creating and Populating the Device Group ... 36
Creating, Editing, and Deleting Links ... . . 37
Viewing and Filtering Customized Maps ... ... . 41

34



About Customized Maps

A customized map allows you to view the devices and links that are most important to you.

When you create a customized map, you are also creating a new device group (which appears in the
Device Groups page). You can add devices and other sub-device groups to the new map, just as you
would to a standard device group.

If Skylar One has information about the relationships between the devices in a customized map, Skylar
One automatically includes the appropriate links in the customized map. Customized maps display every
type of relationship data, which includes:

« Layer-2 devices and their clients
» Layer-3 devices and layer-2 devices
« Component devices and their parents, e.g. virtual machines and their hypervisors

« Network devices that use CDP (Cisco Discovery Protocol) and devices that are specified as
neighbors in the CDP tables

» Network devices that use LLDP (Link Layer Discovery Protocol) and devices that are specified as
neighbors in the LLDP tables

» Device relationships created with Dynamic Applications
» Manually created parent-child relationships that affect event correlation

Customized maps appear in the following sections:
» My Customized Maps. Personalized maps that you create.

» User Customized Maps. If you are a user of type "administrator", you can navigate to the maps in
this section to view and edit all customized maps in Skylar One, even if the device group associated
with the map was defined with the field Shared (visible to all users) set to no.

» Shared Customized Maps. If a customized map or device group is defined as "shared", you can
view the maps in this section. The maps in Shared Customized Maps require the same Access
Hooks and Access Keys as device groups. Depending upon the Access Keys assigned to your
account, you might be able to edit Shared Customized Maps created by other users. To learn more
about Access Hooks and Access Keys, see the manual Access Permissions.

NOTE: If you create a device group from the Device Groups page and set the Visibility field to
include Maps/Views, the device group will appear as a map in the Custom Device Group
Map page (Maps > Classic Maps > My Customized Maps). If you set the Shared field to yes,
the device group will appear for view by other users as a map in the Shared Customized
Maps page (Maps > Classic Maps > Shared Customized Maps).

When you edit a view-only relationship, the change is made only in that map. When you edit a CDP,
LLDP, Layer-2, Layer-3, or Event Correlation relationship, the changes are applied throughout Skylar
One.
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Creating and Populating the Device Group

When you initially create a customized map and add devices and device groups to the customized map,
you are actually defining a device group; however, you are using the maps interface instead of the Device
Groups page to do so.

NOTE: You can also create a device group from the Device Groups page. If you select Maps in the

Visibility field, the device group will appear as a map in the Custom Device Group Map
page (Maps > Classic Maps > My Customized Maps). If you set the Sharedfield to yes, the
device group will appear as a map in the Shared Customized Maps page (Maps > Classic
Maps > Shared Customized Maps).

NOTE: By default, device groups created in the Custom Device Group Map page include only

Maps/Views under Visibility and have Shared set to no. However, you can change these
default settings by editing the device group from the Device Groups page.

To create a new customized map:

1.

Go to the Custom Device Group Map page (Maps > Classic Maps > My Customized Maps > New
Group/Map).

In the map pane, select the Edit:[Nodes] button to add devices and optionally device groups to your
customized map.

To add a device to the Customized Map, in the Nodes menu at the top of the pane, select the Add
Devicon. When the Device Browser modal appears, search for the device(s) you want to add to the
customized map. Select the checkbox for one or more devices you want to add to the customized
map.

To add a device group to the Customized Map, in the Nodes menu at the top of the pane, select the
Add Group icon. When the Device Browser modal page appears, search for the device group(s) you
want to add to the customized map. Select the checkbox for one or more device groups you want to
include in the customized map.

To delete a device from the Customized Map, select the device's icon, select the Edit:[Nodes]
button to make the Nodes menu appear at the top of the pane, and then select the Delete icon (& ).
To delete a device group from the Customized Map, select the device group's icon, select the Edit:
[Nodes] button to make the Nodes menu appear at the top of the pane, and then select the Delete
icon (& ).
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NOTE: If a device group includes a dynamic rule, Skylar One will examine the rule and
automatically add devices that match the rule's criteria to the device group. If you
delete a device that Skylar One has automatically added to the device group, the
device will reappear the next time you view the device group map. For details on
device groups and dynamic rules, see the manual Device Groups and Device
Templates.

If Skylar One detects Layer-2, Layer-3, CDP, LLDP, VMware, or Component Mapping relationships
between the devices, Skylar One automatically includes the appropriate links in the customized map.

After you add devices and device groups to the map, you can manually create links and edit existing
links.

9. Clicking on an icon for a device group displays the customized map for that device group.

. When you select the Edit:[Save] button, Skylar One prompts you to provide a name for the new

customized map.

Creating, Editing, and Deleting Links

In a customized map, you can create links between two devices, edit links between two devices, and
delete links between two devices. You can also confirm a relationship between two devices.

In a customized map, you can create the following types of links:
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Visual Relationship (this map only). Visual Relationships appear only in the My Customized Maps
section. In My Customized Maps, if Skylar One has not already discovered another type of
relationship between two devices, each manually created link initially has this type of relationship.
For Visual Relationships, you can optionally convert the relationship to other types of relationships.

CDP Relationship. CDP relationships appear only in the My Customized Maps section and CDP
maps pages. Cisco Discovery Protocol (CDP) allows discovery of Cisco hardware and allows Cisco
hardware within the same LAN or WAN to share information about each other. This information
includes the MAC address and IP address, the operating system, and information about the network
interface. CDP uses a layer-2 protocol that uses the Data Link Layer and is unrouted. CDP can also
run on legacy Hewlett Packard Hardware.

LLDPRelationship. LLDP relationships appear only in the My Customized Maps section and LLDP
maps pages. Link Layer Discovery Protocol (LLDP) allows discovery of hardware and allows
hardware within the same LAN or WAN to share information about each other. This information
includes the MAC address and IP address, the operating system, and information about the network
interface. LLDP uses a layer-2 protocol that uses the Data Link Layer and is unrouted.

Event Correlation Override. Event Correlation relationships appear only in the My Customized
Maps section. If you want to manually define a parent device and child device for two devices that do
not share a Layer-2 link, Layer-3 link, a CDP link or a VMware relationship, you can create an Event
Correlation Override link between the devices.
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» Layer 2 Relationship. layer-2 relationships appear only in the My Customized Maps section and

Layer-2 Maps pages. Layer-2 links use the Data Link Layer and allow devices in a WAN or LAN to
communicate with one another. Layer-2 links use Ethernet and MAC addresses to communicate with
devices in the same LAN or WAN. layer-2 links are unrouted.

Layer 3 Relationship. Layer -3 Relationships appear only in the My Customized Maps section and
Layer 3 Map page. Layer-3 links use the Network Layer and allow devices from different subnets or
networks to communicate. layer-3 links use |IP addresses and therefore are routed and can pass
messages through routers.

Skylar One uses CDP, LLDP, Event Correlation, Layer-2, and Layer-3 relationships for event correlation.
For details on event correlation, see the section on Event Correlation and Precedence. When you add
devices to a customized map, Skylar One automatically adds all links that it has discovered.

 If Skylar One does not discover a link, you can manually create the link in a customized map. For

CDP, LLDP, Layer-2, and Layer-3 links, the newly created links will also appear in the appropriate

maps. The manually created link will be saved in Skylar One. Skylar One will not overwrite the new
link. Manually created links have precedence over automatically discovered links in Layer-2, CDP,
and Layer-3 maps.

If Skylar One discovers a link but the link information is incorrect, you can manually edit the link in a
Customized Map. For CDP, LLDP, Layer-2, and Layer-3 links, the edited information will also appear
in the appropriate maps. The edited link will be saved in Skylar One. Skylar One will not overwrite
your changes to the link. Edited links have precedence over automatically discovered links in Layer-
2, CDP, LLDP, and Layer-3 maps.

Creating a Link in a Customized Map

If Skylar One does not discover a link, you can manually create the link in a Customized Map. You can
also create Visual Relationship links and Event Correlation links.

To create a link in a Customized Map:

o a0k~ N =

Go to Maps > Classic Maps > My Customized Maps. Select the Customized Map you want to edit.
When the Customized Map appears in the pane, select the Edit: [Links] button.

Find the device icon for the parent device. Click on it.

Find the device icon for the child device. Click on it.

Skylar One creates a link between the two icons.

When the Link Editor modal page appears, you can edit the values in each field. By default, links
created in a Customized Map are a visual relationship, which are shown only on the view for the
current map and are not used in event correlation. You have the following options in the Node
Relationships pane:

« Visual Relationship (this map only). Visual Relationships appear only in the Customized
Maps page. In My Customized Maps, if Skylar One has not already discovered another type of
relationship between two devices, each manually created link initially has this type of
relationship. For Visual Relationships, you can define the following:

o Device. Displays the name of the device at one end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link). Editing
the parent/sibling/child setting in this field also changes the setting in the Device field.
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o Device. Displays the name of the device at the other end of the link. You can specify
whether this device is a parent, sibling, or child (as compared to the other end of the
link). Editing the parent/sibling/child setting in this field also changes the setting in the
Device field.

o [Convert Relationship to]. For relationships that are initially defined as Visual
Relationships, Skylar One allows you to convert these relationships to Event
Correlation, CDP, Layer 2 or Layer 3.

¢ Event Correlation Override. Event Correlation relationships appear only in the Customized

Maps page. If you want to manually define a parent device and child device for two devices
that do not share a layer-2 link, layer-3 link, a CDP link, an LLDP link, or a VMware
relationship, you can create an Event Correlation Override link between the devices.
Additionally, you can then define an event hierarchy for these devices. For Event Correlation
Override relationships, you can define the following:

° Device. Displays the name of the device at one end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link). Editing
the parent/sibling/child setting in this field also changes the setting in the Device field.

° Device. Displays the name of the device at the other end of the link. You can specify
whether this device is a parent, sibling, or child (as compared to the other end of the
link). Editing the parent/sibling/child setting in this field also changes the setting in the
Device field.

CDP Relationship. CDP relationships appear only in Customized Maps pages and CDP maps
pages. Cisco Discovery Protocol (CDP) allows discovery of Cisco hardware and allows Cisco
hardware within the same LAN or WAN to share information about each other. This
information includes the MAC address and IP address, the operating system, and information
about the network interface. CDP uses is a layer-2 protocol that uses the Data Link Layer and
is unrouted. CDP can also run on legacy Hewlett Packard Hardware. For CDP relationships,
you can define the following:

° Interface. Displays the name of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

° Interface. Displays the name of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

° VLAN. Displays the VLAN created by the link.

LLDP Relationship. LLDP relationships appear only in Customized Maps pages and LLDP
maps pages. Link Layer Discovery Protocol (LLDP) allows discovery of hardware and allows
hardware within the same LAN or WAN to share information about each other. This
information includes the MAC address and IP address, the operating system, and information
about the network interface. LLDP uses is a layer-2 protocol that uses the Data Link Layer and
is unrouted. For LLDP relationships, you can define the following:
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° Interface. Displays the name of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

o Interface. Displays the name of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

° VLAN. Displays the VLAN created by the link.

e Layer 2 Relationship. Layer-2 relationships appear only in Customized Maps pages and
layer-2 maps pages. Layer-2 links use the Data Link Layer and allow devices in a WAN or LAN
to communicate with one another. Layer-2 links use Ethernet and MAC addresses to
communicate with devices in the same LAN or WAN. Layer-2 links are unrouted. For layer-2
relationships, you can define the following:

° Interface. Displays the hame of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

o Interface. Displays the name of the interface at one end of the link. You can select a
different interface on the device. You can then specify this device is a parent, sibling, or
child (as compared to the other end of the link). Editing the parent/sibling/child setting in
this field also changes the setting in the Device field.

° VLAN. Displays the VLAN created by the link.

« Layer 3 Relationship. Layer 3 Relationships appears only in the My Customized Maps pages
and layer-3 Maps pages. Layer-3 links use the Network Layer and allow devices from different
subnets or networks to communicate. Layer-3 links use IP addresses and therefore are routed
and can pass messages through routers. For Layer 3 Relationships, you can define the
following:

o Device. Displays the name of the device at one end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link). Editing
the parent/sibling/child setting in this field also changes the setting in the Device field.

o Device. Displays the name of the device at the other end of the link. You can specify
whether this device is a parent, sibling, or child (as compared to the other end of the
link). Editing the parent/sibling/child setting in this field also changes the setting in the
Device field.

Editing a Link in a Customized Map

If Skylar One discovers inaccurate information about a link, you can manually edit the link's properties.
You can also edit a link that was manually created.

To edit a link in a Customized Map:
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Go to Maps > Classic Maps > My Customized Maps. Select the Customized Map you want to edit.
When the Customized Map appears in the pane, select the Edit: [Links] button.

Select the link you want to edit.

Select the Edit Linkicon in the Link menu (at the top of the pane).

When the Link Editor modal page appears, you can edit the values in each field.

To save your changes, select the Edit: [Save] button.

The manually edited link will be saved in Skylar One. Skylar One will not overwrite the edited link.

Deleting a Link in a Customized Map

If Skylar One discovers a link that you do not want to appear in a Customized Map, you can delete the link.
You can also delete links that were created manually.

NOTE: When you delete a layer-2 link, layer-3 link, CDP link, or LLDP link from a Customized Map,

the link is not removed from the Layer-2 Map, Layer-3 map, CDP Map, or LLDP Map. The
link is removed only from the display of the Customized Map.

To delete a link from a Customized Map:
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Go to Maps > Classic Maps > My Customized Maps. Select the Customized Map you want to edit.
When the Customized Map appears in the pane, select the Edit: [Links] button.

Select the link you want to delete.

Select the Del Linkicon in the Link menu (at the top of the pane).

To save your changes, select the Edit: [Save] button.

The deleted link will no longer appear in this Customized Map.

Viewing and Filtering Customized Maps

To view a Customized Map, go to the [Views] tab. Go to the left NavBar. Expand the links for My
Customized Maps, User Customized Maps, or Shared Customized Maps. Select a device group to
view. The Customized Map page appears and displays a map of the device group. Customized maps
display:

» The blank field in the upper right allows you to find one or more devices in the map. You can enter a
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string, and Skylar One will highlight only the devices that have a device name that matches the
string. Each device appears as an icon in the map.

Each network device is connected to its parent device with a line. The color of the line specifies the
current state of the connection at each end. The state reflects the event of the highest severity for the
network connection. For example, a link line that is red on the child end and yellow on the parent end
can indicate that the child device has a critical event and the parent device has a minor event.
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NOTE: If all or part of a link are white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

» Each device icon has a color outline. The color of the outline specifies the current state of the device.
The state reflects the event of the highest severity for the device.

* When the map appears, you can view and reposition the components.The map can be edited and re-
arranged using drag-and-drop features. Devices and links can be repositioned for easier reading, if
necessary.

e Mousing over a device displays its name, IP address, device type, and device category.

* Mousing over a link displays as much of the following information as Skylar One can retrieve about
both the parent and child interface: the MAC address, vendor, interface name, interface alias, and
IP address.

« Ifthe nodes in the map are using Extended display (Edit: Nodes), you can click on an icon to view
events on the device (11), create a ticket about the device (ﬁ), view the Device Summary page (-.*lﬂ
), print a report about the device (™), or view the Device Properties page ( Il'1"').

Filtering the Nodes in a Customized Map

You can use the Filter tool to filter the nodes that are included in the current map.

Selecting the Filter icon ("®) toggles on and off the display of the Node Filters checkboxes.

These checkboxes allow you to filter the nodes included in a map based on whether a device or
connection is managed or unmanaged in Skylar One, whether the node is part of a device group, the
status of the device (healthy, notice, minor, major, critical), or the device category assigned to the device.

To use the Filter tool:

1. Go to Custom Device Group Map or Maps > Classic Maps > User Customized Maps or Maps >
Classic Maps > Shared Customized Maps. Select the map you want to view.

2. After the map is displayed, select the Filter tool ("3) in the upper left.
3. Skylar One displays a pane with the Node Filters checkboxes.

e Select a checkbox to include the devices in the map.

¢ Unselect a checkbox to remove the devices from the map.
4. You can select or unselect one or more of the following filters:

* Managed Devices. If selected, the map will include devices that are managed by Skylar One.
Managed devices are those that have been discovered with discovery.

* Unknown Connections. If selected, the map will include connections that are "unknown" to
Skylar One. This means that Skylar One has detected a connection but cannot provide details
on all or one end of the connection.

« Device Groups. If selected, the map will include device groups.
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Unmanaged Devices. If selected, the map will include devices that are not managed by Skylar
One. This means that Skylar One has detected a device but has not performed discovery on
that device.

Unconnected Nodes. If selected, the map will include devices that are not connected to core
devices. The device group defines the core devices. Those devices that are statically assigned
to the device group are core devices. For dynamic rules in a device group, the seed devices
(those devices that match the specified criteria for the group) are core devices.

Healthy. If selected, the map will include devices with a status of "healthy". This means that
the most severe event associated with the device has a severity of "healthy".

Notice. If selected, the map will include devices with a status of "notice". This means that the
most severe event associated with the device has a severity of "notice".

Minor. If selected, the map will include devices with a status of "minor". This means that the
most severe event associated with the device has a severity of "minor".

Major. If selected, the map will include devices with a status of "major". This means that the
most severe event associated with the device has a severity of "major".

Critical. If selected, the map will include devices with a status of "critical". This means that the
most severe event associated with the device has a severity of "critical”.

Unknown. If selected, the map will include devices with a status of "unknown". This means
that Skylar One cannot determine the most severe event associated with the device.

List of Device Categories. The pane includes a checkbox for each device category
associated with the current map. For each selected device category, the map will include
devices with that device category.

Component Mapping. If selected, the map will include devices with links that represent
relationships created by dynamic applications.

List of Virtual Relationships. List of all virtual relationships in the map. If selected, the map will
include devices with links that represent relationships created by applications like VMware or
Azure.
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Chapter

Event Correlation and Precedence

Overview

Skylar One allows you to create parent-and-child relationships and define event correlations. Skylar One
will create parent and child devices automatically when:

« Skylar One discovers Layer-2, CDP, LLDP, Layer-3, and legacy VMware topology.

« Skylar One performs collection for Dynamic Applications that create component devices or device
relationships.

You can also create parent and child links manually. Once parent and child devices have been created,
you can define suppressing and suppressible events.

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).
« Toview a page containing all of the menu options, click the Advanced menu icon ( «-: ).
This chapter covers the following topics:
Event Correlation ... ... 45

PrecedenCe . 47
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Event Correlation

In Skylar One, event correlation means the ability to build parent-child relationships between events.
When events are correlated, only the parent event is displayed on the Events page. The child events are
rolled up under the parent event and are not displayed on the Events page. For the parent event, the
count column will be incremented to indicate the number of correlated child events.

You can define parent-and-child relationships for devices and for the events associated with those
devices. When suppressing and suppressible events are defined, selected events on the child device (or
children devices) will be rolled-up under the parent device's events on the Events page.

For example:

e Suppose you have a device named "cat-5505". Suppose this device is a switch. Suppose we define
this switch as a parent device.

» Suppose we have a device named "server001". Suppose this device is a server that is attached to
the switch. Suppose we define this server as a child device to "cat-5505".

» Suppose we define the event "Poller: Interface operationally down" as a suppressing event.

» Suppose we define the event "Poller: Device not available via SNMP or ICMP" as a suppressible
event.

« If the interface goes down on the switch "cat-5505", Skylar One will not be able to communicate with
the server, "server001", attached to the switch.

» Soifthe event "Poller: Interface operationally down" occurs on "cat-5505", the event "Poller: Device
not available via SNMP or ICMP" will be suppressed on "server001". On the Event Monitor page,
only the event "Poller: Interface operationally down" on the device "cat-5505" will appear.

To define event correlation, you must define parent and child devices, and define a hierarchy between
events. In Topology maps, Skylar One can automatically define parent and child devices. For example, if
Skylar One discovers a switch and its clients, Skylar One automatically defines the switch as the parent
device and its clients as the children devices.

You can also manually define parent and child devices when you create Layer-2 links, Layer-3 links, CDP
links, LLDP links, or Event Correlation Override links.

To manually define parent and child links in Customized maps:

1. Goto Maps > Classic Maps > My Customized Maps and select a customized map you want to view.
In this example we will use a customized map that does not have links defined.

2. To create a parent-child link between two devices, select the [Edit:] [Links] button. Create a link for
two devices by clicking first on the device you want to be a parent, and then click the device you want
to be the child. In this example, we will create an Event Correlation Link.

3. Alinkis created, and the Link Editor appears.

4. The Link Editor allows you to perform the following actions:

45 Event Correlation


https://sciencelogic.com/glossary/event-monitoring

¢ Device. Displays the name of the device at one end of the link. You can specify whether this
device is a parent, sibling, or child (as compared to the other end of the link). A sibling
relationship affects only the display of the map when the default arrangement options are
used; the two devices will be on the same horizontal plane in the tree view or the same
distance from the center point in the radial tree view.

¢ Device. Displays the name of the device at the other end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link).

» Link Color. Specifies how Skylar One should color-code the link. The link can use either
interface state or device state. Interface state reflects the event with the highest severity that is
aligned with the interface. Device state means the event with the highest severity that is
aligned with the device. Choices are:

° Auto (Interface State then Device State). This is the default setting. If possible, Skylar
One will first use the interface state to color-code the link. If Skylar One cannot
determine the interface state, Skylar One will use the device state to color-code the link.
If you select Parent and Childin the Link Color Source field, each end of the link can
have a different color.

° Interface State. Skylar One will first use the interface state to color-code the link. If you
select Parent and Child in the Link Color Source field, each end of the link can have a
different color.

o Device State. Skylar One will use the device state to color-code the link. If you select
Parent and Child in the Link Color Source field, each end of the link can have a different
color.

NOTE: If all or part of a link are white, this means that Skylar One could not determine the interface
state or device state for that end of the link.

» Link Color Source. Specifies whether Skylar One will display the status of both interfaces or
only one interface when displaying link status. Choices are:

° Parent and Child. This is the default setting. Half the link will display the parent status
and half the link will display the child status.

° Parent Node Only. The link will be color-coded to display only the parent status.

° Child Node Only. The link will be color-coded to display only the child status.

e Label Source. Specifies whether or not to include a label with the link and if so, the information
to use in the label. Choices are:

° Disabled. This is the default setting. Skylar One will not include a label with this link.

° Auto (based on relationships). Based on what information is available, Skylar One will
automatically select the label source that provides the most information.

o Parent Interface Utilization. Specifies the label will display the utilization of the percent
interface.
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° Child Interface Utilization. Specifies the label will display the utilization of the child
interface.

° Combined Link Utilization. Specifies the label will display the combined utilization of the
percent and child interfaces.

» Label Scale. Allows you to set the size of the text box and text of the label in relation to the size
of the link. You can use the slider to choose scale between 50 % to 300%.

* [Show Relationships]. Displays the Node Relationships pane, where you can define and edit
the link.

5. Inthe Node Relationships pane, select [Convert Relationship To]. Select Event Correlation
Override. You have the following options:

» Device. Displays the name of the device at one end of the link. You can specify whether this
device is a parent, sibling, or child (as compared to the other end of the link). Editing the
parent/sibling/child setting in this field also changes the setting in the Device field.

¢ Device. Displays the name of the device at the other end of the link. You can specify whether
this device is a parent, sibling, or child (as compared to the other end of the link). Editing the
parent/sibling/child setting in this field also changes the setting in the Device field.

After parent and child relationships have been established, you can define a hierarchy between events—
that is, define parent events (called suppressing events) and child events (called suppressible events).
For details on defining a hierarchy between events, see the manual Events.

Precedence

In some instances you might have multiple parent-child links between two devices. Skylar One displays
only one of the relationships. Skylar One gives precedence to showing these relationships in the following
order:

e Manually defined event correlation links
e Layer-3links

e LLDP links

e CDP links

e Layer-2links

* Legacy VMware links

e Component relationship links

Additionally, any manually created, edited, or deleted links take precedence over the information
discovered by Skylar One. The changes are propagated to discovery and event correlation.
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Chapter

Classic Views

Overview

Classic Views allow you to view devices by device group, device organizations, and device categories.
Unlike Device Maps, which show relationships between devices, Classic Views allow you to view device
status and events associated with each device in a simplified, sortable grouping. Devices are grouped by
the severity of event. An event is a message that is triggered when a specific condition is met. Events are
color-coded, and can be one of the following: Healthy (green), Notice (blue), Minor (yellow), Major
(orange), or Critical (red).

Use the following menu options to navigate the Skylar One user interface:
« To view a pop-out list of menu options, click the menu icon (E).
« Toview a page containing all of the menu options, click the Advanced menu icon ( «-: ).
This chapter covers the following topics:
Types Of ClassSiC ViEWS . . 49

ViIiewing ClasSiC VIBWS ... o 49
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Types of Classic Views

Classic Views are similar to Device Maps in that they show devices by device groups, devices by
organization, and devices by category. Unlike Device Maps, Classic Views show only the status of a
device and the most recent event associated with a device. Classic Views show you the following views:

» Device Group. A device group is a user-defined group of devices. Device groups make it easy to

configure and manage multiple devices. Skylar One automatically updates the Device Group View as
new devices are added to device groups and as new device groups are defined. Skylar One also
updates this view every five seconds with the latest status and event information.

Organizational View. All devices, policies, events, tickets, and users in Skylar One are associated
with an organization. An organization is a group for managing elements and user accounts. An
organization can be defined by geographic area, departments, types of devices, or any structure that
works best for your needs. The minimum characteristics of an organization are:

° Aunique name
° Users who are members of the organization
° Elements, such as devices, associated with the organization

Device Categories. A device category is a logical categorization of devices by primary function.
Skylar One uses device categories to group related devices in reports and views. Device categories
are paired with device classes to organize and describe discovered devices. Device class usually
describes the manufacturer. Device category describes the function of the hardware. For example, a
device might have a device class of "Microsoft Windows 2000 Server" and a device category of
"servers". You can view device category maps in the Device Category Map page (Maps > Classic
Maps > Device Maps > Categories).

Viewing Classic Views

You can view a classic view from the Classic Views section on the Classic Maps page.

To view a classic view:

1.
2.
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On the Classic Maps page (Maps > Classic Maps), go to the Classic Views section.

Select a device group/organization/category from the drop-down list in the upper left of the page. You
can also search and sort a device group/organization/category. Sorting and searching views are
discussed later in this section. Each classic view will be displayed with the following parameters:

e Each device in the device group appears as an icon.

¢ Eachiconis color coded, to represent the most severe event that is currently active for the
device.

* Events that have occurred in the last minute create a border around the device icon and cause
the border to flash once per second.

Types of Classic Views



* Events that have occurred in the last five minutes create a border around the device icon and
cause the border of the device icon to flash slowly.

» Events that occurred prior to the last five minutes do not create a border around the device
icon. However, the device icon is still color-coded to reflect the device's event with the highest
severity.

+ If a device does not have an event associated with it, the event icon does not have a border.
However, the device icon is still color-coded to reflect the device's status (usually green for
"healthy").

« Initially, the page displays the last five minutes of device events over a time span of a few
seconds. You might see the color of each icon change, and you might see the frequency at
which the border flashes change. In the lower right corner, you will see the timestamp quickly
cycle through the last five minutes.

¢ The view automatically refreshes every five seconds. In the lower right corner, you will see the
timestamp update. Based on the updated information, the device icons might move and/or the
border around the device icons might change.

3. Each device has the following icons you can select: View events on a device(&.); create a ticket
about the device (€); view the Device Summary page (11,); print a report about the device (&); or
view the Device Properties page (*).

The Actions Menu

The [Actions] menu allows you to customize how the page appears. The following entries appear in the
[Actions] menu:

» Showr/hide device icons. Toggles on and off the display of the large, device-class icon and the
condensed device icon.

* Replay events. Graphically displays the last five minutes of event activity in a few seconds. You
might see the color of each icon change, and you might see the frequency at which the border
flashes change. In the lower right corner, you will see the timestamp quickly cycle through the last
five minutes.

» Toggle animations. Toggles on and off the flashing borders that indicate event age.

» Detach window. Opens a new window with the Device Group/Organizational/Device Category View
displayed.

Searching and Sorting a Classic View

The Classic Views section include a search field in the upper right that allows you to search the currently
displayed devices for a device name or a device IP.

This field is a find-while-you-type filter. As you type, the page is filtered to match the text in the Search
field.

The Classic Views pages also include a Group devices by field in the upper right that allows you to sort
the list of devices. You can sort by:

» Group devices by Severity. Groups devices by the severity of the device status, with highest
severity first. Within each severity, orders by device name, in ascending alphabetical order.
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Group devices by Name. Groups devices by name, in ascending alphabetical order.

Group devices by Class/Make. Groups devices by manufacturer, in ascending alphabetical order.
Within each manufacturer, orders by device name, in ascending alphabetical order.

Group devices by Sub-Class/Model. Groups devices by manufacturer and model, in ascending
alphabetical order. Within each sub-class/model, orders by device name, in ascending alphabetical
order.

Group devices by Category. Groups devices by device category, in ascending alphabetical order.
Within each device category, orders by device name, in ascending alphabetical order.

Viewing Classic Views
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