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Chapter

Introduction to Windows PowerShell Automations
Automation

Overview

This manual describes how to use the automation policies, automation actions, and custom action types found in
the Windows PowerShell Automations PowerPack.

TIP: This PowerPack requires a subscription to one of the following solutions:
o Datacenter Automation Pack PowerPack

« 2020 Pricing Advanced and Premium Packages

e 2020 Pricing Standard Package (does not include support for creating your own automation actions
using the custom action type)

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject to
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

This chapter covers the following topics:

What is the Windows PowerShell Automations PowerPacke ... 4

Installing the Windows PowerShell AutomationsPowerPack ... . . . . . . .. .. ... 4



What is the Windows PowerShell Automations PowerPack?

The Windows PowerShell Automations PowerPack includes:

« A custom action type for running PowerShell commands on remote devices
« Asetof automation actions that run diagnostic commands on Windows systems via PowerShell

« Asetof automation policies that tie events from monitoring PowerPacks to the automation actions
The Windows PowerShell Automations actions are executed on the SL1 All-In-One Appliance or Data Collector.

In addition to using the standard content, you can use the content in the Windows PowerShell
AutomationsPowerPack to:

o Create your own automation policies that include the pre-defined actions that run different sets of diagnostic
commands.

o Use the supplied “Execute Remote PowerShell Request” custom action type to configure your own
automation action by supplying a set of commands to be executed via PowerShell.

Installing the Windows PowerShell AutomationsPowerPack

Before completing the steps in this manual, you must import and install the latest version of the Windows
PowerShell AutomationsPowerPack.

IMPORTANT: You must install the Datacenter Utilities PowerPack before using the Windows PowerShell
Automations PowerPack.

NOTE: The Windows PowerShell AutomationsPowerPack requires SL1 version 8.10.0 or later. For details on
upgrading SL1, see the appropriate SL1Release Notes.

TIP: By default, installing a new version of a PowerPack overwrites all content from a previous version of that
PowerPack that has already been installed on the target system. You can use the Enable Selective
PowerPack Field Protection sefting in the Behavior Settings page (System > Settings > Behavior) to
prevent new PowerPacks from overwriting local changes for some commonly customized fields. (For
more information, see the System Administration manual.)

To download and install a PowerPack:

1. Download the PowerPack from the Sciencelogic Customer Portal.

2. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

3. Inthe PowerPack Manager page, click the [Actions] button, then select Import PowerPack.

What is the Windows PowerShell Automations PowerPack?


https://portal.sciencelogic.com/portal/knowledge/manuals
https://portal.sciencelogic.com/portal/powerpacks

4. The Import PowerPack dialog box appears:

Import PowerPack™

[Browse for file... | Browse... |

License: | |

5. Click the [Browse] button and navigate to the PowerPack file.

6. When the PowerPack Installer modal page appears, click the [Install] button to install the PowerPack.

NOTE: If you exit the PowerPack Installer modal without installing the imported PowerPack, the imported
PowerPack will not appear in the PowerPack Manager page. However, the imported PowerPack
will appear in the Imported PowerPacks modal. This page appears when you click the [Actions]
menu and select Install PowerPack.

Installing the Windows PowerShell AutomationsPowerPack



Chapter

Windows PowerShell Automation Policies

Overview

This chapter describes how to use the automation policies, automation actions, and custom action types found in
the Windows PowerShell Automations PowerPack.

This chapter covers the following topics:

Standard Automation Policies . . . ... ... 6

Standard Automation Policies

The Windows PowerShell AutomationsPowerPack includes five standard automation policies, shown in the
following figure. Each policy triggers a single automation action that collects diagnostic data within a PowerShell
session, and an action that formats the output as HTML. All of the automation actions use the same custom action
type, "Execute Remote PowerShell Request”, which is supplied in the PowerPack.

Standard Automation Policies 6



Editing PowerPack™ Windows Power Shell Automations

¥ Manags PowerPack™ Embedded Run Book Policies [5]
Propsrties Atamation Foiay tame D Devices ens  Actions E L e
Build / Export [ v Al v
Fealures / Benefits 1. | §Windows PowerShell: Run CPU & Me 117 Enabled All 1 1 em7admin 2019-11-19 10:28:41 o
Technical Notes 2. 4 Windows PowerShell: Run CPU Diagr 115 Enabled All 2 1 em7admin 20181119 10:28:40 g
Documentation 3. _#Windows PowerShell: Run Disk L/O Di 118 Enabled All 3 1 em7admin 2019-11-19 10:28:41 (3
¥ Contents 4. 4 Windows PowerShell: Run Memory Di 116 Enabled Al 3 1 em7admin 2019-1-19 102841
Dynamic Applications 5. | @ Windows PowerShell: Run Print Job E 119 Enabled Al 1 1 em7admin 2019-11-19 10:28:41 g
Event Policies
Device Categories
Device Classes
Device Templates
Device Groups
Reparts
Dashboard Widgets
Dashboards Available Run Baok Policies [0]
D ER|
Autsmation Policy Name = o} o Devices ents Actions Edited By Last Edite
Run Book Palicies il - il 7

Run Book Acfions
Run Book Aclion Types
Ticket Templat

icl emplates Mo results 1o display.
Credentials
Credential Tests

Proxy XSL
Transformations

Ul Themes
IT Services

Log File Monitoring
Policiss

AP Content Objecis

All of the standard automation policies are tied to included Sciencelogic SL1 events generated by the Dynamic
Applications from the Windows Server PowerPack.

All of the standard automation policies are configured to trigger immediately when the event occurs. The
automation actions are configured o output in raw format. For each executed command, a dictionary is added to
the list with the following keys:

e« command. The command that was executed.
« output. The HTML output of the command.
Several of the automation actions use the substitution character feature of the “Execute Remote PowerShell

Request” custom action type. If an event variable is included in a command (such as "%Y" for the sub-entity name),
the custom action type automatically replaces that variable with the value from the triggering event.

The following table shows the standard automation policies, their aligned events, and the automation action that
runs in response to the events.

NOTE: The aligned events are included as part of the Microsoft Windows Server PowerPack and are not
installed with the SL1 platform. You must install the Microsoft Windows Server PowerPack to obtain
these events.

Automation Policy Name Aligned Events Automation Action

Windows PowerShell: Run CPU & o Minor: Microsoft: Windows Disk Transfer | Windows CPU and

Memory Diagnostic Commands Time (Physical Disk) exceeded threshold | Memory Diagnostic
Commands

Windows PowerShell: Run CPU o Minor: Microsoft: Windows CPU Windows CPU Diagnostic

Diagnostic Commands Utilization has exceeded the threshold Commands

7 Standard Automation Policies



Automation Policy Name

Aligned Events

Minor: Microsoft: Windows Processor

Automation Action

Error Diagnostic Commands

Print Job Errors exceeded threshold

Queve Length exceeded the threshold
Windows PowerShell: Run Disk I/O o Minor: Microsoft: Windows % Disk Time | Windows Disk I/O
Diagnostic Commands (Logical Disk) exceeded threshold Diagnostic Commands
o Minor: Microsoft: Windows % Disk Time
(Physical Disk) exceeded threshold
o Minor: Microsoft: Windows Current Disk
Queuelength (Physical Disk)exceeded
threshold
Windows PowerShell: Run Memory o Maijor: Microsoft: Windows Available Windows Memory
Diagnostic Commands Memory below threshold Diagnostic Commands
o Major: Microsoft: Windows Pages per
Second has exceeded threshold
e Minor: Microsoft: Windows Paging File
Usage has exceeded threshold
Windows PowerShell: Run Print Job o Minor: Microsoft: Windows: PowerShell: | Windows Print Job Error

Diagnostic Commands

The following figure shows a memory event with a classification of "Major" appears on the Events page. Click the
[Actions] button (=) for an event, and select View Automation Actions to see the automation actions triggered by
the events.

Events Jude.Evans-Mccarthy v @S(iencelogic
o8 1 19 6 1 0 27 Events -
Critical Major Minor Notice Healthy View Al .

A = o
EE ¢ 'ORGANIZATION SEVERIT.. NAME MESSAGE AGE TICKETI... co.. EVENT NOT... MASKED EVENTS ACKNOWLEDGE CLEAR C

e T T SV (k) R e ~
=] Windows Devices @ Major 1022456 Example Windows CPU Event 8 days 1 v Acknowledge % Clear

Windows Devices @ Major 1022456 Example Windows Memory Event 8 days 1 v Acknowledge x Clear

Windows Devices @ Major 1022456 Example Windows Disk 10 Event 8 days 1 v Acknowledge x Clear

Windows Devices @ Major 1022456 Example Windows Disk Performa... 8 days 1  Acknowledge ® Clear

Example Devices @ Major netscaler Device Failed Availability Check: U... 7 days 151 2195 @ Masked v Acknowledge x Clear

Example Devices Minor ec2-34-200-... Network latency exceeded thresh... 3 days 151 1044 v Acknowledge x Clear

Linux Devices @ Major 10.2.24.30 File system usage exceeded maj. 8 v Acknowledge % Clear

System @ Major ec2-18-217-... Linux File System /dev/loopO : /sn. 491  Acknowledge x Clear

System @ Major System EM7 major event: Dynamic applic.. 19 hours 3 20  Acknowledge x Clear

System @ Major cscol26 Swap memory utilization has exce... 14 hours5 9 157 v Acknowledge x Clear

System @ Major Syster Process time exceeded: Process D... 1 hour 231 v Acknowledge x Clear

System Minor  cscol26 App: 91, Snippet: 112 reported ac... 30 minutes 1 v Acknowledge x Clear

System Minor _system Process time exceeded: Process E.. 29 minutes 1 [A v Acknowledge x Clear
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The results shown for this event, in the Event Actions Log, include the automation policy that ran (shown at the top of
the following figure), along with the automation actions (commands) that ran. Results for each command are also
displayed. The following figure shows an example of this HTML output.

Event Actions Log | For Event [18263] efresh

2019-12.05 16:29:57 -
Automation Policy Windows PowerShell: Run CPU & Memory Diagnestic Commands action Windows CPU and Memory Diagnostic Commands with HTML Output ran Successfully
Message:CustomActionType (448) executed without incident

Result-Enrichment Command Qutput

Command: Get-Process | Sort CPU -descending | Select -first 20 | Format-Table -AutoSize
[ P cPU(s)

Handl WS (K) 1d s1 P
967480 91 2405648 204260 217,886.92 876 © svchost
61a 67 272260 183465 152,272.64 1728 © MsMpEng
200 © System
554 62 @ sqlservr
323 21 @ vmtoolsd
a3 3 ® conhost
683 39 @ svchost
1394 71 © svchost
a3 8 © conhost
a3 s @ conhost
aa1 17 © svchost
286 10 @ services
B 5 @ conhost
1385 23 8980 17176 9,967.13 684 © lsass
381 23 39949 41552 7,418.63 4360 © WmiPrvsSE
as1 21 14469 26525  7,884.85 2276 © WmiPruSE
530 18 29764 35092 5,248.50 736 0 svchost
431 17 1980 4336 3,117.5¢ 384 © csrss
s1a 13 5728 14685 2,909.52 892 © svchost
a3 8 4984 9644 2,736.85 7164 © conhost
Command: Get-Process | Select-Object Name, ID, @{Name='ThreadCount’;Expression ={$_.Threads.Count}} | Sort-object -Froperty ThreadCount -Descending | Select -first 20
Hame Id ThreadCount
System a 109
swchost 876 58
sqlserur 2216 55
svchost 1048 a3
svchost 464 33
suchost 834 29
MsMpEng 1728 25
suchost 1116 22
powershell 2476 20
powershell 5860 18
powershell 5434 17
svchost 928 16
svchost 940 16
WmiPruSE 2276 15
svchost 3044 1s
svchost 1632 14
suchost 692 13
spoolsw 1572 13
suchost 738 13
tssdis 3052 13
Command: Get-Process | Sort WS -descending | Select -first 20 | Format-Table -AutoSize
Handles WPM(K)  PM(K) WS(K) CPU(s)  Id SI ProcessName
067475 9@ 2485432 284096 217,886.97 376
627 67 275096 153565 152,273.25 1728 -
4 »

To learn more about which commands are executed by default for a given automation action, see Customizing
Actions.

TIP: Although you can edit the automation actions described in this section, it is a best practice to use "Save
As" fo create a new automation action, rather than to customize the standard automation policies.
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Chapter

Configuring Device Credentials

Overview

This chapter describes how to configure the credentials required by the automation actions in the Windows
PowerShell Automations PowerPack.

This chapter covers the following topics:

Authentication for Windows Devices with the Windows PowerShell Automations PowerPack .......... 11

Creating a Credential ... .. 11

NOTE: Sciencelogic provides this documentation for the convenience of Sciencelogic customers. Some of
the configuration information contained herein pertains to third-party vendor software that is subject fo
change without notice to Sciencelogic. Sciencelogic makes every attempt to maintain accurate
technical information and cannot be held responsible for defects or changes in third-party vendor
software. There is no written or implied guarantee that information contained herein will work for all
third-party variants. See the End User License Agreement (EULA) for more information.

Standard Automation Policies 10



Authentication for Windows Devices with the Windows
PowerShell Automations PowerPack

The "Execute Remote PowerShell Request" custom action type supports hard-coded credentials (wherein you
specify the ID of a credential in the automation action), or the custom action type can dynamically determine the
credential fo use. By default, the automation actions use the dynamic method (by specifying credential ID O in the
input parameters). The dynamic method uses the first credential that matches the following rules:

o Ifthe "Microsoft: Windows Server Configuration Cache" Dynamic Application (from the Microsoft: Windows
Server PowerPack) is aligned to the device associated with the triggering event, the credential aligned to that
Dynamic Application is used.

o Ifthe "Microsoft: Windows Server Performance Cache" Dynamic Application (from the Microsoft: Windows
ServerPowerPack) is aligned to the device associated with the triggering event, the credential aligned to that
Dynamic Application is used.

o [fthe "Microsoft: Windows Server OS Configuration" Dynamic Application (from the Microsoft: Windows
ServerPowerPack) is aligned to the device associated with the triggering event, the credential aligned to that
Dynamic Application is used.

« Ifnone of the listed Dynamic Applications are aligned to the device associated with the triggering event, the
first available credential aligned to the device as a secondary credential is used.

Creating a Credential

If you do not have the Microsoft: Windows Server PowerPack installed, you must create a credential that includes
the username and password o communicate with your Windows devices.

To prepare your Windows systems for monitoring, follow the instructions in Configuring Windows Servers for
Monitoring with PowerShell.

NOTE: If you have the Microsoft: Windows Server PowerPack installed and configured, you may skip this
section.

To define a PowerShell credential in SL1:
1. Collectthe information you need to create the credential:

« The username and password for a user on the Windows device.

o Ifthe useris an Active Directory account, the hostname or IP address of the Active Directory server and
the domain.

o Whether an encrypted connection should be used.

o Ifyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Gotothe Credential Management page (System > Manage > Credentials).

11 Authentication for Windows Devices with the Windows PowerShell Automations



3. Inthe Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

Actions Resel

Credential Management | Credentials Found [62]
Create SNMP Credential

Profie Name * Omganizgon  Use Use Us  Tue Port Timeout(ms) 1D Cieale Dalabase Gredental
— o oC I l Creale SOAPIXML Hos Credential

1 #Amazon Web Services Credential FySystem -~ - - SOAPXMLHost [AWS Account Access t example.com 80 2000 1 Create LDAP/AD Credential

2. Azure Credential - SOAPIXML ol orgs) ~ - SOAPXMLHost <AD_USER> ogin vindous.net a3 s00 & [ Create Basic/Snippet Credential

5. @ Azure Credental- SSHKey ol orgs] - - - sSHEKey <SUBSCRIPTION_ID_H %D 2 o s e T

4 Cisco SNUP2 - Example yla0 orgs] -~ - s = = 1w 3 Creaie Foverstall Gradnia

5 BCisco SNUPY3 - Example ot orgs) - - - s 1USER_GOES_HERE] - w2 -

6. A Cisco: ACI a1 orge] ~ - 12 BasiciSnppet  admin 1733521845 a3 0 62 20150514 15:0524  emTadmin ]

7. | Gisco: AGI Gredentia ot orgs] ~ = - Basiisnppet  admin 196.18.133.200 a5 61 20150514 143220 em7admin O

& A Cloudkick - Example g lal orgs) ~ - Basi/Snppet  [SECURITY KEYGOES 127.001 443 SO0 9 2015051411231 em7admin O

6. B CUCM PerfmonService 8.0 Example ol orgs] ~  — - SOAPMMLHost = %0 B3 2000 4 2050514112502 emadmin O
10, BEMT Central Database yla0 orgs] —  — - Databsse oot ocahost 6 o S 20150514 112641 em7acmin 5]
1. | B EM7 Colector Database ot orgs) ~  ~ - Database oot %0 07 0 14 2015.05-181125:43  em7admin O
1 pEwOB a1 orge] -~ — - Database oot D 06 0 3 2015051411262 em7admin O
13, | ZEW7DB-DBnfo ot orgs] ==~ SOAPMMLHost root %0 80300 3% 2015051411262 emfadmin O
14, EWT DB - My.cnf ol orgs) - — - SOAPXMLHost oot D s 3000 37 20150514 112632 em7admin O
15 BEM7 DB- Sioconf ol orgs] == - SOAPXMLHost oot %0 B W00 % 0051411263 emTadmin O
16, B EM7 Defaut V2 ot orgs) -~ - s = = 61 1500 0 2015.05-141125:42  em7admin O
7. BEMT Defaut V3 ol orgs] - - - s emTdetauty3 - 61 500 1 2015.05.181125:42  em7admin O
16 EMC - Exampe ot orge] ~  — - Basicisnppet root “D 443 10000 15 2015.05-131125:47  em7admin O
18, | GoGrid - Example ot orgs] = = - EasiciSnpet  [SECURITY KEY GOES 127.00.1 a8 S0 16 20150514 102551 em7admin O
20, BIPSLA Exampe ol orgs) -~ - s = = 81 1500 5 2050514112514 em7admin O
21 BLieSize: Endpoint SNUP i lat orgs] T control — 1 3000 18 2015.05-14 112558 em7admin O
22, BLieSize: Endpoint SSHICLI ot orgs) -~ - BasiiSnppet  auto =D 2 3 17 20150514 11:25:55  em7admin O
23, | Blocal APt Fylat orgs) = = - BasiiSnppet  em7admin 1000180 B0 S00 2 2010514112611 emTadmin O
24 Jaietapp 7-mode ot orcs) ~  — - Basicisnppet root D 443 000 24 2050513112620 em7admin O
25. | BetApp wiSSL Oplion ot orgs] == - SOAPMMLHost rost %0 a3 W% 2000514112620 emTadmin O
26 faietapp wiSSL Opion OF ol orgs) - — - SOAPXMLHost oot D 43 10000 25 2050514112620 em7admin O
27. | BiNius neteonf i lat orgs] ~ = - Basicinippet = %D 2000 6 2015051412516 enadmin O
25 Biews snmp oot orgs) -~ - s = 611000 7 20150514 112516 em7admin (3]
29 BPoljcom - Advanced Fylat orgs) = = - SOAPXMLHost admin %0 B0 20000 2 20150514 112624  emadmin O
30, Polycom - COR ot orcs) ~  ~  ~ SOAPXMLHost admn D B0 20000 31 2050513112624 em7admin (3]
31. | Poljcom - nferface. ot orgs] ==~ SOAPXMLHost admin %0 8 20000 20 20150514112624  emfadmin O~
[Mewngpage  ——— v) [ECTTT—] co ]

4. The Credential Editor page appears, where you can define the following fields:

Credential Editor X
Create New PowerShell Credential Reset

Basic Settings
Profile Name Account Type
[ | [[Active Directory ] v]
Hostname/IP Timeout{ms)
[ | [10000 ]
Username Password
[ J [ J
Encrypted Port PowerShell Proxy Hestname/|P
[Lyes) v | 5986 J [ J
Active Directory Settings
Active Directory Hostname/IP Domain
[ J [ J

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

Creating a Credential



« Hostname/IP. Hostname or IP address of the device from which you want to refrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the
device that is currently using the credential.

o You can include the variable %N in this field. SL1 will replace the variable with the hosthame of the
device that is currently using the credential. If SL1 cannot determine the hostname, SL1 will replace
the variable with the primary, management IP address for the current device.

o You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SL1 will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Username for an account on the Windows device to be monitored or on the proxy server.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
Forexample, use "em7admin" instead of "MSDOMAIN\em7admin".

e Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

o yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate or
a self-signed certificate.

o no. When communicating with the Windows server, SL1 will not encrypt the connection.

e Port. The port number used by the WinRM service on the Windows device. This field is automatically
populated with the default port based on the value you selected in the Encrypted field.

o Account Type. Type of authentication for the username and password in this credential. Choices are:

o Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

o local. Local security on the Windows device will authenticate the username and password in this
credential.

o Timeout (ms). Time, in milliseconds, affer which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
o Password. Password for the account on the Windows device to be monitored or on the proxy server.

o PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want to
communicate with, enfer the fully-qualified domain name or the IP address of the proxy server in this

field.

« Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, specify the
hostname or IP address of the Active Directory server that will authenticate the credential.

Creating a Credential



« Domain. f you selected Active Directory in the Account Type field, specify the domain where the
monitored Windows device resides.

5. Tosave the credential, click the [Save] button. To clear the values you set, click the [Reset] button.

For more information about configuring credentials in SL1, see Credentials in the SL1 user documentation.

Creating a Credential
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Chapter

Creating and Customizing Automation Policies

Overview

This chapter describes how to create automation policies using the automation actions in the Windows PowerShell
Automations PowerPack.

This chapter covers the following topics:

Prerequisites

______________________________________________________________________________________________________ 16
Creating an Automation POliCy ... ... . 16
Customizing an Automation PoliCy .. ... 17

Removing an Automation Policy from a PowerPack ... .. 19

Creating a Credential



Prerequisites

Before you create an automation policy using the automation actions in the Windows PowerShell
Automations PowerPack, you must determine:

o Which set of commands you want to run on a monitored device when an event occurs. There are ten
automation actions in the PowerPack that run the "Execute Remote PowerShell Request" action type with
different commands. You can also create your own automation actions using the custom action type supplied
in the PowerPack.

o What event criteria you want to use to determine when the automation actions will trigger, or the set of rules
that an event must match before the automation is executed. This can include matching only specific event
policies, event severity, associated devices, and so on. For a description of all the options that are available in
Automation Policies, see the Run Book Automation manual.

Creating an Automation Policy

To create an automation policy that uses the automation actions in the Windows PowerShell
Automations PowerPack, perform the following steps:

1. Gotothe Automation Policy Manager page (Registry > Run Book > Automation).
2. Click [Create]. The Automation Policy Editor page appears.

Automation Policy Editor | Editing Automation Policy [119] Reset

Policy Name Policy Type Policy State Policy Pricrity Organization
[Windowes PowerShell: Run Print Job Error Di | [ Active Events] ¥ | | [ Enabled ] ¥ | | [ Default ] v | [[System] v |

Criteria Logic Match Logic Match Syntax
| [ Severity==] ¥ | [ Minor,] v | [[Testsearch] v || |
| [ a-nd no fime has elapsed ] b | Repeat Time Align With
| [ since the first occurrence, ] v [T Only once | v | [[Devices] v
| [ and eventis NOT cleared | A |
[ [ and all fimes are valid ] v | ! Include events for entifies other than devices (organizations, assets, efc.)

v

1#| Trigger on Child Rellup

Available Devices Alignad Devices

[ | [All devices) -
Bananaquit -

AWS: Service: JEM-Virtual =

Cardinal - -
Available Evenis Aligned Events

[ J
[31886] Crifical: AKCP: AC Voltage sensor detects no current .
[3195] Crifical: AKCP: DC Voltage sensor High Critical

[3196] Crifical: AKCP: DC Voltage sensor Low Critical -

[5107] Minor: Microsoft Windows Print Job Errors exceeded B .

EM

Available Actions Aligned Actions

[ J
Snippet [5]: Enrichment: Util: Format Command Cutput as HT &
Snippet [5]: Enrichment: Util: Load Work Instructions &« l
Snippet [S]: Enrichment: Wirsless: Anchor Show Commands ¥ -

1. Execute Remote PowerShell Request [111]: Windows .
2. Snippet [5]: Enrichment: Util: Format Command Outp T

-M

Prerequisites 16



3. Complete the following required fields:

Policy Name. Enter a name for the automation policy.

Policy Type. Select whether the automation policy will match events that are active, match when
events are cleared, or run on a scheduled basis. Typically, you would select Active Events in this field.

Policy State. Specifies whether the policy will be evaluated against the events in the system. If you
want this policy to begin matching events immediately, select Enabled.

Policy Priority. Specifies whether the policy is high-priority or default priority. These options determine
how the policy is queued.

Organization. Select one or more organizations to associate with the automation policy. The
automation policy will execute only for devices in the selected organizations (that also match the other
criteria in the policy). To configure a policy to execute for all organizations , select System without
specifying individual devices to align to.

Aligned Actions. This field includes the actions from the Windows PowerShell Automations
PowerPack. To add an action to the Aligned Actions field, select the action in the Available Actions
field and click the right arrow (>>). To re-order the actions in the Aligned Actions field, select an
action and use the up arrow or down arrow buttons to change that action's position in the sequence.

NOTE: You must have two Aligned Actions: one that runs the diagnostic or remediation
commands and one that provides the output format. The actions providing the output
formats are contained in the Datacenter Utilities PowerPack, which is a prerequisite for
running automations in this PowerPack.

4. Optionally, supply values in the other fields on this page fo refine when the automation will trigger.

5. Click [Save].

NOTE: You can also modify one of the automation policies included with this PowerPack. Best

NOTE: If you modify one of the included automation policies and save it with the original name, the

practice is to use the [Save As] option to create a new, renamed automation policy, instead of
customizing the standard automation policies.

customizations in that policy will be overwritten when you upgrade the PowerPack unless you
remove the association between the automation policy and the PowerPack before upgrading.

Customizing an Automation Policy

To customize an automation policy:

1.

Go to the Automation Policy Manager page (Registry > Run Book > Automation).
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2. Search for the Windows PowerShell Automations automation policy you want to edit and click the wrench

icon (Ji) for that policy . The Automation Policy Editor page appears:

Automation Policy Editor | Editing Automation Policy [119] Resel

Policy Hame Policy Type Policy State Policy Priority Organization
\Windows PowerShell: Run Print Job Error Di | [ Active Events ] ¥ | | [ Enabled | v | |[Default] v | |[System] v |

Criteria Logic IMatch Logic Maich Syntax
|1 =everity ==1 ¥ | [ Minor, ] v | |[Textsearch] ¥ | | |
[ and no fime has elapsed J Repeal Time Align With
| [ since the first occurrence, ] r | | [ Only once | = | | [ Devices | > |
| [ and event is NOT cleared ] v |
[ 1 and all times are valid ] v | L Include events for entifies other than devices (organizations, assets, etc.)

v

¥ Trigger on Child Rellup

Ayailable Devices Alignad Devices

| | (All devices) ~
Bananaguit “

AWS: Service: JEM-Virtual -

Cardinal - -
Available Events Aligned Events

[5107] Minor: Microsoft: Windows Print Job Errors exceeded t .

| |
[3136] Crfical: AKCP: AC Voltage sensor defecis no current .
[3195] Critical: AKCP: DC Voliage sensor High Critical

[3196] Crifical: AKCP: DC Voliage sensor Low Critical -

HAvazilable Actions Alignad Actions

1. Execute Remote PowerShell Request [111]: Windows .
2. Snippet [5]: Enrichment: Ufil: Format Command Cutp T

EE

| |

B
Snippet [53]: Ennchment: Util: Format Command Output as HT .
Snippet [3]: Ennchment: Util: Load Work Instruclions
Snippet [5]: Enrichment: Wireless: Anchor Show Commands ¥

3. Complete the following fields as needed:

o Policy Name. Type a new name for the automation policy to avoid overwriting the default policy.

« Policy Type. Select whether the automation policy will match events that are active, match when
events are cleared, or run on a scheduled basis. Typically, you would select Active Events in this field.

« Policy State. Specifies whether the policy will be evaluated against the events in the system. If you
want this policy to begin matching events immediately, select Enabled.

« Policy Priority. Specifies whether the policy is high-priority or default priority. These options determine
how the policy is queued.
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« Aligned Actions. This field includes the actions from the Windows PowerShell Automations
PowerPack. You should see "Execute Remote PowerShell Request' action in this field. To add an
action to the Aligned Actions field, select the action in the Available Actions field and click the right
arrow (>>). To re-order the actions in the Aligned Actions field, select an action and use the up
arrow or down arrow buttons to change that action's position in the sequence.

NOTE: You must have two Aligned Actions: one that runs the diagnostic or remediation
commands and one that provides the output format. The actions providing the output
formats are contained in the Datacenter Utilities PowerPack, which is a prerequisite for
running automations in this PowerPack.

« Organization. Select the organization that will use this policy.

4. Optionally, supply values in the other fields on the Automation Policy Editor page to refine when the
automation will trigger.

5. Click [Save As].

Removing an Automation Policy from a PowerPack

After you have customized a policy from a Windows PowerShell Automations PowerPack, you might want to
remove that policy from that PowerPack to prevent your changes from being overwritten if you update the
PowerPack later. If you have the license key with author's privileges for a PowerPack or if you have
owner/administrator privileges with your license key, you can remove content from a PowerPack.

To remove content from a PowerPack:
1. Gotothe PowerPack Manager page (System > Manage > PowerPacks).

2. Find the Windows PowerShell Automations PowerPack. Click its wrench icon ( a).

3. Inthe PowerPack Properties page, in the navigation bar on the left side, click Run Book Policies.

4. Inthe Embedded Run Book Polices pane, locate the policy you updated, and click the bomb icon (@ ) for
that policy. The policy will be removed from the PowerPack and will now appear in the bottom pane.
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Chapter

Customizing Windows PowerShell Actions

Overview

This manual describes how to customize the automation actions embedded in the Windows PowerShell
Automations PowerPack to create automation actions to meet your organization's specific requirements.

For more information about creating automation policies using custom action types, see Creating and
Customizing Automation Policies.

This chapter covers the following topics:

Creating a Custom Action Policy ... ... 20
Customizing Automation Actions .. .. 22
Creating a New Windows PowerShell Automation Action ... ... ... ... 24

Creating a Custom Action Policy

You can use the "Execute Remote PowerShell Request' action type included with the Windows PowerShell
Automations PowerPack to create custom automation actions that you can then use to build custom automation
policies.

To create a custom action policy using the "Execute Remote PowerShell Request" action type:

1. Navigate to the Action Policy Manager page (Registry > Run Book > Actions).
2. Inthe Action Policy Manager page, click the [Create] button.
3. The Action Policy Editor modal appears.
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Action Editor x

Policy Editor | Creating New Action Reset

Action Name Action State
[Custom PowerShell Action | [[Enabled] v

Description
|An example of a custom Windows PowerShell action |

Organization Action Type
[ [ System | v | | Execute Remote PowerShell Request (1.0) v
Execution Envirenment Action Run Context
| Windows PowerShell Automations ¥ | | Database ]

Input Paramsters

{
"commands": "Get-Printer | Get-PrintJob | Where-Object JobStatus -like '*error*'",
"request_key™: ",
"credential id": |

¥

Save

4. Inthe Action Policy Editor page, supply a value in each field.

Action Name. Specify the name for the action policy.

Action State. Specifies whether the policy can be executed by an automation policy (enabled) or
cannot be executed (disabled).

Description. Allows you to enter a detailed description of the action.
Organization. Organization to associate with the action policy.

Action Type. Type of action that will be executed. Select the "Execute Remote PowerShell Request
(0.9)" action type (highlighted in the figure above).

Execution Environment. Select from the list of available Execution Environments. The default
execution environment is System.

Action Run Context. Select Database or Collector as the context in which the action policy will run.

Input Parameters. A JSON structure that specifies each input parameter. Each parameter definition
includes its name, data type, and whether the input is optional or required for this Custom Action Type.
For more information about the available input parameters, see the table in Creating a New
Windows PowerShell Automation Action

NOTE:

Input parameters must be defined as a JSSON structure.
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6. Click [Save]. If you are modifying an existing action policy, click [Save As]. Supply a new value in the Action
Name field, and save the current action policy, including any edits, as a new policy.

Customizing Automation Actions

The Windows PowerShell AutomationsPowerPack includes 5 automation actions that execute the "Execute Remote
PowerShell Request" action type to request diagnostic information or remediate an issue. You can specify the host
and the options in a JSON structure that you enter in the Input Parameters field in the Action Policy Editor
modal.

Policy Editor | Editing Action [153] Reset

Action Mame Action State
[Windows Memary Diagnostic Commands | [[Enabled | v |

Description
[Runs diagnostic commands for Memary-related events on Windows devices. |

Organizafion Action Type
| [ System ] ¥ | Exscute Remote PowerShell Request (1.0)
Execution Environment Action Run Confext
| [ - Default: Windows PowerShell Automations ] ¥ | |[ Collector ] A
Input Parameters

{

"commands": "{\"commands\": [\"Get-Process | Sort WS -descending | Select -first 2

“request_key": ",

“credential_id":
y

The following automation actions that use the "Execute Remote PowerShell Request' action type are included in
the Windows PowerShell Automations PowerPack. Compare the commands run with the example in the image
above. For more information about input parameter fields,

see the table in Creating a New Windows PowerShell Automation Action.

Action Name  Description Commands Run

Windows CPU |Runs diagnostc commads for e Get-Process | Sort CPU -descending | Select
and Memory  |CPU and Memory events on ~first 20

Diagnostic Windows devices

Commands

Customizing Automation Actions 22



Action Name

Description

Commands Run

Get-Process | Select-Object Name, ID, @
{Name="'ThreadCount';Expression =
{$_.Threads.Count}}

| Sort-Object -Property ThreadCount -
Descending

| Select -first 20

Get-Process | Sort WS -descending | Select -
first 20

Get-CimInstance -Class Win32 PageFileUsage |
Format-Table -Property

Caption,Name, Status,Description, InstallDate,
AllocatedBaseSize, PeakUsage, TempPageFile

A command that collects the memory usage of running
processes, where the memory usage is aggregated
across all instances of each named process. The
command is not listed here for clarity.

Windows Runs diagnostic commads for e Get-Process | Sort CPU -descending

CPU Diagnostic| CPU-related events on | Select -first 20

Commands Windows devices e Get-Process | Select-Object Name, ID, @
{Name="'ThreadCount';Expression =
{$_.Threads.Count}}
| Sort-Object -Property ThreadCount -
Descending
| Select -first 20

Windows Disk  |Runs diagnostic commads for o Acommand that collects the "IO Data Bytes per second"

I/O Diagnostic |Disk I/O events on Windows counter for each running process. The command takes

Commands devices 10 samples at 1-second intervals and returns the
average of all samples for each process. The command
is not listed here for clarity.

o A command that collects the "IO Data Operations per
second" counter for each running process. The
command takes 10 samples at 1-second infervals and
returns the average of all samples for each process. The
command is not listed here for clarity.

Windows Runs diagnostc commads for e Get-Process | Sort WS -descending

Memory Memoy-related events on | Select -first 20

Diagnostic Windows devicess devices. e Get-CimInstance -Class Win32 PageFileUsage
Commands | Format-Table -Property

Caption,Name, Status,Description, InstallDate,
AllocatedBaseSize, PeakUsage, TempPageFile

A command that collects the memory usage of running
processes, where the memory usage is aggregated
across all instances of each named process. The
command is not listed here for clarity.

Windows Print

Runs diagnostic commands for

Get-Printer | Get-PrintJob | Where-Object
JobStatus -like '*error*'

23

Customizing Automation Actions



Action Name  Description Commands Run

Job Error Print Job Error events on
Diagnostic Windows devices.
Commands

TIP: For more information about substitution variables, see Appendix A.

Creating a New Windows PowerShell Automation Action

You can create a new automation action that runs remote PowerShell requests using the supplied “Execute
Remote PowerShell Request” custom action type. To do this, select “Execute Remote PowerShell Request” in the
Action Type drop-down list when you create a new automation action. You can also use the existing automation
actions in the PowerPack as a template by using the [Save As] option.

The Windows PowerShell automation actions accept the following parameters in JSON:

Input
type
commands string Specifies a single command or a list of commands, in JSON
format, to execute. You can use substitution variables in the
commands.

Paramter Description

request key string (Optional field)
Default value: empty

The unique key for each instance (row) returned by the
request. This unique key must be a property name, and the
request must include that property (column) and return values
from that property name (column).

Example: Suppose you want fo get the ID, number of cores,
name, and maximum clock speed of every CPU installed on a
Windows system, run the following command, where
"DevicelD" is the request key.

Get-WmiObject -Class Win32 Processor —-Property
DeviceID, NumberOfCores, Name, MaxClockSpeed |
Format-List DevicelID, NumberOfCores, Name,

MaxClockSpeed

credential_id integer |Default value: 0
Specifies the credential id to use for the connection.

o lfsetto O (false), the custom action type will dynamically
determine the credential. For more information, see
Authentication for Windows Devices.
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Input
fype

Paramter

Description

o lIfsettoan ID number, it maps to the credential ID
specified. You can find credential IDs by going to System
> Manage > Credentials.

Using Substitution Values. The commands input can contain substitution values that match the keys in EM7
VALUES.

TIP: For more information about substitution variables, see Appendix A.

For a description of all options that are available in Automation Policies, see the Run Book Automation manual.
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Appendix

Run Book Variables

Overview

This appendix defines the different variables you can use when creating an action policy.
Use the following menu options to navigate the SL1 user interface:
« Toview a pop-out list of menu options, click the menu icon (E)
« Toview a page containing all of the menu options, click the Advanced menuicon ( ).

This appendix covers the following topics:

Run Book Variables ... ... ... 27

Run Book Variables 26



Run Book Variables

You can include variables when creating an action policy. These variables are listed in the table below.

« Inan action policy of type Send an Email Notification, you can include one or more of these variables in the
fields Email Subject and Email Body.

« Inan action policy of type Send an SNMP Trap, you can include one or more of these variables in the Trap

OID field, Varbind OID field, and the Varbind Value field.

o Inan action policy of type Create a New Ticket, you can include one or more of these variables in the
Description field or the Note field of the related Ticket Template.

« Inan action policy of type Send an SNMP Set, you can include one or more of these variables in the SNMP
OID field and the SNMP Value field.

« In an action policy of type Run A Snippet, you can access variables from the global dictionary EM7_VALUES.

e Ina policy of type Execute an SQL Query, you can include one or more of these variables in the SQL Query

field.
Variable Source Description
%A Account Username
%N Action Automation action name
%g Asset Asset serial
%h Asset Device ID associated with the asset
%i (lowercase Asset Asset Location
‘oye)
%k Asset Asset Room
%K Asset Asset Floor
%P Asset Asset plate
%p Asset Asset panel
%q Asset Asset zone
%Q Asset Asset punch
%U Asset Asset rack
%u Asset Asset shelf
%v Asset Asset tag
%ow Asset Asset model
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Variable Source Description

%W Asset Asset make

%m Automation || Automation policy note

%n Automation || Automation policy name

%F Dynamic Alert ID for a Dynamic Application Alert
Alert

%I (uppercase Dynamic For events with a source of "dynamic", this variable contains the index

"eye") Alert value from SNMP. For events with a source of "syslog" or "trap", this

variable contains the value that matches the Identifier Pattern field in the
event definition.

%T Dynamic Value returned by the Threshold function in a Dynamic Application Alert.
Alert

%V Dynamic Value returned by the Result function in a Dynamic Application Alert.
Alert

%a Entity IP address

% category id Enti Device category ID associated with the entity in the event.

_category gory

% _category name || Entity Device category name associated with the entity in the event.

% _class_id Entity Device class ID associated with the entity in the event.

%_class_name Entity Device class name associated with the entity in the event.

% parent id Entity For component devices, the device ID of the parent device.

% _parent_name Entity For component devices, the name of the parent device.

% root id Enti For component devices, the device ID of the root device.

_roor_ p
%_root_name Entity For component devices, the name of the root device.

Run Book Variables
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Variable

Source

Description

%1 (one)

Event

Entity type. Possible values are:
o 0. Organization

o 1.Device
o 2. Asset

. IP Network
. Interface

. Vendor

. Account

. Virtual Interface

.
NV 0 N O v AN

. Device Group
e 10.IT Service
e 11.Ticket

%2

Event

Sub-entity type.

Possible values for organizations are:

e 9. News feed

Possible values for devices are:
« 1.CPU
° . DISI(

. File System

. Memory

. Component
. Inferface

2
3
4
o 5.5wap
6
7
9

. Process

o 10. Port

e 11.Service
o 12. Content
e 13. Email

%4

Event

Text string of the user name that cleared the event.

%5

Event

Timestamp of when event was deleted.

%6

Event

Timestamp for event becoming active.
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%7

Event Event severity (1-5), for compatibility with previous versions of SLT.
1 =critical, 2=major, 3=minor, 4=notify, 5=healthy.
NOTE: When referring to an event, %7 represents severity (for
previous versions of SL1). When referring to a ticket, %7
represents the subject line of an email used to create a
ticket.
%c Event Event counter
%d Event Timestamp of last event occurrence.
%D Event Timestamp of first event occurrence.
%e Event EventID
%H Event URL link to event
%M Event Event message
%s Event severity (O - 4). O=healthy, 1 =notify, 2=minor, 3=major, 4 =critical.
%S Event Severity (Healthy - Critical)
% user note Event Current note about the event that is displayed on the Events page.
%x Event Entity ID
%X Event Entity name
%y Event Sub-entity ID
%Y Event Sub-entity name
%Z Event Event source (Syslog - Group)
%z Event Event source (1 - 8)
%_ext tficket ref Event For events associated with an external Ticket ID, this variable contains the
external Ticket ID.
%3 Event Policy || Event policy ID
%E EventPolicy || External ID from event policy
%f Event Policy || Specifies whether event is stateful, that is, has an associated event that will
clear the current event. 1 (one)=stateful; O (zero) =not stateful.
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Variable Source Description
%G EventPolicy || Event Category
%R EventPolicy || Event policy cause/action text
% event policy Event Policy || Name of the event policy that triggered the event.
_ _ _ policy 99

name

%B Organization || Organization billing ID
%b Organization || Impacted organization
%C Organization || Organization CRM ID

%o (lowercase

"oh")

Organization

Organization ID

%O

(uppercase "oh")

Organization

Organization name

Yor System Unique ID / name for the current SL1 system
%7 Ticket Subject of email used to create a ticket. If you specify this variable in a ticket
template, SL1 will use the subject line of the email in the ticket description
or note fext when SL1 creates the ficket.
NOTE: When referring to a ticket, %7 represents the subject line of
an Email used to create a ticket. When referring to an event,
%7 represents severity (for previous versions of SL1).
%t Ticket Ticket ID
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Appendix

Configuring Windows Servers for Monitoring with
PowerShell

Overview

The following sections describe how to configure Windows Server 2016, 2012, 2012 R2, or 2008 R2 for
monitoring by SL1 using PowerShell:

PrerequIsites .. .. 33
Configuring PowerShell - ... 33
Step 1: Configuring the User Account for the Sciencelogic Platform ... ... ... ... ... ... ........... 34
Option 1: Creating an Active Directory Account with Administrator Access .................................... 34
Option 2: Creating a Local User Account with Administrator ACCeSS ... ... oo 35
Option 3: Creating a Non-Administrator User ACCOUNT - ... 35
Optional: Configuring the User Account for Remote PowerShell Access to Microsoft Exchange Server ... 37
Optional: Configuring the User Account for Remote PowerShell Access to Hyper-V Servers ................. 37
Creating a User Group and Adding a User in Active Directory ... ... ... ... ... .............. 37
Setting the Session Configuration Parameters and Group Permissions .................................... 38
Creating a PowerShell Credential ... ... 39
Step 2: Configuring a Server Authentication Certificate ... ... ... ... ... ... 39

Option 1: Using the Microsoft Management Console fo Create a Self-Signed Authentication Certificate ....40

Option 2: Using the MakeCert Tool to Create a Self-Signed Authentication Cerfificate ....................... 42
Option 3: Using PowerShell Commands fo Create a Self-Signed Authentication Certificate .................. 42
Step 3: Configuring Windows Remote Management ... ... ... ... 42
Option 1: Using a Script to Configure Windows Remote Management ... ... ... ... ... ............ 43
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Option 2: Manually Configuring Windows Remote Management .. ... .. ... 48

Option 3: Using a Group Policy to Configure Windows Remote Management ... ... ................. 51
Step 4: (Optional) Configuring a Windows Management Proxy . .......................................... 69
Step 5: (Optional) Increasing the Number of PowerShell Dynamic Applications That Can Run
SIMUIANEOUSIY . . 70

Prerequisites

Before configuring PowerShell, ensure the following:

o Forward and Reverse DNS should be available for the target Windows server from the SL1 Data Collector.
Port 53 to the domain's DNS server should thus be available.

o When using an Active Directory user account as the SL1 credential, port 88 on the Windows Domain
Controller, for the Active Directory domain, should be open for Kerberos authentication.

o Ifencrypted communication between the SL1 Data Collector and monitored Windows servers is desired, port
5986 on the Windows server should be open for HTTPS traffic. If unencrypted communications is being
used, then port 5985 on the Windows server should be opened for HTTP traffic

o Ifmultiple domains are in use, ensure that they are mapped in the [domain_realm] section of the Kerberos

krb5.conffile.

Configuring PowerShell

To monitor a Windows Server using PowerShell Dynamic Applications, you must configure the Windows Server to
allow remote access from SL1. To do so, you must perform the following general steps:

1. Configure a user account that SL1 will use fo connect to the Windows Server. The user account can either
be a local account or an Active Directory account.

TIP: For ease of configuration, Sciencelogic recommends using an Active Directory account that is a member
of the local Administrators group on the Windows Server.

2. Configure a Server Authentication Certificate to encrypt communication between SL1 and the Windows
Server.

3. Configure Windows Remote Management.

4. Optionally, configure a Windows server as a Windows Management Proxy.

NOTE: If you are configuring multiple Windows servers for monitoring by SL1, you can apply these settings
using a Group Policy.

33 Configuring Windows Servers for Monitoring with PowerShell



5. Optionally, you can increase the number of PowerShell Dynamic Applications that can run
simultaneously against a single Windows server.

Step 1: Configuring the User Account for the Sciencelogic
Platform

To enable SL1 to monitor Windows servers, you must first configure a user account on a Windows Server that SL1
can use fo make PowerShell requests. You will include this user account information when creating the PowerShell
credential that SL1 uses to collect data from the Windows Server.

To configure the Windows Server user account that SL1 can use to make PowerShell requests, complete one of
the following options:

« Option 1: Create an Active Directory Account with Administrator access
« Option 2: Create a local user account with Administrator access

o Option 3: Create a non-administrator user account

TIP: For ease-of-configuration, Sciencelogic recommends creating an Active Directory user account.

After creating your Windows Server user account, depending on your setup and the servers you want to monitor,
you might also need to configure the user account for remote PowerShell access to the following server types:
o Microsoft Exchange Server

« Hyper-V Servers

Option 1: Creating an Active Directory Account with Administrator
Access

For each Windows server that you want to monitor with PowerShell or WinRM, you can create an Active Directory
account that is a member of the local Administrators group on each server. For instructions, consult Microsoft's
documentation. On Windows Domain Controller servers, you can use a domain account that is not in the Domain
Administrators group by following the configuration instructions for Option 3: Creating a Non-Administrator
User Account.

After creating your Active Directory account:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed to Step 3.
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Option 2: Creating a Local User Account with Administrator Access

If you have local Administrator access to the servers you want to monitor and are monitoring Windows Server
2016 or Windows Server 2012, you can alternatively create a local user account with membership in the
Administrators group instead of an Active Directory account. For instructions, consult Microsoft's documentation.

WARNING: This method does not work for Windows Server 2008.

After creating your local user account with Local Administrator access:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed to Step 2.

Option 3: Creating a Non-Administrator User Account

If you do not have Local Administrator access to the servers that you want to monitor with PowerShell or WinRM, or
if the monitored Windows server is a Domain Controller that will not be in the local Administrators group, then you
must first create a domain user account or create a local user account on the Windows Server. For instructions,
consult Microsoft's documentation.

After creating your domain user account or local user account:

» You must configure the Windows servers to allow that non-administrator user access. To do so, follow the

steps in this section.

o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must also configure the user account for
remote PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must also configure the user account for remote
PowerShell access to the Hyper-V Servers.

To configure Windows Servers to allow access by your non-administrator user account:
1. Start a Windows PowerShell shell with Run As Administrator and execute the following command:

winrm configsddl default

2. On the Permissions for Default window, click the [Add] button, and then add the non-administrator user
account.

3. Selectthe Allow checkbox for the Read (Get, Enumerate, Subscribe) and Execute (Invoke) permissions for
the user, and then click [OK].
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10.
11.
12.
13.

14.

Access the Management console. To do this:

o In Windows Server 2008, click [Start], right-click [Computer], click [Manager], and then expand
[Configuration].

e In Windows Server 2016 and 2012, right-click the Windows icon, click [Computer Management],
and then expand [Services and Applications].

Right-click on [WMI Control] and then select Properties.
On the WMI Control Properties window, click the [Security] tab, and then click the [Security] button.

Click the [Add] button, and then add the non-administrator user or group in the Select Users, Service
Accounts, or Groups dialog, then click [OK].

On the Security for Root window, select the user o group just added, then in the Permissions section at the
bottom of the window, select the Allow checkbox for the Execute Methods, Enable Account, and Remote
Enable permissions.

Under the Permissions section of the Security for Root window, click the [Advanced] button.

In the Advanced Security Settings window, double-click on the user account or group you are modifying.
On the Permission Entry window, in the Type field, select Allow.

In the Applies to field, select This namespace and subnamespaces.

Select the Execute Methods, Enable Account, and Remote Enable permission checkboxes, and then click
[OK] several times to exit the windows opened for setting WMI permissions.

Restart the WMI Service from services.msc.

NOTE: To open services.msc, press the Windows + R keys, type "services.msc", and then press Enter.

15.
16.
17.
18.

19.
20.
21.

22.

In the Management console, go to System Tools > Local Users and Groups > Groups.
Right-click Performance Monitor Users, and then select Properties.
On the Performance Monitor Users Properties window, click the [Add] button.

In the Enter the object names to select field, type the non-administrator domain user or group name, and
then click [Check Names].

Select the user or group name from the list and then click [OK].
In the Performance Monitor Users Properties window, click [OK].

Perform steps 16-20 for the Event Log Readers user group and again for the Distributed COM Users user
group, the Remote Management Users user group, and if it exists on the server, the
WinRMRemoteWMIUsers  user group.

If you intend to use encrypted communications between the SL1 collector host and your monitored Windows
servers, each Windows server must have a digital certificate installed that has "Server Authentication" as an

Extended Key Usage property. You can create a self-signed certificate for WinRM by executing the following
command:

$SCert = New-SelfSignedCertificate -CertstoreLocation Cert:\LocalMachine\My -DnsName
"myHost"
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23. Add an HTTPS listener by executing the following command:

New-Item -Path WSMan:\LocalHost\Listener -Transport HTTPS -Address * -
CertificateThumbPrint $Cert.Thumbprint -Force

NOTE: This command should be entered on a single line.

24.

Ensure that your local firewall allows inbound TCP connections on port 5986 if you are going to use
encrypted communications between the SL1 collector(s) and the Windows server, or port 5985 if you will be
using unencrypted communications between the two. You may have to create a new rule on Windows
Firewall if one does not already exist.

Optional: Configuring the User Account for Remote PowerShell Access
to Microsoft Exchange Server

If you use SL1 to monitor Microsoft Exchange Servers:

1.
2.
3.

Follow the steps in the section Configuring the User Account for SL1.

Add the new user accountto the “Server Management” Exchange security group in Active Directory.

The user account will then be able to connect to the relevant WinRM endpoint to use cmdlets installed with
the Exchange Management Shell. For example, this will give the user account access to the cmdlet “Get-
ExchangeServer”.

Optional: Configuring the User Account for Remote PowerShell Access
to Hyper-V Servers

To use PowerShell Dynamic Applications to monitor a Hyper-V server, you must:

Create a user group in Active Directory

Add the user account you will use to monitor the Hyper-V server to the group
Set the session configuration parameters on the Hyper-V Server

Set the group permissions on the Hyper-V Server

Create a PowerShell credential using the new user account

Creating a User Group and Adding a User in Active Directory

To create a group in Active Directory and add a user:

1.
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In Active Directory, in the same DC as the Hyper-V host you want to monitor, in the OU called Users, create
a group. Forexample, we called our group PSSession Creators.

Add a user that meets the requirements for monitoring a Windows server via PowerShell to the group. This is
the user that you will specify in the PowerShell credential.
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NOTE: For details on using Active Directory to perform these tasks, consult Microsoft's documentation.

Setting the Session Configuration Parameters and Group Permissions

To set the Session Configuration and the Group Permissions on the Hyper-V Server:

1. Logintothe Hyper-V server.

2. Open a PowerShell session. Enter the following command:

Set-PSSessionConfiguration -ShowSecurityDescriptorUI -Name Microsoft.PowerShell

3. When prompted, select A.

4. The Permissions dialog appears.

| Permissions for http://schemas.microsoft.com/... 3

I-ttp_.-'r it T

Group of user names:

- AP SSession Creators {MSTES TLAB\P S Session Crealors)
B2, Administrators (MSTESTLAB-HVD '\ Administrators)

82 Femote Management Users (MSTESTLAB-HVOT \Femate ..

| Add. || Bemove |

Pemmissions for PSSession

Creators Mo Dery
Full Control (Al Operations) [ |
Read|Get Enumerate, Subsciibe) O i)
Wite(Put Delete Create) O ]
Execute(invoke) O ]
Special pemissions

For special pemmissions or advanced settings, |

chck Advanced Ainch

ok || Concel |

(=3

5. Inthe Permissions dialog, supply values in the following fields:

o Group or user names. Selectthe name of the group you created in Active Directory.

o Permissions for group. For Full Control (All Operations), select the Allow checkbox.

6. Click the [OK] button.
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Creating a PowerShell Credential

To create a PowerShell credential using the new user account, follow the instructions in the Creating a
PowerShell Credential section.

Step 2: Configuring a Server Authentication Certificate

Sciencelogic highly recommends that you encrypt communications between SL1 and the Windows Servers you
want it fo monitor.

If you have created a local account on the Windows Server that uses Basic Auth and that account will allow
communication between SL1 and the Windows server, the best practice for security is o enable HTTPS to support
encrypted data transfer and authentication. To do this, you must configure WinRM to listen for HTTPS requests. This
is called configuring an HTTPS listener.

NOTE: For details on configuring WinRM on your Windows servers to use HTTPS, see
https://support.microsoft.com/en-us/help/201 9527 /how-to-configure-winrm-for-https.

The sections below describe how fo configure a Server Authentication Certificate on the Windows Server. This is
only one fask included in configuring an HTTPS listener. However, not all users need to configure a Server
Authentication Certificate. You can find out if your Windows computer has a digital certificate installed for Server
Authentication by running 'Get-ChildItem -Path Cert:\LocalMachine\My -EKU "*Server
Authentication*"' from a PowerShell command shell.

To support encrypted data transfer and authentication between SL1 and the servers, one of the following must be
frue:

o You have created an Active Directory user account on the Windows Server o allow communication
between SL1 and the server. In this scenario, Active Directory will use Kerberos and AES-256 encryption to
ensure secure data fransfer and authentication, which means you do not need fo configure a self-signed
Server Authentication Certificate. You can skip this section and proceed to Step 3.

o You have created a local account on the Windows Server that uses Basic Auth to allow communication
between SL1 and the server, and your network includes a Microsoft Certificate server. In this scenario, you
should work with your Microsoft administrator to get a certificate for your Windows Server instead of
configuring a self-signed Server Authentication Certificate. You can skip this section and proceed to Step
3.

o You have created a local account on the Windows Server that uses Basic Auth to allow communication
between SL1 and the server, and your network does not include a Microsoft Certificate server. In this
scenario, you must configure a self-signed Server Authentication Certificate on the Windows Server that you
want to monitor with SL1 using one of the following methods:

o Option 1: Use the Microsoft Management Console.

o Option 2: If your Windows Server includes Windows Software Development Kit (SDK), you can use
the makecert tool.
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o Option 3: If you are running PowerShell 4.0 or later, you can use the New-SelfSignedCertificate
and Export-PfxCertificate commandes.

NOTE: Self-signed certificates are appropriate for use on a trusted network, such as a LAN that includes both
a Sciencelogic Data Collector and the Windows Server to be monitored.

Option 1: Using the Microsoft Management Console to Create a Self-
Signed Authentication Certificate

To use the Microsoft Management Console to create a self-signed certificate:

1. Login tothe Windows Server that you want to monitor with SL1.
2. Inthe Start menu search bar, enter "mmc" to open a Microsoft Management Console window.

3. Select [File], then Add/Remove Snap-Ins. The Add or Remove Snap-ins window is displayed:
Add or Remove Snap-ins @

‘fou can select snap-nz for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendar = | Console Root Edit Extensions. ..

1 . -
Achvex Contral Microsoft Cor... —
Auihorizat’on Manager Microsoft Cor...
M Certificates Microsoft Cor... |z
. Component Services  Micraseft Cor... Move Up
;é‘ Computer Managem... Microsoft Cor... ~ T

2 ) ) Move Down
g=n Device Manager Micresoft Cor... | | Add
=

=¥ Disk Management Micreseft and...
@ Event Viewer Micresoft Cor...

| Folder Micresoft Cor...

=/ Group Policy Object ... Microsoft Cor...
Q. IP Security Monitor Micresoft Cor...
Q. IP Security Policy M...  Microsoft Cor...

% Link to Web Address ~ Microsoft Cor...  _

Description:

OK ] [ Cancel

4. Inthe Available snap-ins list, select Certfificates.
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5. Click the [Add >] button. The Certificates snap-in window is displayed:

11.

12.
13.
14.
15.
16.
17.
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© 0 ® N o

Certificates snap-in

This snap-n will always manage certificates for:
(@ My user account
() Service account

() Computer accourt

< Back Finish

] [ Cancel

Select Computer account.

Click the [Next >] button.

Click the [Finish] button.

In the Add or Remove Snap-ins window, click the [OK] button.

In the left pane of the Microsoft Management Console window, navigate to Console Root > Certificates

(Local Computer) > Personal.

Right-click in the middle pane and select All Tasks > Request New Certificate.... The Certificate

Enrollment window is displayed.

Click the [Next] button. The Select Certificate Enrollment Policy page is displayed.

Select Active Directory Enrollment Policy .

Click the [Next] button. The Request Certificates page is displayed.

Select the Computer checkbox.
Click the [Enroll] button.

After the certificate is installed, click the [Finish] button.
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Option 2: Using the MakeCert Tool to Create a Self-Signed
Authentication Certificate

If your Windows system includes Windows Software Development Kit (SDK), you can use the MakeCert tool that is
included in the kit to create a self-signed certificate.

o Forinformation on the MakeCert tool, see:

https://msdn.microsoft.com/library/windows/desktop/aa386968.aspx

« Fordetails on creating a self-signed certificate with MakeCert and installing the certificate in the Trusted Root
Certification Authorities store, see:

https://msdn.microsoft.com/en-us/library/ms733813%28v=vs.110%29.aspx

Option 3: Using PowerShell Commands to Create a Self-Signed
Authentication Certificate

If your Windows system includes PowerShell 4.0 or later, you can use the following PowerShell commands to
create a self-signed certificate:

« You can use the New-SelfSignCertificate command to create a self-signed cerfificate. For information on
New-SelfSignCertificate, see:

https://docs.microsoft.com/en-us/powershell/module/pkiclient/new-
selfsignedcertificate 2view=win10-ps

o You can use the Export-PfxCertificate command to export the private certificate. For information on the
Export-PfxCertificate, see:

https://docs.microsoft.com/en-us/powershell/module/pkiclient/export-pfxcertificate 2view =win10-
ps

Step 3: Configuring Windows Remote Management

To provide SL1 remote access to the Windows Servers you want to monitor, you must configure Windows Remote
Management.

NOTE: This step is required regardless of the user account type that SL1 will use to connect to the Windows
Server.

There are three ways to configure Windows Remote Management:

o Option 1: Use the script provided by ScienceLogic.
o Option 2: Manually perform the configuration.

o Option 3: Use a group policy.
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Option 1: Using a Script to Configure Windows Remote Management

Sciencelogic provides a PowerShell script on the Sciencelogic portal that automates configuration of Windows
Remote Management and permissions required for the user account that will be used in the SL1 credential. The
script configures all of the base Windows permissions required, except for opening up Windows Firewall ports for
HTTP and/or HTTPS traffic. The configuration performed by the script is useful primarily for running collection with
the Microsoft: Windows Server, Microsoft: Windows Server Services, Microsoft: Windows Server Event
Logs, and Microsoft: SQL Server Enhanced PowerPacks. (Microsoft: SQL Server Enhanced requires further
instance-specific permissions. See the Monitoring SQL Servers manual for more information.)

To use the PowerShell script, perform the following steps:

1.

Log in to the Sciencelogic portal, go to Downloads > Miscellaneous, and download the PowerShell script
named WinRM Configuration Wizard Script (winrm_configuration_wizard.ps1). The link is :
https://portal.sciencelogic.com/portal/miscellaneous/download/3943

Unzip the downloaded file.

Using the credentials for an account that is a member of the Administrator's group, log in to the Windows
server you want fo monitor. You can log in directly or use Remote Desktop to log in.

Copy the PowerShell script named winrm_configuration_wizard.ps1 to the Windows server that you want
to monitor with SL1.

Right-click on the PowerShell icon and select Run As Administrator.

Atthe PowerShell prompt, navigate to the directory where you copied the PowerShell script named winrm_
configuration_wizard.psT.

At the PowerShell prompt, enter the following to enable execution of the script:

Set-ExecutionPolicy -ExecutionPolicy Unrestricted -Scope Process -Force

NOTE: The execution policy setting persists only during the current PowerShell session.

8.

After the warning text, select Y.

NOTE: If your Windows configuration requires further steps to allow execution of the script, PowerShell will

display prompts. Follow the prompts.

9.
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To run the script with interactive dialogs, enter the following at the PowerShell prompt:
\winrm configuration wizard.psl -user <domain>\<username>

The user account you wish to use for SL1 collection must be specified with the —~user command-line
argument regardless of other arguments used. You can obtain the full help for the PowerShell configuration
script by entering the following:

help .\winrm configuration wizard.psl -full
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The most common way to run the script is silently:
.\winrm configuration wizard.psl -user <domain>\<username> -silent

10. Ifyou start the script without using the —silent command-line argument, the WinRM Installation Wizard
modal page appears. Click [OK].

This program will configure Windows Remote Management on your Windows
Server, permissions to use WM, query performance counters and event logs. It
will ask a series of questions to determine the preferred security settings and will
display your cheoices at the end. Cenfiguration changes will not be made until the
end of the wizard, Before beginning, here are your current settings:

Basic Authentication = True

Kerberos Authentication = True

Allow Unencrypted WinRM Traffic = True
Maximum WinRM Requests = 300

HTTP Port = 5885

HTTPS Port = 3986

MOTE: This wizard cannot override settings applied by Group Policy (GPO). To
owverwrite those settings, please contact a system administrator,

Click OK to Continue.

11. The Windows Account Type modal page appears. Select the appropriate choice for your environment.

Will you be using an Active Directory domain account?

Click YES to enable Kerberos Authentication.

Click MO to enable Basic &uthentication,
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12. The Set Encryption Policy modal page appears. Select the appropriate choice for your environment.

Should your WinRM traffic from 5L1 be encrypted?

Chick YES to use only encrypted data.
Chick NO to allow unencrypted data.

« Click YES to us only encrypted data. Click Yes to configure an HTTPS listener for using encrypted
communications between the SL1 collectors and the Windows server. Setting up an HTTPS listener requires
a digital certificate with Server Authentication EKU to be available on the server. For information on creating
a self-signed certificate, see Configuring a Server Authentication Certificate.

« Click NO to allow unencrypted data. For communication between SL1 collectors and the Windows
server, if unencrypted traffic is allowed, an HTTP listener will be configured for communication.

13. The Change Max Requests modal page appears. Click [Yes].

This host allows 300 WinRM requests at one time,
Do you want to change this value of maximum requests?

Click ¥ES to edit the maximum number of requests.
Click MO to leave the maximum number of requests unchanged.
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14. The Set Ports for WinRM Traffic modal page appears, and it shows the current settings for the HTTP and
HTTPS ports. If you want to make a change to these, click [YES]; otherwise, click [NO] to continue.

Your current HTTP port for Windows Rermnote Management is set to 5985, and the
HTTPS port for Windows Remote Management is set to 3986, Do you want to
modify these ports for WinRM traffic use?

Click YES to edit your HTTR/HTTPS ports.
Click MO to continue to the next page,
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15. Choose which port values you would like SL1 o use when communicating with the Windows server.

Mew HTTP port:

Mew HTTPS port:

16. The Set HTTPS Thumbprint modal page appears. Enter the information for your certificate thumbprint,
which is used fo create an HTTPS listener, then click [OK].

To setup the WinRM HTTFS listener, you will need to use a certificate thumbprint
Run the PowerShell cmdlet below on this Windows computer o get your existing certificate thumbprints:

Get-Childitem -Path Cert\LocalMachinelMy
Then press OK to continue.

Enter your cedificate thumbprirt here. ..

NOTE: Ifthe cerificate structure for your certificate thumbprint is incomplete or incorrect, an error message
appears indicating that the WinRM client cannot process the request. If you think you made an error,
click [OK] and try fo correct it. Otherwise, contact a system administrator for help.
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17. The Confirm Settings modal page appears. If the settings are as you specified, click [OK].

Please confirm your settings:

Authentication Type: Kerberos (for Active Directory)

Encryption Policy: Restrict Unencrypted Data

Maximum Connections: 300

HTTP Port: 5385

HTTPS Port: 5986

Certificate Thumbprint: 2B496C35842415356AC63834D02C209076B16F20

Click OK to update WinRM settings.
Click CAMCEL to quit wizard (settings will not be updated).

18. The Complete modal page appears. If the settings are correct, click [OK].

Your Windows Remote Management settings have been updated. To view them
when necessary, you can run the following commands in a PowerShell console:
winrm get winrm/config/service winrm e winrm,/config/listener

Your updated WinRM settings are detailed below:

Basic Authentication = true

Kerberos Authentication = true

Allow Unencrypted WinREM Traffic = true

Maximum WinRM Requests = 500

HTTP Port = 5985

HTTPS Port = 5986

Certificate Thumbprint =
4705BE1B838CDCATEBEB1993BE330VCASDFE1CO3F

The WinRM service will be restarted after this dialeg is closed,

o |

19. Exitthe PowerShell session.

Option 2: Manually Configuring Windows Remote Management

To configure a Windows server for monitoring via PowerShell directly, perform the following steps:
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1. Login tothe server with an account that is a member of the local Administrators group, or a Domain
Administrator's account if on a Windows server with the Domain Controller role installed.

2. Right-click on the PowerShell icon in the taskbar or the Start menu, and select Run as Administrator.

3. Execute the following command:

Get-ExecutionPolicy

4. Ifthe output is "Restricted", execute the following command:

Set-ExecutionPolicy RemoteSigned

Enter"Y" to accept.

6. Execute the following command:

winrm quickconfig

7. Enter"Y"to accept.

8. Ifyou are configuring this Windows server for encrypted communication, execute the following command:

winrm quickconfig -transport:https

Enter "Y" to accept.

10. Execute the following command:

winrm get winrm/config

The output should look like this (additional lines indicated by ellipsis):
Config
éiient
Auth
Basic = true

Kerberos = true

Service
AllowUnencrypted = false
DefaultPorts
HTTP = 5985
HTTPS = 5986
AllowRemoteAccess = true

Winrs
AllowRemoteShellAccess = true

11. Inthe Service section, if the parameter AllowRemoteAccess is set to false, execute the following command:

49 Configuring Windows Servers for Monitoring with PowerShell



NOTE: This setting does not appear for all versions of Windows. If this sefting does not appear, no
action is required.

Set-Item WSMan:\Localhost\Service\AllowRemoteAccess -value true

12. Inthe Winrs section, if the parameter AlowRemoteShellAccess is set to false, execute the following
command:

Set-Item WSMan:\Localhost\Winrs\AllowRemoteShellAccess -value true

13. Ifyou are configuring this Windows server for unencrypted communication and the parameter
AllowUnencrypted (in the Service section) is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\AllowUnencrypted -value true

14. Ifyou are configuring this Windows server for unencrypted communication, verify that "HTTP = 5985"
appears in the DefaultPorts section.

NOTE: Sciencelogic recommends using encrypted communication, particularly if you are also using
an Active Directory account. Using an Active Directory account for encrypted authentication
enables you to use Kerberos ticketing for authentication.

15. Ifyou are configuring this Windows server for encrypted communication, verify that "HTTPS = 5986" appears
in the DefaultPorts section.

16. Ifyou are using an Active Directory account to communicate with this Windows server and in the Auth section,
the parameter Kerberos is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Kerberos -value true

NOTE: Sciencelogic recommends using an Active Directory account.

17. Ifyou are using a local account to communicate with this Windows server and in the Auth section, the
parameter Basic is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Basic -value true
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Option 3: Using a Group Policy to Configure Windows Remote
Management

You can use a group policy object (GPO) to configure the following Windows Remote Management settings on
Windows Server 2012 or Windows Server 2016:

o Aregistry key to enable Local Account access to Windows Remote Management

o Firewall rules

o Certificates

e HTTP and HTTPS listeners, including authentication and encryption settings

« Service start and recovery settings
To create the group policy object, perform the following steps:

1. Log in to the server as an administrator.
2. Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

3. Atthe PowerShell prompt, use the change directory (CD) command to navigate to a folder where you can
create new files.
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4. Save the root Certification Authority cerfificate to the local directory by executing the following command:

certutil.exe -ca.cert ca_ name.cer

.| Administrator; Command Prompt

certuti]l -ca.cert ca_name.cer

A

Al
3FQEEAw.

TIP: You will import this certificate into the new group policy in step 21.

5. Exitthe command prompt.

6. Logintoadomain controller in your Active Directory forest and navigate to the System Manager dashboard.
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7. Click the Tools menu, then select Group Policy Management.

Server Manager * Dashboard

Dashboard 'WELCOME TO SERVER MANAGER

Local Server

All Servers : P )
Configure this local server
ADCS <
il ADDS QUICK START
& DNs 2
#§ File and Storage Services P 2
o s i
L WHATS NEW 2
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 5 | Serves ups: 1 Servers total: 1

E® ADCS 1

i§l AaDDs 1

[ %

Active Directory Administrative Center

Manage  Tools

Active Directory Domains and Trusts

Active Directory Medule for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADS| Edit

Certification Authority

Companent Services

Computer Management

Defragment and Optimize Drives
DNS

Event Viewer

View

Help

Group Policy Management

2 DNS

@ Manageability @ Manageability

@ Manageability

Intemnet Information Services (IIS) Manager
iSCS Initiator

Local Security Policy

CDEBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Events Events Events
. £ . Task Scheduler
ervices ervices ernvices
Windows Firewall with Advanced Security
Performance Performance Performance Windows Memory Diagnostic
RPA racults RDA reciilis RPA racults -

8. Onthe Group Policy Management page, in the left panel, right-click the domain name where you want
the new group policy to resideand then select Create a GPO in this domain and Link it here.

4 Group Policy M
3 File Action \View Window Help

e nF ol e @Bm

| Group Policy Management

Group Policy Objects in MSTLO12R2.1ocal
4 £\ Forest: MSTLO12R2.local Py

[ Carers | agaton|

4 % Domains

4|53 MSTLO12R2 Incal 1| Name. *

4] Defa | Create a GPO in this domain, and Link it here... \mlm Policy
a Pows Link an Existing GPO... Fr

b (& Dom Block Inheritance Mot ey

b [ Grou

b 5 WMI Group Policy Modeling Wizard...

b+ (3 Start New Organizational Unit

b L@ Sites

Search...

&% Group Polic
Change Domain Controller...

%, Group Polic
Remove

Active Directory Users and Computers...
New Window from Here

Refresh

Properties

Help

GPO Status
Enabled

Enabled

Al settings disabled
Al settings disabled

WMI Fiter

Modified

3/19/201
2472014
4177201
4/16/201

Create a GPQ in this domain and link it to this container
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9. Inthe left panel, right-click the new group policy and select Edit. The Group Policy Management Editor
page for the new Windows Remote Management group policy appears.

% File Action View Window Help x
L IEIRE B
A iﬂup Policy Management | Group Policy Objects in MSTLO12R2.local
4 A\ Forest: MSTLO12RZ.local [Cortorts | legation]
4 2 Domains L
4 g MSTLO12R2.Iocal Name “ GPO Status WMI Fiter Modfied |
4] Default Domain Palicy 1] Defouk Domain Coniolers Pocy Enabled None 3197201
! PowerShell Remote Management Policy L4/ Defouk Domain Polcy Enabled None 2472014
—————— = PowerShel Remote Management Poicy Al settings disabled None 177201
| Ed. J|| 27 winRM Polcy Enabled None mmoi
Enforced  WinRM Settings Al settings disabled None aney
Link Enabled
Save Report...
8 GroupPolic  New Window from Here
"% Group Polig Delete
Rename
Refresh
Help
< [ 0|
Open the GPO editor

10. Inthe left panel, navigate to Computer Configuration > Policies > Windows Settings > Security
Settings > System Services. In the right panel, locate the Windows Remote Management (WS-
Management) service. Right-click the service, then select Properties.

File Action View Help

e nE X

= WinRM Policy [TLO12R2-DC-01.MSTLD12R2. LOCAL] Policy Service Name = Statup  Permission ~]
4 % Computer Configuration ¥ User Access Logging Service Not Defined  Not Defined
4 (1] Policies . User Profile Service Mot Defined  Not Defined
b (5] Software Settings ¥ Virtual Disk Met Defined Mot Defined
4 (B Windows Settings {3k Volume Shadow Copy Mot Defined Mot Defined
b Il Name Resolution Roficy [ W3C Logging Service Mot Defined Mot Defined
] Scripts (Startup/Shutdown) {2k Windows Audio Not Defined Nt Defined
#. I Sccwity Setngs {3 Windows Audio Endpoint Builder Not Defined  Not Defined
t ? f::;'fn'l::‘i"s‘““ {2 Windows Color System Not Defined  Not Defined
b j EventLog Iﬁvﬁndows Connection Manager Mot Defined  Not Defined
b [ Resticted Groups ik Windows Driver Foundation - User-mode Driver Framewerk Not Defined Mot Defined
53 Syt Sevices £ Windows Encryption Provider Host Service Nt Defined Mot Defined
b B Registry {3 Windows Error Reporting Service Not Defined  Not Defined
b @ File System g\mmom Event Collector Mot Defined Mot Defined
b 54 Wired Network (IEEE 802.3) Policies Windows Event Log Not Defined  Not Defined
b (] Windows Firewall with Advanced Security [ Windows Firewall Not Defined  Not Defined
] Network List Manager Policies {f: Windows Font Cache Service Not Defined  Not Defined
b 5 Wireless Network (IEEE 802.11) Policies . Windows Installer Not Defined Mot Defined
b [ Public Key Policies . Windows Management Instrumentation Not Defined Mot Defined
b [ Software Restriction Policies {2 Windows Modules Installer Mot Defined Mot Defined
b [ Network Access Protection {3 Windows Process Activation Service Mot Defined Mot Defined

b ] Application Control Policies
3 3 IP Security Policies on Active Directory (MSTLO12F

Mot Defined
Not Defined

indows Store Service (WSSes

b | Advanced Audit Pelicy Configuration {F Windows Time Mot Defined Mot Defined
bl Policy-bazed Qos ) [ Windows Update v Net Defined  Not Defined =
L] platecokey (ADMXiles) | g% WinkTTP Web Proxy Auto-Discovery Service Not Defined Mot Defined
o é d:’c‘::';':";im {2 Wired AutoConfig Mot Defined Mot Defined 5
> 2 Policies ri;‘iww Performance Adapter Mot Defined  Not Defined
e ﬁ?wmnm Not Defined Nt Defined
2 = || £ World Wide Web Publihing Senvice Not Defined  Not Defined =

Opens the properties dialog box for the current selection.
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11. The Windows Remote Management (WS-Management) modal page appears. Select the Define this
policy setting check box and the Automatic radio button, then click [OK].

File Action View Help
e 2E XA B
(5] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
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4 [ Policies
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A System Services
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4/ Wired Network (IEEE 802.3) Policies
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b
3

S

v o v

vovw

© Network Access Protection
%] Application Control Policies
b & IP Security Policies on Active Directory (MSTLOT2H
b [ Advanced Audit Policy Configuration
al Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files)
b 1 Preferences

4 & User Configuration
b | Policies
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< u
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Group Policy Management Editor

Startup
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User Profile Service Not Defined
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 Securty Policy Setting |
:g' Windows Remote Management (WS-Managemert)
Define this policy setting

Select sarvice statup mode:

@ Automatic

) Manual

) Disabled

e
i oK Concel | [ Apoy |
i
{.¥ Windows Update Mot Defined
. WinHTTP Web Proxy Auto-Discovery Senvice Not Defined
{3 Wired AutoConfig Not Defined
{3 WM Performance Adapter Not Defined
% Workstation Not Defined
[ World Wide Web Publishing Service Not Defined

Permission

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

12. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Windows Firewall with Advanced Security >
Windows Firewall with Advanced Security - LDAP > Inbound Rules. In the right panel, right-click and
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select New Rule.

File Action View Help
e nm = B
=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy ~
4 % Computer Configuration
4[] Policies
b [ Software Settings
4 [ Windows Settings
p ] Name Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
T Account Policies
3 Local Policies
3 Eventlog
7 Restricted Groups
2 System Services
& Registry
3 File System
o Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
a i Windows Firewall with Advanced Security 4
3 Inbound Rules
[ Outbound Rules
¥ Connection Security Rules
| Network List Manager Policies
b Faf Wireless Network (IEEE 802.11) Policies
b - Public Key Policies
b ] Software Restriction Policies
b 1 Network Access Protection
3
b
14

v v v v B

LY v

] Application Control Policies
8, IP Security Policies on Active Directory (MSTLO
] Advanced Audit Policy Configuration
b ol Policy-based QoS
3 Administrative Templates: Policy definitions (ADMX fi
< u >

Group Policy Management Editor

Name Group

Profile

Enabled Action Override Program

There are no items to show in this view.

=
Filter by Profile v
Filter by State B
Filter by Group »
Refresh
View 3
Arange lcons v
Line up lcons
Help

=T -

Local Address

Remot,

New Rule...
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13. The New Inbound Rule Wizard modal page appears. Click the Predefined radio button, select Windows
Firewall Remote Management from the list, and then click [Next].

i=f Group Policy Management Editor =|a] x
File Action View Help
e nE = B
Profile  Enabled  Action  Ovemide  Program  Local Address  Remoti
Rule Type lems to show in this view.
P 1! Select the type offrewal e to create
<4
e
4| @ Rule Type What type of ule would you like to create?
@ Predefined Rules
@ Action ) Program
Fule that controls connections for a program.
O Port
Rule that controls connections for a TCP or UDP port
® Predefined:
|Wmdm Firewall Remote Management v
Rule that controls i = Windows
O Custom
Custom rule.
b —
-5
<

14. Selectthe Windows Firewall Remote Management (RPC) and Windows Firewall Remote Management (RPC-
EPMAP) check boxes, then click [Next].

Group Policy Management Editor

i

File Action View Help

e nE = Bm

Profile Enabled Action Override Program Local Address Remat|

‘j?. Predefi Rules lems to show in this view.
:S Select the nules to be created for this experience.
b Steps:
il @ Rue Type Which niles would you lixe to create?
@ Predefined Rules The following nules define network connectivity requirements for the selected predsfined group.
Action Rules that are checked will be created. f a e already exists and is checked, the contents of
A the existing rule will be ovenwitten
Rules:
Name Rule Exists Profile Desc
[v] Windows Firewall Remote Management (RPC... No Al Inboy
[ Windows Firewall Remote Management (RPC)  No A Inbod
<] " >
3
»:‘I <Bock || Net> ][ Cancel
<
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15. Selectthe Allow the connection radio button, then click [Finish].

=f Group Policy Management Editor =[O X
File Action View Help

e nm = Bm

Profile Enabled Action Override Program Local Address Remot|

lems to show in this view.
Pel Action
: || Speciy the action to be taken when & connection matches the condtions specied in the rue.
" Steps:
Mo rueTie What action should be taken when a connection matches the specified condiions
@ Predefined Rues
(#) Allow the connection
B ok Thia inch clas coawnciiors Ht are prolacied wih [Pasc ne well e thoss me ot
() Allow the connection if it is secure
This includes only have been using |Psec. Connections
will be secured using the setings n [Psec properies and rules in the Connection Securty
Rule nade.
) Block the connection
>
» ) <Back |[ Fnsh |[ Cancel
<

16. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
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> Policies > Windows Settings > Security Settings > Public Key Policies > Automatic Certificate
Request Settings. In the right panel, right-click and select New > Automatic Certificate Request.

File Action View Help

~ || Automatic Certificate Request E

b [ Name Resolution Policy
)| Scripts (Startup/Shutdown)
4 T Security Settings

b & Account Policies

b @ Local Policies

» i EventLog

b [ Restricted Groups

[ System Services

b [ Registry

b [ File System

b £ Wired Network (IEEE 802.3) Policies

b [ Windows Firewall with Advanced Security

] Metwork List Manager Policies

b E# Wireless Network (IEEE 802.11) Policies

4 [ Public Key Policies
[Z] Encrypting File System New || Automatic Certificate Request... |

~1 Data Protection |

1 BitLocker Drive Encryption |
| BitLocker Drive Encryption Network Unlock View v
(| Automatic Certificate Request Settings

There are no items to show in this view.

(] Trusted Root Certification Authorities ERIEC i
771 Enterprise Trust Line up lcons
7] Intermediate Certification Authorities Help

"1 Trusted Publishers

| Untrusted Certificates

] Trusted People
b [ Software Restriction Policies
b (] Network Access Protection
b [ Application Control Policies
. Il“P Securitv Policies uln Active Directory (MSTI;D =

<l
Create a new Automatic Certificate Request object and add it to the Security Configuration Editor
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17. The Automatic Certificate Request Setup Wizard modal page appears. Click [Next].

Group Policy Management Editor -3 x
Welcome to the Automatic
Certificate Request Setup - = = = . : =
Wizard st
——_— " There are no items to show in this view.
for computers.

Using ti sests, an C can
specty which types of cetficate can be automatically
requested by a computer.

To continue, click Next,

= B-'m.n:ku DriveE
[ BitLocker Drive Encryption Network Unloc
| Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
] Intermediate Certification Authorities
(] Trusted Publishers
[ Untrusted Certificates
[ Trusted People
b 1 Software Restriction Policies
b -] Network Access Protection
b (| Application Control Policies
- iIJ:_SuuriN Pﬂlir.igs_nr\ Active Directory (MSTLO

18. Select the Computer certificate template. Click [Next], and then click [Finish].

Group Policy Management Editor =g x

Certificate Template il
The next time a computer logs on, a certificate based on the template you select is é! . = e - = -
provided equest

Acertficate template is a set of predefined prapertis for certficates issued to There are no items to show in this view.
computers. Select atemplate from the followng ist.

Certficate templates:

Intended Pumoses

Client Authentication, Server Authenticatior
Client Authentication, Server Authenticatior|
Certficate Request Agent

1P security IKE intemediste

[ <Back || Newt> | [ Concel

: BitLocker Drive Encryption

BitLocker Drive Encryption Network Unlock
| Automatic Certificate Request Settings

[ Trusted Root Certification Authorities

[ Enterprise Trust

[ Intermediate Certification Authorities

(] Trusted Publishers 1
[ Untrusted Certificates

[ Trusted People

b ) Software Restriction Policies

b [] Network Access Protection

b ] Application Control Policies

b, 1P Securty Polices apctive Directory (MSTLO d
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19. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Trusted Root Certification
Authorities. In the right panel, right-click and select Import.

File Action

View Help

e @m0 6= HE

3

<

4[] Windows Settings.
| Name Resolution Policy

=4 Scripts (Startup/Shutdown)
3 Security Settings L

>

b 8 Account Policies
b iJ Local Policies
b i Eventlog
_7 Restricted Groups
[ System Services
(7 Registry
[ File System
u’ Wired Network (IEEE 802.3) Policies
(2] Windows Firewall with Advanced Security
[ Network List Manager Policies
Zaff Wireless Network (IEEE 802.11) Policies
| Public Key Policies
| Encrypting File System
| Data Protection
| BitLacker Drive Encryption
] BitLocker Drive Encryption Network Unlock
1 Automatic Certificate Request Settings
| Trusted Root Certification Authorities
7] Enterprise Trust
] Intermediate Certification Authorities
7] Trusted Publishers
| Untrusted Certificates
1 Trusted People
b [ Software Restriction Policies
b [ Network Access Protection
b [ Application Control Policies
h_igmm F.u]ir.iunr Active Dir!ﬂDN(MSTI;D bl

vvwvw v

[

lssued To + Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te.

There are no items to show in this view.

All Tasks. [
Refresh

View L]
Arrange |cons i
Line up lcons

Help

Add a certificate to a store

20. The Certificate Import Wizard modal page appears. Click [Next].
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a

Group Policy Management Editor =-|0] x
File Action View Help
e 2@ 0|6z Bm
4 ) Windows Settings ded Purposes  Friendly Name Status  Certificate Te.
p 7 Name Resolution Policy =

1 Scripts (Startup/Shutdown)

&l

T Security Settings
b 34 Account Policies
b 3 Local Policies
b & Eventlog
b | @ Restricted Groups
(& System Senvices
7@ Registry
[ File System
47 Wired Network (IEEE 802.3) Policies
(] Windows Firewall with Advanced Security
[ Network List Manager Policies
1 G Wireless Network (IEEE 802.11) Policies
4 [ Public Key Policies
= Encrypting File System
"1 Data Protection
" BitLocker Drive Encryption
.| BitLocker Drive Encryption Metwork Unlac|
"] Automatic Certificate Request Settings
|| Trusted Root Certification Authorities
] Enterprise Trust
| Intermediate Certification Authorities
7] Trusted Publishers
| Untrusted Certificates
) Trusted People
b | Software Restriction Policies
b (] Network Access Protection

v v v

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which s issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
Current User

*) Local Machine

To continue, click Next.

b [ Application Control Policies
1, P Security Pn]i:jsnln Active Directory (MSTLO.
] >
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21. Browse fo the Cerfification Authority certificate that you saved fo your local directory in step 4, then click
[Next].

B Group Policy Management Editor -[F] x
File Action View Help
= 2(E 0 6= B

4 [ Windows Settings ded Purposes  Friendly Name Status  Certificate Te.|

b | Name Resolution Policy e e
1 Scripts (Startup/Shutdown) = :
4 T Security Settings
b G Account Policies
b 3 Local Policies File to Import
b i Eventlog Specfy the file you want to import.
b [@ Restricted Groups
4 System Services
4 Registry Fie name:
(03 File System C:\Users\EM7Admn\Documentslca_name. cer I [ Browse... |
24 Wired Network (IEEE 802.3) Policies
B Windows Firewall with Advanced Security Note: More than one certificate can be stored in a single file in the folowing formats:

() Network List Manager Policies
b Zaf Wireless Network (IEEE 802.11) Policies Personal Information Exchange- PKCS #12 (PFX,.P12)

4 [ Public Key Policies Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
3 ;’::’:';3;;;5’““" Microsoft Serialized Certficate Store (.S5T)
"7 BitLocker Drive Encryption
1 BitLocker Drive Encryption Network Unloc
7 Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust
1 Intermediate Certification Authorities
7] Trusted Publishers
71 Untrusted Certificates
| Trusted People
b [ Software Restriction Policies
b (] Network Access Protection
b [ Application Control Policies
j.i}iﬂ:uml’_nlkinnln Active Directorv (MSTI).O s

v v v

<I

22. Selectthe Place all certificates in the following store radio button, then select the Trusted Root
Certification Authorities certificate store and click [Next].

Group Policy Management Editor -|a x

4 (2] Windows Settings nded Purposes  Friendly Name Status  Certificate Te.
b | Mame Resolution Policy F
- Scripts (Startup/Shutdown) i
Security Settings
b 5 Account Policies
b J Local Policies R
» i Eventlog Certificate stores are system areas where certificates are kept.
b L& Restricted Groups
[ System Services
b (@ Registry Windows can automaticaly select a certificate store, or vou can soecfy a location for
b [ File System the certificate.
b £y’ Wired Network (IEEE 802.3) Policies Automatcally select the certificate store based on the type of certficate
b ] Windows Firewall with Advanced Security
" Network List Manager Policies (®) Place sl certificates n the following store
b 4 Wireless Network (IEEE 802.11) Policies Certificate store:
4 [ Public Key Policies \ Trusted Root Certfication Authorites Browse... |
[ Encrypting File System
1 Data Protection
[ BitLocker Drive Encryption
[ BitLocker Drive Encryption Network Unloc|
(] Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
(] Enterprise Trust
[ Intermediate Certification Authorities
[ Trusted Publishers
| Untrusted Certificates
[ Trusted People
b [ Software Restriction Policies
b ] Network Access Protection
b (1 Application Control Policies
A.iﬁkﬂm‘n P_niicigsﬁj"l Active Directory (MFI'I;D S
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23. Click [OK] to confirm that the certificate was successfully imported, and then click [Finish].

Group Policy Management Editor =[a] x

File Action View Help
= n[m o Bre

4 [] Windows Settings BB oo pumoses  Friendiy Name Status  Certificate Te.
b [ Name Resolution Policy . 3

| Seripts (Startup/Shutdown) (&) -+ Certificate Import Wizard iew.

Security Settings

35 Account Policies

Local Policies i - i
Event Log Completing the Certificate Import Wizard

4 Restricted Groups

v v v v B
o

& System Services
The certificate will be imported after you cick Finish.

b [ Registry
b (4 File System
b £ Wired Network (IEEE 802.3) Policies fouhave specfied the followng settngs: N
b Windows Firewall with Advanced Security Trusted Root Certification Authorities
Network List Manager Policies Cantent Certificate
b i Wireless Network (EEE 802.11) Policies File Name: Ci\Users\EM7Admin'Documents'ca_name. cer

4 Public Key Policies
_ Encrypting File System
Data Protection
| BitLocker Drive Encryption
BitLocker Drive Encryption Netwerk Unloc|
| Automatic Certificate Request Settings
Trusted Root Certification Authorities
Enterprise Trust
_ Intermediate Certification Authorities
Trusted Publishers
_ Untrusted Centificates
Trusted People
b [ Software Restriction Policies Finish Cancel
3 Network Access Protection
b [ Application Control Policies
b W I\“P Securitv Policies on Active Directorv fMSTI;D = v
Il

" >

24. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Network > Network Connections > Windows Firewall
> Domain Profile. In the right panel, right-click Windows Firewall: Define inbound port exceptions and
select Edit.

7

8 Group Policy Management Editor = [a
File Action View Help

e nmEE HD T

=/ WinRM Policy [TLO12R2-DC-01.MSTLO12R2,LOCAL] Policy ~ I e Pt

4 t C?r:s:::fmﬁgwatm" Windows Firewall: Define inbound Setting State Comment

M s port exceptions | Windows Firewall: Allow local program exceptions Not configured No

I Windows Settings e n El Windows Firewal:Define inbound program exceptions Not cenfigured No

4[5 Administrative Templates: Policy definitions (ADMI i R Windows Firewall: Protect all network connections Mot cenfigured No

» B Control Panel Rl Windows Firewall: Do not allow exceptions Mot configured No

4 B Network At least Windows XP Professional Windows Firewall: Allow inbound file and printer sharing ex..  Not configured Neo

i | Background Intelligent Transfer Service (BITS) with SP2 Windows Firewall: Allow ICMP exceptions Mot cenfigured Ne

7| BranchCache Description: &£ Windows Firewall: Allow legging Mot configured Ne

| DirectAccess Client Experience Settings o o i S e 2| Windows Firewall: Prohibit notifications Mot cenfigured No

“| DNS Client = || theinbound port exceptions list Windows Firewall: Allow local port exceptions Mot configured Mo

| Hetspot Authentication defined by Group Palicy. Windows
Firewall uses two port exception

| Lanman Server B =) Windows Firewall: Allow inboun ot configured No
- ists: one is defined by Group | |
| Link-Layer Topology Discovery Policy settings and the ather is Windows Firewall: Allow inboune Filter On ot configured Ne
b ] Microsoft Peer-to-Peer Networking Services defined by the Windows Firewall | Windows Firewall Prohibit unicat  Filter Options... Jot configured Ne
4[] Network Connections companent in‘Sonteol Banel. Windows Firewall: Allow inboune e apply Fitier ot configured No
4 [ Windows Firewall . ==t |
~ Domain Profile If you enable this policy setting, All Taske x ‘
you can view and change the |
il Standard Probile inbound port exceptions list Help \
| Network Connectivity Status Indicator defined by Group Policy. To view -
| Network Isslation this port exceptions list, enable the
“ Offline Files || policy setting and then click the
b 1 QoS Packet Scheduler Show bution. To add a porl;
- enable the policy setting, note the
| SNMP syntax, click the Show button. In
| SsL Configuration Settings the Show Contents dialog box
b [ TCPIP Settings type & definition string that uses
b Wit Coani i the syntax format, To remove a

- port, click its definition, and then

(] Windows Connection Manager prese the DELETE key. To edit a

b Z] WLAN Service definition, remove the current

b WWAN Service Al | oo b fick el acked o
[ >| |\ Extended { Stondard

<

Edit Administrative Templates policy setting

25. The Windows Firewall: Define inbound port exceptions modal page appears. Under Options, click
[Show].
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26. The Show Contents modal page appears. Enter the following values:

6 Graun Policy M, Editar - a
File Action View ) Windows Firewall: Define inbound port exceptions
= 2 = i = i
U [} Windows Firewall: Define inbound port exceptions
=/ WinRM Policy [TLO1
4 Cnmpp:JtEr Config ) Not Configured Comment: ~ State Comment
Gl D'S":;WM il ceptions Mot configured No
:z & i lam exceptions Not configured No
2 [ Adminisu] O Disabled 1 |nnections Nt configured No
s B Gt Supported on: 2t Windows XD with 5B2 1 Not configured No
4 B Netw Show Contents h haring ex..  Not configured Mo
| Ba Not configured No
7 Brd Options: Defifie ot Exienliona: Not configured No
3 Di Not configured No
= va :
| DN | Define port exceptions: e st configuéed e
2 H 5985:TCP:"enabled:WSMan Not configured No
I Lan | Specify the port to open or block F | 5986:TCP:" enabled WSMan| ration exc... Mot configured No
Ny | * exceptions Mot configured No
b i | Mticast or... Mot configured Mo
4[] Ng | <Port>:<Transport>:<Scope>:<Status>: exceptio.. Mot configured No
ot <Parts is a decimal port number
<Transport> is either “TCP" or "UDP"
A Ne | gcopes is either = (for all networks) d
7 N
. of a comma-separated list that contains
b [ Q any number or combination of these: Cancel
1 SN
o 1P addresses, such as 10.0.0.1 =
A al=0 eNable The  WINdOWE FIrewall: AlTOw Tocal port exception:
» B TG Subnet descriptions, such as 10.2.3.0/24 policy setting.
Wi <
= witl (<[ T S If you disable this policy setting, the port exceptions list defined |
b 1 Wl
LB ‘ oK ‘ | Cancel | ‘ Apply ‘
< m

e 5985:TCP:*:enabled:WSMan
e 5986:TCP:*:enabled:WSMan

27. Click [OK], then click [OK] again.

28. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote Management
(WinRM) > WinRM Client. In the right panel, double-click the Allow Basic authentication setting.

ET Groun Policy Mananement Editar —[8 x
File Action View Help Y Allow Basic authentication -
[ = H| T [E| Allow Basic authentication
- - evious Setting Next Setting
Smart Card ;
" Smart Car -
| Sound Recorder Alow Ball O Not Confiqured  Comment 1 et
~ Sync your settings =
b Tabict FC Edit polic). o
" Task Scheduler , 5
e C Disabled .
“ Windows Calendar Requirem| .
Windows Color System A supported on: [ At least Windows Vista A o
*| Windows Customer Experience Improvement F v| e
Descripti "
b (7 Windows Defender e
b (| Windows Error Reporting man':gE Sphians Help: o
“ Windows Installer Remote
~ Windows Logon Options uses Basi This policy setting allows you ta manage whether the Windows | ~
Windows Mail Remote Management (WinRM) client uses Basic authentication.
If you enal
BN R Selyar WinRM cl If you enable this policy setting, the WinRM client uses Basic
_ Windows Media Digital Rights Management authentic authentication. If WinRM is configured to use HTTP transport,
~ Windows Media Player configure] the user name and password are sent over the network as clear
" Windows Messenger the user n teit.
* Windows Mobility Center overthery
e e If you disable or do not configure this pelicy setting, the WinkM
. If you dis client doss not use Basic authentication.
°| Windows Relizbility Analysis policy set]
4 ] Windows Remote Management (WinRM) not use B
| WinRM Client
| WinRM Service
* Windows Remate Shell o
7 Windows Update i
" Work Folders
“ Workplace Join
- Al Settings
b [ Preferences v
4 4% User Configuration
b [ Policies v [ ok ][ camcel || aeey |
< [T > \g;?tended P
7 setting(s)
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29. Selectthe Enabled radio button, then click [OK].
30. Repeatsteps 28 and 29 for the Allow unencrypted traffic setting.

31. Double-click the Trusted Hosts setting. Select the Enabled radio button, enter an asterisk (*) in the
TrustedHostslList field (under Options), and then click [OK].

= Grauin Paliry Mananement Editar —[a] x
File Action View Help = Trusted Hosts
== = @ v [} Trusted Hosts e
| Smart Card AT
| Sound Recorder Trested | O NotConfigured  Comment: ||
7| Sync your settings
b [ Tablet PC Enabled o
Edit polic] o
| Task Scheduler = v
ek Py ) Disabled o
| Windows Calendar equirem e >
“| Windows Color System At least UPPOMEC ON: | At least Windows Vista o
| Windows Customer Experience Improvement F o o
Descripti o
b [ Windows Defender gl
b 1 Windows Error Reporting mn':ge Options: Help: o
| Windows Installer Remote
| Windows Logen Options uses the i [ TrustedHosteList ] [This policy setting allows you to manage whether the Windows | ~
Windows Mail TrustedH Remote Management (WinRM) client uses the list specified in
- destinatic| H TrustedHostsList to determine if the destination host is a trusted
| Windows Media Center by
| Windows Media Digital Rights Management If you enaf] | Syntax:
| Windows Media Player WinRM el If you enable this policy setting, the WinRM client uses the list
| Windows Messenger TrustedHd | | Configure the trusted hosts by a comma separated | 2| | specified in TrustedHostsList to determine if the destination host
Windows Mobility Center destinatio | l1st ilj_arrt;\.lssted ;nnsy‘ TheWinRQA chanthusesthis\:‘sty;hen_newtfhir
| Windows PowerShell :Zli::‘r’ﬁ of host names, You can use wildcards () but only e net Ketberasiatrilcd to authenticats the dentinof the,
| Windows Reliability Analysis £ stk . o
! 0 authen] | one wildeard is allowed in 3 host name pattem.
4[] Windows Remote Management (WinRM) host. If you disable or do not configure this policy setting and the
* WinRM Client Use "<local>" [case insensitive] is used to indicate WinRM client needs to use the list of trusted hosts, you must
i If you di configure the list of trusted hosts locally on each computer.
il WinEM Seiice S setl| 3l host names that do not contain a period (). 7 ¥ :
| Windows Remote Shell - || g
| Windows Update = ;:S I’\S’\U:t ;rheths; can be empty to indicate that no hest is
| Work Folders hosts locg | | =%
| Workplace loin Use asterisk [*) to indicate that all hosts are trusted.
- All Settings v
b [ Preferences < " > -
4 4%, User Configuration
b | Policies % ‘ oK | | Cancel ‘ | Apply ‘
< [T > \Ext_e_nded
7 setting(s)

32. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote Management
(WinRM) > WinRM Service. In the right panel, double-click the Allow Basic authentication setting.

= Group Policy Management Editor o
File Action View Help a Allow Basic authentication -
o B = H T
= = - || ] Allow Basic authentication
| Smart Card ~
| Sound Recorder g :
Sync your settings Allow Bas| () Not Configureg ~ COmment: 1 fment
- o
p 7] TabletPC @ Enabled
Edit policf @ Enable:
| Task Scheduler g J
| Windows Calendar Requiremy ' Disabled o
| Windows Color System At least W] Supperted 0Nt [ a4 |eact Windows Vista ~ B°
°| Windows Customer Experience Improvement F i = o
b (7] Windows Defendler Descrptin o
1 . This polic
» 1 Windows Error Reporting manage v]| Options: M o
% Windows Installer Remote o
il Windaws Lagen options e This policy setting allows you to manage whether the Windows | ~ | [
| Windows Mail fromarer Remote Management (WinRM) service accepts Basic o
7 Windows Media Center Fyoul authentication from a remote client.
| Windows Media Digital Rights Management -
- P‘f - & ? thi\‘M”.R If you enable this policy setting, the WinRM service accepts
s e ] Basic authentication from a remate client.
| Windows Messenger
| Windows Mobility Center 1Fyou Ifyou disable or do not configure this policy setting, the
configure . 5
% Windows PowerShell b WinRM service does not accept Basic authentication from a
| Windows Reliability Analysis athantal smpte clienl,
4 7| Windows Remote Management (WinRM)
° WinRM Client
~ WinRM Service
| Windows Remote Shell 2
7 Windows Update i
| Work Folders
% Workplace Join
7 All Settings
p ] Preferences
4 4% User Cenfiguration
b1 Policies v [ o [ cancel || meey |
< [T > \_Extend_ad PRY
10 setting(s)
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33. Selectthe Enabled radio button, then click [OK].
34. Repeatsteps 32 and 33 for the Allow unencrypted traffic setting.

35. Double-click the Allow remote server management through WinRM setting. Select the Enabled radio
button, enter an asterisk (*) in the Pv4 filter and Pvé filter fields (under Options), and then click [OK].

B Group Policy Management Editor =-[@] x
File Action View Help
@ 2 m T y
= = Allow remotz server management through WinfM
(1 Smart Card ~
1 Sound Recarder - ) Comment: —
7 Sync your settings :'l‘luw r:l; © Not Configured & ~
’ 9 lab“fg Phcd ; @® Enabled :
] Task Scheduler Edit poli :
) Windows Calendar ) Disabled ~] o
7] Windows Color System Requirems Supported oni [ At |east Windows Vista ~] B
1 Windows Customer Experience Improvement F | | At least W] =1 Be
= 4
b 1 Windows Defender Besndt
b [ Windows Ertor Reporting Thie policy | Options: Help: o
[ Windows Installer o
I Wadows L ouon Gptens - [~ | [This policy setting allows you to manage whether the Windows |~ | [1°
1 Windows Mail Remote Management (WinRM) service automatically listens on o
1 Windows Media Center ut fiter: [ f:%etwork for requests on the HTTP transpart over the default
7 Windows Media Digital Rights Management port.
= Wi yntax:
I Vindows Media Playee If you enable this policy setting, the WinRM service automatically
] Windows Messenger ype "™ to allow messages from any IP address, or listens on the network for requests on the HTTP transport over | =
[ Windows Mobility Center lcave the =| |the default HTTP port.
[ Windows PowerShell | I r
=] Windows Reliability Anslysis ield empty to listen on no (P address. You can To allow WinRM service to receive requests over the network,
ool Vi Rernoie Maragemerk A R pecify one configure the Windows Firewall policy setting with exceptions for
e : 2 Port 5025 (default port for HTTP). -
| WinRM Client r more ranges of IP addresses,
[ WinRM Senvice Ifyou disable or do not configure this policy setting, the WinRM
| Windows Remote Shell i ; service will not respond to requests from a remote computer,
[ Windows Update = ample [Pv4 filters: regardless of whether or not any WinRM listeners are configured.
I Won Poders ket TS A The service listens on the addresses specified by the IPvd and
1 Workplace Join IP6 filters. The IPvé filter specifies one or more ranges of IPyd
i All Seftings. | | addresses, and the IPv6 filter specifies one or more ranges of
b (] Preferences <1 W > IPvéaddresses. If specified, the service enumerates the available |,
4 4% User Configuration |
e — . o ][ [ oo |
- = = ok Cancel Apply
10 setting(s)

36. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Preferences > Windows Settings > Registry. In the right panel, right-click and select New > Registry
Item.

_F»Ia Action  View HEIP
e nE o0 mc: BT RO +

=/ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 % Computer Configuration
4[] Policies
b [ Software Settings
b [ Windows Settings Brscesain 2
b [ Administrative Templates: Policy definitions (ADMX files) There are no items to show in this view.
4[| Preferences
4 [ Windows Settings
Envirenment

Action Hive Value Name

& Files
(3 Folders =
Ini Files New Registry ftem
b @ Registry All Tasks Collection ltem
& Network Shares Pt Registry Wizard
[l Shorteuts e
I [59) Control Panel Settings Description sl
4 % User Configuration o e e View
" Policies
. Bl Preracices Anange lcons
Line up lcons
Help

<] m 1> |, Preferences

Add @ new registry item
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37. Inthe New Registry Properties modal page, edit the values in one or more of the following fields:

38.
39.
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File Action View Help

e nE o0 maz B

E[ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 (& Computer Configuration
4 [ Policies
b [ Software Settings
b (5] Windows Settings

4 [ Preferences
4 [ Windows Settings
Environment
3 Files
(3 Folders
Ini Files
& Registry
4 Network Shares
[ Shortcuts
b (32 Control Panel Settings
4 4%, User Configuration
B Policies
b Preferences

<] 0

b ] Administrative Templates: Policy definitions (ADMX files)

>

Group Policy Management Editor

5" Registry

General | Common

B

@ Action:  [create ~]

Hive: |HK'EV_LUCAL_MACHINE L ‘
[ soFTWARE Wicrosoft\Windows\Currentversio| [ |

Key Path:

Value name

[]Default [ LocalaccountTokenFiterPolicy |

value type: [res_pworn ~

Value data: [ |

Base

O Hexadecimal
®) Decimal

[ o [ ool J[ ooy |[ e |

Hive Key Value Name

| pre are no items to show in this view.

Preferences A Extended }, Standard |

Registry

|

o Action. Select Create.

o Hive. Select HKEY LOCAL MACHINE.
o Key Path. Enter "SOFTWARE\Microsoff\Windows\CurrentVersion\policies\system".

o Value name. Enter "LocalAccountTokenFilterPolicy".

« Value type. Enter 'REG_DWORD".

o Valuedata. Enter"1".

« Base. Select Decimal.

Click the [OK] button.

Repeat steps 36-38 to make an additional registry change to increase the maximum number of users who
can access Windows Remote Management. In the New Registry Properties modal page, edit the following

values:

o Action. Select Create.

o Hive. Select HKEY LOCAL MACHINE.
o Key Path. Enter "SOFTWARE\Policies\Microsof\Windows\WinRM\Service\".

o Value name. Enter "WinRSIMaxConcurrentUsers".
« Valuetype. Enter "REG_DWORD".
« Value data. Enfer"0x64 (100)".

« Base. Select Decimal.
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40. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Preferences > Control Panel Settings > Services. In the right panel, right-click and select New >

Service.

File Action View Help

| pE O =2 BE RO+

WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Palicy
4 % Computer Configuration
4 [ Policies
b [ Software Settings
b [ Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
} (] Windows Settings
4 (=] Control Panel Settings
& Data Sources
2 Devices
(' Folder Options
G Local Users and Groups
Network Options
18, Power Options
5 Printers
Scheduled Tasks
8y Services
4 g User Configuration
b [ Policies
b [ Preferences

<] [ >

Action

Startup Account Interactive  Recavery

There are no items to show in this view.

Description e

Service

Mo policies sefected All Tasks

 Arrange lcons

Line up Icons

Help

Preferences f, Extended XStandBrd}

Add a senice item for managing system services

41. Inthe New Service Properties modal page, edit the values in one or more of the following fields:

File Action View Help

Group Policy Management Editor

R TEEN

=/ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 i Computer Configuration
4 [ Policies
b [ Software Settings
p [ Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4[] Preferences
b ] Windows Settings
 [3) Control Panel Settings
Z Data Sources
B Devices
9§ Folder Options
& Local Users and Groups
Network Options
18 Power Options
b Printers
Scheduled Tasks
Ay Services
4§ User Configuration
b Policies
b | Preferences

<] [ >

Services

General | Recovery | Common

Startup Account Interactive  Recovery

re are no items to show in this view,

%} Startupi [N change

Service name:

[winRM
Start service T

Wait tmeaut if service is lacked: seconds

Log on as:
(®) No change
) Local System account

[ ] Allow service to interact with desktop

Service action:

O This account: [

Passward: [

Confirm password:

Preferences { Extended ) Standard / |

Services

« Startup. Select No change.
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o Service name. Enter "WinRM".

o Service action. Select Start service.

« Wait timeout if service is locked. Select 30 seconds.

o Logon as. Select No change.

42. Click the [Recovery] tab, then edit the values in one or more of the following fields:

File Action View Help

I EEEEE L =

= WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
4 [ Policies
b [ Software Settings
b [ Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
b [ Windows Settings
4 (3] Control Panel Settings
Z Data Sources
B Devices
9§ Folder Options
# Local Users and Groups
Network Options
18 Power Options
&8 Printers
(& Scheduled Tasks
A Services
4 % User Configuration
b = Policies
b ] Preferences

<] [ [>

Group Policy Management Editor

“+ Services

Recovery | commen

Select the computer's respanse if this service fals.

First failure: [Restart the Service

Second faiure: [Restart the Service

fallres: [Restart the Service

Restart fal count after:

0 I»Q-i days
minutes

Restart service after:

Run Program
Frogram:

Command bne parameters: [

] Append fail count to end of command line {ffail=2%1%)

|  Restart Computer Options...

[oe J[ coed [ mmy

Startup Account Interactive

' pre are no items to show in this view,

Recovery

Preferences , Extended } Standard / |

Services

o First failure. Select Restart the Service.

o Second failure. Select Restart the Service.

« Subsequent failures. Select Restart the Service.

« Restart fail count after. Select O days.

« Restart service after. Select T minute.

43. Click the [OK] button.
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44. Toenforce your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > PowerShell Remote Management Policy. In the
PowerShell Remote Management Policy panel on the right, right-click the local domain name under The
following sites, domains, and OUs are linked to this GPO and select Enforced.

=
|5 File Action View Window Help

e n[E o @

Group Policy Management

2 Group Policy Management
4 g4 Forest: MSTLOT2R2.Iocal
4[5 Domains
4 3 MSTLO12R2ocal
1/ Default Domain Policy
= PowerShell Remote Management Policy
= WinRM Policy
b 2 Domain Controllers
b [t Group Policy Objects
b [y WMI Filters
b [ Starter GPOs
b [ Sites
+% Group Policy Modeling
= Group Policy Results

PowerShell Remote Management Policy

Scope | Details | Settings | Delegation

Links

Display lirks in this location: ‘ MSTLO12R2Jocal

The following sites, domains, and OUs are linked to this GPO:

Location
= MSTLO12R2 Ineal
Enforced

Link Enabled

Delete Link(s)

Enforced Link Enabled

Path
MSTLO12R2 jocal

Security Filtering
The settings in this GFO can only apply to the following groups, users, and computers

Name
52, Autherticated Users

Add T Remove Propeties
WMI Filtering
This GPO s inked to the fallowing WMl fiker:
[nome> v Oper

45. To enable your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > Group Policy Objects > WinRM Policy. Right-click
WinRM Policy, then select GPO Status > Enabled.

=3
S
| File Action View Window Help

Group Policy Management

a1 PowerShell Remote Management Policy

e aE Lo/ Xd BE
4 Group Palicy Management WinRM Policy
4.4 Potet ML sl Scope | Detals | Setings | Delegaton | Status |
4 4 Domains ;
4 9 MSTLOT2R2ocal Links
] Default Domain Policy Display liks in this location [MSTL02M7I0cal =

The following sites, domains, and OUs are linked to this GPO:

fall settings enabled

WinfM Policy i
- el Location Edorced Lk Ensbled  Paih
B £ MSTLO12R2local No Yes MSTLOT2R2 ocal
2/ Default Domain Controllers Policy
&/ Default Domain Palicy
PowerShell Remote Management Polic
=/ WinRM Polic
WinRMd | Edit. |
b [ WMI Filters GPO Status » [ V] Enabled | )
2 (@ Starter GO Bock Up.. User Configuration Settings Disabled
i@ Sites
& ]f e | e Computer Configuration Settings Disabled computers
[, Group Policy Resul Import Settinge... All Settings Disabled
Save Report..
View f
New Window from Here
Copy
Delete
Refresh
Htering
Help
O is linked to the following WM fitter:
[none> v Open
< |!| >
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Step 4: (Optional) Configuring a Windows Management
Proxy

[f SL1 cannot execute PowerShell requests directly on a Windows server, you can optionally configure an additional
Windows server to act as a proxy for those PowerShell requests. To use a proxy, you must configure at least two
Windows servers:

o Atargetserverthat SL1 cannot communicate with directly.

o Aproxy serverthat SLT will communicate with to execute PowerShell requests on the target server.
To configure the target and proxy servers, perform the following steps:

1. Configure a user account that SL1 will use to connect to the proxy server and the proxy server will use to
connect to the target server. The user account can either be a local account or an Active Directory account;
however, the user account must have the same credentials on the target and proxy servers and be in the
Local Administrator's group on both servers.

2. Ifyou have created a local user account on the Windows Server instead of an Active Directory account, you
must configure encrypted communication between SL1 and the Windows server. To do this, you must
configure a Server Authentication certificate.

Configure Windows Remote Management on the target server and the proxy server.
Log in fo the proxy server as an administrator.

Open the PowerShell command window.

o AW

Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

7. Execute one of the following commands on the proxy server to allow the proxy server to trust one or more
target servers:
« To allow the proxy server to trust all servers (not recommended), execute the following command:

Set-Item WSMan:\Localhost\Client\TrustedHosts -value *

« To allow the proxy server to trust only specific farget servers, execute the following command, inserting
a list that includes the IP address for each target server. Separate the list of IP addresses with commas.

Set-Ttem WSMan:\Localhost\Client\TrustedHosts -value <comma-delimited-list-
of-target-server-IPs>

8. Execute the following command on the proxy server to configure the LocalAccountTokenFilterPolicy:

New-ItemProperty
“HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System” -Name
“LocalAccountTokenFilterPolicy” -Value 1 -PropertyType “DWORD"
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NOTE: If the proxy server is in a different Windows domain (domain A) than the target servers (domain B), and
the proxy server uses a user account from Active Directory, and Active Directory is in the same
Windows domain as the target servers (domain B), you must perform the following to allow the proxy
server to send PowerShell commands to the target servers:

o On the domain controller for each domain (domain A and domain B), create new forward-lookup
zones and reverse-lookup zones that allow name resolution to work between the two domains.

o On the domain controller for each domain (domain A and domain B), create a non-transitive realm
trust between the two domains.

« Login to the proxy server and add the Active Directory account (from domain A) fo the Local
Administrator's group for the proxy server. You should be able to select the account on the proxy server
after you create the non-transitive realm trust between the two domains.

Step 5: (Optional) Increasing the Number of PowerShell
Dynamic Applications That Can Run Simultaneously

You can optionally execute a series of commands that will allow SL1 to increase the default maximum number of
PowerShell Dynamic Applications that can run simultaneously.

To do so:

1. Determine the number of Dynamic Applications that will be used to monitor the Windows server. Multiply this
number by three.

2. Open a PowerShell command prompt. Log in as an Administrator.

3. Atthe prompt, execute the following commands:

Set-Item WSMan:\Localhost\Shell\MaxShellsPerUser -value <number you
calculated in step 1>

Set-Item WSMan:\Localhost\Service\MaxConcurrentOperationsPerUser -value
<number you calculated in step 1>

Restart-Service WinRM

4. Repeatthese steps on each Windows server that will be monitored by SL1.
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