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Chapter

Introduction

Overview

This manual describes how to use the WMI and PowerShell protocols to define collection objects and create WMI
and PowerShell Dynamic Applications.

NOTE: This manual uses the WMI nomenclature with equivalent SQL nomenclature in parentheses. For
example, instance (row), property (column), and class (table).

Prerequisites

This manual does not describe how to plan, design, use, or troubleshoot Dynamic Applications for your network.
This manual assumes that you are already familiar with the common elements and concepts of Dynamic
Applications. For general information on planning, designing, using, and troubleshooting Dynamic Applications,
see the manual Dynamic Application Development.

WMI Dynamic Applications use the WMI protocol. PowerShell Dynamic Applications use the PowerShell protocol.
This manual assumes that you are familiar with either the WMI or PowerShell protocols.
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What is WMI?2

Windows Management Instrumentation, or WMI, is a Windows Service developed to access management
information. WMl is a middle-layer technology that enables standardized management of Windows-based
computers. It collects computer management data from a wide variety of sources and makes it accessible by using
standard interfaces. WMI's specific query language is similar to SQL. For a comparison of WQL and SQL, see
http://technet.microsoft.com/en-us/library/cc180454 .aspx

What is PowerShell?

Windows PowerShell is a command-line shell and scripting language for administration of Windows systems. SL1
can execute PowerShell requests on target Windows devices via WinRM (Windows Remote Management). For an
overview of Windows PowerShell, see https://docs.microsoft.com/en-us/powershell/scripting/powershell-
scripting2view =powershell-6.

SL1 supports the following PowerShell versions for monitoring Windows devices:

o PowerShell 3.0
o PowerShell 4.0
o PowerShell 5.1

What is a WMI or PowerShell Dynamic Application?

In SL1, a WMI Dynamic Application is a Dynamic Application that uses WM to retrieve data from devices. WMI
Dynamic Applications use WMI or WBEM requests to populate collection objects. WMI requests use WQL (WMI
Query Language) to query WM classes (tables) to retrieve data.

WBEM obijects are populated with values returned by the wbemcli "get instance" command.

In SL1, a PowerShell Dynamic Application is a Dynamic Application that uses PowerShell to retrieve data from
devices. PowerShell Dynamic Applications use PowerShell commands to populate collection objects.

WMI and PowerShell Dynamic Applications have the following elements in common with other Dynamic
Applications:

o Archetypes. Defines what data is being collected and how it will be displayed in SL1. WMI and PowerShell
Dynamic Applications can use either the Performance or Configuration archetypes.

o Properties. Allows for version control, release notes, collection, and retention settings.
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« Collection Objects. Define the individual data-points that will be retrieved by the Dynamic Application.
These data points are called collection objects. Defines the type of data that is being collected (gauge,
counfer, etc) and how it is grouped. Collection objects for WMI and PowerShell Dynamic Applications have
settings that are different from collection objects in other types of Dynamic Applications. These settings are
described in this manual.

o Presentations. For Performance Dynamic Applications, defines how collected values will be displayed by
SLT.

o Thresholds. Can be used to define a threshold value that can be included in alerts. The threshold appears in
the Device Thresholds page for each device aligned with the Dynamic Application.

o Alerts. Triggers events based on the values retrieved by the Dynamic Application. If the collected data meets
the conditions defined in the alert, the alert can insert a message into device logs and trigger events.

o Credentials. Define how authentication should occur for each Dynamic Application on each device. WM
Dynamic Applications use Basic/Snippet credentials; PowerShell Dynamic Applications use PowerShell
credentials. There are multiple ways to align a credential with a Dynamic Application (during discovery, as
secondary credentials for a device, or manually in the Collections page for a device). For details on how SL1
aligns credentials during discovery and how to manually edit and add new credentials to a device, see the
manual Discovery and Credentials.

« Relationships. Dynamic Applications can be configured to automatically create relationships between
devices. For example, the Dynamic Applications in the VMware vSphere and NetApp PowerPacks are
configured to create relationships between VMware Datastore component devices and their associated
NetApp Volume component devices. Relationships created by Dynamic Applications are used and visualized
by the platform in the same manner as relationships created by topology collection, Dynamic Component
Mapping, and manually in the user interface. The settings for configuring the creation of relationships in
configuration WMI and PowerShell Dynamic Applications are the same as the relationship settings for other
Dynamic Application protocols.
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Chapter

WMI Requests

Overview

In SL1, each WMI Dynamic Application must include at least one WMI or WBEM request.

Collection objects in WMI Dynamic Applications objects are populated with the values returned by a WMI request.
WMI requests use WQL (WMI Query Language) to query WMI classes (tables) to retrieve data. A single WMI
request can populate multiple WMI objects by querying for multiple class properties (fable columns). WBEM
objects are populated with values returned by the wbemcli "get instance" command.

Collection objects for both WMI and WBEM are aligned with properties (columns). The definition of each object
specifies the WMI or WBEM request that will populate the collection object and the property name to align with the
object. The retrieved values of the property will populate the object.

To more easily understand WMI, you can compare the terminology to standard SQL terminology:

WMI SQL
Namespace Database
Class Table
Property Column
Instance Row
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This chapter will discuss:

o Defining a WMI Request

o Editing a WMI Request

o Defining a WBEM Request

o Editing a WBEM Request

o Deleting a WMI or WBEM Request

Defining a WMI Request

You can define a WMI request in the WMI Request Editor & Registry page. To define a WMI request:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to define a
WMI request. Select its wrench icon ( 9)

3. Selectthe [IWMI Requests] tab for the Dynamic Application.

NOTE: The [WMI Requests] tab will only appear in Dynamic Applications of type WMI Config and WMI
Performance.

4. Inthe WMI Request Editor & Registry page, enter the following:

Collections [ Wi Requests | Threshoids [ Alerts | Subscribers |

Dynamic Appiications [545] | WMI Request Editor & Registry | Guide |  Reset |
VWMl Request Name M1 Object Key
WMl Request Type Active State
W] = [[Enabled ] [=]
WMl Request
WHI Request Query
There are no WMI requests for this application.
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« WMI Request Name. Name of the WMI request.

« WMI Request Type. Specifies whether to use a WMI request (query) or a WBEM request (a wbemcli
"get instance" request sent over HTTP).

o WMI Request Namespace. Optional field. In this field, you can specify a WMI namespace. The WMI
request will then use this namespace when requesting data. If you do not specify a value in this field,
the WMI request will use the default namespace (usually root).

« WMI Object Key. The unique key for each instance (row) returned by the request. This unique key
must be a property name, and the request must include that property (column) and return values from
that property name (column). You must choose a key that remains constant over all polling periods, for
example "Name" or "servicename".

« Active State. Specifies whether SL1 should use this request when performing collection for the
Dynamic Application. Choices are:
o Enabled. SL1 will use the WMI request when performing collection for the Dynamic Application.
o Disabled. SL1 will not use the WMI request when performing collection for the Dynamic

Application.

o WMI Request Query. Enter the WQL query in this field. In most cases, these queries will be of the
format:

SELECT [one or more properties (columns), separated by commas] FROM name of WMl class
(table) where data is stored)]

For more information on WQL, see http://msdn.microsoft.com/en-
us/library/aa394606%28VS.85%29 .aspx

For more information on WMl classes, see http://msdn.microsoft.com/en-us/library/aa394554

v=VS§.85).aspx

For a comparison of WQL and SQL, see http://technet.microsoft.com/en-
us/library/cc180454 .aspx

Example WMI Code

For our example Dynamic Application, we'll use the following WMI request:
SELECT TotalVisibleMemorySize, CSName,Caption,SerialNumber FROM Win32 OperatingSystem

In this request, we are retrieving the property (column) values from the WMI class (table) Win32_
OperatingSystem. Win32_OperatingSystem is a class (fable) that stores information about an instance of an
operating system running on the monitored device. From this class, the WMI request refrieves the values of the
following properties:

« TotalVisibleMemorySize. Total amount, in kilobytes, of physical memory available to the operating system.
This value does not necessarily indicate the true amount of physical memory, but only the amount that is
reported to the operating system as available to it. In our example Dynamic Application, we can create an
object that maps to this property. To map an object o the retrieved value from this property, we must ensure
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that the WMI Request Arguments field for the object (in the Collection Objects page) contains the value
"TotalVisibleMemorySize".

o CSName. Name of the computer system (device name as it appears to the operating system). In our
example Dynamic Application, we can create an object that maps to this property. To map an object to the
retrieved value from this property, we must ensure that the WMI Request Arguments field for the object (in
the Collection Objects page) contains the value "CSName".

« Caption. This is a short description of the operating system version. For example, "Microsoft Windows XP
Professional Version = 5.1.2500". In our example Dynamic Application, we can create an object that maps
to this property. To map an object to the retrieved value from this property, we must ensure that the WMI
Request Arguments field (in the Collection Objects page) contains the value "Caption".

o SerialNumber. Operating system product serial identification number. For example: "10497-OEM-
0031416-71674". In our example Dynamic Application, we can create an object that maps to this property.
To map an object to the retrieved value from this property, we must ensure that the WMI Request
Arguments field (in the Collection Objects page) contains the value "SerialNumber".

Defining a WBEM Request

You can define a WBEM request in the WMI Request Editor & Registry page. To define a WBEM request in the
WMI Request Editor & Registry page:
1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to define @
. . L]
WBEM request. Select its wrench icon (©7).

3. Selectthe [WMI Requests] tab for the Dynamic Application.
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4. Inthe WMI Request Editor & Registry page, enter the following:

WMI Requests. Alerts r: |

Dynamic Applications [545] | WMI Reguest Editor & Registry Guide
WMl Request Name WM Object Key
WMl Request Type Active State
TWHI] = [TEnabled] =

Wlll Request

WM Request Query

Save

There are no WM requests for this application.

o WMI Request Name. Name of the WBEM request.

o WMI Request Type. Specifies whether to use a WMI request (a query) or a WBEM request (a wbemcli
"get instance" request sent over HTTP).

« WMI Request Namespace. Optional field. In this field, you can specify a WMI namespace
(database). The WBEM request will then use this namespace (databse) when requesting data. If you
do not specify a value in this field, the WBEM request will use the default namespace (usually roof).

« WMI Object Key. The unique key for each instance (row) returned by the query. This unique key must
be a property name, and the query must include that property (column) and return values from that
property name (column).

« Active State. Specifies whether SL1 should use this request when performing collection for the
Dynamic Application. Choices are:

o Enabled. SL1 will use the WBEM request when performing collection for the Dynamic Application.

o Disabled. SL1 will not use the WBEM request when performing collection for the Dynamic
Application.

« WMI Request Query. Enter the wbemcli string in this field. In most cases, this will be of the format:
/Iname space]:[class name].property=value (this last argument is optional)
Usually, wbemcli requires that the request begins with the full path to the CIM object, including:

http://username:password@hostname or IP:port,
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5.

SL1 uses the credentials for the Dynamic Application to automatically append this string to the front of
each wbemcli request.

For more information on wbemcli, see http://linux.die.net/man/1 /wbemcli

Select the [Save] button to save the new WBEM request.

Example WBEM Request Code

For our example Dynamic Application, we'll use the following WMI request:

/root/cimv2:CIM_OperatingSystem

In this request, we are retrieving value from the namespace (database) called /root/cimv2.

We are requesting all values from the class (table) called CIM_OperatingSystem.

This request will return all values from the class CIM_OperatingSystem. The values will be returned in the
format

property name="value"

Each WBEM object (defined in the Collection Objects page) must map to a property name returned by a
WBEM request. To map each object, you must have specified a value in the WMI Request Arguments field
that matches the name of a property returned by this request.

NOTE: Before defining objects for a WBEM request, you must know which property names will be returned.

Editing a WMI Request

To edit a WMI request in the WMI Request Editor & Registry page:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

In the Dynamic Applications Manager page, find the Dynamic Application for which you want to edit a
. . &
WMI request. Select its wrench icon (7).

Select the [WMI Requests] tab for the Dynamic Application.
In the WMI Request Editor & Registry page, find the WMI request in the WMI Request Registry pane.

Select its wrench icon ( a).

The fields in the top pane are populated with values from the selected WMI request. You can edit the value of
one or more fields. For a description of each field, see the section Defining a WMI Request in this manual.

Select the [Save] button to save your changes to the WMI request.
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Editing a WBEM Request

You can edit a WBEM Request the same way you edit a WMI request. To view these steps, see the section Editing

a WMI Request in this manual.

Deleting a WMI or WBEM Request

To delete a WMI or WBEM request in the WMI Request Editor & Registry page:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to delete a
WMI request or WBEM request. Select its wrench icon ( 5.)

3. Selectthe [IWMI Requests] tab for the Dynamic Application.

4. Inthe WMI Request Editor & Registry page, find the request you want to delete in the WMI Request

Registry pane. Select its bomb icon ().

Collections WMI Requests Thresholds Subscribers

[ |
WHI Request Query

Dynamic Applications [545] | WMI Reguest Editor & Registry | WMI Request Added Successfully | Editing Snippet [447] [ Guide | Reset |
VWMl Request Name M1 Object Key
[Erample Request ] [ervicenams ]
WMl Request Type Active State
[WHI] = [[Enabled] =
Vil Request

[SELECT TotalVisibleMemory Size, CSName,Caption, SerialNumber FROM Win32_OperatingSystem

WMI Request Registry

1. # Example Request

Tyee  State D Date Edt
WMl Enabled wmi_447 miz%zom;us:@}

WMI Requests
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Chapter

PowerShell Requests

Overview

PowerShell Dynamic Applications must include one or more requests that define how SL1 should request data
from a device. Each request specifies a PowerShell command that will gather a response from the device.

Each collection object in a PowerShell Dynamic Application is associated with a request. The collection object
definition specifies which property in the response should be used to populate the values for that collection object.
A single request can be used to populate multiple collection objects.

This chapter will discuss:

o Defining a PowerShell Request
« Editing a PowerShell Request
o Deleting a PowerShell Request

« Converting Legacy PowerShell Requests
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Defining a PowerShell Request

To define a request for a PowerShell Dynamic Application:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Locate the Dynamic Application for which you want to define a request. Click its wrench icon ( a). The
Dynamic Applications Properties Editor page appears.

Click the [PowerShell] tab. The Dynamic Applications PowerShell Command Editor & Registry page
appears.

Supply values in the following fields:

« PowerShell Command Name. Enter a name for the command.

« Active State. Specifies whether SL1 should perform this request during collection for this Dynamic

Application. Choices are Enabled or Disabled.

« Response Object Key. This field is not currently used.

o PowerShell Implicit Remoting. The mechanism by which a user or application accesses PowerShell

cmdlets delivered via the Exchange Management Shell. This mechanism allows Dynamic
Applications of type PowerShell fo connect to the remote management shell for a Microsoft application
and import the cmdlets published by that Microsoft application. Choices are Enabled or Disabled. If
this field is set to Enabled, you can reference the imported cmdlets in the PowerShell Command
Query field.

« Configuration Name. Grayed out unless PowerShell Implicit Remoting is setto Enabled. Select

from a list of configuration names for PowerShell. By default, this field includes:

o Microsoft.PowerShell

o Microsoft.Exchange

To enter a custom configuration name, click the plus sign icon ("J‘) and enter the custom value.

« Connection URI. Grayed out unless PowerShell Implicit Remoting is setto Enabled. Specifies a

Uniform Resource Identifier (URI) that defines the connection endpoint for the session. The URI must
be fully qualified. By default, this field includes:

o http://%D/PowerShell
o http://%D:%P/WSMAN

NOTE: SL1 will replace %D with the hostname or FQDN of the Microsoft server specified in the PowerShell

credential.

To enter a custom URI, click the plus sign icon (‘J‘) and enfer the custom value.
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o Cmdlets to Import. Grayed out unless PowerShell Implicit Remoting is set to Enabled. Enter a
comma-separated list of one or more PowerShell cmdlet names that you want to use in this
PowerShell session. If you leave this field blank, SLT will import all cmdlets from the remote
management shell for use in this PowerShell session.

o PowerShell Command Query. Enter the PowerShell command to execute. The PowerShell
command must meet the following requirements:
o The command must not end with any of the Format-* cmdlets. This includes the use of their aliases
(IE. "fI" for Format-list).
o The command must return output that can be piped to the Format-list cmdlet.
o The command must not return whitespace over multiple lines.

o The PowerShell cmdlets you invoke must exist on the target Windows server with the required
version of PowerShell.

o The PowerShell cmdlets you invoke must not write to the standard out pipe unless the output needs
to be processed and put into a collection object.

o The PowerShell cmdlets you invoke must be synchronous. Do not use asynchronous cmdlets, for
example, Invoke-Async or Wait-Job.

o The PowerShell cmdlets you invoke must not be an interactive cmdlet, for example, Enter-
PSSession.

o The PowerShell cmdlets you invoke must not query the same property twice.
o Ifan invoked PowerShell cmdlet creates a new PSSession object, you must invoke the Remove-

PSSession cmdlet before the original command ends.

In addition to the requirements listed above, the following best practices are recommended when
developing PowerShell commands:

o Perform as much computational work in the PowerShell command as possible to reduce the workload
of SL1.

« Query only the pieces of information required to populate the collection objects in the Dynamic
Application.

o Per Microsoft guidelines, do not query the Win32_Product WMI class. For more information, see
http://support.microsoft.com/kb/974524.

5. Click the [Save] button.

Editing a PowerShell Request

To edit a PowerShell request:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to edita
PowerShell request. Select its wrench icon ( ﬁ)

3. Select the [PowerShell] tab for the Dynamic Application.
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4. Inthe Dynamic Applications PowerShell Command Editor & Registry page, find the PowerShell request
and select its wrench icon ( ﬁ).

5. The fields in the top pane are populated with values from the selected PowerShell request. You can edit the
value of one or more fields. For a description of each field, see the section Defining a PowerShell Request
in this manual.

6. Selectthe [Save] button o save your changes to the PowerShell request.

Deleting a PowerShell Request

To delete a PowerShell request in the Dynamic Applications PowerShell Command Editor & Registry page:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).
2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to delete a

PowerShell request. Select its wrench icon ( a).
3. Select the [PowerShell] tab for the Dynamic Application.

4. Inthe Dynamic Applications PowerShell Command Editor & Registry page, find the request you want to
delete. Select its bomb icon (&@).

Converting Legacy PowerShell Requests

The 7.3 version of SL1 supported the use of PowerShell Dynamic Applications with an SSH-based proxy. Dynamic
Applications developed for the SSH-based proxy are not compatible with the "agentless" PowerShell collection
infroduced in the 7.5 release.

To update a Dynamic Application developed for the SSH-based proxy for use with "agentless' PowerShell
collection, edit each PowerShell request in the Dynamic Application and make the following changes to the
PowerShell Command Query:

o Remove "-Computer %s".

o Remove the "Format-List" cmdlet from the end of the command. If you are using a cmdlet that returns
properties that you do not want to collect and you want fo continue returning a sub-set of properties, use the
"'Select" cmdlet instead of "Format-List".

For example, suppose you need to update the following legacy PowerShell command:

Get-WmiObject -Computer %s Win32 DiskDrive | Format-List Partitions, DeviceID, Model,
Size, Caption

The new command would be:

Get-WmiObject Win32 DiskDrive | Select Partitions, DeviceID, Model, Size, Caption
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NOTE: In addition to updating the PowerShell requests in the Dynamic Application, you must also use a
PowerShell credential with the Dynamic Application instead of a Basic/Snippet credential.
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Chapter

WMI and PowerShell Collection Objects

Overview

This chapter describes how to define collection objects for WMI and PowerShell Dynamic Applications.

This chapter describes only the fields specific to Defining a Collection Object for a WMI or PowerShell Dynamic
Application. All the remaining fields, for both performance and configuration archetypes, are described in detail in
the manual Dynamic Application Development. All other elements of WMI and PowerShell Collection Objects,
such as presentation objects and alerts, behave in the same manner as other Dynamic Application types. For
details on other parts of WMI or PowerShell Dynamic Applications, see the manual Dynamic Application

Development.

WMI-Specific Fields for Collection Objects

Unlike collection objects for other Dynamic Application types, collection objects for WMI Dynamic Applications are
based on WMI Requests. Because of this, collection objects for WMI Dynamic Applications have the following

unique fields:

o WMI Request Arguments. When you request data from WMI or WBEM, you are requesting data from a
class (table), which returns data in tabular form. In this field, you must specify the name of the property (table
column) to associate with this object. This property name must be included in the WMI request, specified in

the WMI Request field.
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o WMI Request. Name of the WMI request associated with this object. The WMI requests in this drop-down list
are defined in one of two places:

o IfNo Caching or Cache Results is selected in the Caching field in the Dynamic Applications
Properties Editor page for this Dynamic Application, this list contains all WMI Requests defined in the
[WMI Requests] tab for this Dynamic Application. Select from the list of WMI requests defined for this
Dynamic Application.

o |If Consume cached results is selected in the Caching drop-down list in the Dynamic Applications
Properties Editor page, this list contains all WMI Requests defined in WMI Dynamic Applications that
have Cache results selected in the Caching field in the Dynamic Applications Properties Editor
page. Select from the list of cached WMI requests.

NOTE: If Consume cached results is selected in the Caching field in the Dynamic Applications Properties
Editor page for a Dynamic Application, the [WMI Requests] tab is hidden and you cannot define
WMI Requests for this Dynamic Application. You can only reference WMI Requests that reside in
Dynamic Applications that cache results.

PowerShell-Specific Fields for Collection Objects

Unlike collection objects for other Dynamic Application types, collection objects for PowerShell Dynamic
Applications are based on PowerShell Requests. Because of this, collection objects for PowerShell Dynamic
Applications have the following unique fields:

o PowerShell Arguments. Enter the property that is associated with this collection object. This property must be
included in the PowerShell command you select in the PowerShell Request field.

o PowerShell Request. Select the PowerShell request associated with this collection object, i.e. the PowerShell
command that collects values for this collection object.

For example, suppose you have defined the following PowerShell request:
Get-WmiObject Win32 DiskDrive | Select Partitions, DeviceID, Model, Size, Caption

This request returns the properties Partitions, DevicelD, Model, Size, and Caption. To store the values returned for
each of the five properties, you would create five collection objects. For each of the five collection objects, supply
the property name in the PowerShell Arguments field, e.g. "Partitions".
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Chapter

Configuring Devices for Monitoring via WMI

Overview

The following sections describe how to configure Windows Server 2008 and later and Windows desktop systems
for monitoring by SL1 using SNMP:

Configuring WMI on Windows 2008 Servers .. ... . i 19
Step 1: Configuring SEIVICES . . 19
Step 2: Configuring the Windows Firewall - ... 21
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Configuring WMI on Windows 2008 Servers

Windows Management Instrumentation, or WMI, is the infrastructure that provides information about operations
and management on Windows-based operating systems. WMI can be configured to respond to remote requests
from SL1.

To configure a Windows device to respond to remote requests, you must perform the following steps:

1. Configure Services
2. Configure the Windows Firewall
3. Configure a user account and permissions
Most remote requests can be performed by a standard (non-administrator) user account that has been granted
specific privileges. However, some requests can be performed only by a user with elevated permissions. For
requests performed by SL1 to a Windows server, the following users have elevated permissions:
o The default "Administrator" user account.
o Auseraccount in the Administrators group on a Windows server that has User Account Control disabled.
« Auseraccount in the Administrators group on a Windows server where a registry entry has been added to

disable remote User Account Control filtering.

For a list of WMI classes that require elevated permissions, see http://msdn.microsoft.com/en-
us/library/windows/desktop/aa826699%28v=vs.85%29.aspx

Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to automatically start.

o« COM+ Event System

o DCOM Server Process Launcher
o Remote Procedure Call (RPC)

o Remote Registry

o Server

o Windows Management Instrumentation
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To ensure a service is running, perform the following steps:

1. Inthe left pane of the Server Manager window, expand the Configuration section, and then select Services.

[ Wizl
Fle  Action  View Help
Roles -
& Festures
T Diagnostics Vore dctions b
B 5 Configuation Geleck anitem ko view s description Name = | Deseription | status | startup Type | togonas | |
Task scheduler "G, Active Directory Domain Services ADDS Dom... Started  Automatic Local System
P windows Firewal with Advanced Sec. G, hctive Directory Web Services Thisservic.. Started  Autometic Local System
€, Anlication Experience Processes...  Stared  Manual Lecal System
5 WL Control € Anplcation Identity Determings... Manual Local Service
5 storage & Application Information Facitates ... Started  Marual Local System
6, Application Laver Gateway Service Providess... Manual Local Service
G, Applcation Mansgemert Processesi... Manual Local System
G Background Inteligent Transfer Service Transfersf... Stated  Marual Local System
€ Base Fikering Engine TheBase F... Started  Automatic Lacal Service
6}, Certificate Propagation Copiesuse,.,  Started  Marual Local System
6, CNG Key Tsolation The CHG Manual Local System
G, coMt Event System Supports ... Started  Automatic Local Service
6. COM System Application Managest. Wanual Local System
G, Computer Brawser Wairkains a Disabled Local System
6, Credential Manager Pravides s Manual Local System
G Cryptographic Services Providesfo.., Started  Automatic Netrork 5.
6,DCOM Server Process Launcher TheDCOM... Started  Automatic Local System
G, Desktop Window Manager Session Manager ProvidesD... Started  Automatic Local System
G, DFS Namespace Enablesyo... Staed  Automatic Local System
1G)DFS Repleation Enables yo... Started  Autometic Local System
6,0HeP client Regiters a., Stared  Automatic Lacal Service
€, Diagnostic Policy Service The Diagno..,  Statted  Automatic (0., Local Service
€, Diagnostic Service Host The Diagno Manual Local Service:
G, Diagnostic System Host The Diagno Manual Local System
G, Dik Defragmenter ProvidesDi... Manual Local System
G, Distributed Link Tracking Client Wairkains Manual Local System
6 pitributed Transaction Coordiator Coordinate,., Started  Aukomatic (D, MetrarkS..,
60N Client TheDNSCl. Started  Automatic Netrork 5.
0N Server EncblesDN... Started  Automatic Local System
G, Encrypting File Systen (EFS) Provides th Wanual Local System
G Extensble ALthentization Pratocol The Extens Manual Local System
) File Replication Service: Synchroniz... Started  Automatic Local System =l
el 1 2 exeenced £ Stendad

2. Foreach required service, the Startup Type column should display Automatic. If a service does not have a
Startup Type of Automatic, double-click on that service. The Properties window for that service is displayed:

General | Log On I Recovery Dependenciesl

Service name:

Dizplay name: COM+ Event Syztem

Descriptior: Supparts Spztern Event Natification Service [SENS],
which provides automatic distribution of events to LI

Path to executable:
C:\windowshspatem32havchost exe -k LocalService

Startup bype: Automatic j

Help me configure service startup ophions.

Service status:  Started

Sitart | Stop | Fause Fesume

ou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

] I Cancel Apply
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3. Inthe Startup Type field, select Automatic.
4. Click the [Apply] button.

5. Ifthe service has not already started, click the [Start] button.

Step 2: Configuring the Windows Firewall

To configure Windows Firewall to accept remote WMI requests, execute the following two commands at the
console:

netsh advfirewall firewall set rule group="windows management instrumentation (wmi)"
new enable=yes
netsh advfirewall firewall set rule group="remote administration" new enable=yes

Step 3: Configuring a User Account and Permissions

There are three ways to configure the user account that SL1 will use to perform WMI requests:

1. To monitor the Windows server using WMI Dynamic Applications that require standard permissions, you
can configure a standard user account for use by SL1. The user account for use by SLT must be included in
the Distributed COM Users and Performance Monitor Users groups. (For more information, consult
Microsoft's documentation.)

2. Tomonitor the Windows server using WMI Dynamic Applications that require elevated permissions, you can
use the default "Administrator" user account. If you use the "Administrator" user account, you do not need to
make changes to the User Account Control settings.

3. Tomonitor the Windows server using WMI Dynamic Applications that require elevated permissions, you can
also use a user account that is included in the Administrators group. However, you must perform one of the
following additional steps to use this type of user account:

« Option 1: Make the user a member of the Distributed COM Users and Performance Monitor
Users groups, in addition to the Administrator group. (For more information, consult Microsoft's
documentation.)

« Option 2: Configure User Access Control to allow elevated permissions.
Configuring Namespace and DCOM Security Permissions

For each of these methods, you must ensure that the configured Namespace and DCOM security permissions
allow that user to perform remote requests.

To configure the Namespace and DCOM security permissions:

1. Inthe left pane of the Server Manager window, expand the Configuration section.

2. Right-click on the WMI Control entry and then select Properties.
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3. Inthe WMI Control Properties window, click the [Security] tab:

WM Control Properties

General Backup/Restore Securty Advanced

Mamespace navigation allows you to set namespace specific security.

@) Root

Cancel

Security

Apply

4. Inthe Security tab, select the Root entry from the navigation pane and then select the [Security] button. The

Security for Root window appears.
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5.

In the Security for Root window, select the [Advanced] button. The Advanced Security Settings for Root

window is displayed:

Security for Root

Securty

GI'CIIJI]I ar User names.

bt

22 Administrators (DESKTOP-SR36RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Pemissions for no_admin

Add...

Remove

=

Execute Methods
Full Write

Partial WWrite
Provider Wite
Enable Account
|__Bemote Fnahle

AROO0OFE

]DDDD[g

click Advanced.

For special pemissions or advanced settings,

Advanced

oK

Cancel

Apply
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6. Inthe Advanced Security Settings for Root window, click the [Add] button. The Select User, Computer,
Service Account, or Group window appears.

Advanced Security Settings for Root m} X

Owner: Administraters (DESKTOP-SR36R3 3\ Administrators) Change

Permissions Auditing

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SB Allow  Administrators (DESKTOP-SR3... Special Mone This namespace and subname...
a Allow  no_admin (DESKTOP-SR36R35.. Enable Account Mone This namespace only

Add Remove View

Disable inheritance

Cancel Apply

7. Inthe Select User, Computer, Service Account, or Group window :

Select Users or Groups X

Select this object type:

|Users. Groups, or Buittin securty principals | COhject Types...

From this location:
|DESKTOF‘—SF{36H55 | | Locations...

Enter the object names to select (examples):

Check Mames

Advanced. .. oK Cancel

« Inthe Enter the object name to select field, enter the name of the user account that SL1 will use to
perform WMI requests or the name of a group that includes that user account.

o Click the [Check Names] button to verify the name and then click the [OK] button.

Configuring Devices for Monitoring via WMI 24



8. The Permission Entry for Root window is displayed:

9.

Permission Entry for Root

Principal:  no_admin (DESKTOP-SR36R35\ne_admin]  Select a principal

Type: Allow &
Applies to: | This namespace and subnamespaces ~
Permissions:

[ Execute Methods

[ Full Wiite

[ Partial Write

[ Provider Write

[] Only apply these permissions to abjects and/or containers within this container

[FAEnable Account
[ Remote Enable
[]Read Security
[]Edit Security

Clear all

« Select This namespace and subnamespaces in the Apply to field and select the Allow checkbox for all

permissions.

o Click the [OK] button.

In the Advanced Security Settings for Root window, click the [Apply] button.

10. Click the [OK] button in each open window to exit.

11.

25

Goto the Start menu and select [Run].
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12. Inthe Run window, enter "dcomenfg" and click [OK]. The Component Services window is displayed:

Component Services

. File  Action  Wiew Window  Help |;Ii|5|
= = e =
e HmIRE = B 8|5
L] Console Roat Mame | Actions
[ % Companent Services [l comM+ Applications
=[] Computers ] DM Canfig
= g jRunning Processes Mare Actions '

2] Eventt Yiewer {Local)
£, Services (Local)

I pistributed Transaction Coordinator

13. Inthe left pane, expand Component Services > Computers. Right-click on My Computer and select
Properties. The My Computer Properties window is displayed.
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14. Inthe My Computer Properties window, select the [Default Properties] tab:

vy Computer Properties A

Default Protocols | OOM Secuity | MsoTC |
General | Dptiohs Default Properties

¥ Enable Digtributed COM on this computer

[ Enable COM Intermet Services on this computer

— Default Distributed COMM Communication Properties

The Authentication Level specifies security at the packet level.

Default Authentication Lewel;

Connect j

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity,

Default Impersonation Level:

|dentify |

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level iz not anonymous.

[ Provide additional zecurity for reference tracking

Learn more about zething these properties.

(] Canicel Apply

o Ensure thatthe Enable Distributed COM on this computer checkbox is selected.
« Select Connect in the Default Authentication Level drop-down list.
« SelectIdentify in the Default Impersonation Level drop-down list.

o Ifyou made changes in the [Default Properties] tab, click the [Apply] button.
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15. Selectthe [COM Security] tab:

My Computer Properties ﬂ E |

General I Options | Default Properties
Defaul Protacols COMSecuity | MSDTC

—Access Permizzions

'ou may edit who iz allowed default access bo applications. 'ou may
alzo set limitz on applizations that determine their awn pemiszions.

Caution: Modifying access: permizzions can affect the abilitg
. of applications to start, connect, function and/or run
securely.

E dit Limnits... Edit Drefault. ..

— Launch and Achvation Permizzions

t'ou may edit who iz allowed by default to launch applications ar
activate objects. 'ou may alzo zet limitz on applications that
determing their own permizzions.

Caution: Modifying launch and activation permizsionz can
. affect the ability of applications to ztart, connect, function
anddor run securely,

E dit Limnits... Edit Drefault. ..

Learn more about zetting these properties.

k. Carncel Ay

16. Selectthe [Edit Limits...] button in the Access Permissions pane.
17. Inthe window that appears, click the [Add...] button. The Select Users, Computers, Service Accounts, or
Groups window is displayed.
o Enterthe name of the user account that SL1 will use to perform WMI requests or the name of a group
that includes that user account.

o Click the Check Names button to verify the name and then click the [OK] button.
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18. Selectthe group or user you added in the Group or user names pane and then select the Allow checkbox
for all permissions.

19. Click the [OK] button.
20. Click the [Edit Default...] button in the Access Permissions pane, then repeat steps 16 - 19.

21. Click the [Edit Limits...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

22. Click the [Edit Default...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

23. Click the [Apply] button.

24. Click [Yes] in the confirmation window.
Configuring User Account Control to Allow Elevated Permissions

If you want to use WMI Dynamic Applications that require elevated permissions to monitor a Windows server and
you are using a user account other than the default "Administrator’ user account, you must perform one of the
following two tasks:

o Option 1: Disable User Account Control.
o Option 2: Add a registry entry that disables remote User Account Control filtering.

Option 1: Disabling User Account Control

To disable User Account Control:

1. Open the Control Panel in Large Icon or Small Icon view.

2. Select User Accounts.
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3. Select Change User Account Control Settings. The User Account Control Settings window is displayed:

¥ User Account Control Settings — O *

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
— - @ Mot recommended.
Mewver notify

Gk ][ Concel

4. Move the slider to Never Notify.
5. Click the [OK] button.

6. Restart the Windows server.

Option 2: Adding a Registry Entry that Disables Remote User Account Control Filtering

To add a registry entry that disables remote User Account Control filtering:

1. Todisable the filter, open a text editor and add the following lines to a new file:

Windows Registry Editor Version 5.00
[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
"LocalAccountTokenFilterPolicy"=dword:00000001

2. Save the file with a ".reg" extension.
3. In Windows Explorer, double click on the .reg file.

4. Select[Yes] in the pop-up window.
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Configuring WMI for Windows Desktop Systems

This section describes how to configure devices that are running a deskfop version of the Windows operating
system for monitoring by SL1 using WMI.

Before performing the tasks described in this section, you must know the IP address of each SL1 appliance in your
network. If you have not installed a SL1 appliance, you must know the future IP address that will be used by each
SL1 appliance.

NOTE: To be monitored by SL1, a Windows device must be running the Windows 7 operating system or
later.

NOTE: TCP/IP must be installed and configured before you can install SNMP on a Windows device.

Windows Management Instrumentation (WMI) is the infrastructure that provides information about operations and
management on Windows-based operating systems. WMI can be configured to respond to remote requests from
SL1. To configure a device running a desktop version of the Windows operating system fo respond to remote
requests, you must perform the following steps:
1. Configure Services
Configure the Windows Firewall

2
3. Set Default Namespace Security
4. Setthe DCOM Security Level

5

Disable User Account Control

NOTE: The following instructions describe how to configure WMI on devices running a desktop version of the
Windows 10 operating system. For instructions on how to configure WMI on earlier Windows
versions, consult Microsoft's documentation.

Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to start automatically.

o« COM+ Event System
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o Remote Access Auto Connection Manager
o Remote Access Connection Manager

o Remote Procedure Call (RPC)

o Remote Procedure Call (RPC) Locator

o Remote Registry

o Server

o Windows Management Instrumentation

o WMI Performance Adapter

o Workstation
To ensure a service is running, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.

2. Click the Services Desktop app.

| £33 Filters ~

Best match

Services
Desktop app

Apps

% Component Services

£ Services
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3. From the list of services in the right pane, perform the remaining steps for each of the services you want to
check. This example uses Workstation. However, you should check each of the following services:

\Extended/\standard/

_‘}1 Work Folders
*2 Workstation

&1 WWAN AutoConfig This service .. Manual
\‘:,'J: Xbox Accessory Management Service This service .. Manual (Trigg...
&) Xbox Game Monitoring This service ... Manual (Trigg...
{6 Xbox Live Auth Manager Provides aut.. Manual
€0 Xbox Live Game Save This service .. Manual (Trigg..
lf,"; Xbox Live Networking Service This service .. Manual

This service ...

Running

Manual

Automatic

L. Services
File Action View Help
e H Doz BE >»enp
. Services (Local)  Services (Local)
Workstation Name Description Status Startup Type Log On As
£ Windows Perception Service Enables spat.. Manual (Trigg.. Local Service
E't_:gs:rr‘::::ri\:e .E? Windows Push Notifications System Service This servicer.. Running  Automatic Local System
@ the service 1€} Windows Push Notifications User Service_1bde.. This service.. Running  Automatic Local System
1€} Windows PushTolnstall Service Provides infr.. Manual (Trigg.. Local System
1. Windows Remote Management (WS-Managem.. Windows Re... Manual Network Service
g::'n::l;:‘r: maintains client network Q Windows Search Provides con.. Running Automatic (De..  Local System
connections to remote servers using £): Windows Store Install Service Provides infr.. Manual Local System
the SMB protocol. If this service is &) Windows Time Maintainsd..  Running  Manual (Trigg.. Local Service
stopped, these connections will be i3 \yingows Update Enables the .. Manual (Trigg.. Local System
::;‘;:I:i:' l’hﬂl::;zﬁ;;:;:ﬂﬁ" Q WinHTTP Web Proxy Auto-Discovery Service WIinHTTPim..  Running  Manual Local Service
it will fail to start. £k Wired AutoConfig The Wired A... Manual Local System
16 WLAN AutoConfig The WLANS..  Running  Automatic Local System
\‘,‘1‘3: WMI Performance Adapter Provides per.. Manual Local System

Local Service

Network Service
Local Service
Local System
Local System
Local System
Local System
Local System

o« COM+ Event System

o Remote Access Auto Connection Manager

Remote Access Connection Manager
Remote Procedure Call (RPC)

Remote Procedure Call (RPC) Locator
Remote Registry

Server

Windows Management Instrumentation
WMI Performance Adapter

Workstation
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4. Double-click the name of the service. In this example, we double-clicked Workstation.

5. Inthe Workstation Properties dialog box, click the [General] tab and complete the following field:

Waorkstation Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: LanmanWorkstation
Display name: Workstation

Description: reates and maintains client network connections to  «
remote servers using the SMB protocol. If this service

Path to executable:
CAWINDOWS\System32\svchost.exe -k NetworkService -p

Startup type: Automatic

Senvice status: Running

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

art parameter

OK Cancel Apply

« Startup Type. Select Automatic.

6. Click the [Apply] button.

7. lfthe service has not already started, click the [Start] button.

8. Repeat steps 4-7 for each service.
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Step 2: Configuring Windows Firewall

To configure Windows Firewall to accept remote WMI requests:

1. Click the magnifying glass icon in the bottom-left corner and type "Command Prompt" in the Search
Windows field.

2. Execute the following two commands in the Command Prompt window:

netsh advfirewall firewall set rule group="windows management instrumentation (wmi)"
new enable=yes
netsh advfirewall firewall set rule group="remote administration" new enable=yes

3. Ifthe result of the second command is "No rules match the specified criteria", run the following two
commands:

netsh firewall set service remoteadmin enable

netsh advfirewall firewall set rule group="remote administration" new enable=yes

Step 3: Setting the Default Namespace Security

To setthe default namespace security, perform the following steps:

35

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.
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2. Click the wmimgmt.msc Microsoft Common Console Document.

| £03 Filters v

Best match

@ wmimgmt.msc

Microsoft Common Console Document

L wmimgmt.msc

Configuring Devices for Monitoring via WMI 36



37

In the WmiMgmt window, right click WMI Control (Local) and select Properties.

E WmiMgmt - [Console Root\WMI Contral (Local)]

View

New Window from Here
New Taskpad View..
Properties

Help

- O x
ﬁ File Action View Favorites Window Help - & X
el 2m B
(23 console Root _ Actions
& WMI Control (Local) A e (WMI) WMI Control (Local) -
Connect to another computer ... More Adtl »
ore ons

Dpens the properties dialog box for the current selection.

ws Management Instrumentation (WMI)
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4. Inthe WMI Control (Local) Properties window, click the [Security] tab, click Root, and then click the
[Security] button.

WMI Control (Local) Properties ? *

General Backup/Restore Secunty Advanced

Namespace navigation allows you to set namespace specific securty,

Security

OK Cancel Apply
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5.

In the Security for Root window, click Administrators, and then click the [Advanced] button.

Security for Root

Securty

IEI'I:}IIJII:I ar User names:

bt

S2 Administrators (DESKTOP-SRI6RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Pemissions for no_admin

Add...

Remove

=

Execute Methods
Full Write

Partial WWrite
Provider Write
Enable Account
|__Bemote Fnahle

AROO0OFE

]DDDD[g

click Advanced.

For special pemissions or advanced settings,

Advanced

oK
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6. Inthe Advanced Security Settings for Root window, click Administrators, and then click the [Edit...
]button.

Advanced Security Settings for Root O X

Owner: Administrators (DESKTOP-SR36R55\Administrators) Change

Permissions Auditing

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
H2 Allow  Administrators (DESKTOP-SR3... Special None This namespace and subname...
‘ Allow  no_admin (DESKTOP-SR36R55... Enable Account None

This namespace only

| Add | Remove | Edit

| Disable inheritance |

I 0K II Cancel | Apply
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7. Inthe Permission Entry for Root window, enter the following:

Permission Entry for Root O X
Principal:  no_admin (DESKTOP-SR36R55\no_admin)  Select a principal
Type: Allow ~
Applies to:I This namespace and subnamespaces ~ I
Permissions:
Execute Methods
L Full Write
[] Partial Write d
[ Provider Write [C] Edit Security
[C] Only apply these permissions to objects and/or containers within this container Clear all
Cancel

o Type. Select Allow.
« Appliesto. Select This namespace and subnamespaces.

o Permissions. Select the Execute Methods, Full Write, Partial Write, Provider Write, Enable Account,
Remote Enable, Read Security, and Edit Security checkboxes.

8. Click OKin this window and the following windows, and then close the WmiMgmt window.

Step 4: Setting the DCOM Security Level

To setthe DCOM Security Level, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "dcomcnfg.exe" in the Search Windows
field.
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2. Click the dcomenfg.exe command.

O &

Best match
()

Filters ~“

dcomcenfg.exe

Run command

L dcomenfg.exe
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3.

In the Component Services window, expand Component Services > Computers, right-click My

Computer, and then select Properties.

» .
#. Component Services

Q Event Viewer (Local)
. Services (Local)

Refresh all components
New Window from Here
Properties

Help

Opens the properties dialog box for the current selection.

- ] x
%. File Action View Window Help - 8 X
o HE XE G B L el
(X3 console Root R ’h Actions
v c?mponentServices ¥ > Compi -
v || Computers My
i My Computer Comnitar More Actions 4
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4. Inthe My Computer Properties window, click the [Default Properties] tab and then complete the
following fields:

My Computer Properties ? *
Default Protocols COM Security MSDTC
General Options Default Properties

| &2 Enable Distributed COM on this computer |

] Enable COM Intemet Senvices on this computer

Default Distnbuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
Connect v

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
Identify v

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous,

Provide additional secunty for reference tracking

Leam more about setting these properties.

OK Cancel Apply

« Enable Distributed COM on this computer. Select this checkbox.
« Default Authentication Level. Select Connect.

o Default Impersonation Level. Select Identify.
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5. Inthe My Computer Properties window, click the [COM Security] tab. Under Launch and Activation
Permissions, click the [Edit: Default...] button.

My Computer Properties ? >
General Options Default Properties
Default Protocols COM Security MSDTC
Access Permissions

You may edit who is allowed default access to applications. You
may also set limits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
! of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

Edit Limits... Edit Default...

Leam more about setting these properties.

oK Cancel Apply
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6. Inthe Launch and Activation Permission window, select the following:

Launch and Activation Permission ? X
Default Security
GI‘DUp or user names:
S8 sYSTEM
£2 Administrators (SILO2461\Administrators)
SR INTERACTIVE
Add... Remove
Pemmissions for Administrators Allow Deny
Local Launch B, iy
Remote Launch =N my
Local Activation i g
Remote Activation = my
OK Cancel

« Group or user names. Select Administrators.

o Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and
Remote Activationto Allow.

7. Click [OK].
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8. Inthe My Computer Properties window, in the Launch and Activation Permissions pane, click the [ Edit
Limits...] button.

My Computer Properties ? X
General Options Default Properties
Default Protocols COM Security MSDTC
Access Permissions

You may edit who is allowed default access to applications. You
may also set limits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
! of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

I Edit Limits... I Edit Default...

Leam more about setting these properties.

oK Cancel Apply
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9. Inthe Launch Permission window, select the following:

Launch and Activation Permission ? po4
Security Limits
GI‘DUp or user names:

52 Everyone ~
[E. ALL APPLICATION PACKAGES
S-1-15-3-1024-2405443489-874036122-4286035555-1823

Administrators (SILO2461\Administrators)

52 Performance Log Users (SILO2461\Performance Log User: ¥

< »
Add. .. Remove
Pemissions for Administrators Allow Deny
Local Launch b, g
Remote Launch = my
Local Activation f g
Remote Activation B, my
0K Cancal

« Group or user names. Select Administrators.

e Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and
Remote Activationto Allow.

10. Click OKin this window and the following windows, and then close the Component Services window.

11. Restart the computer to save the seftings.

Step 5: Disabling User Account Control

To monitor a device running Windows 7, 8, or 10, you must perform the following additional steps to disable the
User Account Control (UAC) filter for remote logins:

1. Use atext editor such as Notepad to create a new file.
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Include the following in the file.:

Windows Registry Editor Version 5.00
[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]
"LocalAccountTokenFilterPolicy"=dword:00000001

Save the file with a name of your choice, like disableUAC.reg, to the directory of your choice. Make sure to
save the new file with the .reg suffix.

In Windows Explorer, double click on the .reg file to execute it.
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Configuring Devices for Monitoring via
PowerShell

Overview

The following sections describe how to configure Windows Server 2016, 2012, 2012 R2, or 2008 R2 for
monitoring by SL1 using PowerShell:
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Option 2: Manually Configuring Windows Remote Management ... ... ... ... ................... 66
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Step 4: Configuring a Windows Management Proxy ... ... .. . i 87
Step 5: Increasing the Number of PowerShell Dynamic Applications That Can Run Simultaneously ...88
Creating a PowerShell Credential ... ... 88

Error Messages for PowerShell Collection ... . il 921

Configuring PowerShell

To monitor a Windows Server using PowerShell Dynamic Applications, you must configure the Windows Server to
allow remote access from SL1. To do so, you must perform the following general steps:

1. Configure a user account that SL1T will use to connect to the Windows Server. The user account can either
be a local account or an Active Directory account.

TIP: For ease of configuration, Sciencelogic recommends using an Active Directory account that is a member
of the local Administrators group on the Windows Server.

2. Configure a Server Authentication Certificate to encrypt communication between SL1 and the Windows
Server.

3. Configure Windows Remote Management.

4. Optionally, configure a Windows server as a Windows Management Proxy.

NOTE: If you are configuring multiple Windows servers for monitoring by SL1, you can apply these settings
using a Group Policy.

5. Optionally, you can increase the number of PowerShell Dynamic Applications that can run
simultaneously against a single Windows server.

Step 1: Configuring the User Account for the Sciencelogic
Platform

To enable SLT to monitor Windows servers, you must first configure a user account on a Windows Server that SL1
can use fo make PowerShell requests. You will include this user account information when creating the PowerShell
credential that SL1 uses to collect data from the Windows Server.

51 Configuring Devices for Monitoring via PowerShell



To configure the Windows Server user account that SL1 can use to make PowerShell requests, complete one of
the following options:

« Option 1: Create an Active Directory Account with Administrator access
« Option 2: Create a local user account with Administrator access

« Option 3: Create a non-administrator user account

TIP: For ease-of-configuration, Sciencelogic recommends creating an Active Directory user account.

After creating your Windows Server user account, depending on your setup and the servers you want to monitor,
you might also need to configure the user account for remote PowerShell access to the following server types:
o Microsoft Exchange Server

« Hyper-V Servers

Option 1: Creating an Active Directory Account

For each Windows server that you want to monitor with PowerShell or WinRM, you can create an Active Directory
account that is a member of the local Administrators group on each server. For instructions, consult Microsoft's
documentation. On Windows Domain Controller servers, you can use a domain account that is not in the Domain
Administrators group by following the configuration instructions for Option 3: Creating a Non-Administrator

User Account.
After creating your Active Directory account:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote

PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed to Step 3.

Option 2: Creating a Local User Account with Administrator Access

If you have local Administrator access to the servers you want to monitor and are monitoring Windows Server
2016 or Windows Server 2012, you can alternatively create a local user account with membership in the
Administrators group instead of an Active Directory account. For instructions, consult Microsoft's documentation.

WARNING: This method does not work for Windows Server 2008.
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After creating your local user account with Local Administrator access:
o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed to Step 2.

Option 3: Creating a Non-Administrator Local User Account

If you do not have Local Administrator access to the servers that you want to monitor with PowerShell or WinRM, or
if the monitored Windows server is a Domain Controller that will not be in the local Administrators group, then you
must first create a domain user account or create a local user account on the Windows Server. For instructions,
consult Microsoft's documentation.

After creating your domain user account or local user account:
o You must configure the Windows servers fo allow that non-administrator user access. To do so, follow the

steps in this section.

o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must also configure the user account for
remote PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must also configure the user account for remote
PowerShell access to the Hyper-V Servers.

To configure Windows Servers to allow access by your non-administrator user account:

1. Starta Windows PowerShell shell with Run As Administrator and execute the following command:
winrm configsddl default
2. On the Permissions for Default window, click the [Add] button, and then add the non-administrator user

account.

3. Selectthe Allow checkbox for the Read (Get, Enumerate, Subscribe) and Execute (Invoke) permissions for
the user, and then click [OK].

4. Access the Management console. To do this:

e InWindows Server 2008, click [Start], right-click [Computer], click [Manager], and then expand
[Configuration].

e InWindows Server 2016 and 2012, right-click the Windows icon, click [Computer Management],
and then expand [Services and Applications].
5. Right-click on [WMI Control] and then select Properties.
On the WMI Control Properties window, click the [Security] tab, and then click the [Security] button.

7. Click the [Add] button, and then add the non-administrator user or group in the Select Users, Service
Accounts, or Groups dialog, then click [OK].
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10.
11.
12.
13.

14.

On the Security for Root window, select the user o group just added, then in the Permissions section at the
bottom of the window, select the Allow checkbox for the Execute Methods, Enable Account, and Remote
Enable permissions.

Under the Permissions section of the Security for Root window, click the [Advanced] button.

In the Advanced Security Settings window, double-click on the user account or group you are modifying.
On the Permission Entry window, in the Type field, select Allow.

In the Applies to field, select This namespace and subnamespaces.

Select the Execute Methods, Enable Account, and Remote Enable permission checkboxes, and then click
[OK] several times to exit the windows opened for setting WMI permissions.

Restart the WMI Service from services.msc.

NOTE: To open services.msc, press the Windows + R keys, type "services.msc", and then press Enter.

15.
16.
17.
18.

19.
20.
21.

22.

23.

In the Management console, go to System Tools > Local Users and Groups > Groups.
Right-click Performance Monitor Users, and then select Properties.
On the Performance Monitor Users Properties window, click the [Add] button.

In the Enter the object names to select field, type the non-administrator domain user or group name, and

then click [Check Names].
Select the user or group name from the list and then click [OK].
In the Performance Monitor Users Properties window, click [OK].

Perform steps 16-20 for the Event Log Readers user group and again for the Distributed COM Users user
group, the Remote Management Users user group, and if it exists on the server, the
WinRMRemoteWMIUsers__ user group.

If you intend to use encrypted communications between the SL1 collector host and your monitored Windows
servers, each Windows server must have a digital certificate installed that has "Server Authentication" as an

Extended Key Usage property. You can create a self-signed certificate for WinRM by executing the following
command:

SCert = New-SelfSignedCertificate -CertstoreLocation Cert:\LocalMachine\My -DnsName
"myHost"

Add an HTTPS listener by executing the following command:

New-Item -Path WSMan:\LocalHost\Listener -Transport HTTPS -Address * -
CertificateThumbPrint $Cert.Thumbprint -Force

NOTE: This command should be entered on a single line.

24.

Ensure that your local firewall allows inbound TCP connections on port 5986 if you are going to use
encrypted communications between the SL1 collector(s) and the Windows server, or port 5985 if you will be
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using unencrypted communications between the two. You may have to create a new rule on Windows
Firewall if one does not already exist.

Optional: Configuring the User Account for Remote PowerShell Access
to Microsoft Exchange Server

If you use SL1 to monitor Microsoft Exchange Servers:

1. Follow the steps in the section Configuring the User Account for SL1T.
2. Addthe new user account to the “Server Management” Exchange security group in Active Directfory.

3. The user account will then be able to connect to the relevant WinRM endpoint to use cmdlets installed with
the Exchange Management Shell. For example, this will give the user account access to the cmdlet “Get-

ExchangeServer”.

Optional: Configuring the User Account for Remote PowerShell Access
to Hyper-V Servers

To use PowerShell Dynamic Applications to monitor a Hyper-V server, you must:

o Create a user group in Active Directory

o Add the user account you will use to monitor the Hyper-V server to the group
« Setthe session configuration parameters on the Hyper-V Server

« Setthe group permissions on the Hyper-V Server

o Create a PowerShell credential using the new user account

Creating a User Group and Adding a User in Active Directory

To create a group in Active Directory and add a user:
1. In Active Directory, in the same DC as the Hyper-V host you want to monitor, in the OU called Users, create
a group. Forexample, we called our group PSSession Creators.

2. Add a user that meets the requirements for monitoring a Windows server via PowerShell to the group. This is
the user that you will specify in the PowerShell credential.

NOTE: For details on using Active Directory to perform these tasks, consult Microsoft's documentation.
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Setting the Session Configuration Parameters and Group Permissions

To set the Session Configuration and the Group Permissions on the Hyper-V Server:

1. Login to the Hyper-V server.

2. Open a PowerShell session. Enter the following command:

Set-PSSessionConfiguration -ShowSecurityDescriptorUI -Name Microsoft.PowerShell

3. When prompted, select A.

4. The Permissions dialog appears.

. Permissions for http://schemas.microsoft.com/...
| Hitp://achemas microsoft com/powershel Mm'".iﬁmm'".

Group of user Names:

" AP SSension Creators (MG TES TLAB\PS Session Creators)

82 Administrators (MSTES TLAB-HVD 1\ Admiristrators)
-ﬂ!,,ﬁumtu Management Lsers (MSTESTLAB-HVD1\Ramote ..

Permissions for PS5ession
Creators

Full Control (Al Operations)
Read|Get Enumerate, Subscrbe)
Wiite(Put. Delete Create)
Execute(lmvoke)

Special pamissions

<

! B
Dmmgg

Oan
]

For special pammissions or sdvanced settings. Adyanced
chck Advanced

5. In the Permissions dialog, supply values in the following fields:

« Group or user names. Selectthe name of the group you created in Active Directory.

o Permissions for group. For Full Control (All Operations), select the Allow checkbox.

6. Click the [OK] button.
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Step 2: Configuring a Server Authentication Certificate

Sciencelogic highly recommends that you encrypt communications between SL1 and the Windows Servers you
want it fo monitor.

If you have created a local account on the Windows Server that uses Basic Auth and that account will allow
communication between SL1 and the Windows server, the best practice for security is o enable HTTPS to support
encrypted data transfer and authentication. To do this, you must configure WinRM to listen for HTTPS requests. This
is called configuring an HTTPS listener.

NOTE: For details on configuring WinRM on your Windows servers to use HTTPS, see
https://support.microsoft.com/en-us/help/201 9527 /how-to-configure-winrm-for-https.

The sections below describe how fo configure a Server Authentication Certificate on the Windows Server. This is
only one fask included in configuring an HTTPS listener. However, not all users need to configure a Server
Authentication Certificate. You can find out if your Windows computer has a digital certificate installed for Server
Authentication by running 'Get-ChildItem -Path Cert:\LocalMachine\My -EKU "*Server
Authentication*"' from a PowerShell command shell.

To support encrypted data transfer and authentication between SL1 and the servers, one of the following must be
frue:

« You have created an Active Directory user account on the Windows Server to allow communication
between SL1 and the server. In this scenario, Active Directory will use Kerberos and AES-256 encryption to
ensure secure data fransfer and authentication, which means you do not need fo configure a self-signed
Server Authentication Certificate. You can skip this section and proceed to Step 3.

o You have created a local account on the Windows Server that uses Basic Auth to allow communication
between SL1 and the server, and your network includes a Microsoft Certificate server. In this scenario, you
should work with your Microsoft administrator to get a certificate for your Windows Server instead of
configuring a self-signed Server Authentication Certificate. You can skip this section and proceed to Step
3.

e You have created a local account on the Windows Server that uses Basic Auth to allow communication
between SL1 and the server, and your network does not include a Microsoft Certificate server. In this
scenario, you must configure a self-signed Server Authentication Certificate on the Windows Server that you
want to monitor with SL1 using one of the following methods:

o Option 1: Use the Microsoft Management Console.

o Option 2: If your Windows Server includes Windows Software Development Kit (SDK), you can use
the makecert tool.

o Option 3: If you are running PowerShell 4.0 or later, you can use the New-SelfSignedCertificate
and Export-PfxCertificate commandes.
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NOTE: Self-signed certificates are appropriate for use on a trusted network, such as a LAN that includes both
a Sciencelogic Data Collector and the Windows Server to be monitored.

Option 1: Using the Microsoft Management Console to Create a Self-
Signed Authentication Certificate

To use the Microsoft Management Console to create a self-signed certificate:

1. Log in to the Windows Server that you want o monitor with SL1.
2. Inthe Start menu search bar, enter "mmc" to open a Microsoft Management Console window.

3. Select [File], then Add/Remove Snap-Ins. The Add or Remove Snap-ins window is displayed:
Add or Remove Snap-ins @

‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendar - | Console Root Edit Extensions. ..
1 . -
nchvex Control Microsoft Cor... T
Auiﬁorizat’on Manager Microsoft Cor...
@ Certificates Microsoft Cor... |=
%.Component Services  Microsoft Cor... Maove Up
;é' Computer Managem... Microsoft Cor...
Move Down

=4 Device Manager Microsoft Cor... |

1= Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
“|Folder Microsoft Cor...

_EJ' Group Policy Object ... Microsoft Cor...
.g IF Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...

%, Link to Web Address  Microsoft Cor...

Description:

OK ] [ Cancel

4. Inthe Available snap-ins list, select Certificates.
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5.

11.

12.
13.
14.
15.
16.
17.
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© 0 © N o

Click the [Add >] button. The Certificates snap-in window is displayed:

S
Certificates snap-in ﬁ

Thiz snap-4n will always manage certificates for:
@ My user account
() Service account

() Computer accourt

< Back Finish ] [ Cancel

Select Computer account.

Click the [Next >] button.

Click the [Finish] button.

In the Add or Remove Snap-ins window, click the [OK] button.

In the left pane of the Microsoft Management Console window, navigate to Console Root > Certificates
(Local Computer) > Personal.

Right-click in the middle pane and select All Tasks > Request New Certificate.... The Certificate
Enrollment window is displayed.

Click the [Next] button. The Select Certificate Enrollment Policy page is displayed.
Select Active Directory Enrollment Policy.

Click the [Next] button. The Request Certificates page is displayed.

Select the Computer checkbox.

Click the [Enroll] button.

After the certificate is installed, click the [Finish] button.
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Option 2: Using the MakeCert Tool to Create a Self-Signed
Authentication Certificate

If your Windows system includes Windows Software Development Kit (SDK), you can use the MakeCert tool that is
included in the kit to create a self-signed certificate.

o Forinformation on the MakeCert tool, see:

https://msdn.microsoft.com/library/windows/desktop/aa386968.aspx

« Fordetails on creating a self-signed certificate with MakeCert and installing the certificate in the Trusted Root
Certification Authorities store, see:

https://msdn.microsoft.com/en-us/library/ms733813%28v=vs.110%29.aspx

Option 3: Using PowerShell Commands to Create a Self-Signed
Authentication Certificate

If your Windows system includes PowerShell 4.0 or later, you can use the following PowerShell commands to
create a self-signed certificate:

« You can use the New-SelfSignCertificate command to create a self-signed cerfificate. For information on
New-SelfSignCertificate, see:

https://docs.microsoft.com/en-us/powershell/module/pkiclient/new-
selfsignedcertificate 2view=win10-ps

o You can use the Export-PfxCertificate command to export the private certificate. For information on the
Export-PfxCertificate, see:

https://docs.microsoft.com/en-us/powershell/module/pkiclient/export-pfxcertificate 2view =win10-
ps

Step 3: Configuring Windows Remote Management

To provide SL1 remote access to the Windows Servers you want to monitor, you must configure Windows Remote
Management.

NOTE: This step is required regardless of the user account type that SL1 will use to connect to the Windows
Server.

There are three ways to configure Windows Remote Management:

o Option 1: Use the script provided by ScienceLogic.
o Option 2: Manually perform the configuration.

o Option 3: Use a group policy.
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Option 1: Using a Script to Configure Windows Remote Management

Sciencelogic provides a PowerShell script on the Sciencelogic portal that automates configuration of Windows
Remote Management and permissions required for the user account that will be used in the SL1 credential. The
script configures all of the base Windows permissions required, except for opening up Windows Firewall ports for
HTTP and/or HTTPS traffic. The configuration performed by the script is useful primarily for running collection with
the Microsoft: Windows Server, Microsoft: Windows Server Services, Microsoft: Windows Server Event
Logs, and Microsoft: SQL Server Enhanced PowerPacks. (Microsoft: SQL Server Enhanced requires further
instance-specific permissions. See the Monitoring SQL Servers manual for more information.)

To use the PowerShell script, perform the following steps:

1.

Log in to the Sciencelogic portal, go to Downloads > Miscellaneous, and download the PowerShell script
named WinRM Configuration Wizard Script (winrm_configuration_wizard.ps1). The link is :
https://portal.sciencelogic.com/portal/miscellaneous/download/3943

Unzip the downloaded file.

Using the credentials for an account that is a member of the Administrator's group, log in to the Windows
server you want fo monitor. You can log in directly or use Remote Desktop to log in.

Copy the PowerShell script named winrm_configuration_wizard.ps1 to the Windows server that you want
to monitor with SL1.

Right-click on the PowerShell icon and select Run As Administrator.

Atthe PowerShell prompt, navigate to the directory where you copied the PowerShell script named winrm_
configuration_wizard.ps]T.

At the PowerShell prompt, enter the following to enable execution of the script:

Set-ExecutionPolicy -ExecutionPolicy Unrestricted -Scope Process -Force

NOTE: The execution policy setting persists only during the current PowerShell session.

8.

After the warning text, select Y.

NOTE: If your Windows configuration requires further steps to allow execution of the script, PowerShell will

display prompts. Follow the prompts.

9.

61

To run the script with interactive dialogs, enter the following at the PowerShell prompt:
\winrm configuration wizard.psl -user <domain>\<username>

The user account you wish to use for SL1 collection must be specified with the ~user command-line
argument regardless of other arguments used. You can obtain the full help for the PowerShell configuration
script by entering the following:

help .\winrm configuration wizard.psl -full
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The most common way to run the script is silently:
.\winrm configuration wizard.psl -user <domain>\<username> -silent

10. Ifyou start the script without using the -silent command-line argument, the WinRM Installation Wizard
modal page appears. Click [OK].

This program will configure Windows Remote Management on your Windows
Server, permissions to use WM, query performance counters and event logs. [t
will ask a series of questions to determine the preferred security settings and will
display your choices at the end. Configuration changes will not be made until the
end of the wizard. Before beginning, here are your current settings:

Basic Authentication = True

Kerberos Authentication = True

Allow Unencrypted WinRM Traffic = True
Maximum WinRM Requests = 300

HTTP Port = 5385

HTTPS Port = 5986

MOTE: This wizard cannot override settings applied by Group Policy (GPO). To
overwrite those settings, please contact a system administrator,

Click OK to Continue.

o]

11. The Windows Account Type modal page appears. Select the appropriate choice for your environment.

Will you be using an Active Directory domain account?

Click YES to enable Kerberos Authentication.

Click MO to enable Basic Authentication.
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12. The Set Encryption Policy modal page appears. Select the appropriate choice for your environment.

Should your WinRM traffic from 5L1 be encrypted?

Chick YES to use only encrypted data.
Click MO to allow unencrypted data.

« Click YES to us only encrypted data. Click Yes to configure an HTTPS listener for using encrypted
communications between the SL1 collectors and the Windows server. Setting up an HTTPS listener requires
a digital certificate with Server Authentication EKU to be available on the server. For information on creating
a self-signed certificate, see Configuring a Server Authentication Certificate.

o Click NO to allow unencrypted data. For communication between SL1 collectors and the Windows
server, if unencrypted traffic is allowed, an HTTP listener will be configured for communication.

13. The Change Max Requests modal page appears. Click [Yes].

This host allows 300 WinRM requests at one time,
Do you want to change this value of maximum requests?

Click ¥ES to edit the maximum number of requests.
Click MO to leave the maximum number of requests unchanged.
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14. The Set Ports for WinRM Traffic modal page appears, and it shows the current settings for the HTTP and
HTTPS ports. If you want to make a change to these, click [YES]; otherwise, click [NO] to continue.

Your current HTTP port for Windows Remote Management is set to 5985, and the
HTTPS port for Windows Remote Management is set to 3986, Do you want to
modify these ports for WinRM traffic use?

Click YES to edit your HTTR/HTTPS ports.
Click MO to continue to the next page,
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15. Choose which port values you would like SL1 o use when communicating with the Windows server.

Mew HTTP port: |5335

Mew HTTPS port: |5351;

16. The Set HTTPS Thumbprint modal page appears. Enter the information for your certificate thumbyprint,
which is used fo create an HTTPS listener, then click [OK].

To zetup the WinRM HTTPS listener. you will need to use a certificate thumbprint
Run the PowerShell cmdlet below on this Windows computer fo get your existing certificate thumbprints:

Get-Childitem -Path Cert:\LocalMachineiMy
Then press OK to continue.

NOTE: Ifthe cerificate structure for your certificate thumbprint is incomplete or incorrect, an error message
appears indicating that the WinRM client cannot process the request. If you think you made an error,
click [OK] and try fo correct it. Otherwise, contact a system administrator for help.
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17. The Confirm Settings modal page appears. If the settings are as you specified, click [OK].

Please confirm your settings:

Authentication Type: Kerberos (for Active Directory)

Encryption Policy: Restrict Unencrypted Data

Maximum Connections: 300

HTTP Port: 5385

HTTPS Port: 5986

Certificate Thumbprint: 2B496C35842415356AC63834D02C209076B16F20

Click OK to update WinRM settings.
Click CAMCEL to quit wizard (settings will not be updated).

18. The Complete modal page appears. If the settings are correct, click [OK].

Your Windows Remote Management settings have been updated. To view them
when necessary, you can run the following commands in a PowerShell console:
winrm get winrm/config/service winrm e winrm,/config/listener

Your updated WinRM settings are detailed below:

Basic Authentication = true

Kerberos Authentication = true

Allow Unencrypted WinREM Traffic = true

Maximum WinRM Requests = 500

HTTP Port = 5985

HTTPS Port = 5986

Certificate Thumbprint =
4705BE1B838CDCATEBEB1993BE330VCASDFE1CO3F

The WinRM service will be restarted after this dialeg is closed,

o |

19. Exitthe PowerShell session.

Option 2: Manually Configuring Windows Remote Management

To configure a Windows server for monitoring via PowerShell directly, perform the following steps:
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1. Login tothe server with an account that is a member of the local Administrators group, or a Domain
Administrator's account if on a Windows server with the Domain Controller role installed.

2. Right-click on the PowerShell icon in the taskbar or the Start menu, and select Run as Administrator.

3. Execute the following command:

Get-ExecutionPolicy

4. Ifthe output is "Restricted", execute the following command:

Set-ExecutionPolicy RemoteSigned

Enter"Y" to accept.

6. Execute the following command:

winrm quickconfig

7. Enter"Y"to accept.

8. Ifyou are configuring this Windows server for encrypted communication, execute the following command:

winrm quickconfig -transport:https

Enter "Y" to accept.

10. Execute the following command:

winrm get winrm/config

The output should look like this (additional lines indicated by ellipsis):
Config
éiient
Auth
Basic = true

Kerberos = true

Service
AllowUnencrypted = false
DefaultPorts
HTTP = 5985
HTTPS = 5986
AllowRemoteAccess = true

Winrs
AllowRemoteShellAccess = true

11. Inthe Service section, if the parameter AllowRemoteAccess is set to false, execute the following command:
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12.

13.

14.

15.

16.

17.

NOTE: This setting does not appear for all versions of Windows. If this sefting does not appear, no
action is required.

Set-Item WSMan:\Localhost\Service\AllowRemoteAccess -value true

In the Winrs section, if the parameter AllowRemoteShellAccess is set to false, execute the following
command:

Set-Item WSMan:\Localhost\Winrs\AllowRemoteShellAccess -value true

If you are configuring this Windows server for unencrypted communication and the parameter
AllowUnencrypted (in the Service section) is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\AllowUnencrypted -value true

If you are configuring this Windows server for unencrypted communication, verify that "HTTP = 5985"
appears in the DefaultPorts section.

NOTE: Sciencelogic recommends using encrypted communication, particularly if you are also using
an Active Directory account. Using an Active Directory account for encrypted authentication
enables you to use Kerberos ticketing for authentication.

If you are configuring this Windows server for encrypted communication, verify that "HTTPS = 5986" appears
in the DefaultPorts section.

If you are using an Active Directory account fo communicate with this Windows server and in the Auth section,
the parameter Kerberos is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Kerberos -value true

NOTE: Sciencelogic recommends using an Active Directory account.

If you are using a local account to communicate with this Windows server and in the Auth section, the
parameter Basic is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Basic -value true
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Option 3: Using a Group Policy to Configure Windows Remote
Management

You can use a group policy object (GPO) to configure the following Windows Remote Management settings on
Windows Server 2012 or Windows Server 2016:

o Aregistry key to enable Local Account access to Windows Remote Management

o Firewall rules

o Certificates

e HTTP and HTTPS listeners, including authentication and encryption settings

« Service start and recovery settings
To create the group policy object, perform the following steps:

1. Log in to the server as an administrator.
2. Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

3. Atthe PowerShell prompt, use the change directory (CD) command to navigate to a folder where you can
create new files.
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4. Save the root Certification Authority cerfificate to the local directory by executing the following command:

certutil.exe -ca.cert ca_ name.cer

.| Administrator; Command Prompt

certuti]l -ca.cert ca_name.cer

A

Al
3FQEEAw

TIP: You will import this certificate into the new group policy in step 21.

5. Exitthe command prompt.

6. Logintoadomain controller in your Active Directory forest and navigate to the System Manager dashboard.
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7. Click the Tools menu, then select Group Policy Management.

Server Manager * Dashboard

Dashboard 'WELCOME TO SERVER MANAGER

Local Server

All Servers : P )
Configure this local server
ADCS <
il ADDS QUICK START
& DNs 2
#§ File and Storage Services P 2
o s i
L WHATS NEW 2
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 5 | Serves ups: 1 Servers total: 1

E® ADCS 1

i§l AaDDs 1

[ %

Active Directory Administrative Center

Manage

Active Directory Domains and Trusts

Active Directory Medule for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADS| Edit

Certification Authority

Companent Services

Computer Management

Defragment and Optimize Drives
DNS

Event Viewer

Tools View

Help

Group Policy Management

2 DNS

@ Manageability @ Manageability

@ Manageability

Intemnet Information Services (IIS) Manager
iSCS Initiator

Local Security Policy

CDEBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Events Events Events
. £ . Task Scheduler
ervices ervices ernvices
Windows Firewall with Advanced Security
Performance Performance Performance Windows Memory Diagnostic
RPA racults RDA reciilis RPA racults -

8. Onthe Group Policy Management page, in the left panel, right-click the domain name where you want
the new group policy to resideand then select Create a GPO in this domain and Link it here.

4 Group Policy M
3 File Action \View Window Help

e nF ol e @Bm

| Group Policy Management

Group Policy Objects in MSTLO12R2.1ocal
4 £\ Forest: MSTLO12R2.local Py

[ Carers | agaton|

4 % Domains

4|53 MSTLO12R2 Incal 1| Name. *

4] Defa | Create a GPO in this domain, and Link it here... \mlm Policy
a Pows Link an Existing GPO... Fr

b (& Dom Block Inheritance Mot ey

b [ Grou

b 5 WMI Group Policy Modeling Wizard...

b+ (3 Start New Organizational Unit

b L@ Sites

Search...

&% Group Polic
Change Domain Controller...

%, Group Polic
Remove

Active Directory Users and Computers...
New Window from Here

Refresh

Properties

Help

GPO Status
Enabled

Enabled

Al settings disabled
Al settings disabled

WMI Fiter

Modified

3/19/201
2472014
4177201
4/16/201

Create a GPQ in this domain and link it to this container
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9. Inthe left panel, right-click the new group policy and select Edit. The Group Policy Management Editor
page for the new Windows Remote Management group policy appears.

% File Action View Window Help x
L IEIRE B
&, Group Policy Management | Group Policy Objects in MSTLO12R2.local
4 A\ Forest: MSTLO12RZ.local [Cortorts | legation]
4 2 Domains !
4 g MSTLO12R2.Iocal Name “ GPO Status WMI Fiter Modfied |
4] Default Domain Palicy 1] Defouk Domain Coniolers Pocy Enabled None 3197201
! PowerShell Remote Management Policy L4/ Defouk Domain Polcy Enabled None 2472014
—————— = PowerShel Remote Management Poicy Al settings disabled None 177201
| Ed. J|| 27 winRM Polcy Enabled None mmoi
Enforced [ WinRM Settings Al settings disabled Nane 4167201
Link Enabled
Save Report...
8 GroupPolic  New Window from Here
"% Group Polig Delete
Rename
Refresh
Help
< [ 0|
Open the GPO editor

10. Inthe left panel, navigate to Computer Configuration > Policies > Windows Settings > Security
Settings > System Services. In the right panel, locate the Windows Remote Management (WS-
Management) service. Right-click the service, then select Properties.

File Action View Help

e nE X

= WinRM Policy [TLO12R2-DC-01.MSTLD12R2. LOCAL] Policy Service Name = Statup  Permission ~]
4 % Computer Configuration ¥ User Access Logging Service Not Defined  Not Defined
4 [1] Policies . User Profile Service Mot Defined  Not Defined
b (5] Software Settings ¥ Virtual Disk Met Defined Mot Defined
4 [ Windows Settings [ Volume Shadow Copy Not Defined  Not Defined
b Il Name Resolution Roficy [ W3C Logging Service Mot Defined Mot Defined
] Scripts (Startup/Shutdown) {2k Windows Audio Not Defined Nt Defined
#. I Sccwity Setngs {3 Windows Audio Endpoint Builder Not Defined  Not Defined
b o ‘:“"I'::"I?‘_’"““ [ Windows Color System Not Defined  Not Defined
:: g E::; L:;m Iﬁvﬁndows Connection Manager Mot Defined  Not Defined
b [ Resticted Groups ik Windows Driver Foundation - User-mode Driver Framewerk Not Defined Mot Defined
53 Syt Sevices £ Windows Encryption Provider Host Service Nt Defined Mot Defined
b B Registry {3 Windows Error Reporting Service Not Defined  Not Defined
b (4 File System {{# Windows Event Collector Mot Defined Mot Defined
b oy Wired Network (IEEE 802.3) Policies {2 Windows Event Log Mot Defined  Not Defined
b (] Windows Firewall with Advanced Security [ Windows Firewall Not Defined  Not Defined
] Network List Manager Policies {f: Windows Font Cache Service Not Defined  Not Defined
b 5 Wireless Network (IEEE 802.11) Policies . Windows Installer Not Defined Mot Defined
b [ Public Key Policies . Windows Management Instrumentation Not Defined Mot Defined
b [ Software Restriction Policies {2 Windows Modules Installer Mot Defined Mot Defined
b [ Network Access Protection {3 Windows Process Activation Service Mot Defined  Not Defined

b ] Application Control Policies
3 3 IP Security Policies on Active Directory (MSTLO12F

Mot Defined
Not Defined

indows Store Service (WSSes

b | Advanced Audit Pelicy Configuration {F Windows Time Mot Defined Mot Defined
bl Policy-bazed Qos ) [ Windows Update v Net Defined  Not Defined =
L] platecokey (ADMXiles) | g% WinkTTP Web Proxy Auto-Discovery Service Not Defined Mot Defined
o é d:’c‘::';':";im {2 Wired AutoConfig Mot Defined Mot Defined 5
> 2 Policies ri;‘iww Performance Adapter Mot Defined  Not Defined
e ﬁ?wmnm Not Defined Nt Defined
2 = || £ World Wide Web Publihing Senvice Not Defined  Not Defined =

Opens the properties dialog box for the current selection.
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11. The Windows Remote Management (WS-Management) modal page appears. Select the Define this
policy setting check box and the Automatic radio button, then click [OK].

File Action View Help
e 2E XA B
(5] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 (& Computer Configuration
4 [ Policies
b (] Software Settings
4 [71 Windows Settings
p (] Name Resolution Policy
| Scripts (Startup/Shutdown)
T Security Settings
b 8 Account Palicies
3 Local Policies
3 Eventlog
A Restricted Groups
A System Services
A Registry
4 File System
4/ Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Security

7| Network List Manager Policies
b G Wireless Network (IEEE 802.11) Policies
b [ Public Key Policies
3 Software Restriction Policies
b
3

S

v o v

vovw

© Network Access Protection
%] Application Control Policies
b & IP Security Policies on Active Directory (MSTLOT2H
b [ Advanced Audit Policy Configuration
al Policy-based QoS
b (] Administrative Templates: Policy definitions (ADMX files)
b 1 Preferences

4 & User Configuration
b | Policies
b ] Preferences

< u

Senvice Name

Group Policy Management Editor

Startup Permission
Not Defined  Not Defined
Not Defined Not Defined
MosDefy Not Defined
Remote M WS- I Not Defined
,,,,,,,,,,, = Not Defined
Secuty ooy Sedin Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

d’, ¥ User Access Logging Service
User Profile Service

:g' Windows Remote Management (WS-Management)

Define this poicy seting
Select sarvice statup mode
@ Automatic
7 Manual

O Disabled

s ]

oK Concel | [ Apoy |

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Windows Update

inHTTP Web Proxy Auto-Discovery Senvice
ed AutoConfig

WMI Performance Adapter

¥ Workstation

[{.F World Wide Web Publishing Service

% £ 55 55 O

12. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Windows Firewall with Advanced Security >
Windows Firewall with Advanced Security - LDAP > Inbound Rules. In the right panel, right-click and
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select New Rule.

File Action View Help
e nm = B
=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy ~
4 % Computer Configuration
4[] Policies
b [ Software Settings
4 [ Windows Settings
p ] Name Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
T Account Policies
3 Local Policies
3 Eventlog
7 Restricted Groups
2 System Services
& Registry
3 File System
o Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
a i Windows Firewall with Advanced Security 4
3 Inbound Rules
[ Outbound Rules
¥ Connection Security Rules
| Network List Manager Policies
b Faf Wireless Network (IEEE 802.11) Policies
b - Public Key Policies
b ] Software Restriction Policies
b 1 Network Access Protection
3
b
14

v v v v B

LY v

] Application Control Policies
8, IP Security Policies on Active Directory (MSTLO
] Advanced Audit Policy Configuration
b ol Policy-based QoS
3 Administrative Templates: Policy definitions (ADMX fi
< u >

Group Policy Management Editor

Name Group Profile Enabled

There are no items to show in this view.

=
Filter by Profile v
Filter by State B
Filter by Group »
Refresh
View 3
Arange lcons v
Line up lcons
Help

Action

Override

Program

=T -

Local Address

Remot,

New Rule...
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13. The New Inbound Rule Wizard modal page appears. Click the Predefined radio button, select Windows
Firewall Remote Management from the list, and then click [Next].

i=f Group Policy Management Editor =|a] x
File Action View Help
e nE = B
Profile  Enabled  Action  Ovemide  Program  Local Address  Remoti
Rule Type lems to show in this view.
P 1! Select the type offrewal e to create
<4
e
4| @ Rule Type What type of ule would you like to create?
@ Predefined Rules
@ Action ) Program
Fule that controls connections for a program.
O Port
Rule that controls connections for a TCP or UDP port
® Predefined:
|Wmdm Firewall Remote Management v
Rule that controls i = Windows
O Custom
Custom rule.
b —
-5
<

14. Selectthe Windows Firewall Remote Management (RPC) and Windows Firewall Remote Management (RPC-
EPMAP) check boxes, then click [Next].

Group Policy Management Editor

i

File Action View Help

e nE = Bm

Profile Enabled Action Override Program Local Address Remat|

‘j?. Predefi Rules lems to show in this view.
:S Select the nules to be created for this experience.
b Steps:
il @ Rue Type Which niles would you lixe to create?
@ Predefined Rules The following nules define network connectivity requirements for the selected predsfined group.
Action Rules that are checked will be created. f a e already exists and is checked, the contents of
A the existing rule will be ovenwitten
Rules:
Name Rule Exists Profile Desc
[v] Windows Firewall Remote Management (RPC... No Al Inboy
[ Windows Firewall Remote Management (RPC)  No A Inbod
<] " >
3
»:‘I <Bock || Net> ][ Cancel
<
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15. Selectthe Allow the connection radio button, then click [Finish].

_.=J

File Action View Help

e nm = Bm

Action

"1 Steps:
4l @ Rule Type
@ Predefined Ruies

(# Allow the connection
@ Action

() Allow the connection if it is secure

|| Speciy the action to be taken when a connection matches the condtions specfied in the rie.

What action should be taken when a connection matches the specified condtions?

‘This includes connections that are protected with IPsec as well as those are not.

Tk chtee Feruri e

Group Policy Management Editor

fems to show in this view.

) Block the connection

il o i s thes st . P st e k1118 Cor achiny Sor ity
Rule nade.

IPsec. Connections

<Back |[ Fnsh |[ Cancel

Profile Enabled Action

Override

Program Local Address Remot|

16. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Automatic Certificate
Request Settings. In the right panel, right-click and select New > Automatic Certificate Request.
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File Action View Help

e nE = B

b [ Name Resolution Policy
)| Scripts (Startup/Shutdown)
4 T Security Settings

b & Account Policies

b @ Local Policies

» i EventLog

b [ Restricted Groups

[ System Services

b [ Registry

b (4 File System

b £ Wired Network (IEEE 802.3) Policies

b [ Windows Firewall with Advanced Security

(=] Network List Manager Policies

b E# Wireless Network (IEEE 802.11) Policies

4 [ Public Key Policies
1 Encrypting File System
] Data Protection
1 BitLocker Drive Encryption
7 BitLocker Drive Encryption Network Unlock
(| Automatic Certificate Request Settings
(] Trusted Roct Certification Authorities
[ Enterprise Trust
[ Intermediate Certification Authorities
(7] Trusted Publishers [ |
| Untrusted Certificates
7] Trusted People

b [ Software Restriction Policies

b (] Network Access Protection

b [ Application Control Policies

. Il“P Securitv Policies nln Active Directory (MSTI;D =

<[

4[] Windows Settings ~ || Automatic Certificate Request &

There are no items to show in this view.

New v

Automatic Certificate Request... H
Refresh
View ’
Arrange lcons 3
Line up lcons
Help

Create a new Automatic Certificate Request object and add it to the Security Configuration Editor
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17. The Automatic Certificate Request Setup Wizard modal page appears. Click [Next].

Group Policy Management Editor -3 x

Welcome to the Automatic
Certificate Request Setup - = - - . . g
Wizard lequest

This wizard helps you set up automatic certficate requests
for computers

There are no items to show in this view.

Using ti sests, an C can
specty which types of cetficate can be automatically
requested by a computer.

To continue, click Next,

= B-'m.n:ku DriveE
[ BitLocker Drive Encryption Network Unloc
| Automatic Certificate Request Settings
[ Trusted Root Certification Authorities
[ Enterprise Trust
] Intermediate Certification Authorities
(] Trusted Publishers
[ Untrusted Certificates
[ Trusted People
b 1 Software Restriction Policies
b -] Network Access Protection
b (| Application Control Policies
- iIJ:_SuuriN Pﬂlir.igs_nr\ Active Directory (MSTLO

18. Select the Computer certificate template. Click [Next], and then click [Finish].

Group Policy Management Editor =g x

Certificate Template il
The next time a computer logs on, a certificate based on the template you select is é! . = e - = -
provided equest

Acertficate template is a set of predefined prapertis for certficates issued to There are no items to show in this view.
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b ] Application Control Policies

b, 1P Securty Polices apctive Directory (MSTLO d
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19. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Trusted Root Certification
Authorities. In the right panel, right-click and select Import.

File Action
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Add a certificate to a store

20. The Certificate Import Wizard modal page appears. Click [Next].
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Group Policy Management Editor =-|0] x
File Action View Help
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T Security Settings
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7@ Registry
[ File System
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(] Windows Firewall with Advanced Security
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" BitLocker Drive Encryption
.| BitLocker Drive Encryption Metwork Unlac|
"] Automatic Certificate Request Settings
|| Trusted Root Certification Authorities
] Enterprise Trust
| Intermediate Certification Authorities
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| Untrusted Certificates
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which s issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
Current User

*) Local Machine

To continue, click Next.

b [ Application Control Policies
1, P Security Pn]i:jsnln Active Directory (MSTLO.
] >
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21. Browse fo the Cerfification Authority certificate that you saved fo your local directory in step 4, then click
[Next].

B Group Policy Management Editor -[F] x
File Action View Help
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22. Selectthe Place all certificates in the following store radio button, then select the Trusted Root
Certification Authorities certificate store and click [Next].

Group Policy Management Editor -|a x
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23. Click [OK] to confirm that the certificate was successfully imported, and then click [Finish].
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24. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Network > Network Connections > Windows Firewall
> Domain Profile. In the right panel, right-click Windows Firewall: Define inbound port exceptions and
select Edit.
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- enable the policy setting, note the
| SNMP syntax, click the Show button. In
| SsL Configuration Settings the Show Contents dialog box
b [ TCPIP Settings type & definition string that uses
b Wit Coani i the syntax format, To remove a

- port, click its definition, and then

(] Windows Connection Manager prese the DELETE key. To edit a

b Z] WLAN Service definition, remove the current

b WWAN Service Al | oo b fick el acked o
[ >| |\ Extended { Stondard

<

Edit Administrative Templates policy setting

25. The Windows Firewall: Define inbound port exceptions modal page appears. Under Options, click
[Show].
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26. The Show Contents modal page appears. Enter the following values:

6 Graun Policy M, Editar - a
File Action View ) Windows Firewall: Define inbound port exceptions
= 2 = i = i
U [} Windows Firewall: Define inbound port exceptions
=/ WinRM Policy [TLO1
4 Cnmpp:JtEr Config ) Not Configured Comment: ~ State Comment
Gl D'S":;WM il ceptions Mot configured No
:z & i lam exceptions Not configured No
2 [ Adminisu] O Disabled 1 |nnections Nt configured No
s B Gt Supported on: 2t Windows XD with 5B2 1 Not configured No
4 B Netw Show Contents h haring ex..  Not configured Mo
| Ba Not configured No
7 Brd Options: Defifie ot Exienliona: Not configured No
3 Di Not configured No
= va :
| DN | Define port exceptions: e st configuéed e
2 H 5985:TCP:"enabled:WSMan Not configured No
I Lan | Specify the port to open or block F | 5986:TCP:" enabled WSMan| ration exc... Mot configured No
Ny | * exceptions Mot configured No
b i | Mticast or... Mot configured Mo
4[] Ng | <Port>:<Transport>:<Scope>:<Status>: exceptio.. Mot configured No
ot <Parts is a decimal port number
<Transport> is either “TCP" or "UDP"
A Ne | gcopes is either = (for all networks) d
7 N
. of a comma-separated list that contains
b [ Q any number or combination of these: Cancel
1 SN
o 1P addresses, such as 10.0.0.1 =
A al=0 eNable The  WINdOWE FIrewall: AlTOw Tocal port exception:
» B TG Subnet descriptions, such as 10.2.3.0/24 policy setting.
Wi <
= witl (<[ T S If you disable this policy setting, the port exceptions list defined |
b 1 Wl
LB ‘ oK ‘ | Cancel | ‘ Apply ‘
< m

e 5985:TCP:*:enabled:WSMan
e 5986:TCP:*:enabled:WSMan

27. Click [OK], then click [OK] again.

28. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote Management
(WinRM) > WinRM Client. In the right panel, double-click the Allow Basic authentication setting.

ET Groun Policy Mananement Editar —[8 x
File Action View Help Y Allow Basic authentication -
[ = H| T [E| Allow Basic authentication
- - evious Setting Next Setting
Smart Card ;
" Smart Car -
| Sound Recorder Alow Ball O Not Confiqured  Comment 1 et
~ Sync your settings =
b Tabict FC Edit polic). o
" Task Scheduler , 5
e C Disabled .
“ Windows Calendar Requirem| .
Windows Color System A supported on: [ At least Windows Vista A o
*| Windows Customer Experience Improvement F v| e
Descripti "
b (7 Windows Defender e
b (| Windows Error Reporting man':gE Sphians Help: o
“ Windows Installer Remote
~ Windows Logon Options uses Basi This policy setting allows you ta manage whether the Windows | ~
Windows Mail Remote Management (WinRM) client uses Basic authentication.
If you enal
BN R Selyar WinRM cl If you enable this policy setting, the WinRM client uses Basic
_ Windows Media Digital Rights Management authentic authentication. If WinRM is configured to use HTTP transport,
~ Windows Media Player configure] the user name and password are sent over the network as clear
" Windows Messenger the user n teit.
* Windows Mobility Center overthery
e e If you disable or do not configure this pelicy setting, the WinkM
. If you dis client doss not use Basic authentication.
°| Windows Relizbility Analysis policy set]
4 ] Windows Remote Management (WinRM) not use B
| WinRM Client
| WinRM Service
* Windows Remate Shell o
7 Windows Update i
" Work Folders
“ Workplace Join
- Al Settings
b [ Preferences v
4 4% User Configuration
b [ Policies v [ ok ][ camcel || aeey |
< [T > \g;?tended P
7 setting(s)
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29. Selectthe Enabled radio button, then click [OK].
30. Repeatsteps 28 and 29 for the Allow unencrypted traffic setting.

31. Double-click the Trusted Hosts setting. Select the Enabled radio button, enter an asterisk (*) in the
TrustedHostslList field (under Options), and then click [OK].

= Grauin Paliry Mananement Editar —[a] x
File Action View Help = Trusted Hosts
had = @ v [} Trusted Hosts e
| Smart Card AT
| Sound Recorder Trested | O NotConfigured  Comment: ||
7| Sync your settings
b [ Tablet PC Enabled &
Edit polic] o
| Task Scheduler e v
*| Windows Calendar Requirem| 5 &
rted on: ;
“| Windows Color System At least UPPOMEC ON: | At least Windows Vista o
| Windows Customer Experience Improvement F o o
Descripti o
b [ Windows Defender el
b 1 Windows Error Reporting mn':ge Options: Help: o
| Windows Installer Remote
| Windows Logen Options uses the i [ TrustedHosteList ] [This pelicy setting allows you to manage whether the Windows | ~
Windows Mail TrustedH Remote Management (WinRM) client uses the list specified in
- destinatic] H TrustedHostsList to determine if the destination host is a trusted
| Windows Media Center by
| Windows Media Digital Rights Management If you enaf] | Syntax:
| Windows Media Player WinRM el If you enable this policy setting, the WinRM client uses the list
| Windows Messenger TrustedHd | | Configure the trusted hosts by a comma separated | 2| | specified in TrustedHostsList to determine if the destination host
Windows Mobility Center destinatiol | list ilj_arrt;\.lssted ;nnsy‘ The WinRQA chanthusesthis \:‘st y;hen_ ne\tfhir
2 Windows Powershell :Zui::rrﬁ R Y R OB H nor Kerberos are used to authenticate the identity of the
| Windows Reliability Analysis £ stk . o
- 0 authen] | one wildeard is allowed in 3 host name pattem.
4[] Windows Remote Management (WinRM) host. If you disable or do not configure this policy setting and the
* WinRM Client Use "<local>" [case insensitive] is used to indicate WinRM client needs to use the list of trusted hosts, you must
i If you di configure the list of trusted hosts locally on each computer.
il WinEM Seiice S setl| 3l host names that do not contain a period (). 7 ¥ :
| Windows Remote Shell il P dy{
7 Windows Update B ;:E r;u“;t The list can be empty to indicate that no host is
| Work Folders hosts loca | Tusted:
| Workplace Join Use asterisk (*) to indicate that all hosts are trusted.
- All Settings v
b [ Preferences < " > .
4 4%, User Configuration
b | Policies % ‘ oK | | Cancel ‘ | Apply ‘
< [T > \ Extended]
7 setting(s)

32. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote Management
(WinRM) > WinRM Service. In the right panel, double-click the Allow Basic authentication setting.

= Group Policy Management Editor o
File Action View Help a Allow Basic authentication -
o B = H T
= = - || ] Allow Basic authentication
| Smart Card ~
| Sound Recorder g :
Sync your settings Allow Bas| () Not Configureg ~ COmment: 1 fment
- o
p 7] TabletPC @ Enabled
Edit policf @ Enable:
| Task Scheduler g J
| Windows Calendar Requiremy ' Disabled o
| Windows Color System At least W] Supperted 0Nt [ a4 |eact Windows Vista ~ B°
°| Windows Customer Experience Improvement F i = o
b (7] Windows Defendler Descrptin o
1 . This polic
» 1 Windows Error Reporting manage v]| Options: M o
% Windows Installer Remote o
il Windaws Lagen options e This policy setting allows you to manage whether the Windows | ~ | [
| Windows Mail fromarer Remote Management (WinRM) service accepts Basic o
7 Windows Media Center Fyoul authentication from a remote client.
| Windows Media Digital Rights Management -
- P‘f - & ? thi\‘M”.R If you enable this policy setting, the WinRM service accepts
s e ] Basic authentication from a remate client.
| Windows Messenger
| Windows Mobility Center 1Fyou Ifyou disable or do not configure this policy setting, the
configure . 5
% Windows PowerShell b WinRM service does not accept Basic authentication from a
| Windows Reliability Analysis athantal smpte clienl,
4 7| Windows Remote Management (WinRM)
° WinRM Client
~ WinRM Service
| Windows Remote Shell 2
7 Windows Update i
| Work Folders
% Workplace Join
7 All Settings
p ] Preferences
4 4% User Cenfiguration
b1 Policies v [ o [ cancel || meey |
< [T > \_Extend_ad PRY
10 setting(s)
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33. Selectthe Enabled radio button, then click [OK].
34. Repeatsteps 32 and 33 for the Allow unencrypted traffic setting.

35. Double-click the Allow remote server management through WinRM setting. Select the Enabled radio
button, enter an asterisk (*) in the Pv4 filter and Pvé filter fields (under Options), and then click [OK].

B Group Policy Management Editor =-[@] x
File Action View Help
@ 2 m T y
= = Allow remotz server management through WinfM
(1 Smart Card ~
1 Sound Recarder - ) Comment: —
7 Sync your settings :'l‘luw r:l; © Not Configured & ~
’ 9 lab“fg Phcd ; @® Enabled :
] Task Scheduler Edit poli :
) Windows Calendar ) Disabled ~] o
7] Windows Color System Requirems Supported oni [ At |east Windows Vista ~] B
1 Windows Customer Experience Improvement F | | At least W] =1 Be
= 4
b 1 Windows Defender Besndt
b [ Windows Ertor Reporting Thie policy | Options: Help: o
[ Windows Installer o
I Wadows L ouon Gptens - [~ | [This policy setting allows you to manage whether the Windows |~ | [1°
1 Windows Mail Remote Management (WinRM) service automatically listens on o
1 Windows Media Center ut fiter: [ f:%etwork for requests on the HTTP transpart over the default
7 Windows Media Digital Rights Management port.
= Wi yntax:
I Vindows Media Playee If you enable this policy setting, the WinRM service automatically
] Windows Messenger ype "™ to allow messages from any IP address, or listens on the network for requests on the HTTP transport over | =
[ Windows Mobility Center lcave the =| |the default HTTP port.
[ Windows PowerShell | I r
=] Windows Reliability Anslysis ield empty to listen on no (P address. You can To allow WinRM service to receive requests over the network,
ool Vi Rernoie Maragemerk A R pecify one configure the Windows Firewall policy setting with exceptions for
e : 2 Port 5025 (default port for HTTP). -
| WinRM Client r more ranges of IP addresses,
[ WinRM Senvice Ifyou disable or do not configure this policy setting, the WinRM
| Windows Remote Shell i ; service will not respond to requests from a remote computer,
[ Windows Update = ample [Pv4 filters: regardless of whether or not any WinRM listeners are configured.
I Won Poders ket TS A The service listens on the addresses specified by the IPvd and
1 Workplace Join IP6 filters. The IPvé filter specifies one or more ranges of IPyd
i All Seftings. | | addresses, and the IPv6 filter specifies one or more ranges of
b (] Preferences <1 W > IPvéaddresses. If specified, the service enumerates the available |,
4 4% User Configuration |
e — . o ][ [ oo |
- = = ok Cancel Apply
10 setting(s)

36. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Preferences > Windows Settings > Registry. In the right panel, right-click and select New > Registry
Item.

_F»Ia Action  View HEIP
e nE o0 mc: BT RO +

=/ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 % Computer Configuration
4[] Policies
b [ Software Settings
b [ Windows Settings Brscesain 2
b [ Administrative Templates: Policy definitions (ADMX files) There are no items to show in this view.
4[| Preferences
4 [ Windows Settings
Envirenment

Action Hive Value Name

& Files
(3 Folders =
Ini Files New Registry ftem
b @ Registry All Tasks Collection ltem
& Network Shares Pt Registry Wizard
[l Shorteuts e
I [59) Control Panel Settings Description sl
4 % User Configuration o e e View
" Policies
. Bl Preracices Anange lcons
Line up lcons
Help

<] m 1> |, Preferences

Add @ new registry item
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37. Inthe New Registry Properties modal page, edit the values in one or more of the following fields:

38.
39.
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= Group Policy Management Editor =@ x
File Action View Help

e nE o0 maz B

E[ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy

s .
4 & Computer Configuration y i e
- i~ Registry

4[] Policies

b (7] Software Settings

T R = Hive 2 ValueName  Typ
b Windows Settings - New Registry Properties . e
p ) Administrative Templates: Policy definitions (ADMX files) o | pre are no items to show in this view.
4 7 Preferences General | Common
4 (7] Windows Settings S0
Envirenment @ Action:  [create ~]
£ Files
a5
3 Folders
Ini Files Hive: |HK‘EV_LUCAL_MACHINE V‘
& Registry

Key Path: SOFTWARE \Microsoft\Windows\CurrentVersio
(8 Netnorkstares | IE=]

[ Shortcuts Value name
I (3 Contral Panel Settings
4 ¢ User Configuration
B Policies
b Preferences

[]Default [ LocalaccountTokenFiterPolicy |

value type: [res_pworn ~

Value data: [ |

Base

O Hexadecimal
®) Decimal

[ o [ ool J[ ooy |[ e |

<] [ > | Preferences f Extended } Standard ||

Regiry |

o Action. Select Create.

o Hive. Select HKEY LOCAL MACHINE.

o Key Path. Enter "SOFTWARE\Microsoff\Windows\CurrentVersion\policies\system".
o Value name. Enter "LocalAccountTokenFilterPolicy".

» Valuetype. Enter "REG_DWORD".

« Value data. Enter"1".

« Base. Select Decimal.

Click the [OK] button.

Repeat steps 36-38 to make an additional registry change to increase the maximum number of users who
can access Windows Remote Management. In the New Registry Properties modal page, edit the following
values:

o Action. Select Create.

o Hive. Select HKEY LOCAL MACHINE.

o Key Path. Enter "SOFTWARE\Policies\Microsof\Windows\WinRM\Service\".
o Value name. Enter "WinRSIMaxConcurrentUsers".

« Valuetype. Enter "REG_DWORD".

« Value data. Enfer"0x64 (100)".

« Base. Select Decimal.
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40. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration

> Preferences > Control Panel Settings > Services. In the right panel, right-click and select New >
Service.

File Action View Help
e #E O =0l

(=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
[ Policies
b [ Software Settings Rehar Startup
b ] Windows Settings A
b [ Administrative Templates: Policy definitions (ADMX files)
4[| Preferences
b ] Windows Settings
4 (=] Control Panel Settings
& Data Sources
2 Devices
(' Folder Options
G Local Users and Groups
Network Options
18, Power Options

Account Interactive  Recovery

There are no items to show in this view.

5 Printers Description New Service
Scheduled Tasks No policies selected All Tasks
8y Services =
4 g User Configuration
b [ Policies

b [ Preferences

 Arrange lcons

Line up Icons

Help

[ <] [ > |\ Preferences f Extended } Standard

Add a senice item for managing system services |

41. Inthe New Service Properties modal page, edit the values in one or more of the following fields:

File Action View Help

Group Policy Management Editor

I EEIEEEN

=/ WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 i Computer Configuration
4 [ Policies
b [ Software Settings
p [ Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4[] Preferences
b ] Windows Settings
 [3) Control Panel Settings
Z Data Sources
B Devices
9§ Folder Options
& Local Users and Groups
Network Options
18 Power Options
b Printers
Scheduled Tasks
Ay Services
4§ User Configuration
b Policies
b | Preferences

<] [ I+]

Services

General | Recovery | Common

%} Startupi [N change

Servicename: [ WinRM

Start service T
Wait tmeaut if service is lacked: seconds

Log on as:
(®) No change
) Local System account

[ ] Allow service to interact with desktop

Service action:

O This account: [

Passward: |

Confirm password: |

Startup Account Interactive  Recovery

re are no items to show in this view,

Preferences { Extended ) Standard / |

Services

« Startup. Select No change.
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o Service name. Enter "WinRM".

o Service action. Select Start service.

« Wait timeout if service is locked. Select 30 seconds.

o Logon as. Select No change.

42. Click the [Recovery] tab, then edit the values in one or more of the following fields:

File Action View Help

I EEEEE L =

= WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
4 [ Policies
b [ Software Settings
b [ Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
b [ Windows Settings
4 (3] Control Panel Settings
Z Data Sources
B Devices
9§ Folder Options
# Local Users and Groups
Network Options
18 Power Options
&8 Printers
(& Scheduled Tasks
A Services
4 % User Configuration
b = Policies
b ] Preferences

<] [ [>

Group Policy Management Editor

“+ Services

Recovery | commen

Select the computer's respanse if this service fals.

First failure: [Restart the Service

Second faiure: [Restart the Service

fallres: [Restart the Service

Restart fal count after:

0 I»Q-i days
minutes

Restart service after:

Run Program
Frogram:

Command bne parameters: [

] Append fail count to end of command line {ffail=2%1%)

|  Restart Computer Options...

[oe J[ coed [ mmy

Startup Account Interactive

' pre are no items to show in this view,

Recovery

Preferences , Extended } Standard / |

Services

o First failure. Select Restart the Service.

o Second failure. Select Restart the Service.

« Subsequent failures. Select Restart the Service.

« Restart fail count after. Select O days.

« Restart service after. Select T minute.

43. Click the [OK] button.
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44. Toenforce your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > PowerShell Remote Management Policy. In the
PowerShell Remote Management Policy panel on the right, right-click the local domain name under The
following sites, domains, and OUs are linked to this GPO and select Enforced.

=
|5 File Action View Window Help

e n[E o @

Group Policy Management

2 Group Policy Management
4 g4 Forest: MSTLOT2R2.Iocal
4[5 Domains
4 3 MSTLO12R2ocal
1/ Default Domain Policy
= PowerShell Remote Management Policy
= WinRM Policy
b 2 Domain Controllers
b [t Group Policy Objects
b [y WMI Filters
b [ Starter GPOs
b [ Sites
+% Group Policy Modeling
= Group Policy Results

PowerShell Remote Management Policy

Scope | Details | Settings | Delegation

Links

Display lirks in this location: ‘ MSTLO12R2Jocal

The following sites, domains, and OUs are linked to this GPO:

Location
= MSTLO12R2 Ineal
Enforced

Link Enabled

Delete Link(s)

Enforced Link Enabled

Path
MSTLO12R2 jocal

Security Filtering
The settings in this GFO can only apply to the following groups, users, and computers

Name
52, Autherticated Users

Add T Remove Propeties
WMI Filtering
This GPO s inked to the fallowing WMl fiker:
[nome> v Oper

45. To enable your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > Group Policy Objects > WinRM Policy. Right-click
WinRM Policy, then select GPO Status > Enabled.

=3
S
| File Action View Window Help

Group Policy Management

a1 PowerShell Remote Management Policy

e aE Lo/ Xd BE
4 Group Palicy Management WinRM Policy
4.4 Potet ML sl Scope | Detals | Setings | Delegaton | Status |
4 4 Domains ;
4 9 MSTLOT2R2ocal Links
] Default Domain Policy Display liks in this location [MSTL02M7I0cal =

The following sites, domains, and OUs are linked to this GPO:

fall settings enabled

WinfM Policy i
- el Location Edorced Lk Ensbled  Paih
B £ MSTLO12R2local No Yes MSTLOT2R2 ocal
2/ Default Domain Controllers Policy
&/ Default Domain Palicy
PowerShell Remote Management Polic
=/ WinRM Polic
WinRMd | Edit. |
b [ WMI Filters GPO Status » [ V] Enabled | )
2 (@ Starter GO Bock Up.. User Configuration Settings Disabled
i@ Sites
& ]f e | e Computer Configuration Settings Disabled computers
[, Group Policy Resul Import Settinge... All Settings Disabled
Save Report..
View f
New Window from Here
Copy
Delete
Refresh
Htering
Help
O is linked to the following WM fitter:
[none> v Open
< |!| >
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Step 4: Configuring a Windows Management Proxy

[fSL1 cannot execute PowerShell requests directly on a Windows server, you can optionally configure an additional
Windows server to act as a proxy for those PowerShell requests. To use a proxy, you must configure at least two
Windows servers:

o Atargetserverthat SL1 cannot communicate with directly.

o A proxy server that SLT will communicate with to execute PowerShell requests on the target server.

To configure the target and proxy servers, perform the following steps:

1.

o AW

8.
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Configure a user account that SLT will use to connect to the proxy server and the proxy server will use to
connect to the target server. The user account can either be a local account or an Active Directory account;
however, the user account must have the same credentials on the target and proxy servers and be in the
Local Administrator's group on both servers.

If you have created a local user account on the Windows Server instead of an Active Directory account, you
must configure encrypted communication between SL1 and the Windows server. To do this, you must
configure a Server Authentication certificate.

Configure Windows Remote Management on the target server and the proxy server.

Log in to the proxy server as an administrator.

Open the PowerShell command window.

Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

Execute one of the following commands on the proxy server to allow the proxy server to trust one or more
target servers:

« To allow the proxy server to trust all servers (not recommended), execute the following command:

Set-Item WSMan:\Localhost\Client\TrustedHosts -value *

« To allow the proxy server to trust only specific target servers, execute the following command, inserting
a list that includes the IP address for each target server. Separate the list of IP addresses with commas.

Set-Item WSMan:\Localhost\Client\TrustedHosts -value <comma-delimited-list-
of-target-server-IPs>

Execute the following command on the proxy server to configure the LocalAccountTokenFilterPolicy:

New-ItemProperty
“HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System” -Name
“LocalAccountTokenFilterPolicy” -Value 1 -PropertyType “DWORD"
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NOTE: If the proxy server is in a different Windows domain (domain A) than the target servers (domain B), and
the proxy server uses a user account from Active Directory, and Active Directory is in the same
Windows domain as the target servers (domain B), you must perform the following to allow the proxy
server to send PowerShell commands to the target servers:

o On the domain controller for each domain (domain A and domain B), create new forward-lookup
zones and reverse-lookup zones that allow name resolution to work between the two domains.

o On the domain controller for each domain (domain A and domain B), create a non-transitive realm
trust between the two domains.

« Login to the proxy server and add the Active Directory account (from domain A) to the Local
Administrator's group for the proxy server. You should be able to select the account on the proxy server
after you create the non-transitive realm trust between the two domains.

Step 5: Increasing the Number of PowerShell Dynamic
Applications That Can Run Simultaneously

You can optionally execute a series of commands that will allow SL1 to increase the default maximum number of
PowerShell Dynamic Applications that can run simultaneously.

To do so:

1. Determine the number of Dynamic Applications that will be used to monitor the Windows server. Multiply this
number by three.

2. Open a PowerShell command prompt. Log in as an Administrator.

3. Atthe prompt, execute the following commands:

Set-Item WSMan:\Localhost\Shell\MaxShellsPerUser -value <number you
calculated in step 1>

Set-Item WSMan:\Localhost\Service\MaxConcurrentOperationsPerUser -value
<number you calculated in step 1>

Restart-Service WinRM

4. Repeatthese steps on each Windows server that will be monitored by SL1.

Creating a PowerShell Credential

If you configure your Windows system to respond to PowerShell requests from SL1, you can use PowerShell
Dynamic Applications to collect information from your Windows system.
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All of the PowerShell Dynamic Applications include a discovery object. If you include a credential for PowerShell
Dynamic Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate PowerShell Dynamic Applications to the Windows system. For more information about creating a
discovery session, see the Discovery & Credentials manual.

To define a PowerShell credential in SL1:
1. Collectthe information you need to create the credential:

o The username and password for a user on the Windows device.

o Ifthe useris an Active Directory account, the hostname or IP address of the Active Directory server and
the domain.

o Whether an encrypted connection should be used.

« Ifyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Gotothe Credential Management page (System > Manage > Credentials).

3. Inthe Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

Credential Management | Credentials Found [62] Actons | Reset Guide

Create SNMP Credential

ot e - Ogmgsin U U s Twe Coemau os pon Tesstin 10
C————————— ) | | —] C ) )| S | — ]
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3. fAzure Credential - SSHiKey. Fylal orgs] ~ = - SSHiKey <SUBSCRIPTION_ID_H %D 2 1su0m 59
4. 4 Cisco SNMPY2 - Example iy lal orgs] -~ - s = = 161 1500 3
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14, BB DB -yt iyl oros) ~ - SOAPIMLHost root “0 Q0 a0 @ 201504 1n2e 0
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20 BIPSLA Exampe iyl oros) - - - s = E 150 5 2015054 112514 0
21 | PLifeSize: Endpoint NP Fylal orgs] - = - s control - 161 000 18 2015-05-14 11:25:58 !
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24. B NetApp T-mode. iy lal orgs] -~ Basic/Snppet oot %D 443 3000 24 20150514 11:26:20 (3]
25 BMNetapp wiSSL Optien i oros] ==~ SOAPRMLHest root %0 a5 W0 20150514 112620 m
26 Netapp wiSSL Option OF iyl oros] ~  — - SOAPIMLHost rot “0 a3 0000 25 20150514 112620 n (8]
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4. The Credential Editor page appears, where you can define the following fields:

Credential Editor X
Create New PowerShell Credential

Reset

Basic Settings

Profile Hame Account Type
[ | [ Active Directory ] v |
Hostname/IP Timeout{ms)
[ | [1oo00
Username Password
[ '
Encrypted Port PowerShell Proxy Hestname/|P
[Lves) v | [5986 I

Active Directory Settings
Active Directory Hestname/IP

Domain

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

« Hostname/IP. Hostname or IP address of the device from which you want to refrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the

device that is currently using the credential.

o You can include the variable %N in this field. SL1 will replace the variable with the hosthame of the
device that is currently using the credential. If SLT cannot determine the hostname, SL1 will replace
the variable with the primary, management IP address for the current device.

o You can include the prefix HOST or WSMAN before the variable %D in this field if the device you

want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SL1 will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with

the IP address of the device that is currently using the credential.

o Username. Username for an account on the Windows device to be monitored or on the proxy server.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
For example, use "em7admin" instead of "MSDOMAIN\em7admin".

e Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.

Choices are:

o yes. When communicating with the Windows server, SL1 will use a local user account with

authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate or

a self-signed certificate.

o no. When communicating with the Windows server, SL1 will not encrypt the connection.

o Port. The port number used by the WinRM service on the Windows device. This field is automatically

populated with the default port based on the value you selected in the Encrypted field.
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« Account Type. Type of authentication for the username and password in this credential. Choices are:

o Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

o local. Local security on the Windows device will authenticate the username and password in this
credential.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
o Password. Password for the account on the Windows device to be monitored or on the proxy server.

« PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want to
communicate with, enter the fully-qualified domain name or the IP address of the proxy server in this

field.

« Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, specify the
hostname or IP address of the Active Directory server that will authenticate the credential.

e Domain. f you selected Active Directory in the Account Type field, specify the domain where the
monitored Windows device resides.

5. Tosave the credential, click the [Save] button. To clear the values you set, click the [Reset] button.

Error Messages for PowerShell Collection

The following table lists error messages that SL1 can generate during PowerShell collection.

Error Message Possible Issue(s)

Preauthentication failed while getting initial Incorrect Password (Active Directory Accounts only)
credentials
Client not found in Kerberos database Username does not exist in Active Directory (Active

Directory Accounts only)

KRB5 error code 68 while getting initial credentials Incorrect domain name (Active Directory Accounts
only)

Bad HTTP response returned from server. Code 401, | Incorrect username/password or target server does

basic auth failed not allow user account fo perform WinRM operations.
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Error Message

ParseError

Possible Issue(s)

Incorrect port specified in credential

[Errno 111] Connection refused

Mismatch between server configuration and
credential, e.g. encryption option selected but not
enabled on server.

Hostname cannot be canonicalized

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Cannot resolve network address for KDC in requested
realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Configuration file does not specify default realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

No credentials cache found

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Server not found in Kerbers database

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance
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Chapter

Credentials for WMI and PowerShell Devices

Overview

This chapter describes how to configure a credentials for WMI and PowerShell Dynamic Applications.

Configuring a WMI Credential

NOTE: Although the SL1 supports WMI Dynamic Applications, SciencelLogic reommends that you use
PowerShell Dynamic Applications where possible. PowerShell is the preferred management platform
for Microsoft products.

If you configure your Windows system to respond to WMI requests from SL1, you can use WMI Dynamic
Applications to collect information from your Windows system.

All of the WMI Dynamic Applications include a discovery object. If you include a credential for WMI Dynamic
Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate WMI Dynamic Applications to the Windows system. For more information about creating a discovery
session, see the Discovery & Credentials manual.

You can create a credential for WMI Dynamic Applications from the Credential Management page. To create a
credential for a WMI Dynamic Application:

1. Gotothe Credential Management page (System > Manage > Credentials).
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2. Selectthe [Create] button in the upper right of the page. Select Basic/Snippet Credential.
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3. The Credential Editor page appears, where you can define the following fields:

Credential Editor

Create New Basic/Snippet Credential Reset

Basic Settings

Credential Name

( )

Hostname/IP Port Timeout(ms)

[ J J )

Username Password

Save

o Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

o Hostname/IP. Hosthame or IP address of the device from which you want fo retrieve data. To use the
same WMI default credential for multiple devices, enter %D in this field.

o Port. Port number associated with the data you want to retrieve. For WMI Dynamic Applications that
perform WBEM requests, supply the port used by the WBEM service on the device. For WMI Dynamic
Applications that perform WMI requests, which includes all default WMI Dynamic Applications in SLT,
enter any valid port number in this field; the platform does not specify a port number when performing
WMI requests.

« Timeout (ms). Time, in milliseconds, after which the platform will stop trying fo communicate with the
authenticating server.

o Username. Username fOI’ a user accounton the device.
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NOTE: To specify a domain user, enter the username in the format DOMAIN\username. In most cases, you
should use a domain user in the credential and use the format DOMAIN\username.

o Password. Password for a user account on the device.

4. Tosave the credential, select the [Save] button. To clear the values you set, select the [Reset] button.

Configuring a PowerShell Credential

To define a PowerShell credential in SL1:
1. Collectthe information you need to create the credential:

o The username and password for a user on the Windows device.

o Ifthe useris an Active Directory account, the hostname or IP address of the Active Directory server and
the domain.

o Whether an encrypted connection should be used.

o Ifyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Gotothe Credential Management page (System > Manage > Credentials).

3. Inthe Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.
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4. The Credential Editor page appears, where you can define the following fields:

Credential Editor X

Create New PowerShell Credential Reset
Basic Settings
Profile Hame Account Type
| | | [ Active Directory ] v |
Hostname/IP Timeout{ms)
[ | [10000 |
Username Password
| ' J
Encrypted Port PowerShell Proxy Hestname/|P
[Lves] v | (5986 I [ |
Active Directory Settings
Active Directory Hestname/IP Demain
| '

« Profile Name. Name of the credential. Can be any combination of alphanumeric characters.

« Hostname/IP. Hostname or IP address of the device from which you want to refrieve data.

o You can include the variable %D in this field. SL1 will replace the variable with the IP address of the
device that is currently using the credential.

o You can include the variable %N in this field. SL1 will replace the variable with the hosthame of the
device that is currently using the credential. If SLT cannot determine the hostname, SL1 will replace
the variable with the primary, management IP address for the current device.

o You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SL1 will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Username for an account on the Windows device to be monitored or on the proxy server.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
For example, use "em7admin" instead of "MSDOMAIN\em7admin".

e Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

o yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate or
a self-signed certificate.

o no. When communicating with the Windows server, SL1 will not encrypt the connection.

o Port. The port number used by the WinRM service on the Windows device. This field is automatically
populated with the default port based on the value you selected in the Encrypted field.
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o Account Type. Type of authentication for the username and password in this credential. Choices are:

o Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

o local. Local security on the Windows device will authenticate the username and password in this
credential.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.
o Password. Password for the account on the Windows device to be monitored or on the proxy server.

« PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want to
communicate with, enter the fully-qualified domain name or the IP address of the proxy server in this

field.

« Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, specify the
hostname or IP address of the Active Directory server that will authenticate the credential.

e Domain. f you selected Active Directory in the Account Type field, specify the domain where the
monitored Windows device resides.

5. Tosave the credential, click the [Save] button. To clear the values you set, click the [Reset] button.
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Example

Creating a WMI Performance Dynamic
Application

Overview

In this example we will create a WMI Dynamic Application. Our Dynamic Application will collect the following
information from a network interface running on a Windows computer: Total bytes, current bandwidth, name,
packets per second, outbound errors, and received errors.

NOTE: This example Dynamic Application is included in the Microsoft Base Pack PowerPack, version 1.5
and later.

Defining the WMI Request

To create the Dynamic Application and define the general properties for this Dynamic Application, perform the
following steps:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe [Actions] button, and then select Create New Dynamic Application. The Dynamic Applications
Create New Application page appears.
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3. Supply values in the following fields:

Thresholds

Dynamic Applications [307] | Properties Editor

Application Name Operational Sat Abandon Collection

[Windows Inteface @ perational State [Defadt] [7)

[Enabled] ~|@ l =]

Application Type Context

[WMI Performance] -|@ [ [7]
N . Poll Frequency coch

rsion Number ooy 5 Mindtes aching
e id =le == 1 =18 [ caaing] =le

« Application Name. Enter Windows Interface in this field.
» Application Type. Select WMI Performance.
« Poll Frequency. Select Every 5 Minutes.

4. Forthis example, you can leave the remaining fields at their default value. Select the [Save] button to save
the Dynamic Application.

Adding the WMI Request

In SL1, each WMI Dynamic Application must include at least one WMI or WBEM request.

WMI objects are populated when the Dynamic Application executes a WMI request. WMI requests use WQL (WMI
Query Language) to query WM classes (tables) to retrieve data. A single WMI request can populate multiple WMI
objects by querying for multiple class properties (table columns).

WMI objects are aligned with properties (column). The definition of each object specifies the WMI request that will
populate the object and the property name to align with the object. The retrieved values of the property will
populate the object.

For more details on WMI requests, see the chapter WMI Requests in this manual.
To create the WMI request for this Dynamic Application:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe wrench icon ( P) forthe Windows Interface Dynamic Application. The Dynamic Applications
Properties Editor page appears.

3. Selectthe [WMI Requests] tab. The WMI Request Editor & Registry page appears.
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4. Supply values in the following fields:

Thresholds

Wl Request Name: WMI Object Key

[Win32_PerfF Data_Tcpip_t | [Name: ]
WMI Request Type Active State
[TwmTy ] [[Enabled]
"WNI Request Namespace
‘ ‘ WNIRequest Query
Select Name By C PacketsO From Win32_| 1_Tepip |

o WMI Request Name. We named our WMI Request "Win32 PerfFormattedDataTcpip
NetworkInterface"

o WMI Request Type. Select WM.

o WMI Object Key. The unique key for each instance (row) returned by the request. This unique key
must be a property (column) name, and the request must include that property (column) and return
values from that property name (column).The selected property (column) must return the same values
over all polling periods. The "Name" property (column) meets these criteria. Enter "Name" in this field.

o Active State. Select Enabled.

o WMI Request Query. This Dynamic Application is getting values from the Win32
PerfFormattedData_Tcpip Networklnterface class (table), and will collect the following values:
Interface name, total bytes, current bandwidth, name, outbound errors, and received errors. We
entered the following in the WMI Request Query:

Select
Name, BytesTotalPerSec, PacketsPerSec, CurrentBandwidth, PacketsOutboundErrors, PacketsReceive
dErrors From Win32_PerfFormattedData_Tcpip_Networklnterface

5. Selectthe [Save As] button to save the WMI Request.

Adding the Collection Objects

Our example Dynamic Application has six collection objects:

« Total Bytes per second
o Current Bandwidth

o Interface Name

o Packets per second

o Outbound errors

o Received errors
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To create these collection objects, perform the following steps:

® N oo o

101

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Selectthe wrench icon ( ﬁ) for the Windows Interface Dynamic Application. The Dynamic Applications
Properties Editor page appears.

Select the [Collections] tab. The Dynamic Applications | Collections Obijects page appears.

To create the collection object for Total Bytes, supply values in the following fields:

Close Properties Collections

Presentations | WMI Reguests

Inresnolds

Subscribers

Dynamic Applications [307] | Collection Objects | Object Saved [ 2543 ] [ouige | Reset |
Object Name [etwork Interface'\Bytes Total/sec |
Tytes are sent and received
Sytestotaivarses framing characters
X 2 (for duplew) X 75%
WMl Request Arguments
Class Type [[4 Peffomance Gauge] =] Formuia
WM Request [[Win32_PedFomatiedData_Tcpip_|
Group Number [[Group 1] [=] index [7]
| save | saven: | 7] pisabie Objeet Mamtenance

« Object Name. We named our collection object "Network Interface\Bytes Total/sec"

o WMI Request Argument. In this field, you must specify the name of the property (table column) to
associate with this object. Enfer "BytesTotalPersec" in this field.

o Class Type. Total bytes per second is a number that can go up or down between polls. Select 4
Performance Gauge in this field.

o WMI Request. Name of the WMI request associated with this object. Select Win32
PerfFormattedData Tcpip NetworkInterface.

e Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting fo associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same group.

« Description. A description of the object. This is an optional field. We provided a summary of the

object in this field.

For this example, you can leave the remaining fields set to their default values.

Select the [Save] button.

Select the [Reset] button to clear the form fields.

To create the following Collection Objects for Current Bandwidth, Packets Per Second, Outbound Errors,
and Received Errors collection objects, repeat step 4, using the following values in the WMI Request
Argument field. These values match the properties defined in the WMI Request for this Dynamic Application.
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Collection Object WMI Request Argument

Network Interface/Current Bandwidth Current Bandwidth
Network Interface/Packets/sec PacketsPerSec
Network Interface/Outbound Errors PacketsOutbandErrors
Network Interface/Received Errors PacketsReceivedErrors

9. Tocreate the Interface Name collection object, which will be the label for the performance report, supply the
following values in the Dynamic Applications | Collections Objects page:

Thresholds

Dynamic Applcations [307]| Collection Objects

Object Name [Network Inferface"Name Description
Fame of the imterface in guestion

Fama

VNI Request Arguments.

Class Type [[104 Label (iways Poled)] =] Formula
Wil Request [Win32 | _Tepip| [+]
Group Numer [[Group 1) [=] ngex [
|_save | Saven- | Disable Object Haintenance

o Object Name. We named this collection object "Network Interface\Name".

« WMI Request Argument. |n this field, you must specify the name of the property (table column) to
associate with this object. Enter "Name" in this field.

o Class Type. Select Label (Always Polled) in this field. In performance Dynamic Applications, collection
obijects that use this class type are string values that SL1 uses to label the lines on a performance
graph.

o WMI Request. Name of the WMI request associated with this object. Select Win32
PerfFormattedData_Tcpip NetworkInterface.

e Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same group.

o Description. A description of the object. This is an optional field. We provided a summary of the
object in this field.

10. Forthis example, you can leave the remaining fields set to their default values.

11. Selectthe [Save] button.
Creating the Presentation Obijects

When you create a collection object in a Dynamic Application of type Performance, SL1 automatically creates a
presentation object that corresponds to that collection object. In this example, we will remove these presentation
objects and create new presentation objects for each collection object defined above.
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To create the presentation objects:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).
Selectthe wrench icon ( P) forthe Windows Interface Dynamic Application.

Select the [Presentations] tab. The Dynamic Applications Presentation Obijects page appears.

A

In the Dynamic Applications Presentation Objects page, each collection object created in the Adding
the Collection Objects section has been created by default. Select each presentation object's bomb icon (&
) to delete them.

5. Selectthe [Reset] button. To create the presentation object that displays Total Bytes Per Second, enter values
in the following fields:

Thresholds

Dynamic Applications [307] | i Saved [ 868 ]| Objects
Formula Editor
Report Name [Bytes Total per Second | o
Active State [ [Enabled] =1
Data Unit [Bytes/Second |
Abbreviation / Suffoc [B |
[ N M [ 7575 Wietvork It=face Byies Toialses T IO
2551: Network Interface\Packets/sec
Show as Percent [[16] =] || AN MM |55 1o itaraoe Garont Bandhicth - | I
| 2 | 3] |~ 1 - 1
Vi e [P o ] —
Guide Text
Bytes Total/sec is the zate at which bybes are sent and received over sach network adapter, including Eraming
characters Should not excesd Network Card Speed X 2 (for duplex) X 75%. Monitor trend over cime.

o Report Name. Enter "Bytes Total per Second" in this field.
« Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Bytes/Second" info this field.
o Abbreviation / Suffix. Enter "Bps" info this field.
o Show as Percent. Select No. The graph will not display percent values.
o 'Formula Editor. In this field, enter the object ID for the Total Bytes Per Second collection object,
surrounded by parentheses.
6. Forthis example, you can leave the remaining fields set to their default values.

7. Selectthe [Save] button to save the presentation object.
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8. Selectthe [Reset] button. For the Current Bandwidth presentation object, enter the following values in the
Dynamic Applications Presentation Obijects page:

[ Subscribers

Presentations | WMIRequests | Thresholds

Properties
Dynamic Applications [307] | Presentation Objects

Formula Editor
fo_2852)

Report Name [Cument Bandwidth |

Active State [ [Enabled] =]

Data Unit [Byte per second

Abbreviation / Suffix [Bps

2 W [ 2549 Network Interfacs \Bytes Total/sec Bl o [ ce |
[ 2 [ 5 ] [ C T ]

I (2551 Network Inteiface\Packets/seo

Show as Percent [[Na] [=] 2552: Network Interface \Curent Bandwidth Z
L 2 | 3] |~ 1 - 1
it L [P ] [ Ao —
‘Guide Text
oF whe = curzent in bits per sscond (bps). For interfaces that do mot vary in
[banduidcn or for those uhers no sccurste estimstion can be made, this value is the nominal bandwidth.  This
cbject has been changed to cctets inscead of bita |_Save |

o Report Name. Enter "CurrentBandwidth" in this field.

« Active State. Select Enabled. SL1 will generate a report of the presentation object.

o Data Unit. Enter "Bytes per second" into this field.

« Abbreviation / Suffix. Enter "Bps" info this field.

« Show as Percent. Select No. The graph will not display percent values.

« Vitals Link. Select Disabled.

o Formula Editor. In this field, enter the object ID for the Current Bandwidth collection object,
surrounded by parentheses.

9. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

10. Selectthe [Reset] button. For the Interface Utilization presentation object, enter the following values in the
Dynamic Applications Presentation Objects page:

Subscribers

Presentations | WMIRequests | Tnresholds

Properties
Dynamic Applications [307] | Presentation Objects

Collections

Formula Editor
Report Name [Interface Utiization | T (02552 > 0) 2 ( (8 * 0 2549) / 0 2882] - O)

Active State [ [Enabled] [=]

Data Unit [Percent

Abbrevigtion / Suffix [

I W [ 2549 Network Interfacs \Bytes Total/sec Bl o [ ce |
2551: Network Interface\Packeis/sec
RN O 2. 1o eace Curert Barcvitt - | I

= | 1 2 | 5] | [ - ]
= [0 ]

Show as Percent [[Yes]

witals Link [[Disabled |

Guide Text
[The numbez of Byt
0. If the in
lucilizacion is

= divided by the interface zats
ate is positive, then the Bytes/s
ted by dividing the speed of the

plying by 8, then the

2 iy ore e

e Report Name. Enter "Interface Utilization" in this field.
« Active State. Select Enabled. SL1 will generate a report of the presentation object.

o Data Unit. Enter "Percent" into this field.
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« Abbreviation / Suffix. Enter"%" into this field.
o Show as Percent. Select Yes. The graph will display percent values.

o Formula Editor. In this field, enter the following formula:

((<object ID for Current Bandwidth> > 0) 2 ((8 * <object ID for Bytes Total/sec>) / <object ID for
Current Bandwidth>) : 0)

For example, if the object ID for Current Bandwidth is o 7034 and the object ID for Bytes Total/sec is
o 7031, enter:

((0_7034>0)2 ((8*0_7031) /0 7034): 0)

This formula includes a collection object as a divisor. To prevent an error from occurring when the
divisor returns zero, the formula includes a ternary operator that tests to see if the divisor is zero. If the
divisor is zero, the formula returns zero. If the divisor is greater than zero, the formula converts the
"Bytes Total/sec collection object in to Bits Total/sec, then divides the total bits/second by the speed of
the interface.

11. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

12. Select the [Reset] button. For the Packets Per Second presentation object, enter the following values in the
Dynamic Applications Manager page:

Collections

Dynamic Applcations [307] i Saved [ 869 ] Objects
Formula Editor
Report Name [Packets per Second ] Tozeeny
Active state [[Enabled]
Data Unit [Packets/Second |
Abbreviation / Suffix [P/ |
N (75 o et T+ | IO
2551: Network Interface\Packets/sec
Show as Percent [[No] =] IR I 55 15 nteface\Durert Bandwidh - | I
witals Link [[Disabled | [=] o] L EEEE
Guide Text
Packets/sec is the rate at vhich packets are sent and received on the metvork interface.  WORitor Gver Time.
May indicate a bettlensck handling packets.

o Report Name. Enter "Packets per Second" in this field.

« Active State. Select Enabled. SL1 will generate a report of the presentation object.

o Data Unit. Enter "Packets/Second" into this field.

o Abbreviation / Suffix. Enter "P/s" into this field.

o Show as Percent. Select No. The graph will not display percent values.

o Formula Editor. In this field, enter the object ID for the Packets Per Second collection object,

surrounded by parentheses.

13. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.
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14. Selectthe [Reset] button. For the Outbound Errors presentation object, enter the following values in the
Dynamic Applications Manager page:

Thresholds Subscribers

Collections | Presentations | WMI Requests

Properties

Dynamic Applications [307] | Presentation Objects
Formuia Editor
Report Name [Packets Outbound Emors | o 2553)
Active State [ [Enabled]
Data Unit [Ermors. |
Abbreviation / Suffox [Emors |
[ I Wl [ 2549 Network Interface \Bytes Total/sec: Bl o [ cE |
2551: Network Interface\Packets/sec
Show as Percent [[No] =] IR NI 5255 /2o ieface\Curent Bandidth - | I
| [ 2 | 3] [ -]
| Add ]
Vitals Link [[Disabled | =] Lo IS
Guide Text
[Naxber of cutbound packsts That could mot be Transmitted becauss of errors.
|_Save |

o Report Name. Enter "PacketsOutboundErrors" in this field.
« Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Errors" into this field.
o Abbreviation / Suffix. Enter "Errors" info this field.
« Show as Percent. Select No. The graph will not display percent values.
e Formula Editor. In this field, enter the object ID for the Outbound Errors collection object, surrounded
by parentheses.
15. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

16. Select the [Reset] button. For the Inbound Errors presentation obiject, enter the following values in the
Dynamic Applications Manager page:

Dynamic Saved [ €73 ]| Objects
‘ Formula Editor
Report Name | ] To_2554)
Active State [[Enabled] [=]
Data Unt [Erors ]
Abbreviation / Suffoc [Emors |
A N M (7575 Nebwork terface \Bytes Toial/see Al 0 | ce |
2551: Network Interface\Packets/sec
Show as Percent [[No] =] IR NI 5255 /2o ieface\Curent Bandidth - | I
| [ 2 [ 3] [ -]
| Add ]
Vitals Link [[Disabled | [=] o] IS
Guide Text
[Faxbez of inbound packets that contained erzors preventing delivery o a Righer layer protocal.
|_save |

e Report Name. Enter "PacketsinboundErrors" in this field.
« Active State. Select Enabled. SL1 will generate a report of the presentation object.
« Data Unit. Enter "Errors" into this field.

« Abbreviation / Suffix. Enter "Errors" into this field.
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o Show as Percent. Select No. The graph will not display percent values.
e Formula Editor. In this field, enter the object ID for the Inbound Errors collection object, surrounded

by parentheses.

17. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Creating a Credential

To use the Windows Interface Dynamic Application, we must include a Basic/Snippet credential. To create the
Basic/Snippet credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Selectthe [Create] button, and then select Basic/Snippet Credential. The Create New Basic/Snippet
Credential page appears.

3. Define values in the following fields:

Credential Editor Close | Esc

Create New Basic/Snippet Credential

Basic Settings
Credential Name
|Windows Inteface WHMI |

t Port Timgout{ms)
|'{7D ‘ ‘ 1521 | 5000 |

Username Password
[Administrataor | [#oensens |

Save

o Credential Name. Enter "Windows Interface WMI" in this field.

o [Hostname/IP]. Enter "%D" in this field. SL1 will replace the variable with the IP address of the device
that is currently using the credential.

e Port. Enter"1521" in this field. This is the default port for WMI.

o Timeout. Enter "5000" in this field. SL1 will stop trying fo communicate with the authenticating server
after 5000 seconds.

o Username. Enter the username for a user account in this field that will provide access to the
monitored Windows device.

o Password. Enter a password for a user account that will provide access to the monitored Windows
device

4. Selectthe [Save] button to save the credential.
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Manually Aligning the Dynamic Application to a Device

In this example we will align the Dynamic Application to a Windows device running WMI. By manually aligning the
Dynamic Application fo a device, we can immediately view the inferface data in the presentation objects we

defined.

To manually align the Dynamic Application to a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device you want o align the Dynamic Application to. In this example,
we are aligning the Dynamic Application to a Windows device running WMI. Select the device's wrench icon

().
3. The Device Properties page appears. Select the [Collections] tab.

4. Inthe Dynamic Application Collections page, select the [Action] button and select Add Dynamic
Application. The Dynamic Application Alignment page appears.

Dynamic Application Close | Esc

Dynamic Application Alignment
Dynamic Applications Credentials
Default - -
= T |_Default SNMP Credential
|_Microsoft HyperV Switch Port Performance C i ii -
|_Microsoft Hyper Virtual Processor Stats LAWS
|_Microsoft HyperV Virtual Storage Device Perfa |_backup - 10.0.9.52
|_Microsoft HyperV Virtual Switch Stats |_Cloudkick - Example
|_Microsoft SharePoint Core |_EMC - Example
|_Microsoft SharePoint Database Server |_GoGrid - Example
|_Microsoft SharePoint Indexer Server |_LifeSize: Endpoint SSHICLI
|_Microsoft SharePoint Query Server |_Rackspace - Example
|_Microsoft SharePoint Web Front End (WFE) |_Windows HyperV - Example
LM!crusuﬂ SQL Server Buffer Statlstlc; | Windows WHI - Example
|_Microsoft SOL Server Databaze Detailz
LM?crusuﬂ SQL Server Memory Statistic.s. EWMI 0L Default
|_Microsoft SQL Server Plan Cache Statistics |_XenServer

|_Microsoft SQL Server Query Statistics
|_Microsoft SQL Server Session Metrics
|_Microsoft SQL Server Table Lock/Latch Statisti

| Windows CPU

| Windows Disk |_|

| Windows Interface N

|_Windows Memory
Configuration:

|_Tandberg: Codian TS Status
|_Tandberg: TCS Cenfiguration
| Tandhern TCS Status

5. Selectthe Windows Interface Dynamic Application in the Dynamic Applications pane, and select
Windows Interface WMI in the Credentials pane.

6. Selectthe [Save] button to add the Dynamic Application.
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Viewing the Performance Reports

After the Dynamic Application has collected the data specified in the collection objects, you can view the
performance report for the device. To view the performance report for the device with the Windows Interface
Dynamic Application aligned fo it:

1. From the Dynamic Application Collections page, select the [Reset] button to update the page with the
latest information.

2. Locate the Windows Interface Dynamic Application. If the graph icon (ﬂ) is colored, the performance
report is available. Select the graph icon for the presentation object you want to view.

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the test device you aligned the Windows Interface Dynamic Application
to. Select the device's graph icon (ﬂ)

3. The Device Summary page appears. Select the [Performance] tab.

4. Inthe left NavBar, select any of the presentation objects you created in the section Creating the
Presentation Objects in this chapter. In this example, we selected Bytes Total per Second.

LAB-2007-OC siodev07 Jocal
166.44.214| 974

iardware: Intel54 Famiy 6 Model 44 Stepping 2 AT/AT COMPATIBLE - So' =
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5. The Windows Interface | Bytes Total per Second report is displayed.

o The report displays the collected values from the collection object Network Interface\Bytes Total/sec.

« You can mouseover different data points on the report, and the report will display the total bytes
moving through the interface at the time selected on the graph.
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o The amount of bytes is shown to the left of the report.

« The values for each label object are displayed in the graph key at the bottom of the page.

6. Tolearn more about performance reports, see the manual Monitoring Device Infrastructure Health.
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Example

Creating a PowerShell Performance Dynamic
Application

Overview

In this example we will create a PowerShell Dynamic Application. Our Dynamic Application will collect the
Processor Queue Length from a Windows computer.

NOTE: This example Dynamic Application is included in the Microsoft: Windows Server PowerPack, version
1.0 and later. This example describes how to create only one of the requests, collection objects, and
presentation objects that are included in the Microsoft: Windows Server PowerPack version of this
Dynamic Application.

Creating the Dynamic Application

To create the Dynamic Application and define the general properties for this Dynamic Application, perform the
following steps:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe [Actions] button, and then select Create New Dynamic Application. The Dynamic Applications
Create New Application page appears.
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3. Supply values in the following fields:

Dynamic Applications | Create New Application Guide Reset

ion Name Version Number Abandon Coliection
—ry Disable Rollup of Data
[Application @ [Version 1.0] e [[Defauly] ~l@ 0e
ion Type Context
[ PowerShell Performance [22] ~l@ Operational State [ @
Component Mappin:
Caching [Enabled] 4[] Null Row Ogtion Wm eapp N
[Wo caching ~|a —values L7 ]
Device Dashboard - m_Fr‘:“”e““: Null Column Option
[[Nene] ~la 0 —values ~ @ m

o Application Name. Enter "Microsoft: Windows Server CPU Performance" in this field.
« Application Type. Select PowerShell Performance.
« Polling Frequency. Select Every 5 Minufes.

4. Forthis example, you can leave the remaining fields at their default value. Select the [Save] button to save
the Dynamic Application.

Adding the PowerShell Command

In SL1, each PowerShell Dynamic Application must include at least one PowerShell Command.

The collection objects in a PowerShell Dynamic Application are populated when SL1 executes a PowerShell
Command.

Collection objects in PowerShell Dynamic Applications are aligned with properties (columns). The definition of
each object specifies the PowerShell command that will populate the object and the property name to align with
the object. The retrieved values of the property will populate the object.

To create the PowerShell command for this Dynamic Application:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe wrench icon for the "Microsoft: Windows Server CPU Performance" Dynamic Application. The
Dynamic Applications Properties Editor page appears.

3. Selectthe [PowerShell] tab. The PowerShell Command Editor and Registry page appears.
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4. Supply values in the following fields:

— Close | Properties | Collections | Prosentations | PowerShell | Throsholds | _ Alerts | _Subscribers |

Dynamic Applications [705] | PowerShell Command Editor & Registry | Editing Snippet [773] | Guide | Reset |
PowerShell Command Name Response Object Key
|Ser\ler CPU Processor Queue-Length | | ‘
Active State PowerShell Type
| [Enabled ] :I | [ Mok Exchange ] :I

PowerShell Command Query
(Get-Counter "\System\Processor Queue Length").CounterSamples | Select-Object CookedValue

« PowerShell Command Name. We named our PowerShell Command "Server CPU Processor
Queve-Length".

o Active State. Select Enabled.

« PowerShell Command Query. This Dynamic Application collects the CookedValue property from
\System\Processor Queue Length: . We entered the following in the PowerShell Command Query
field:

Select-

(Get—-Counter "\System\Processor Queue Length").CounterSamples
Object CookedValue

5. Selectthe [Save As] button to save the PowerShell command.

Adding the Collection Object

Our example Dynamic Application has one collection object: Processor Queue Length.
To create the collection object, perform the following steps:

1. Gotothe Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe wrench icon ( ?) for the "Microsoft: Windows Server CPU Performance" Dynamic Application. The
Dynamic Applications Properties Editor page appears.

3. Selectthe [Collections] tab. The Dynamic Applications | Collections Objects page appears.
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4. Tocreate the collection object for Processor Queue Length, supply values in the following fields:

— Closc | Propertios | Colleotions | Prosontations | PowerShell | Throsholds | Alerts | Subscribers |

Dynamic Applications [705] | Collection Objects m
‘Object Name ‘Pracessar Queue Length ‘ Description
CookedValue Processor Queue Length is the number of threads in the processor

PowerShell Arguments There is a single queue for processor time even on computers with

Class Type ‘ [4 Performance Gauge] :I
PowerShell Request ‘ [ Server CPU Processor Queue-Length | j Formula
a ‘U T [Ne Group]
rou sage
P 9e Type [Standard] -

Enable Deviation Alerting: ] maxweeksdata:lCl min weeksdata:lCl

queue. Unlike the disk counters, this counter counters, this
counter shows ready threads only, not threads that are running.

multiple processors. Therefore, if a computer has multiple
processors, you need to divide this value by the number of
processors servicing the workload. A sustained processor gueue of
less than 10 threads per processor is normally acceptable,

m m [l Disable Objact Maintenance

Object Name. We named our collection object "Processor Queue Length".

PowerShell Argument. In this field, you must specify the name of the property to associate with this
object. Enter "CookedValue" in this field.

Class Type. Processor Queue Length is a number that can go up or down between polls. Select 4
Performance Gauge in this field.

PowerShell Request. Name of the PowerShell request associated with this object. Select Server CPU
Processor Queue Length.

Group Number. Select No Group. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels.

Description. A description of the object. This is an optional field. We provided a summary of the
object in this field.

5. Forthis example, you can leave the remaining fields set to their default values.

6. Selectthe [Save] button.

Creating the Presentation Object

When you create a collection object in a Dynamic Application of type Performance, SL1 automatically creates a
presentation object that corresponds to that collection object. In this example, we will edit the presentation object
for the Processor Queue Length to create a new presentation object for the Processor Queue Length.

To create the Processor Queue Length presentation object:

1.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Selectthe wrench icon ( P) for the "Microsoft: Windows Server CPU Performance".

3. Selectthe [Presentation] tab. The Dynamic Applications Presentation Obijects page appears.
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4. Inthe Dynamic Applications Presentation Objects page, the Processor Queue Length collection object
created in the Adding the Collection Objects section has been created by default. Select the Processor

Queue Length presentation object's wrench icon ( 9') to edit it.

5. To create the presentation object that displays the Processor Queue Length, supply values in the following

fields:

[ Glose | Properties | Collections Powershell | Thresholds | Alerls | Subscribors |
Dynamic Applications [705] | Presentation Objects mm

Formula Editor
(0_7813)

Report Name \Processor Queue Length \

Active State | [Enabled] |

Data Unit [Threads |

Abbreviation / Suffix [Threads |

7813: Processor Queue Length
Show as Percent | [No ] ~| Precedence | [50] hi n““ 7834: Cores —
Label Group | No Label -+ Label [ [NA] 1+ [ o] [ [ ]

Guide Text
Processor Queue Length is the number of threads in the processor queue. Unlike the disk counters, this counter
counters, this counter shows ready threads only, not threads that are running. There is a single gueue for processor
time even on computers with multiple processors. Therefore, if a computer has multiple processors, you need to divide m
this value by the number of processors servicing the workload. A sustained processor queue of less than 10 threads per
processor is normally acceptable, dependent of the workload. Sustained values > 2 X # of CPUs indicate need for m
upgraded CPUs, additional L2 cache, additional processors, and/or scaling out.

e Report Name. Enter "Processor Queue Length".

« Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Threads" into this field.

o Abbreviation / Suffix. Enter "Threads" into this field.

o Show as Percent. Select No. The graph will not display percent values.

6. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Creating a Credential

To use the "Microsoft: Windows Server CPU Performance" Dynamic Application, we must create a PowerShell
credential. To create the PowerShell credential:

1. Gotothe Credential Management page (System > Manage > Credentials).

2. Select [Create] button, and then select PowerShell Credential. The Create New PowerShell Credential
page appears.
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3. Supply values in the following fields:

Credential Editor [62] Close |/ Esc

4. Selectthe [Save] button to save the credential.
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Edit PowerShell Credential #62 New Reset

Basic Settings

Profile Name Account Type
|PowerShell 2k12r2 [AD] | | [ Active Directory] ~|

Hostname/IP Timeout{ms)
[%D | [3000 |

Username Password
|[Em7admin | [ronennes |
Encrypted Port PowerShell Proxy Hostname/1P
[[no] | [5985 | |
Active Directory Settings
Active Directory Hostname/IP Diomain
TLO12R2-DC-01.MSTLO12R2.LOCAL | |MSTL|]12R2.LOCAL

o Profile Name. Enter a credential name in this field. We entered "PowerShell 2k12R2 [AD]" in this

example.

o Account Type. Select the account type of the user that will provide access to the monitored Windows

device.

« Hostname/IP. Enter "%D" in this field. SL1 will replace the variable with the IP address of the device
that is currently using the credential.

o Timeout (ms). Enter "3000" in this field. SLT will stop trying fo communicate with the authenticated

server after 3000 ms.

o Username. Enter the username for a user that will provide access to the monitored Windows device.

« Password. Enter the password for the user account you entered in the Username field.

o Encrypted. Select whether encryption is configured on the monitored Windows device.

e Port. The port should be automatically selected after selecting a value in the Encrypted field.

« PowerShell Proxy Hostname./IP. Do not enter a value this field unless you have configured a
Windows device to serve as an intermediary proxy to refrieve PowerShell data from the target

Windows device.

« Active Directory Hostname/IP. If you are using an active directory user account, enfer the Hostname
or IP address of the managed device’s corresponding domain controller from the active directory

forest.

o Domain. Enter your Active Directory Domain.
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Manually Aligning the Dynamic Application to a Device

In this example we will align the Dynamic Application to a Windows device that is configured for monitoring via
PowerShell. By manually aligning the Dynamic Application to a device, we can immediately view the performance
data in the presentation object we defined.

To manually align the Dynamic Application to a device:

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the device you want to align with the Dynamic Application. In this
example, we are aligning the Dynamic Application to a Windows device that is configured for monitoring via
PowerShell. Select the wrench icon for the device ( 5')

3. The Device Properties page appears. Select the [Collections] tab.

4. Inthe Dynamic Application Collections page, select the [Action] button and select Add Dynamic
Application. The Dynamic Application Alignment page appears:

Dynamic Application Close | Esc

Dynamic Application Alignment Reset
Dynamic Applications Credentials
|_GoGrid - Example Py
|_LifeSize: Endpoint SSH/CLI
Database Performance: - ’
|_EMT: Event Gount £ |_Windows WMI - Example
PowerShell Config: 3 |_Windows HyperV - Example
|_Microsoft: Windows Server Asset Configuration | |_WhI SQL Default
|_Powershell S5H Test |_MNetApp 7-mode
PowerShell Performance: |_Rackspace - Example
|_Mlicrosoft: Windows Server GPU Performance |_Wini
|_Microsoft: Windows Server Memary Performanc |_Windows WMI - Restart Services
Snippet Configuration: |_Powershell SSH
|_AWS Account Discovery |_Test Case #4614
|_AWS DDB Instance SSH/Key:
|_AWS DDB Instance Discovery |_Video Performance SSH
|_AWS DDB Service Discovery PowerShell:
|_AWS EBS Discovery |_Windows PowerShell - Example
|_AWS EBS Instance |_Powershell AD
|_AWS EC2 Instance |_PowerShell 2k12r2 [AD]
|_AWS EC2 Instance Discovery |_PowerShell 2k12r2 [AD] Proxy
|_AWS EC2 Service Discovery |_PowerShell 2kBr2 [AD] Proxy
|_AWS ELB Instance |_PowerShell 2k8r2 [AD]
|_AWS ELB Instance Discovery |_Windows PowerShell - 2012 - 4543
I_AWS ELB Service Discovery |_Windows PowerShell - 2008R2 - 45
|_AW5 EMR Instance |_Windows PowerShell - Local Proxy

5. Selectthe "Microsoft: Windows Server CPU Performance" Dynamic Application in the Dynamic
Applications field, and select the appropriate PowerShell credential in the Credentials field.

6. Selectthe [Save] button to add the Dynamic Application.
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Viewing the Performance Report

After the Dynamic Application has collected the data specified in the collection objects, you can view the

performance report for the device. To view the performance report for the device with the "Microsoft: Windows
Server CPU Performance" Dynamic Application aligned to it:

1. From the Dynamic Application Collections page, select the [Reset] button to update the page with the
latest information.

Locate the "Microsoft: Windows Server CPU Performance" Dynamic Application. If the graph icon is colored,
the performance report is available. Select the graph icon (fl.'ﬂ) for the presentation object you want fo view.

1. Gotothe Device Manager page (Registry > Devices > Device Manager).

2. Inthe Device Manager page, find the test device you aligned the "Microsoft: Windows Server CPU
Performance" Dynamic Application. Select the device's graph icon.
3. The Device Summary page appears. Select the [Performance] tab.
4. Inthe left NavBar, select the presentation object you created in the section Creating the Presentation
Objects:
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5. The Microsoft: Windows Server CPU Performance | Processor Queue Length report is displayed.

o The report displays the collected values from the collection object Processor Queue Length.

o You can mouse over different data points on the report, and the report will display the queue length
value at the time selected on the graph.

o The values for the Processor Queue Length label object are displayed in the graph key at the bottom
of the page.

To learn more about performance reports, see the manual Device Management.
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