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Chapter

Introduction

Overview

This manual describes how to use the WMI and PowerShell protocols to define collection objects and create WMI
and PowerShell Dynamic Applications.

NOTE: This manual uses the WMI nomenclature with equivalent SQL nomenclature in parentheses. For
example, instance (row), property (column), and class (table).

This chapter provides an overview of the WMI and PowerShell protocols and WMI and PowerShell Dynamic
Applications in SL1. It includes the following topics:

This chapter covers the following topics:

What is WM 2
What is PowerShell2 .. 2
PrerequUISItes ... .. .. 2
WMI and PowerShell Dynamic Applications ...l 2



What is WMI?

Windows Management Instrumentation, or WMI, is a Windows Service developed to access management
information. WMl is a middle-layer technology that enables standardized management of Windows-based
computers. It collects computer management data from a wide variety of sources and makes it accessible by
using standard interfaces. WMI's specific query language is similar to SQL. For a comparison of WQL and SQL,
see http://technet.microsoft.com/en-us/library/cc180454.aspx.

What is PowerShell?

Windows PowerShell is a command-line shell and scripting language for administration of Windows systems. SL1
can execute PowerShell requests on target Windows devices via WinRM (Windows Remote Management). For an
overview of Windows PowerShell, see https://learn.microsoft.com/en-
us/powershell/scripting/overview2view=powershell-7.3.

SL1 supports the following PowerShell versions for monitoring Windows devices:
» PowerShell 3.0
» PowerShell 4.0
o PowerShell 5.1

Prerequisites

This manual does not describe how to plan, design, use, or troubleshoot Dynamic Applications for your network.
This manual assumes that you are already familiar with the common elements and concepts of Dynamic
Applications. For general information on planning, designing, using, and troubleshooting Dynamic Applications,
see the manual Dynamic Application Development.

WMI Dynamic Applications use the WMI protocol. PowerShell Dynamic Applications use the PowerShell protocol.
This manual assumes that you are familiar with either the WMI or PowerShell protocols.

WMI and PowerShell Dynamic Applications

In SL1, a WMI Dynamic Application is a Dynamic Application that uses WMI to retrieve data from devices. WMI
Dynamic Applications use WMI or WBEM requests to populate collection objects. WMI requests use WQL (WMI
Query Language) to query WMl classes (tables) to retrieve data.

WBEM objects are populated with values returned by the wbemcli "get instance" command.

In SL1, a PowerShell Dynamic Application is a Dynamic Application that uses PowerShell to retrieve data from
devices. PowerShell Dynamic Applications use PowerShell commands to populate collection objects.

WMI and PowerShell Dynamic Applications have the following elements in common with other Dynamic
Applications:
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o Archetypes. Defines what data is being collected and how it will be displayed in SLT. WMI and PowerShell
Dynamic Applications can use either the Performance or Configuration archetypes.

 Properties. Allows for version control, release notes, collection, and retention settings.

o Collection Objects. Define the individual data-points that will be retrieved by the Dynamic Application.
These data points are called collection objects. Defines the type of data that is being collected (gauge,
counter, etc) and how it is grouped. Collection objects for WMI and PowerShell Dynamic Applications have
settings that are different from collection objects in other types of Dynamic Applications. These settings are
described in this manual.

 Presentations. For Performance Dynamic Applications, defines how collected values will be displayed by
SLT.

o Thresholds. Can be used to define a threshold value that can be included in alerts. The threshold appears
in the Device Thresholds page for each device aligned with the Dynamic Application.

o Alerts. Triggers events based on the values retrieved by the Dynamic Application. If the collected data meets
the conditions defined in the alert, the alert can insert a message into device logs and trigger events.

o Credentials. Define how authentication should occur for each Dynamic Application on each device. WMI
Dynamic Applications use Basic/Snippet credentials; PowerShell Dynamic Applications use PowerShell
credentials. There are multiple ways to align a credential with a Dynamic Application (during discovery, as
secondary credentials for a device, or manually in the Collections page for a device). For details on how SL1
aligns credentials during discovery and how to manually edit and add new credentials to a device, see the
manual Discovery and Credentials.

* Relationships. Dynamic Applications can be configured to automatically create relationships between
devices. For example, the Dynamic Applications in the VMware vSphere and NetApp PowerPacks are
configured to create relationships between VMware Datastore component devices and their associated
NetApp Volume component devices. Relationships created by Dynamic Applications are used and
visualized by the platform in the same manner as relationships created by topology collection, Dynamic
Component Mapping, and manually in the user interface. The settings for configuring the creation of
relationships in configuration WMI and PowerShell Dynamic Applications are the same as the relationship
settings for other Dynamic Application protocols.
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Chapter

WMI Requests

Overview

In SL1, each WMI Dynamic Application must include at least one WMI or WBEM request.

Collection objects in WMI Dynamic Applications objects are populated with the values returned by a WMI
request. WMI requests use WQL (WMI Query Language) to query WMI classes (tables) to retrieve data. A single
WMI request can populate multiple WMI objects by querying for multiple class properties (table columns). WBEM
objects are populated with values returned by the wbemcli "get instance" command.

Collection objects for both WMI and WBEM are aligned with properties (columns). The definition of each object
specifies the WMI or WBEM request that will populate the collection object and the property name to align with
the object. The retrieved values of the property will populate the object.

To more easily understand WMI, you can compare the terminology to standard SQL terminology:

WMI SQL
Namespace Database
Class Table
Property Column
Instance Row




This chapter includes the following topics:
This chapter covers the following topics:
Defining a WMI Request ..
Defining a WBEM Request
Editing a WMI ReqQuUeST ... .
Editing a WBEM ReqQuest ... .

Deleting a WMI or WBEM Request



Defining a WMI Request

You can define a WMI request in the WMI Request Editor & Registry page. To define a WMI request:
1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to define a
WMI request. Select its wrench icon (%).

3. Select the [WMI Requests] tab for the Dynamic Application.

NOTE: The [WMI Requests] tab will only appear in Dynamic Applications of type WMI Config and WMI
Performance.

4. Inthe WMI Request Editor & Registry page, enter the following:
o WMI Request Name. Name of the WMI request.

o WMI Request Type. Specifies whether to use a WM request (query) or a WBEM request (a wbemcli
"get instance" request sent over HTTP).

o WMI Request Namespace. Optional field. In this field, you can specify a WMI namespace. The
WMI request will then use this namespace when requesting data. If you do not specify a value in this
field, the WMI request will use the default namespace (usually roof).

o WMI Object Key. The unique key for each instance (row) returned by the request. This unique key
must be a property name, and the request must include that property (column) and return values from
that property name (column). You must choose a key that remains constant over all polling periods,
for example "Name" or "servicename".

« Active State. Specifies whether SL1 should use this request when performing collection for the

Dynamic Application. Choices are:

Enabled. SL1 will use the WMI request when performing collection for the Dynamic Application.

Disabled. SL1 will not use the WMI request when performing collection for the Dynamic
Application.

o WMI Request Query. Enter the WQL query in this field. In most cases, these queries will be of the
format:
SELECT [one or more properties (columns), separated by commas] FROM name of WMl class

(table) where data is stored)|

For more information on WQL, see http://msdn.microsoft.com/en-

us/library/aa394606%28VS.85%29.aspx

For more information on WMI classes, see http://msdn.microsoft.com/en-us/library/aa394554

v=VS.85).aspx
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For a comparison of WQL and SQLL, see http://technet.microsoft.com/en-
us/library/cc180454.aspx

Example WMI Code

For our example Dynamic Application, we'll use the following WMI request:

SELECT TotalVisibleMemorySize, CSName,Caption,SerialNumber FROM Win32_ OperatingSystem

In this request, we are retrieving the property (column) values from the WMI class (table) Win32_

OperatingSystem. Win32 OperatingSystem is a class (table) that stores information about an instance of an

operating system running on the monitored device. From this class, the WMI request retrieves the values of the
following properties:

o TotalVisibleMemorySize. Total amount, in kilobytes, of physical memory available to the operating system.

This value does not necessarily indicate the true amount of physical memory, but only the amount that is
reported to the operating system as available to it. In our example Dynamic Application, we can create an
object that maps to this property. To map an object to the retrieved value from this property, we must ensure
that the WMI Request Arguments field for the object (in the Collection Objects page) contains the value
"TotalVisibleMemorySize".

CSName. Name of the computer system (device name as it appears to the operating system). In our
example Dynamic Application, we can create an object that maps to this property. To map an object to the
retrieved value from this property, we must ensure that the WMI Request Arguments field for the object (in
the Collection Obijects page) contains the value "CSName".

Caption. This is a short description of the operating system version. For example, "Microsoft Windows XP
Professional Version = 5.1.2500". In our example Dynamic Application, we can create an object that maps
to this property. To map an object to the retrieved value from this property, we must ensure that the WMI
Request Arguments field (in the Collection Obijects page) contains the value "Caption".

SerialNumber. Operating system product serial identification number. For example: "10497-OEM-
0031416-71674". In our example Dynamic Application, we can create an object that maps to this property.
To map an object to the retrieved value from this property, we must ensure that the WMI Request
Arguments field (in the Collection Objects page) contains the value "SerialNumber".

Defining a WBEM Request

You can define a WBEM request in the WMI Request Editor & Registry page. To define a WBEM request in the
WMI Request Editor & Registry page:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

In the Dynamic Applications Manager page, find the Dynamic Application for which you want to define a
WBEM request. Select its wrench icon ().

Select the [WMI Requests] tab for the Dynamic Application.

Defining a WBEM Request
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4. Inthe WMI Request Editor & Registry page, enter the following:

WMI Request Name. Name of the WBEM request.

WMI Request Type. Specifies whether to use a WMI request (a query) or a WBEM request (a wbemcli
"get instance" request sent over HTTP).

WMI Request Namespace. Optional field. In this field, you can specify a WMI namespace
(database). The WBEM request will then use this namespace (databse) when requesting data. If you
do not specify a value in this field, the WBEM request will use the default namespace (usually roof).

WMI Object Key. The unique key for each instance (row) returned by the query. This unique key must
be a property name, and the query must include that property (column) and return values from that
property name (column).

Active State. Specifies whether SL1 should use this request when performing collection for the
Dynamic Application. Choices are:

Enabled. SL1 will use the WBEM request when performing collection for the Dynamic Application.

Disabled. SL1 will not use the WBEM request when performing collection for the Dynamic
Application.

WMI Request Query. Enter the wbemcli string in this field. In most cases, this will be of the format:

/Iname space]:[class name].property=value (this last argument is optional)
Usually, wbemcli requires that the request begins with the full path to the CIM object, including:
http://username:password@hostname or IP:port,

SL1 uses the credentials for the Dynamic Application to automatically append this string to the front
of each wbemcli request.

For more information on wbemcli, see http://linux.die.net/man/1/wbemcli

5. Select the [Save] button to save the new WBEM request.

Example WBEM Request Code

For our example Dynamic Application, we'll use the following WMI request:

/root/cimv2:CIM_OperatingSystem

o In this request, we are retrieving value from the namespace (database) called /root/cimv2.

o We are requesting all values from the class (table) called CIM_OperatingSystem.

e This request will return all values from the class CIM_OperatingSystem. The values will be returned in the

format

property_name="value"

e Each WBEM object (defined in the Collection Objects page) must map to a property name returned by a
WBEM request. To map each object, you must have specified a value in the WMI Request Arguments field

that matches the name of a property returned by this request.
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NOTE: Before defining objects for a WBEM request, you must know which property names will be returned.

Editing a WMI Request

To edit a WMI request in the WMI Request Editor & Registry page:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to edit a
WMI request. Select its wrench icon (™).

3. Select the [WMI Requests] tab for the Dynamic Application.

4. Inthe WMI Request Editor & Registry page, find the WMI request in the WMI Request Registry pane.
Select its wrench icon ().

5. The fields in the top pane are populated with values from the selected WMI request. You can edit the value
of one or more fields. For a description of each field, see the section Defining a WMI Request in this
manual.

6. Select the [Save] button to save your changes to the WMI request.

Editing a WBEM Request

You can edit a WBEM Request the same way you edit a WMI request. To view these steps, see the section Editing
a WMI Request in this manual.

Deleting a WMI or WBEM Request

To delete a WMI or WBEM request in the WMI Request Editor & Registry page:
1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to delete a
WMI request or WBEM request. Select its wrench icon ().

3. Select the [WMI Requests] tab for the Dynamic Application.

4. Inthe WMI Request Editor & Registry page, find the request you want to delete in the WMI Request
Registry pane. Select its delete icon (O).

9 Editing a WMI Request



Chapter

PowerShell Requests

Overview

PowerShell Dynamic Applications must include one or more requests that define how SL1 should request data
from a device. Each request specifies a PowerShell command that will gather a response from the device.

Each collection object in a PowerShell Dynamic Application is associated with a request. The collection object
definition specifies which property in the response should be used to populate the values for that collection
object. A single request can be used to populate multiple collection objects.

This chapter covers the following topics:

Defining a PowerShell Request .. ... 10
Editing a PowerShell Request ... 12
Deleting a PowerShell Request ... ... 12
Converting Legacy PowerShell Requests ... .. . 13

Defining a PowerShell Request

To define a request for a PowerShell Dynamic Application:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Locate the Dynamic Application for which you want to define a request. Click its wrench icon (%). The
Dynamic Applications Properties Editor page appears.

3. Click the [PowerShell] tab. The Dynamic Applications PowerShell Command Editor & Registry page
appears.

4. Supply values in the following fields:

Defining a PowerShell Request 10



o PowerShell Command Name. Enter a name for the command.

 Active State. Specifies whether SL1 should perform this request during collection for this Dynamic
Application. Choices are Enabled or Disabled.

¢ Response Object Key. This field is not currently used.

o PowerShell Implicit Remoting. The mechanism by which a user or application accesses PowerShell
cmdlets delivered via the Exchange Management Shell. This mechanism allows Dynamic
Applications of type PowerShell to connect to the remote management shell for a Microsoft
application and import the cmdlets published by that Microsoft application. Choices are Enabled or
Disabled. If this field is set to Enabled, you can reference the imported cmdlets in the PowerShell
Command Query field.

» Configuration Name. Grayed out unless PowerShell Implicit Remoting is set to Enabled. Select
from a list of configuration names for PowerShell. By default, this field includes:

Microsoft.PowerShell
Microsoft.Exchange
To enter a custom configuration name, click the plus sign icon (+) and enter the custom value.

o Connection URI. Grayed out unless PowerShell Implicit Remoting is set to Enabled. Specifies a
Uniform Resource Identifier (URI) that defines the connection endpoint for the session. The URI must
be fully qualified. By default, this field includes:

http://%D/PowerShell
http://%D:%P/WSMAN

NOTE: SL1 will replace %D with the hostname or FQDN of the Microsoft server specified in the PowerShell
credential.

To enter a custom URI, click the plus sign icon (+) and enter the custom value.

o Cmdlets to Import. Grayed out unless PowerShell Implicit Remoting is set to Enabled. Enter a
comma-separated list of one or more PowerShell cmdlet names that you want to use in this
PowerShell session. If you leave this field blank, SL1 will import all cmdlets from the remote
management shell for use in this PowerShell session.

¢ PowerShell Command Query. Enter the PowerShell command to execute. The PowerShell
command must meet the following requirements:

The command must not end with any of the Format-* cmdlets. This includes the use of their aliases
(IE. "I" for Format-list).

The command must return output that can be piped to the Format-list cmdlet.

The command must not return whitespace over multiple lines.

11 Defining a PowerShell Request



5.

The PowerShell cmdlets you invoke must exist on the target Windows server with the required
version of PowerShell.

The PowerShell cmdlets you invoke must not write to the standard out pipe unless the output needs
to be processed and put into a collection object.

The PowerShell cmdlets you invoke must be synchronous. Do not use asynchronous cmdlets, for
example, Invoke-Async or Wait-Job.

The PowerShell cmdlets you invoke must not be an interactive cmdlet, for example, Enter-
PSSession.

The PowerShell cmdlets you invoke must not query the same property twice.

If an invoked PowerShell cmdlet creates a new PSSession object, you must invoke the Remove-
PSSession cmdlet before the original command ends.

In addition to the requirements listed above, the following best practices are recommended when
developing PowerShell commands:

* Perform as much computational work in the PowerShell command as possible to reduce the
workload of SL1.

* Query only the pieces of information required to populate the collection objects in the Dynamic
Application.

 Per Microsoft guidelines, do not query the Win32_Product WMI class. For more information, see
http://support.microsoft.com/kb/974524.

Click the [Save] button.

Editing a PowerShell Request

To edit a PowerShell request:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

In the Dynamic Applications Manager page, find the Dynamic Application for which you want to edit a
PowerShell request. Select its wrench icon (%).

Select the [PowerShell] tab for the Dynamic Application.

In the Dynamic Applications PowerShell Command Editor & Registry page, find the PowerShell
request and select its wrench icon (™).

The fields in the top pane are populated with values from the selected PowerShell request. You can edit the
value of one or more fields. For a description of each field, see the section Defining a PowerShell Request
in this manual.

Select the [Save] button to save your changes to the PowerShell request.

Deleting a PowerShell Request

To delete a PowerShell request in the Dynamic Applications PowerShell Command Editor & Registry page:
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1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Inthe Dynamic Applications Manager page, find the Dynamic Application for which you want to delete a
PowerShell request. Select its wrench icon (™).

3. Select the [PowerShell] tab for the Dynamic Application.

4. Inthe Dynamic Applications PowerShell Command Editor & Registry page, find the request you want
to delete. Select its delete icon (0).

Converting Legacy PowerShell Requests

The 7.3 version of SL1 supported the use of PowerShell Dynamic Applications with an SSH-based proxy. Dynamic
Applications developed for the SSH-based proxy are not compatible with the "agentless" PowerShell collection
introduced in the 7.5 release.

To update a Dynamic Application developed for the SSH-based proxy for use with "agentless" PowerShell
collection, edit each PowerShell request in the Dynamic Application and make the following changes to the
PowerShell Command Query:

e Remove "-Computer %s".

* Remove the "Format-List' cmdlet from the end of the command. If you are using a cmdlet that returns
properties that you do not want to collect and you want to continue returning a sub-set of properties, use the
"Select" cmdlet instead of "Format-List".

For example, suppose you need to update the following legacy PowerShell command:

Get-WmiObject -Computer %s Win32 DiskDrive | Format-List Partitions,

DeviceID, Model, Size, Caption

The new command would be:

Get-WmiObject Win32 DiskDrive | Select Partitions, DeviceID, Model, Size,
Caption

NOTE: In addition to updating the PowerShell requests in the Dynamic Application, you must also use a
PowerShell credential with the Dynamic Application instead of a Basic/Snippet credential.

13 Converting Legacy PowerShell Requests



Chapter

WMI and PowerShell Collection Objects

Overview

This chapter describes how to define collection objects for WMI and PowerShell Dynamic Applications.

NOTE: This chapter describes only the fields specific to Defining a Collection Object for a WMI or
PowerShell Dynamic Application. All the remaining fields, for both performance and configuration
archetypes, are described in detail in the manual Dynamic Application Development. All other
elements of WMI and PowerShell Collection Obijects, such as presentation objects and alerts,
behave in the same manner as other Dynamic Application types. For details on other parts of WMI or
PowerShell Dynamic Applications, see the manual Dynamic Application Development.

This chapter covers the following topics:
WMI-Specific Fields for Collection Objects ... ... 14
PowerShell-Specific Fields for Collection Objects ... 15

WMI-Specific Fields for Collection Obijects

Unlike collection objects for other Dynamic Application types, collection objects for WMI Dynamic Applications
are based on WMI Requests. Because of this, collection objects for WMI Dynamic Applications have the following
unique fields:

o WMI Request Arguments. When you request data from WMI or WBEM, you are requesting data from a
class (table), which returns data in tabular form. In this field, you must specify the name of the property (table
column) to associate with this object. This property name must be included in the WMI request, specified in

the WMI Request field.

WMI-Specific Fields for Collection Objects 14



o WMI Request. Name of the WMI request associated with this object. The WMI requests in this drop-down
list are defined in one of two places:

If No Caching or Cache Results is selected in the Caching field in the Dynamic Applications
Properties Editor page for this Dynamic Application, this list contains all WMI Requests defined in
the [WMI Requests] tab for this Dynamic Application. Select from the list of WMI requests defined for
this Dynamic Application.

If Consume cached results is selected in the Caching drop-down list in the Dynamic Applications
Properties Editor page, this list contains all WMI Requests defined in WMI Dynamic Applications
that have Cache results selected in the Caching field in the Dynamic Applications Properties
Editor page. Select from the list of cached WMI requests.

NOTE: If Consume cached results is selected in the Caching field in the Dynamic Applications
Properties Editor page for a Dynamic Application, the [WMI Requests] tab is hidden and you
cannot define WMI Requests for this Dynamic Application. You can only reference WMI Requests
that reside in Dynamic Applications that cache results.

PowerShell-Specific Fields for Collection Objects

Unlike collection objects for other Dynamic Application types, collection objects for PowerShell Dynamic
Applications are based on PowerShell Requests. Because of this, collection objects for PowerShell Dynamic
Applications have the following unique fields:

o PowerShell Arguments. Enter the property that is associated with this collection object. This property must
be included in the PowerShell command you select in the PowerShell Request field.

o PowerShell Request. Select the PowerShell request associated with this collection object, i.e. the
PowerShell command that collects values for this collection object.

For example, suppose you have defined the following PowerShell request:

Get-WmiObject Win32 DiskDrive | Select Partitions, DeviceID, Model, Size,
Caption

This request returns the properties Partitions, DevicelD, Model, Size, and Caption. To store the values returned for

each of the five properties, you would create five collection objects. For each of the five collection objects, supply
the property name in the PowerShell Arguments field, e.g. "Partitions".

15 PowerShell-Specific Fields for Collection Objects



Chapter

Configuring Devices for Monitoring with WMI

Overview

The following sections describe how to configure Windows Server 2012 and later and Windows desktop systems
for monitoring by SL1 using SNMP:

This chapter covers the following topics:
Configuring WMI on Windows 2008 Servers ... 16
Configuring WMI for Windows Desktop Systems ... 29

Configuring WMI on Windows 2008 Servers

Windows Management Instrumentation, or WMI, is the infrastructure that provides information about operations
and management on Windows-based operating systems. WMI can be configured to respond to remote requests
from SL1.

To configure a Windows device to respond to remote requests, you must perform the following steps:
1. Configure Services
2. Configure the Windows Firewall
3. Configure a user account and permissions
4

. Configuring a fixed port for WMI
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Most remote requests can be performed by a standard (non-administrator) user account that has been granted
specific privileges. However, some requests can be performed only by a user with elevated permissions. For
requests performed by SL1 to a Windows server, the following users have elevated permissions:

* The default "Administrator" user account.
» Auser account in the Administrators group on a Windows server that has User Account Control disabled.

» Auser account in the Administrators group on a Windows server where a registry entry has been added to
disable remote User Account Control filtering.

For a list of WMI classes that require elevated permissions, see http://msdn.microsoft.com/en-
us/library/windows/desktop/aa826699%28v=vs.85%29.aspx

Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to automatically start.

e COM+ Event System
e DCOM Server Process Launcher
» Remote Procedure Call (RPC)
e Remote Registry
e Server
* Windows Management Instrumentation
To ensure a service is running, perform the following steps:

1. Inthe left pane of the Server Manager window, expand the Configuration section, and then select Services.

E. Server Manager [0
File  Action  View Help
@%@ > =0
5 Roles
i Features
3 Degnosics VoreActions b
Bl 5} Configuration Select anitemto view ks description, _Hame_< | pestrption | status | startup Tope [ Logonas | =
(%) Task Scheduer Gl Active Directory Domain Services. ADDSDom... Started  Automatic Local System
rewal with Advanced SecL G} Active Directory Web Services Thisservic... Startsd  Automatic Local System
G Application Experience Processes .. Started  Manual Local System
ol G Application Identity Determines. Marual Local Service
23 storage & Application Information Faciitates ... Started  Manual Local System
6 Application Laver Gateway Service Providess... Manual Local Service
G} Application Management. Processesi... Manual Local System
6} Background Inteligent Transfer Service Transfersf.. Statsd  Manual Local System
6 Bass Fitering Engine TheBase F... Started  Automatic Local Servics
iCh Certificate Propagation Copiesuse...  Stared  Manual Local System
C) CNG Key Tsolation The CHiG k. Manual Local System
G).COM4 Event System Supportss... Stareed  Automatic Local Servics
G}.COM4- System Application Managest. Manual Local System
6} Computer Browser Mainkains a. Dissbled Local System
3G} Credential Manager Provides s... Manual Local System
G Cryptographic Services Providesfo... Started  Automatic Hetwork s.
C}DCOM Server Process Launcher TheDCOM... Startsd  Automatic Local System
) Desktap Window Manager Session Manager ProvidesD... Started  Automatic Local System
“G).DFS Namespace Ensbles yo... Startsd  Automatic Local System
2}, DF5 Replication Ensbles yo... Startsd  Automatic Local System
6} DHCP Clisnt. Registersa.., Started  Automatic Local Servics
C) Diagnostic Policy Service TheDisgno... Started  Automatic(D... Lecal Service
“C) Diagnostic Service Host The Diagno. Manual Local Service
), Diagnastic System Host The Diagno Manual Local System
1. Disk Defragmenter Provides Di... Manual Local System
26} Distributed Link Tracking Client Maintains Manual Local System
G} Distributed Transaction Coordinater Coordinate... Started  Automatic(D.. Netwarks...
C)DNS Client TheDNSCL.. Started  Automatic Hetwork s.
G).DNS Server Enables DN... Startsd  Automatic Local System
“ Encrypting File System (EFS) Provides th Marual Local System
G} Extensible Avthentication Protocal The Extens. Marwal Local System
“C:File Replication Service Synchroniz.,.,  Started  Automatic Local System i
ol | I\ extended £ Standad
I
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2. Foreach required service, the Startup Type column should display Automatic. If a service does not have a

Startup Type of Automatic, double-click on that service. The Properties window for that service is displayed:

Service name:

Dizplay name: COM+ Event Syztem

Supparts Spztern Event Natification Service [SEMS], ;I

Description: ; ; oA
& which provides automatic distribution of events to LI

Path to executable:
C:\windowshspatem32havchost exe -k LocalService

Startup bype: Automatic j

Help me configure service startup ophions.

Service status:  Started

Sitart | Stop | Fause Fesume

ou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

] I Cancel Apply

3. Inthe Startup Type field, select Automatic.
4. Click the [Apply] button.
5. Ifthe service has not already started, click the [Start] button.

Step 2: Configuring the Windows Firewall

To configure Windows Firewall to accept remote WMI requests, execute the following two commands at the
console:

netsh advfirewall firewall set rule group="windows management

instrumentation (wmi)" new enable=yes

netsh advfirewall firewall set rule group="remote administration" new

enable=yes
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Step 3: Configuring a User Account and Permissions

There are three ways to configure the user account that SL1 will use to perform WMI requests:

1. To monitor the Windows server using WMI Dynamic Applications that require standard permissions, you
can configure a standard user account for use by SL1. The user account for use by SL1 must be included in
the Distributed COM Users and Performance Monitor Users groups. (For more information, consult
Microsoft's documentation.)

2. To monitor the Windows server using WMI Dynamic Applications that require elevated permissions, you
can use the default "Administrator" user account. If you use the "Administrator" user account, you do not
need to make changes to the User Account Control settings.

3. To monitor the Windows server using WMI Dynamic Applications that require elevated permissions, you
can also use a user account that is included in the Administrators group. However, you must perform one
of the following additional steps to use this type of user account:

* Option 1: Make the user a member of the Distributed COM Users and Performance Monitor
Users groups, in addition to the Administrator group. (For more information, consult Microsoft's
documentation.)

e Option 2: Configure User Access Control to allow elevated permissions.
Configuring Namespace and DCOM Security Permissions

For each of these methods, you must ensure that the configured Namespace and DCOM security permissions
allow that user to perform remote requests.

To configure the Namespace and DCOM security permissions:

1. Inthe left pane of the Server Manager window, expand the Configuration section.

2. Right-click on the WMI Control entry and then select Properties.
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3. Inthe WMI Control Properties window, click the [Security] tab:

WM Control Properties

General Backup/Restore Securty Advanced

Mamespace navigation allows you to set namespace specific security.

g | Root

Cancel

Security

App

ty

4. Inthe Security tab, select the Root entry from the navigation pane and then select the [Security] button. The

Security for Root window appears.

Configuring WMI on Windows 2008 Servers
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5.

In the Security for Root window, select the [Advanced] button. The Advanced Security Settings for Root

window is displayed:

Security for Root

Securty

GI'CIIJI]I ar User names.

bt

22 Administrators (DESKTOP-SR36RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Pemissions for no_admin

Add...

Remove

=

Execute Methods
Full Write

Partial WWrite
Provider Wite
Enable Account
|__Bemote Fnahle

AROO0OFE

]DDDD[g

click Advanced.

For special pemissions or advanced settings,

Advanced

oK

Cancel

Apply
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6. Inthe Advanced Security Settings for Root window, click the [Add] button. The Select User, Computer,
Service Account, or Group window appears.

Advanced Security Settings for Root m} X
Owner: Administraters (DESKTOP-SR36R3 3\ Administrators) Change
Permissions Auditing

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SB Allow  Administrators (DESKTOP-SR3... Special Mone This namespace and subname...
a Allow  no_admin (DESKTOP-SR36R35.. Enable Account Mone This namespace only

Add Remove View

Disable inheritance

Cancel Apply

7. Inthe Select User, Computer, Service Account, or Group window :

Select Users or Groups X

Select this object type:

|Users. Groups, or Buittin security principals | Ohbject Types...

From this location:
[ DESKTOP-SR36R55 | | Locations...

Enter the object names to select (2amples):

Check Mames

Advanced. .. QK Cancel

« In the Enter the object name to select field, enter the name of the user account that SL1 will use to
perform WMI requests or the name of a group that includes that user account.

* Click the [Check Names] button to verify the name and then click the [OK] button.
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8. The Permission Entry for Root window is displayed:

9.

Permission Entry for Root

Principal:  no_admin (DESKTOP-SR36R35\ne_admin]  Select a principal

Type: Allow &
Applies to: | This namespace and subnamespaces ~
Permissions:

[ Execute Methods

[ Full Wiite

[ Partial Write

[ Provider Write

[] Only apply these permissions to abjects and/or containers within this container

[FAEnable Account
[ Remote Enable
[]Read Security
[]Edit Security

Clear all

¢ Select This namespace and subnamespaces in the Apply to field and select the Allow checkbox for

all permissions.

* Click the [OK] button.

In the Advanced Security Settings for Root window, click the [Apply] button.

10. Click the [OK] button in each open window to exit.

11.

23

Go to the Start menu and select [Run].
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12. In the Run window, enter "dcomenfg" and click [OK]. The Component Services window is displayed:

Component Services

. File  Ackion  Wiew Window  Help

| =181 ]
= - == =
e HmIRE = B 8|5
L] Console Roat Mame | Actions
[ #. Component Services | COM+ Applications
= ] Computer | DoomM Config
| Running Processes Mare Actions 4
" pistributed Transaction Coordinator
£, Services (Local)

13. Inthe left pane, expand Component Services > Computers. Right-click on My Computer and select
Properties. The My Computer Properties window is displayed.
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14. Inthe My Computer Properties window, select the [Default Properties] tab:

vy Computer Properties A

Default Protocols | OOM Secuity | MsoTC |
General | Dptiohs Default Properties

¥ Enable Digtributed COM on this computer

[ Enable COM Intermet Services on this computer

— Default Distributed COMM Communication Properties

The Authentication Level specifies security at the packet level.

Default Authentication Lewel;

Connect j

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identity,

Default Impersonation Level:

|dentify |

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level iz not anonymous.

[ Provide additional zecurity for reference tracking

Learn more about zething these properties.

(] Canicel Apply

o Ensure that the Enable Distributed COM on this computer checkbox is selected.

Select Connect in the Default Authentication Level drop-down list.

Select Identify in the Default Impersonation Level drop-down list.

¢ |f you made changes in the [Default Properties] tab, click the [Apply] button.
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15.

16.
17.

Configuring WMI on Windows 2008 Servers

Select the [COM Security] tab:

My Computer Properties ﬂ E |

General I Options | Default Properties
Defaul Protacols COMSecuity | MSDTC

—Access Permizzions

'ou may edit who iz allowed default access bo applications. 'ou may
alzo set limitz on applizations that determine their awn pemiszions.

Caution: Modifying access: permizzions can affect the abilitg
of applications to start, connect, function and./or mn
securely.

E dit Limnits... Edit Drefault. ..

— Launch and Achvation Permizzions

t'ou may edit who iz allowed by default to launch applications ar
activate objects. 'ou may alzo zet limitz on applications that
determing their own permizzions.

Caution: Modifying launch and activation permizsionz can
affect the ability of applications to start, connect, function
anddor run securely,

E dit Limnits... Edit Drefault. ..

Learn more about zetting these properties.

k. Carncel Ay

Select the [Edit Limits...] button in the Access Permissions pane.

In the window that appears, click the [Add...] button. The Select Users, Computers, Service Accounts,
or Groups window is displayed.

 Enter the name of the user account that SL1 will use to perform WMI requests or the name of a group
that includes that user account.

* Click the Check Names button to verify the name and then click the [OK] button.

Select the group or user you added in the Group or user names pane and then select the Allow checkbox
for all permissions.

Click the [OK] button.
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20. Click the [Edit Default...] button in the Access Permissions pane, then repeat steps 16 - 19.

21. Click the [Edit Limits...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

22. Click the [Edit Default...] button in the Launch and Activation Permissions pane, then repeat steps 16 -
19.

23. Click the [Apply] button.

24. Click [Yes] in the confirmation window.
Configuring User Account Control to Allow Elevated Permissions

If you want to use WMI Dynamic Applications that require elevated permissions to monitor a Windows server and
you are using a user account other than the default "Administrator" user account, you must perform one of the
following two tasks:

o Option 1: Disable User Account Control.
« Option 2: Add a registry entry that disables remote User Account Control filtering.

Option 1: Disabling User Account Control

To disable User Account Control:
1. Open the Control Panel in Large Icon or Small Icon view.

2. Select User Accounts.
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3. Select Change User Account Control Settings. The User Account Control Settings window is displayed:

¥ User Account Control Settings — O *

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
- - Never notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
— - @ Mot recommended.
Mewver notify

Gk ][ Concel

4. Move the slider to Never Notify.
5. Click the [OK] button.
6. Restartthe Windows server.

Option 2: Adding a Registry Entry that Disables Remote User Account Control Filtering

To add a registry entry that disables remote User Account Control filtering:
1. Todisable the filter, open a text editor and add the following lines to a new file:

Windows Registry Editor Version 5.00

[HKEY LOCAL_
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]

"LocalAccountTokenFilterPolicy"=dword:00000001

2. Save the file with a ".reg" extension.
3. In Windows Explorer, double click on the .reg file.

4. Select [Yes] in the pop-up window.
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Step 4: Configuring a Fixed Port for WMI

Specific ports must be opened to allow WMI monitoring when there is a separate firewall between the Data
Collector and the device. This can occur when the default configuration of the Windows Firewall blocks incoming
network traffic for the Windows Management Instrumentation (WMI) connection.

For the WMI connection to succeed, the remote machine must permit incoming network traffic on TCP ports 135,
445, and additional dynamically-assigned ports, typically in the range of 1025 to 5000 and 49152 to 65535.

To set up a fixed port for WMI, see the Microsoft documentation on Setting Up a Fixed Port for WMI.

Configuring WMI for Windows Desktop Systems

This section describes how to configure devices that are running a desktop version of the Windows operating
system for monitoring by SL1 using WMI.

Before performing the tasks described in this section, you must know the IP address of each SL1 appliance in your
network. If you have not installed a SL1 appliance, you must know the future IP address that will be used by each
SL1 appliance.

NOTE: To be monitored by SL1, a Windows device must be running the Windows 7 operating system or
later.

NOTE: TCP/IP must be installed and configured before you can install SNMP on a Windows device.

Windows Management Instrumentation (WM)) is the infrastructure that provides information about operations
and management on Windows-based operating systems. WMI can be configured to respond to remote requests
from SL1. To configure a device running a desktop version of the Windows operating system to respond to
remote requests, you must perform the following steps:

1. Configure Services

Configure the Windows Firewall
Set Default Namespace Security
Set the DCOM Security Level

Disable User Account Control

o 0w N

Configuring a fixed port for WMI

NOTE: The following instructions describe how to configure WMI on devices running a desktop version of
the Windows 10 operating system. For instructions on how to configure WMI on earlier Windows
versions, consult Microsoft's documentation.
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Step 1: Configuring Services

The following services must be running for a Windows device to respond to remote WMI requests:

NOTE: Sciencelogic recommends you set all these services to start automatically.

o COM+ Event System

e Remote Access Auto Connection Manager
e Remote Access Connection Manager
» Remote Procedure Call (RPC)
» Remote Procedure Call (RPC) Locator
e Remote Registry
e Server
* Windows Management Instrumentation
* WMI Performance Adapter
* Workstation
To ensure a service is running, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.

Configuring WMI for Windows Desktop Systems
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2. Click the Services Desktop app.

31

D @3 Filters
Best match
Services

Desktop app

Apps

»  Component Services

£ Services
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3. From the list of services in the right pane, perform the remaining steps for each of the services you want to

check. This example uses Workstation. However, you should check each of the following services:

L, Services

File Action View Help

e mEOc= Hm ruun
‘Workstation
Stog the service
Pause the service
Elestart the service
Descnption:

Creates and maintains client network
connections to remote servers using
the SMB protocol. H this senace is
stopped, these connections will be
unavailable. if this service is disabled,
any services that explicitly depend on
it will fail to start.

|\ Extended { Standard /

Name

E}, Windows Perception Service
1, Windows Push Notifications System Service

1) Windows Push Nolifications User Service_Tbde-
& Windows PushTelnstall Service

& Windows R M WS-h

) Windows Search

(s Windows Store Install Service

& Windows Time

D) Windows Update

(£ WinHTTP Web Proy Auto-Discovery Service
£ Wired AutoConfig

15 WLAN AutaConfig

5 WMI Performance Adapter

1, Work Folders

{5 WWAN AutoConfig
G} ¥box Accessory Management Service
£}, Xbex Gama Menitaring

&) Xbex Live Auth Manager

{6}, Xbox Live Game Save

1T} ¥box Live Networking Service

Description
Enables spat
This service r—
This service -

Provides infr
Windows Re..
Provides con_
Provides infr
Maintains o

Enables the -
WinHTTP im.
The Wired A
The WLANS.

Provides per_
This service -

This service
This service -
This service _
Provides aut_
This service -
This service -

Status

Runmning
Runmning
Runming
Running
Running

Running

Startup Type
Manual (Trigg-
Automatic
Automatic
Manual (Trigg—
Manual
Autornatic (De_
Manual
Manual (Trigg.-
Manual (Trigg—
Manual
Manual
Autamatic
Manual
Manual

Manual
Manual (Trigg-
Manual (Trigg_
Manual

Manual (Tigg-
Manual

Log On As
Local Service
Local System
Local System
Locsl System
Network Service
Loeal System
Local System
Local Service
Local System
Local Service
Local System
Local System
Lacal System
Local Sarvice

Local Service
Local System
Loeal System
Lacal System
Local System
Local System

¢ COM+ Event System

* Remote Access Auto Connection Manager

¢ Remote Access Connection Manager

» Remote Procedure Call (RPC)
» Remote Procedure Call (RPC) Locator

¢ Remote Registry

* Server

* Windows Management Instrumentation

* WMI Performance Adapter

o Workstation

Configuring WMI for Windows Desktop Systems
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4. Double-click the name of the service. In this example, we double-clicked Workstation.

5. Inthe Workstation Properties dialog box, click the [General] tab and complete the following field:

Waorkstation Properties (Local Computer) X
General |LogOn Recovery Dependences
Service name: LanmanWorkstation
Display name: Workstation

Description: [Creates and maintains diient network connections to
remote servers using the SMB protocol. If this service

L

Path to executable:
CAWINDOWS\System32\svchost.exe -k NetworkService

Startup type: Automatic

Senvice status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

OK Cancel Apply

« Startup Type. Select Automatic.

6. Click the [Apply] button.
7. It the service has not already started, click the [Start] button.

8. Repeat steps 4-7 for each service.
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Step 2: Configuring Windows Firewall

To configure Windows Firewall to accept remote WMI requests:

1. Click the magnifying glass icon in the bottom-left corner and type "Command Prompt" in the Search
Windows field.

2. Execute the following two commands in the Command Prompt window:

netsh advfirewall firewall set rule group="windows management

instrumentation (wmi)" new enable=yes
netsh advfirewall firewall set rule group="remote administration" new

enable=yes

3. Ifthe result of the second command is "No rules match the specified criteria", run the following two
commands:

netsh firewall set service remoteadmin enable

netsh advfirewall firewall set rule group="remote administration" new

enable=yes

Step 3: Setting the Default Namespace Security

To set the default namespace security, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "Services" in the Search Windows field.

Configuring WMI for Windows Desktop Systems
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2. Click the wmimgmt.msc Microsoft Common Console Document.

| £03 Filters v

Best match

L.| wmimgmt.msc
Microsoft Common Console Document

L wmimgmt.msc
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3. Inthe WmiMgmt window, right click WMI Control (Local) and select Properties.

E WmiMagmt - [Console Root\WMI Control (Local)] x
ﬁ File Action View Favorites Window Help 2 x
e 2@ B H
(23 Console Root - Actions

WMI Control (Local WAl ™ f .
ﬁ _— Connectlgﬁother computer ... i WM]CDMID ml! -
More Actions »

View > dws Management Instrumentation (WMI)
New Window from Here
New Taskpad View..
Properties
Help

Dpens the properties dialog box for the current selection.
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4.

37

In the WMI Control (Local) Properties window, click the [Security] tab, click Root, and then click the

[Security] button.

WMI Control (Local) Properties

General Backup/Restore Secunty Advanced

MNamespace navigation allows you to set namespace specific security.

Security

Cancel

Apply
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5. Inthe Security for Root window, click Administrators, and then click the [Advanced] button.

Security for Root X

Securty

IEI'I:}IIJII:I ar User names:

S2 Administrators (DESKTOP-SRI6RE5  Administrators)

& no_admin (DESKTOP-5R36R55vno_admin)

Add.. Remove

Pemissions for no_admin
Execute Methods

Full Write

Partial WWrite
Provider Write
Enable Account
|__Bemote Fnahle

=

]DDDD[g

AROO0OFE

For special pemissions or advanced settings, Advanced
click Advanced. van

oK Cancel Apply
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6.

In the Advanced Security Settings for Root window, click Administrators, and then click the [Edit...

]button.

Advanced Security Settings for Root O X
Owner: Administrators (DESKTOP-SR36R55\Administrators) Change
Permissions Auditing
For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:
Type Principal Access Inherited from Applies to
£2 Allow  Administrators (DESKTOP-SR3... Special None This namespace and subname...
‘ Allow  no_admin (DESKTOP-5R36R55... Enable Account None This namespace only
| [
| Disable inheritance |
| ok || cancel Apply
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7. Inthe Permission Entry for Root window, enter the following:

Permission Entry for Root O X
Principal:  no_admin (DESKTOP-5R36R55\no_admin)  Select a principal
Type: Allow v
Applies to:I This namespace and subnamespaces ~ I
Permissions:
Execute Methods
| Full Wnte
[[] Partial Write d
[] Provider Write [] Edit Security
[] Only apply these permissions to objects and/or containers within this container Clear all
Cancel

» Type. Select Allow.

o Applies to. Select This namespace and subnamespaces.

e Permissions. Select the Execute Methods, Full Write, Partial Write, Provider Write, Enable Account,
Remote Enable, Read Security, and Edit Security checkboxes.

8. Click OKin this window and the following windows, and then close the WmiMgmt window.

Step 4: Setting the DCOM Security Level

To set the DCOM Security Level, perform the following steps:

1. Click the magnifying glass icon in the bottom-left corner and type "dcomcenfg.exe" in the Search Windows
field.
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2. Click the dcomenfg.exe command.

41

| £03 Filters v
Best match
F | dcomenfg.exe

Run command

L dcomenfg.exe
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3. Inthe Component Services window, expand Component Services > Computers, right-click My

Computer, and then select Properties.

Configuring WMI for Windows Desktop Systems

. Component Services X
%. File Action View Window Help F %
: - : i1
o AR XE G HE L] e
(13 console Root \ ! Actions
v & i 3
;pmponent Services Caneiilas i
v || Computers My S
& My Computer Comnuter More Actions 4
& Event Viewer (Local) Refresh all components
S Servi Local
reipes focel New Window from Here
Properties
Help
Opens the properties dialog box for the current selection.
42



4. Inthe My Computer Properties window, click the [Default Properties] tab and then complete the
following fields:

WA mpute 10e -.'f:': f x
Default Protocols COM Security MSDTC
General Options Default Properties

| & Enable Distributed COM on this computer |

[ Enable COM Intemet Services on this computer

Default Distnbuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:
Connect w

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:

Identify .

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional secunty for reference tracking

Leam more about setting these properties.

OK Cancel Apply

o Enable Distributed COM on this computer. Select this checkbox.

o Default Authentication Level. Select Connect.

o Default Impersonation Level. Select Identify.
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5. Inthe My Computer Properties window, click the [COM Security] tab. Under Launch and Activation
Permissions, click the [Edit: Default...] button.

My Computer Properties ? 4
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You
may also set imits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

Edit Limits... Edit Default...

Leam mere about setting these properties.

Ok Cancel Apply
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6.

In the Launch and Activation Permission window, select the following:

Default Secunty

GI‘DUp Or user names:

LR sYSTEM
i& Administrators (SILO2461\Administrators)
52 INTERACTIVE

[ |

Add... Remove
Pemissions for Administrators Allow Deny
Local Launch 4, O |
Remote Launch = Y
Local Activation b, Y
Remote Activation 1, my
OK Cancel

o Group or user names. Select Administrators.

e Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and

Remote Activationto Allow.

7. Click [OK].

45
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8. Inthe My Computer Properties window, in the Launch and Activation Permissions pane, click the [
Edit Limits...] button.

My Computer Properties ? 4
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You
may also set imits on applications that determine their own
permissions.
Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
! affect the ability of applications to start, connect, function
and/or un securely.

I Edit Limits... I Edit Default...

Leam mere about setting these properties.

Ok Cancel Apply
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9. Inthe Launch Permission window, select the following:

Launch and Activation Permission ? b4
Security Limits

GI‘DUp or user names:
£2 Everyone =
E‘g, ALL APPLICATION PACKAGES

25 5-1-15-3-1024-2405443489-874036122-4286035555-1823

Administrators (SILO2461\Administrators)

£2 Performance Log Users (SILO2461\Peformance Log User ¥
<

b
Add... Remove
Permissions for Administrators Allow Deny
Local Launch M, L]
Remote Launch = O
Local Activation f O
Remote Activation B, O]
OK Cancel

« Group or user names. Select Administrators.

e Permissions for Administrators. Set Local Launch, Remote Launch, Local Activation, and
Remote Activationto Allow.

10. Click OK in this window and the following windows, and then close the Component Services window.
11. Restart the computer to save the seftings.

Step 5: Disabling User Account Control

To monitor a device running Windows 7, 8, or 10, you must perform the following additional steps to disable the
User Account Control (UAC) filter for remote logins:

1. Use atext editor such as Notepad to create a new file.
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2. Include the following in the file.:

Windows Registry Editor Version 5.00

[HKEY LOCAL
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System]

"LocalAccountTokenFilterPolicy"=dword: 00000001

3. Save the file with a name of your choice, like disableUAC.reg, to the directory of your choice. Make sure to
save the new file with the .reg suffix.

4. In Windows Explorer, double click on the .reg file to execute it.

Step 6: Configuring a fixed port for WMI

Specific ports must be opened to allow WMI monitoring when there is a separate firewall between the Data
Collector and the device. This can occur when the default configuration of the Windows Firewall blocks incoming
network traffic for the Windows Management Instrumentation (WMI) connection.

For the WMI connection to succeed, the remote machine must permit incoming network traffic on TCP ports 135,
445, and additional dynamically-assigned ports, typically in the range of 1025 to 5000 and 49152 to 65535.

To set up a fixed port for WMI, see the Microsoft documentation on Setting Up a Fixed Port for WMI.
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Chapter

Configuring Devices for Monitoring with
PowerShell

Overview

The following sections describe how to configure Windows Server 2022, 2019, 2016, 2012, or 2012 R2 for
monitoring by SL1 using PowerShell:

This chapter covers the following topics:

PrereqUISITES ... .. .. 49
Configuring PowerShell . .. 50
Step 1: Configuring the User Account for SLT ... 50
Step 2: Configuring a Server Authentication Certificate ... 55
Step 3: Configuring Windows Remote Management ... 58
Step 4: Configuring a Windows Management Proxy ... 88

Step 5: Increasing the Number of PowerShell Dynamic Applications That Can Run Simultaneously .. 90

Optional PowerShell CLI Parameters ... .. 90

Creating a PowerShell Credential ... 91

Error Messages for PowerShell Collection ... ... ... 93
Prerequisites

Before configuring PowerShell, ensure the following:
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* Forward and Reverse DNS should be available for the target Windows server from the SL1 Data Collector.
Port 53 to the domain's DNS server should thus be available.

¢ When using an Active Directory user account as the SL1 credential, port 88 on the Windows Domain
Conftroller, for the Active Directory domain, should be open for Kerberos authentication.

* If encrypted communication between the SL1 Data Collector and monitored Windows servers is desired,
port 5986 on the Windows server should be open for HTTPS traffic. If unencrypted communications is being
used, then port 5985 on the Windows server should be opened for HTTP traffic

* If multiple domains are in use, ensure that they are mapped in the [domain_realm] section of the Kerberos
krb5.conf file on the Linux operating system of the SL1 collector appliance.

Configuring PowerShell

To monitor a Windows Server using PowerShell Dynamic Applications, you must configure the Windows Server to
allow remote access from SL1. To do so, you must perform the following general steps:

1. Configure a user account that SL1 will use to connect to the Windows Server. The user account can either
be a local account or an Active Directory account.

TIP: For ease of configuration, Sciencelogic recommends using an Active Directory account that is a
member of the local Administrators group on the Windows Server.

2. Configure a Server Authentication Certificate to encrypt communication between SL1 and the Windows
Server.

3. Configure Windows Remote Management.

4. Optionally, configure a Windows server as a Windows Management Proxy.

NOTE: If you are configuring multiple Windows servers for monitoring by SL1, you can apply these settings
using a Group Policy.

5. Optionally, you can increase the number of PowerShell Dynamic Applications that can run
simultaneously against a single Windows server.

Step 1: Configuring the User Account for SL1

To enable SL1 to monitor Windows servers, you must first configure a user account on a Windows Server that SL1
can use o make PowerShell requests. You will include this user account information when creating the
PowerShell credential that SL1 uses to collect data from the Windows Server.
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To configure the Windows Server user account that SL1 can use to make PowerShell requests, complete one of
the following options:

o Option 1: Create an Active Directory Account with Administrator access
¢ Option 2: Create a local user account with Administrator access

e Option 3: Create a non-administrator user account

TIP: For ease-of-configuration, Sciencelogic recommends creating an Active Directory user account.

After creating your Windows Server user account, depending on your setup and the servers you want o monitor,
you might also need to configure the user account for remote PowerShell access to the following server types:

¢ Microsoft Exchange Server

o Hyper-V Servers

Option 1: Creating an Active Directory Account with Administrator
Access

For each Windows server that you want to monitor with PowerShell or WinRM, you can create an Active Directory
account that is a member of the local Administrators group on each server. For instructions, consult Microsoft's
documentation. On Windows Domain Controller servers, you can use a domain account that is not in the
Domain Administrators group by following the configuration instructions for Option 3: Creating a Non-
Administrator User Account.

After creating your Active Directory account:

o Ifyou use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

o Ifyou use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

o Otherwise, you can skip the remainder of this section and proceed to Step 3.

Option 2: Creating a Local User Account with Administrator Access

If you have local Administrator access to the servers you want to monitor and are monitoring Windows Server
2016 or Windows Server 2012, you can alternatively create a local user account with membership in the
Administrators group instead of an Active Directory account. For instructions, consult Microsoft's documentation.

WARNING: This method does not work for Windows Server 2008.
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After creating your local user account with Local Administrator access:

If you use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

If you use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

Otherwise, you can skip the remainder of this section and proceed to Step 2: Configuring a Server
Authentication Certificate.

Option 3: Creating a Non-Administrator Local User Account

If you do not have Local Administrator access to the servers that you want to monitor with PowerShell or WinRM,
or if the monitored Windows server is a Domain Controller that will not be in the local Administrators group, then
you must first create a domain user account or create a local user account on the Windows Server. For
instructions, consult Microsoft's documentation.

After creating your domain user account or local user account:

You must configure the Windows servers to allow that non-administrator user access. To do so, follow the
steps in this section.

If you use SL1 to monitor Microsoft Exchange Servers, you must configure the user account for remote
PowerShell access to Microsoft Exchange Server.

If you use SL1 to monitor Hyper-V Servers, you must configure the user account for remote PowerShell
access to the Hyper-V Servers.

To configure Windows Servers to allow access by your non-administrator user account:

1.
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Start a Windows PowerShell shell with Run As Administrator and execute the following command:

winrm configsddl default

On the Permissions for Default window, click the [Add] button, and then add the non-administrator user
account.

Select the Allow checkbox for the Read (Get, Enumerate, Subscribe) and Execute (Invoke) permissions
for the user, and then click [OK].

Access the Management console. To do this:

¢ In Windows Server 2016 and 2012, right-click the Windows icon, click [Computer Management],
and then expand [Services and Applications].

Right-click on [WMI Control] and then select Properties.
On the WMI Control Properties window, click the [Security] tab, and then click the [Security] button.

Click the [Add] button, and then add the non-administrator user or group in the Select Users, Service
Accounts, or Groups dialog, then click [OK].

On the Security for Root window, select the user o group just added, then in the Permissions section at
the bottom of the window, select the Allow checkbox for the Execute Methods, Enable Account, and Remote
Enable permissions.

Under the Permissions section of the Security for Root window, click the [Advanced] button.
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10.

12.
13.

In the Advanced Security Settings window, double-click on the user account or group you are modifying.
On the Permission Entry window, in the Type field, select Allow.
In the Applies to field, select This namespace and subnamespaces.

Select the Execute Methods, Enable Account, and Remote Enable permission checkboxes, and then click
[OK] several times to exit the windows opened for setting WMI permissions.

Restart the WMI Service from services.msc.

NOTE: To open services.msc, press the Windows + R keys, type "services.msc", and then press Enter.

17.
18.

19.
20.
21.

22.

24.

If this is a member server, go to the Management console, go to System Tools > Local Users and Groups
> Groups. Right-click on Performance Monitor Users, then select Properties.

If this is on a domain controller, go to the Server Manager, go to the Tools menu, and click Active
Directory Users and Computers. Locate the Builtin folder. Inside the Builtin folder right-click
Performance Monitor Users, and then select Properties.

On the Performance Monitor Users Properties window, click the [Add] button.

In the Enter the object names to select field, type the non-administrator domain user or group name, and
then click [Check Names].

Select the user or group name from the list and then click [OK].
In the Performance Monitor Users Properties window, click [OK].

Perform steps 15-20 for the Event Log Readers user group and again for the Distributed COM Users
user group, the Remote Management Users user group, and if it exists on the server, the
WinRMRemoteWMIUsers__ user group.

If you intend to use encrypted communications between the SL1 collector host and your monitored Windows
servers, each Windows server must have a digital certificate installed that has "Server Authentication" as an
Extended Key Usage property. You can create a self-signed certificate for WinRM by executing the following
command:

SCert = New-SelfSignedCertificate -Certstorelocation

Cert:\LocalMachine\My -DnsName "myHost"

Add an HTTPS listener by executing the following command:

New-Item -Path WSMan:\LocalHost\Listener -Transport HTTPS -Address * -
CertificateThumbPrint $Cert.Thumbprint —-Force

NOTE: This command should be entered on a single line.

25.

Ensure that your local firewall allows inbound TCP connections on port 5986 if you are going to use
encrypted communications between the SL1 collector(s) and the Windows server, or port 5985 if you will be
using unencrypted communications between the two. You may have to create a new rule on Windows
Firewall if one does not already exist.
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Optional: Configuring the User Account for Remote PowerShell
Access to Microsoft Exchange Server

If you use SL1 to monitor Microsoft Exchange Servers:

1. Follow the steps in the section Configuring the User Account for SL1T.

2. Add the new user account to the “Server Management” Exchange security group in Active Directory.

3. The user account will then be able to connect to the relevant WinRM endpoint to use cmdlets installed with
the Exchange Management Shell. For example, this will give the user account access to the cmdlet “Get-
ExchangeServer”.

Optional: Configuring the User Account for Remote PowerShell
Access to Hyper-V Servers

To use PowerShell Dynamic Applications to monitor a Hyper-V server, you must:

e Create a user group in Active Directory

Add the user account you will use to monitor the Hyper-V server to the group
 Set the session configuration parameters on the Hyper-V Server
* Setthe group permissions on the Hyper-V Server

» Create a PowerShell credential using the new user account
Creating a User Group and Adding a User in Active Directory

To create a group in Active Directory and add a user:

1. In Active Directory, in the same DC as the Hyper-V host you want to monitor, in the OU called Users, create
a group. For example, we called our group PSSession Creators.

2. Add a user that meets the requirements for monitoring a Windows server via PowerShell to the group. This is
the user that you will specify in the PowerShell credential.

NOTE: For details on using Active Directory to perform these tasks, consult Microsoft's documentation.

Setting the Session Configuration Parameters and Group Permissions

To set the Session Configuration and the Group Permissions on the Hyper-V Server:

1. Login to the Hyper-V server.
2. Open a PowerShell session. Enter the following command:

Set-PSSessionConfiguration -ShowSecurityDescriptorUI -Name

Microsoft.PowerShell

3. When prompted, select A.
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4. The Permissions dialog appears.

5. Inthe Permissions dialog, supply values in the following fields:
« Group or user names. Select the name of the group you created in Active Directory.

¢ Permissions for group. For Full Control (All Operations), select the Allow checkbox.

6. Click the [OK] button.

Optional: Configuring the User Account for Access to Windows
Failover Cluster

To configure Windows Servers to allow access to your Windows Failover Cluster:
1. Start a Windows PowerShell shell with Run As Administrator and execute the following command:

'Grant-ClusterAccess -User <domain>\<user> -ReadOnly'

Step 2: Configuring a Server Authentication Certificate

Sciencelogic highly recommends that you encrypt communications between SL1 and the Windows Servers you
want it to monitor.

If you have created a local account on the Windows Server that uses Basic Auth and that account will allow
communication between SL1 and the Windows server, the best practice for security is to enable HTTPS to support
encrypted data transfer and authentication. To do this, you must configure WinRM to listen for HTTPS requests.
This is called configuring an HTTPS listener.

NOTE: For details on configuring WinRM on your Windows servers to use HTTPS, see
https://support.microsoft.com/en-us/help/2019527 /how-to-configure-winrm-for-https.

The sections below describe how to configure a Server Authentication Certificate on the Windows Server. This is
only one task included in configuring an HTTPS listener. However, not all users need to configure a Server
Authentication Certificate. You can find out if your Windows computer has a digital certificate installed for Server
Authentication by running 'Get-ChildItem -Path Cert:\LocalMachine\My -EKU "*Server
Authentication*""' from a PowerShell command shell.

To support encrypted data transfer and authentication between SL1 and the servers, one of the following must be
frue:

» Your network includes a Microsoft Certificate server. In this scenario, you should work with your Microsoft
administrator to get a certificate for your Windows Server instead of configuring a self-signed Server
Authentication Certificate. You can skip this section and proceed fo Step 3.

» Your network does not include a Microsoft Certificate server. In this scenario, you must configure a self-
signed Server Authentication Certificate on the Windows Server that you want to monitor with SL1 using one
of the following methods:
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> QOption 1: Use the Microsoft Management Console.

° Option 2: If your Windows Server includes Windows Software Development Kit (SDK), you can use
the makecert tool.

> Option 3: lf you are running PowerShell 4.0 or later, you can use the New-SelfSignedCertificate
and Export-PfxCertificate commands.

NOTE: If you have created an Active Directory user account on the Windows Server to allow communication
between SL1 and the server, Active Directory will use Kerberos and AES-256 encryption to ensure
secure authentication.

Option 1: Using the Microsoft Management Console to Create a Self-
Signed Authentication Certificate

To use the Microsoft Management Console to create a self-signed certificate:
1. Log in to the Windows Server that you want to monitor with SL1.
2. Inthe Start menu search bar, enter "mmc" to open a Microsoft Management Console window.

3. Select [File], then Add/Remove Snap-Ins. The Add or Remove Snap-ins window is displayed:

Add or Remove Snap-ins @

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor gt “I Console Roat
-1 ActiveX Control Micresoft Cor...

Authorization Manager Micresoft Car...
Gl Certificates Microsoft Cor... |z

N Companent Services Microsoft Cor...

;é' Computer Managem... Microsoft Cor...

=5 Device Manager Microsoft Cor... | |

=¥ Disk Management Microsoftand. ..

@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

=/ Group Policy Object ... Microsoft Cor...

g IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor...

|Z]Link to Web Address  Microsoft Cor...  _
. ... - oo

Description:

OK ] [ Cancel

4. Inthe Available snap-ins list, select Certificates.
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5.

12.
13.
14.
15.
16.
17.

© 0 o N o

Click the [Add >] button. The Certificates snap-in window is displayed:

<
Certificates snap-in lﬁ

Thiz snap4n will always manage cerificates for:
@ My user account
1 Service account

(71 Computer accourt

< Back Finish ][ Cancel

Select Computer account.

Click the [Next >] button.

Click the [Finish] button.

In the Add or Remove Snap-ins window, click the [OK] button.

In the left pane of the Microsoft Management Console window, navigate to Console Root > Certificates
(Local Computer) > Personal.

Right-click in the middle pane and select All Tasks > Request New Certificate.... The Certificate
Enrollment window is displayed.

Click the [Next] button. The Select Certificate Enrollment Policy page is displayed.
Select Active Directory Enrollment Policy .

Click the [Next] button. The Request Certificates page is displayed.

Select the Computer checkbox.

Click the [Enroll] button.

After the certificate is installed, click the [Finish] button.

Option 2: Using the MakeCert Tool to Create a Self-Signed
Authentication Certificate

If your Windows system includes Windows Software Development Kit (SDK), you can use the MakeCert tool that is
included in the kit to create a self-signed certificate. For information on the MakeCert tool, or for details about
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creating a self-signed certificate with MakeCert and installing the certificate in the Trusted Root Certificate
Authorities store, see the Microsoft documentation.

Option 3: Using PowerShell Commands to Create a Self-Signed
Authentication Certificate

If your Windows system includes PowerShell 4.0 or later, you can use the following PowerShell commands to
create a self-signed certificate:

* You can use the New-SelfSignCertificate command to create a self-signed certificate. For information on
New-SelfSignCertificate, see the Microsoft documentation.

* You can use the Export-PfxCertificate command to export the private certificate. For information on the
Export-PfxCertificate, see the Microsoft documentation.

Step 3: Configuring Windows Remote Management

To provide SL1 remote access to the Windows Servers you want to monitor, you must configure Windows Remote
Management.

NOTE: This step is required regardless of the user account type that SL1 will use to connect to the Windows
Server.

There are three ways to configure Windows Remote Management:
« Option 1: Use the script provided by ScienceLogic.
o Option 2: Manually perform the configuration.

o Option 3: Use a group policy.
Option 1: Using a Script to Configure Windows Remote Management

Sciencelogic provides a PowerShell script in a .zip file in the PowerPack download folder that automates
configuration of Windows Remote Management and permissions required for the user account that will be used
in the SL1 credential. The script configures all of the base Windows permissions required, except for opening up
Windows Firewall ports for HTTP and/or HTTPS traffic. The configuration performed by the script is useful
primarily for running collection with the Microsoft: Windows Server, Microsoft: Windows Server Event Logs,
and Microsoft: SQL Server Enhanced PowerPacks. Microsoft: SQL Server Enhanced requires further instance-
specific permissions.

See Monitoring SQL Servers for more information.
To use the PowerShell script, perform the following steps:

1. When you download the Microsoft: Windows Server PowerPack from the Sciencelogic Support site, a .zip
file for the WinRM Configuration Wizard Script (winrm_configuration_wizard _v3.4.ps1) will be in the
folder with the PowerPack's EM7PP file.

2. Unzip the downloaded file.
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3. Using the credentials for an account that is a member of the Administrator's group, log in to the Windows
server you want to monitor. You can log in directly or use Remote Desktop to log in.

4. Copy the PowerShell script named winrm_configuration_wizard _v3.4 to the Windows server that you
want to monitor with SL1.

5. Right-click on the PowerShell icon and select Run As Administrator.

6. Atthe PowerShell prompt, navigate to the directory where you copied the PowerShell script named winrm_

configuration_wizard_v3.4.
7. Atthe PowerShell prompt, enter the following to enable execution of the script:

Set-ExecutionPolicy -ExecutionPolicy Unrestricted -Scope Process -

Force

NOTE: The execution policy setting persists only during the current PowerShell session.

8. After the warning fext, select Y.

NOTE: If your Windows configuration requires further steps to allow execution of the script,
PowerShell will display prompts. Follow the prompts.

9. To run the script with interactive dialogs, enter the following at the PowerShell prompt:

.\winrm configuration wizard v3.4.psl -user <domain>\<username>

NOTE: If you have run the script previously and set HTTPS listeners, make sure you have deleted any
previous HTTPS listeners with the following command: winrm delete
winrm/config/Listener?Address=*+Transport=HTTPS

The user account you wish to use for SL1 collection must be specified with the —user command-
line argument regardless of other arguments used. You can obtain the full help for the PowerShell
configuration script by entering the following:

help .\winrm configuration wizard v3.4.psl -full

The most common way to run the script is silently:

.\winrm configuration wizard v3.4.psl -user <domain>\<username>

silent

Step 3: Configuring Windows Remote Management

59



NOTE: If you have multiple certificates installed on your server, running the script with the —silent
flag will by default use the first certificate it encounters for your HTTP/HTTPS listeners. To set a

specific certificate, run the script without the —-silent flag and use the WinRM Installation
Wizard.

10. Ifyou start the script without using the —silent command-line argument, the WinRM Installation
Wizard modal appears. Click [OK].

WinRM Installation Wizard -

This program will configure Windows Remote Management on your Windows
Server, permissions to use WMI, query performance counters and event logs. |t
will ask a series of questions to determine the preferred security settings and will
display your choices at the end. Configuration changes will not be made until the
end of the wizard, Before beginning, here are your current settings:

Basic Authentication = True

Kerberos Authentication = True

Allow Unencrypted WinRM Traffic = True
Maxirurm WinRM Reguests = 300

HTTP Port = 5985

HTTPS Port = 5986

MOTE: This wizard cannot override settings applied by Group Pelicy (GPO). Te
overwrite those settings, please contact a system administrator.

Click OK to Continue,

0K | Cancel

11. The Windows Account Type modal appears. Select the appropriate choice for your environment.
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Will you be using an Active Directory domain account?

Click YES to enable Kerberos Authentication.
Click MO to enable Basic Authentication.

12. The Set Encryption Policy modal appears. Select the appropriate choice for your environment.

Should your WinRM traffic from 501 be encrypted?

Click YES to use only encrypted data.

Click NO to allow unencrypted data.

o Click YES to us only encrypted data. Click Yes to configure an HTTPS listener for using encrypted
communications between the SL1 collectors and the Windows server. Setting up an HTTPS listener
requires a digital certificate with Server Authentication EKU to be available on the server.

o Click NO to allow unencrypted data. For communication between SL1 collectors and the
Windows server, if unencrypted traffic is allowed, an HTTP listener will be configured for
communication.

13. The Change Max Requests modal appears. Click [Yes].
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14.

15.
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This host allows 300 WinRM requests at one time.
Do you want to change this value of maximum requests?

Click YES to edit the maximum number of requests,
Click NO to leave the maximum number of requests unchanged.

The Change IdleTimeout modal appears. If you would like to change the value of IdleTimeout, click
[Yes]. If you click [Yes], the Set WinRM IldleTimeout modal appears. Enter the new value in the field and
click [OK].

Change |dleTimeout

This host currently has WinRM IdleTimeout of 900000 ms.
Do you want to change this value for the IdleTimeout?

Click YES to edit the IdleTimeout.
Click NO to leave the IdleTimeout unchanged.

Yes I No

The Set Ports for WinRM Traffic modal appears, and it shows the current settings for the HTTP and HTTPS
ports. If you want to make a change to these, click [YES]; otherwise, click [NO] to continue.
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Your current HTTP port for Windows Remote Management is set to 5985, and the
HTTPS port for Windows Remote Management is set to 3986, Do you want to
modify these ports for WinRM traffic use?

Click YES to edit your HTTR/HTTPS ports.,
Click MO to continue to the next page,

16. Choose which port values you would like SL1 to use when communicating with the Windows server.

17. The Set HTTPS Thumbprint modal appears. Enter the information for your certificate thumbprint, which is

used to create an HTTPS listener, then click [OK].

To setup the WinRM HTTPS listener. you will need to use a certificate thumbprint
Run the PowerShell cmdlet below on this \Windows computer to get your existing certificate thumbprints:

Get-Childitem -Path Cert:\LocalMachine\My

Then press OK to continue.

Erter your cerificate thumbprint here. ..
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NOTE: If the certificate structure for your certificate thumbprint is incomplete or incorrect, an error
message appears indicating that the WinRM client cannot process the request. If you think you

made an error, click [OK] and try to correct it. Otherwise, contact a system administrator for
help.

18. The Confirm Settings modal appears. If the settings are as you specified, click [OK].

Please confirm your settings:

Authentication Type: Kerberos (for Active Directory)

Encryption Policy: Restrict Unencrypted Data

Maximum Connections: 300

HTTP Port: 5385

HTTPS Port: 5986

Certificate Thurmbprint: 2B496C35642415356ACE3634D02C909076B16F20

Click OK to update WinRM settings.
Click CAMCEL to quit wizard (settings will not be updated).

19. The Complete modal appears. If the settings are correct, click [OK].
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20.

Complete -

Your Windows Rermote Management settings have been updated. To view them
when necessary, you can run the following commands in a PowerShell console:
winrm get winrm/config/service winrm e winrm/config/listener

Your updated WinRM settings are detailed below:

Basic Authentication = true

Kerberos Authentication = true

Allow Unencrypted WinRM Traffic = true

Maximurm WinRM Requests = 500

HTTP Port = 5385

HTTPS Port = 5886

Certificate Thumbprint =
4705BE1BE38CDCATEEBE19%3BE3307CA5DFR1Co3F

The WinRM service will be restarted after this dialeg is closed.

OK | Cancel

Exit the PowerShell session.

Option 2: Manually Configuring Windows Remote Management

To configure a Windows server for monitoring via PowerShell directly, perform the following steps:

1.

Log in to the server with an account that is a member of the local Administrators group, or a Domain
Administrator's account if on a Windows server with the Domain Controller role installed.

Ensure that your local firewall allows inbound TCP connections on port 5986 if you are going to use
encrypted communications between the SL1 Data Collectors and the Windows server, or port 5985 if you
will be using unencrypted communications between the two. You may have to create a new rule on
Windows Firewall if one does not already exist.

Right-click on the PowerShell icon in the taskbar or the Start menu, and select Run as Administrator.
Execute the following command:

Get-ExecutionPolicy

If the output is "Restricted", execute the following command:

Set-ExecutionPolicy RemoteSigned

Enter "Y" to accept.
Execute the following command:

winrm gquickconfig

Enter "Y" to accept.

If you are configuring this Windows server for encrypted communication, execute the following command:
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10.
1.
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winrm gquickconfig -transport:https

Enter "Y" to accept.
Execute the following command:

winrm get winrm/config
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The output should look like this (additional lines indicated by ellipsis):

Config
Client
Auth
Basic = true
Kerberos = true
Service

AllowUnencrypted = false

DefaultPorts

HTTP = 5985

HTTPS = 5986

AllowRemoteAccess = true

Winrs

AllowRemoteShellAccess = true

12. Inthe Service section, if the parameter AllowRemoteAccess is set to false, execute the following command:
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NOTE: This setting does not appear for all versions of Windows. If this setting does not appear, no
action is required.

Set-Item WSMan:\Localhost\Service\AllowRemoteAccess -value true

13. Inthe Winrs section, if the parameter AllowRemoteShellAccess is set to false, execute the following
command:

Set-Item WSMan:\Localhost\Winrs\AllowRemoteShellAccess -value true
14. Ifyou are configuring this Windows server for unencrypted communication and the parameter
AllowUnencrypted (in the Service section) is set to false, execute the following command:
Set-Item WSMan:\Localhost\Service\AllowUnencrypted -value true

15. Ifyou are configuring this Windows server for unencrypted communication, verify that "HTTP = 5985"
appears in the DefaultPorts section.

NOTE: Sciencelogic recommends using encrypted communication, particularly if you are also using
an Active Directory account. Using an Active Directory account for encrypted authentication
enables you to use Kerberos ticketing for authentication.

16. Ifyou are configuring this Windows server for encrypted communication, verify that "HTTPS = 5986"
appears in the DefaultPorts section.

16. If you are using an Active Directory account to communicate with this Windows server and in the Auth
section, the parameter Kerberos is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Kerberos -value true

NOTE: Sciencelogic recommends using an Active Directory account.

17. Ifyou are using a local account to communicate with this Windows server and in the Auth section, the
parameter Basic is set to false, execute the following command:

Set-Item WSMan:\Localhost\Service\Auth\Basic -value true

18. IdleTimeout is set to 7200000 milliseconds (2 hours) by default. If an issue occurs with scheduled
PowerShell monitoring and a process remains on a Windows device, it will therefore remain for up to 2
hours before being removed. To reduce the IdleTimeout and have Windows shut down idle
WinRM processes after a shorter time period, execute the following command:

winrm s winrm/config/winrs '@{IdleTimeout="600000"}"

This command will change the timeout to 10 minutes (600000 ms).
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NOTE: When changing IdleTimeout, ensure that no other applications or utilities need a higher
timeout for WinRM sessions.

Option 3: Using a Group Policy to Configure Windows Remote
Management

You can use a group policy object (GPO) to configure the following Windows Remote Management settings on
Windows Server 2012 or Windows Server 2016:

A registry key to enable Local Account access to Windows Remote Management
Firewall rules

Certificates

HTTP and HTTPS listeners, including authentication and encryption settings

Service start and recovery settings

To create the group policy object, perform the following steps:
1.
2.
3.

Log in to the CA server as an administrator.
Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

At the PowerShell prompt, use the change directory (CD) command to navigate to a folder where you can
create new files.

Save the root Certification Authority certificate to the local directory by executing the following command:

certutil.exe -ca.cert ca name.cer
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i1 Administrator; Command Prompt

4PG1hD]0Bg2s

gNeTUNHFTYu]1dEe

.cert command completed succ

EM7Admin' Documents>_

TIP: You will import this certificate into the new group policy in step 21.

Exit the command prompt.

Log in to a domain controller in your Active Directory forest and navigate to the System Manager

dashboard.

Click the Tools menu, then select Group Policy Management.
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Dashboard

Local Server

All Servers

ADCS

AD DS

DNS

File and Storage Services P

s

FTAPRE SR

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

o Configure this local server

| quicx start

| WHATS NEW

) | I

Manage  Tools
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADS! Edit

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives
DNS

Event Viewer

View

Help

Group Policy Management

LEARN MORE

ROLES AND SERVER GROUPS

Internet Information Services (IIS) Manager
i5CS! Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Roles: 5

| Ser Servers total: 1

Resource Monitor

Secunity Configuration Wizard

I§l ADDs 1 DNS

Be

E} ADCS 1

Services

@ Manageability @ Manageability @ Manageability System Configuration

System Information

Events Events Events
& % & Task Scheduler
ernvices ervices ervices
Windows Firewall with Advanced Security
Performance Performance Performance Windows Memory Diagnostic
RPA raciilts RDA roilts RPA reailts 23

8. On the Group Policy Management page, in the left panel, right-click the domain name where you want
the new group policy to resideand then select Create a GPO in this domain and Link it here.

] Group Policy Management
3 File Action View Window Help
a2 A
|3, Group Policy Management || croup Policy Objects in MSTLO12R2.1ocal
44X Forest: MSTLO12R2Iocal [ Corterts | Delegation |
4 (54 Demains i
4|53 MSTLOI2R2 Incal UL | Name = GPO Status WMI Fiter Modfied
5] Defaj:r Create 2 GPO in this domain, and Link it here... |ﬂm|-3f= Policy Enabled Nene 3197201
s Powl  Linkan Existing GPO... I Enabled e 2472014
» Bl Dor Management Policy Al settings dissbled Mone 4177201
; ) Block Inheritance All settings disabled Nore 4/16/201
b 5 WMI Group Policy Modeling Wizard...
b 3 Start New Organizational Unit
b stes Search..
4 Group Polic| )
2 Group Polic| Change Domain Controller...
| Remove
Active Directory Users and Computers...
New Window from Here
Refresh
Propesties
Help
< n 3
Create 2 GPO in this domain and link it to this container

9. Inthe left panel, right-click the new group policy and select Edit. The Group Policy Management Editor
page for the new Windows Remote Management group policy appears.
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10. Inthe left panel, navigate to Computer Configuration > Policies > Windows Settings > Security
Settings > System Services. In the right panel, locate the Windows Remote Management (WS-
Management) service. Right-click the service, then select Properties.

11. The Windows Remote Management (WS-Management) modal page appears. Select the Define this

72

39& Action View Window Help
N R

& Group Policy Management
4 £ Forest: MSTLO12R2ocal

|| Group Policy Objects in MSTLO12R2.local

Fo Conterts | Delegation |
4 [ Domains
4 35 MSTLO12R2Iocal 'game == GPO Status WM Fiter WModfied |
! Defaut Domain Policy / Defouk Domain Cortrolles Polcy Enabled None 31920
5 PowerShell Remote Management Policy i/ Defaut Domain Policy Enabled None 2472014
= 2 PowerShel Remate Management Poicy Al settings disabled None 417720
i Edit... -/ WinRM Polcy Enabled None 477201
b Enforced WinRM Settings Al settings diszbled Mone 4167200
b Link Enabled
. iF Save Report...
p [ Sites
4% Group Poli New Window from Here
" Group Polic Delete
Rename
Refresh
Help
< i >

Open the GPO editor

File Action View Help

-

i Computer Configuration
4 ] Policies
b (] Software Settings
4 ) Windows Settings
1 Mame Resolution Palicy
&) Scripts (Startup/Shutdown)
4 Security Settings
i Account Policies
3 Local Policies
. Eventlog
"4 Restricted Groups
4 System Services
b [ Registry
' File System
Wired Network (IEEE 802.3) Policies

v

-

v e w

1 Network List Manager Policies

| Public Key Pe
1 Software Restriction Policies
1 Network Access Protection

] Application Control Policies

vvwww

b gl Policy-based QoS

WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy

b ] Windows Firewall with Advanced Security

1‘4 Wireless Network (/EEE 802.11) Policies

b 8, IP Security Policies on Active Directary (MSTLO12R
b ] Advanced Audit Palicy Configuration

pE p Policy
b ] Preferences
4 i, User Configuration
b = Policies
b | Preferences
<L ] I

(ADMX files)

| Service Name
| User Access Logging Service
{¥ User Profile Service
| i Virtual Disk
| i¥ Volume Shadow Copy
| {FW3C Logging Service
| B Windows Audio
{FWindows Audic Endpoint Builder
| ¥ Windows Color System
| . Windows Connection Manager
| ¢ Windows Driver Foundation - User-mode Driver Framewark
| {F Windows Encryption Provider Host Service
| ¥ Windows Error Reporting Service
/¥ Windows Event Collector
¥ Windows Event Log
| ¥ Windows Firewll
| . Windows Font Cache Service
| i Windows Installer
| #.#Windows Management Instrumentation
| o Windows Modules Installer
| { Windows Process Activation Service

| i Windows Time Help
| . windows Update

| {5 WinHTTP Web Prory Auto-Discovery Service
{ Wired AutoConfig

{JFWMI Performance Adapter

%% Warkstation

| £ World Wide Web Publishing Service

Startup
Net Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Net Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined

Permission

Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Mot Defined
Not Defined

Opens the properties dizlog box for the current selection.

policy setting check box and the Automatic radio button, then click [OK].
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i Group Policy Management Editor -8 x
File Action View Help
&5 zmE XE ;
1=/ WinRM Policy [TLO12R2-DC-01.MSTLD12R2.LOCAL] Policy || senvice Name & Startup Permission ~
4 & Computer Configuration 1% User Access Logging Service Not Defined  Not Defined
4 (] Policies 1% User Profile Service Not Defined  Not Defined
b ] Software Settings a1 Dick Al Not Defined
Ml Winclom: Séttig: Windows Remote Management (WS-Managem..._? W Not Defined
b (] Name Resolution Palicy e : Mot Defined
2 zclipti;sst::pfshmduwnJ Securty Polcy Seting | Not Defined
4 Securi ings
- i #Em  Windows Remote Management (WS-Management) Not Defined
b Account Policies -
£ o o Not Defined
b 3 Local Policies -
g Not Defined
b 5 Eventlog
b [ 4 Restricted Groups [¥] Define this policy setting :ut D:msd
g System Services Selsct servics statup mode: ot Defined
: Not Defined
> L@ Registry @ Automatic
b (4 File System i ot Befifed
b Tu Wired Network (IEEE 802.3) Policies ) Manual Not Defined
p 1 Windows Firewall with Advanced Security ) Disabled Not Defined
7 Network List Manager Policies Not Defined
b 54 Wireless Network (IEEE 802.11) Policies [ ExSecnty. | Not Defined
b 1 Public Key Policies Not Defined
b ] Software Restriction Policies Not Defined
b ] Network Access Protection Frwing Not Defined
b (1 Application Control Policies T Winl o Il NotDefined
v &, 1P Security Policies on Active Directory (MSTLOT2E | % ;| ok [ ¢ 1 | || Motoetines
p | Advanced Audit Policy Configuration EA  Wird ! oy Not Defined
> il Policy-based QoS i ions (ADMX e Tk Winclows Updlte Not Defined Not Defined
b B rirones P ki ( el ¥ WinHTTP Web Proxy Auto-Discovery Service Not Defined  Not Defined
e RS [ Wired AutoConfig Not Defined  Not Defined -
4 4, User Configuration B
& Gl [ WMI Performance Adapter Not Defined  Not Defined
o 14 Workstation Not Defined  Not Defined
b () Preferences
3 o 5 || ¥ World Wide Web Publishing Service Not Defined Mot Defined -

12. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Windows Firewall with Advanced Security >
Windows Firewall with Advanced Security - LDAP > Inbound Rules. In the right panel, right-click and
select New Rule.

Group Policy Management Editor [= o

File Action View Help
e HE =

(=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy ~ || Name Group Profile  Enabled  Action  Overide  Program  Local Address  Remot
Computer Configuration
A Campat Confi o There are no items to show in this view.
4 ] Policies

b [ Software Settings
4[] Windows Settings
| Name Resolution Palicy
| Scripts (Startup/Shutdown)
Za Security Settings
7 Account Palicies
3 Local Policies
J Eventlog
4 Restricted Groups
4 System Services
A Registry
4 File System
Su Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Security
4 i Windows Firewall with Advanced Security - —
inbound Rules [ M
3 Outbound Rules Filter by Profile »
2 Connection Security Rules
1 Network List Manager Policies
b 5 Wireless Network (IEEE 802.11) Policies
b ] Public Key Policies Refresh
b ] Software Restricticn Policies
3
12
13

-

[
vvww

m

LT T W

Filter by State »
Filter by Group Gl

View »
Network Access Protection
-] Application Control Policies Arrange lcons. »
®, P Security Policies on Active Directory (MSTLO Line up Icons
b ) Advanced Audit Policy Configuration Hep
b gllj Policy-based QoS L ===t
b i plates: Policy definitions (ADMX fi . |
< m >
New Rule...

13. The New Inbound Rule Wizard modal page appears. Click the Predefined radio button, select Windows
Firewall Remote Management from the list, and then click [Next].
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o Group Policy Management Editor -
File Action View Help
e @ = B
Profile  Ensbled  Action  Ovemide  Program  Local Address  Remots
Pl Rule Type lems to show in this view.
b ]| seectthete o frewal nieto create
B Steps:
a| # Rue Type What type of rule would you like to create?
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@ Action ) Program
Fe that cortrols connections for 2 program.
O Port
Rue that controls connections for a TCP or UDP port.
@) Predefined:
| Windows Firewall Remate v
e = core For 3 W =
) Custom
Custom ne.
3
v & <ok |[ Net> Cancel.
[

a| x

14. Select the Windows Firewall Remote Management (RPC) and Windows Firewall Remote Management (RPC-
EPMAP) check boxes, then click [Next].

[=]8] x

f Group Policy Management Editor
File Acion View Help
e 2z =B
C
‘ﬁ“;p? Praial lems to show in this view.
b || Seiectthe ndssto bs rastedorthis epadence
=
" Steps:
e RueTipe Which rules would you lixe to create 7
& Predefined Rules The definy 3 . jected predefined group:
Adten Rules that are ch ated. f 2 nule already d is checked, th of
L the exsting rule will be overwriten.
Rules:
Name Rule Bxsts Profile Desc]
[ Windows Firewall Remote Management (RPC... Mo Al Inboy,
[ Windows Frewall Remote Management (RFC)  No A Inbod
<l m >
>
» @ cBack | Met> || Concel |
<

15. Select the Allow the connection radio button, then click [Finish].
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Group Policy Management Editor
File Action View Help

.’ Profile  Enabled  Action

lems to show in this view.

e nm = Be
| WinRM Py - 5
S o New Inbound Rule Wizard
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4 1 Po Action
b Specify the action to be taken when a connection matches the conditions specfied in the nue
2[5
" Steps:
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_ Allow the connection if it is secure
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~) Block the connection
4
» B [ <Back | Finen Cancel
<

Override Program Local Address Remot|

16. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Automatic Certificate
Request Settings. In the right panel, right-click and select New > Automatic Certificate Request.

<

File

Group Policy Management Editor
Action View Help

Automatic Certificate Request =

>

4 ) Windows Settings
b [ Name Resolution Policy - ==
- Scripts (Startup/Shutdown) ere are no items to show in this view.

4 [ Security Settings

b 35 Account Policies
3 Local Policies
J Eventlog
4 Restricted Groups
A System Services
4 Regstry
b 4 File System
b Fu Wired Network (IEEE 802.3) Policies
b ] Windows Firewall with Advanced Security

| Network List Manager Policies
b i Wireless Network (|EEE 802.11) Policies
4 [ Public Key Policies

~| Encrypting File System
Data Protection

v v o

-

New

Automatic Certificate Request...

| BitLocker Drive Encryption Refresh
! BitLocker Drive Encryption Network Unlock

View v
| Automatic Certificate Request Settings

1 Trusted Root Certification Authorities Arrange lcons »
| Enterprise Trust Line up lcons

1 Intermediate Certification Authorities Help

Trusted Publishers
| Untrusted Certificates
Trusted People
b [ Software Restriction Policies
Network Access Protection
b [ Application Control Policies
. |I|? Security Policies on Active Directory. fMS'ﬂ;O e

-

Create 2 new Automatic Certificate Request object and add it to the Security Configuration Editor

17. The Automatic Certificate Request Setup Wizard modal page appears. Click [Next].
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1 Group Policy Management Editor - g x
Welcome to the Automatic
Certificate Request Setup - = > = =
Wizard i
T T There are no items to show in this view.
for computers.
Using automatic certficate requests, an administrator can
spechy which types of cenficate can be automatically
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To continue, chck Next
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18. Select the Computer certificate template. Click [Next], and then click [Finish].
a| x

Centificate Template
The next time a computer logs on, a certificate based on the template you select is

‘Group Policy Management Editor -
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ﬁLe:ker Drive E |
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|} Automatic Certificate Request Settings
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19. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Windows Settings > Security Settings > Public Key Policies > Trusted Root
Certification Authorities. In the right panel, right-click and select Import.
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Add a certificate to a store

20. The Certificate Import Wizard modal page appears. Click [Next].

21. Browse to the Certification Authority certificate that you saved to your local directory in step 4, then click

[Next].
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certificati thority, is your identity
and contains information used to protect data or to establish secure network
A certf th where certificates are kept.
Store Location
Current User
) Local Machine.

To continue, dick Next.
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Specify the file you want to import.
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MNote: More than one certificate can be stored in a single file in the following formats:
‘Personal Information Exchange- PKCS =12 (FFX, P12)
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Mcrosoft Seriakzed Certificate Store (.SST)
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Status  Certificate Te.,
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22. Select the Place all certificates in the following store radio button, then select the Trusted Root

Certification Authorities certificate store and click [Next].
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Certificate Store
Certificate stores are system areas where certificates are kept.
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Windows can automatically select a certificate store, or you can specify a location for

the certificate,

_) Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

[ Trusted Root Certification Authorities

Browse..

b ) Application Control Policies
BT} wkwwdupfmm Directarv (MSTLO ¥
5 " x 4. 1] }.

Status  Certificate Te.

23. Click [OK] to confirm that the certificate was successfully imported, and then click [Finish].
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File

Action

-

View Help
| & @

| Windows Settings
b Name Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
53 Account Policies
A Local Policies
3 Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System
fa Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Security
Network List Manager Policies
i Wireless Network (IEEE 802.11) Policies
4 Public Key Policies
7| Encrypting File System
Data Protection
| BitLocker Drive Encryption
BitLocker Drive Encryption Network Unloc|
| Automatic Certificate Request Settings
Trusted Root Certification Authorities
Enterprise Trust
_| Intermediate Certification Authorities
Trusted Publishers
_| Untrusted Certificates

- v v v BT

v v oo

-

Trusted People
| Software Restriction Policies
Network Access Protection
Application Control Policies

v v o

1., IP Securitv Policies on Active Directorv (MSTLO |
m >

[=TeT =]

Group Policy Management Editor

|| er—

(&) . Certificate Import Wizard ew.

Friendly Name Status  Certificate Te. |

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Yfou have spedified the following settings:

B ToI] Trusted Root Certification Authorites
Cantent Certificate
File Name: Ci\sers\EM7Admin'Documents'ca_name, cer

Finish | [ Cancel |

| <

n > |

24. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Network > Network Connections > Windows Firewall
> Domain Profile. In the right panel, right-click Windows Firewall: Define inbound port exceptions

and select Edit.

File  Action

4=

View Help

Group Policy Management Editor

4 & Comp
4 [ Pol
o |
» 3
a
'3
4

<

=] WinRM Policy [TLO12R2-DC-D1.MSTLOT2R2.LOCAL] Pelicy

uter Configuration
licies

Software Settings
Windows Settings

| Administrative Templates: Policy definitions (ADMX i

“| Control Panel
7 Network

| Background Intelligent Transfer Service (BITS)
| BranchCache
DirectAccess Client Experience Settings
DINS Client

" Hotspot Authentication

| Lanman Server

| Link-Layer Topelogy Discovery
b ] Microsoft Peer-to-Peer Networking Services
4 [ Network Connections
| Windows Firewall

| Domain Profile

| Standard Profile

| Network Connectivity Status Indicator

| Network Isolation

7 Offline Files
b [] QoS Packet Scheduler

SHMP

| SSL Configuration Settings
b [ TCPIP Settings

“| Windows Connect Now

| Winclows Connection Manager
b [ WLAN Service

I 71 WWAN Service
m >

.

“ /| Domain Profile

port exceptions

Edit policy setting

Requirements:
At least Windows XP Professional
with P2

Description:

Allows youto view and change
the inbound port exceptions list
defined by Group Policy. Windows
Firewall uses two port exception
lists: one is defined by Group
Policy settings and the other is
defined by the Windows Firewall
compenent in Control Panel.

£ you enable this palicy setting,
you can view and change the
inbound port exceptions list
defined by Group Policy. To view
this port exceptions list, enable the
policy setting and then click the
Show button, To add a port,
enable the policy setting, nate the
syntax, click the Show button. In
the Show Contents dialog box
type a definition string that uses
the syntax format, To remove s
port, clickits definition, and then
press the DELETE key. To edit »
definition, remove the current
it el R

Windows Firewall: Define inbound Setting

State Comment
Windows Firewall: Allow local program exceptions Not configured No
Windows Firewall: Define inbound program excepticns Mot configured No
Windows Firewall: Protect all network cannections Mot configured No
Windows Firewall: Do not allow exceptions Not configured No
Windows Firewall: Allow inbound file and printer sharing ex..  Not cenfigured Neo
Windows Firewall: Allow ICMP exceptions Not configured No
Windows Firewal: Allow logging Mot configured No
Windows Firewall: Prohibit notifications Mot configured No
Windows Firewall: Allow local port exceptions Not configured No

Windows Firewall: Allow inboung|___Edit Jot configured
Windows Firewall: Allow inbound Filter On lot configured No
Windows Firewall: Prohibit unica Filter Options... ot configured No
Windows Firewall: Allow inboune gz Apoly Fiter Jot configured No
All Tasks » ‘
Help ‘

'\ Btended 4 Standard

Edit Administrative Templates policy setting

25. The Windows Firewall: Define inbound port exceptions modal page appears.

[Show].

Under Options, click

26. The Show Contents modal page appears. Enter the following values:
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Commen
Ne
No
No
No
No
Ne
Ne
Ne
Ne
No
No
No
No
Ne

it

[ Graun Policy Manaoement Edifar
File Action View = Windows Firewall: Define inbound port exceptions
% E: Windows Firewall: Define inbound port exceptions.
= WinRM Policy [TLO1
a & Computer Confi ) Mot Configured Comment: ~ State
4 [ Policies
i crania ceptions Not configured
i e am exceptions Not configured
o il At O Disabled "] |nnections Not configured
e Supported oni [ At |eact Windaws XP with SP2 Net configured
G B Netwi Show Contents lharing ex..  Not configured
Ba Not configured
| Br Options: T — Not configured
° Di Not configured
Val
l DM Define port exceptions: [E2nam - Nt corfiauied
1 H 5985:TCP:" enabled WS5Man Not configured
1 Laf | Specify the port to open or block. # | 598E.TCP "enabled WSMan| ration exc.. ot configured
i el * exceptions  Not configured
b B mify) Iticast or ... Mot configured
4[] Ng | <Ports:<Transport>: <Scope»:<Statuss: exception Nt poRll
- <Part> is a decimal port number
<Transport> is either “TCP” or "UDP”
- Ne T seopes is ither  (for all netwarks] o
Ne
Off a comma-separated list that contains
b [ O any number or combination of thase: Canedl
SN
- P addresses, such a5 10.0.0.1
| AlS0 Enable the WINAows FIrEwall: AlTow [ocal Port eXCeption:
b [ TG Subnet descriptions, such as 10.2.2.0/24 policy setting.
Wi
wil [T W > If you disable this policy setting, the port exceptions list defined |,
p W
& | oK | ‘ Cancel ‘ | Apply |
<

5985:TCP:*:enabled:WSMan
5986:TCP:*:enabled:WSMan

27. Click [OK], then click [OK] again.

28. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote
Management (WinRM) > WinRM Client. In the right panel, double-click the Allow Basic

authentication setting.

[=[= |

ment

R

This policy setting allows you to manage whether the Windows
Remote Management (WinRM) client Uses Basic authentication

If you enzble this policy setting, the WinRiM client uses Basic
authentication. If WinkM is configured ta use HTTP transport,
the user name and password are sent over the network as clear

If you disable or do not configure this pelicy setting, the WinRiM
client does not use Basic authentication.

[ o

|| Cancel H Apply |

E Grouin Palin: Mananement Editar
File Action View Help ] Allow Basic authentication
| &5 = 7] Y ) | [ Altew Basic authentication
| Smart Card A
| Sound Recorder iow Bad| O Not Configuree  Comment:
| Sync your seftings
(® Enzbled
L= ?hﬁ Phcd ; Edit polie
. \;Sd 5 EC”‘Erd O Disabled
| Windows Calendar Requirem ;
Windows Colar System At teast Supportedon [atjeast Windows Vista
| Windows Customer Experience Improvement F ]
» £ Windows Defender 25?;”:“"(
b ] Windows Error Reporting ma":gE Options: Help:
| Windows Installer Remote
| Windows Lagen Options uses Basi
| Windows Mail i
5 : you ens
1 Windows Media Center iy
| Windows Medis Digital Rights Management Siithias:
| Windows Media Player configure
| Windows Messenger the usern
1 Windows Mobility Center overthe ny
| Windows PowerShell
Ifyou dis:
| Windows Reliability Analysis policy sef
4 1 Windows Remote Management (WinRM) notuse B
© WinRM Client
© WinRM Service
| Windows Remote Shell A
| Windows Update o
1 Work Folders
| Workplace Jain
7 All Settings
b [ Preferences
4 i User Configuration
b Policies ¥
< i > |\ Extended
7 setting(s)

29. Select the Enabled radio button, then click [OK].
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30. Repeat steps 28 and 29 for the Allow unencrypted traffic setting.

31. Double-click the Trusted Hosts setting. Select the Enabled radio button, enter an asterisk (*) in the
TrustedHostslList field (under Options), and then click [OK].

E Graun Paliry Mananement Editar a
File Action View Help P Trusted Hosts u_-
= =@ T [} Trusted Hosts e
" Smart Card N
" Sound Recorder Trasted Hl O Mot Configured ~ Comment: 7 Kot
| Syne your settings
b [ TabletPC Enabled o
Edit policy A
 Task Scheduler i v
G s . © Disabled i
| Windows Calendar i . -
% Windows Color System At least UPPOMEG ON: | At least Windows Vista -
© Windows Customer Experience Improvement F o| Mo
b [ Windows Defender ?:f:”:ﬁ'c o
b [ Windows Error Reporting mm:gé Options: Help: o
| Windows Installer Remote
| Windows Logan Options uses the | TrustedHosteList: ] [This policy setting allows you te manage whether the Windows |~
Windowe Mail TrustedH Remote Management (WinRM) client uses the list specified in
= destinatic] | TrustedHostsList to determine if the destination host is a trusted
| Windows Media Center ey
7 Windows Media Digital Rights Management tyousnal| Syntac:
| Windows Media Player WinRM cl ! If you enzble this policy setting, the WinRM client uses the fist
| Windows Messenger TrustedHq | Configure the trusted hosts by 2 comma separated | 2| | specified in TrustedHostsList to determine if the destination host
Windows Mobility Center destinatio| | list Lsna_lf;gsted ;ﬂti;y‘ ThanRgA :Iienthuse_sth\s\:t \:hen maitfhahr
= Windows Powershell :2;::’\? oS Y S WA (T Bt Ry 42 nor Kerberos are used to authenticate the identity of the
L Winclonvz Relsbiry Analysts : to authen] | one wildeard is allowad in & host name pattam.
[ Windows Remote Management (WinRM) host. If you disable or do not configure this policy setting and the
| WinRM Client Use "<local>" [case insensitive) is used to indicate WinRM client needs to use the list of trusted hosts, you must
i fyou d configure the list of trusted hosts locally on each computer.
il WiRM Sevice S eetd]| all host names that da not cantain a pericd (). 2 4 #
| Windows Remote Shell 2P d-"t'
* Windows Update = ;:i :N”st :het\isdtcar\ be empty to indicate that no host is
| Work Folders hosts loca] | TSt
- Workplace Join Use asterisk [*) to indicate that all hosts are trusted.
- Al Settings v
b [ Preferences < " > .
4 ¢ User Configuration
b 1 Policies “ ‘ oK | ‘ Cancel | ‘ Apply |
< ] ¥ \_B(tanqad
7 setting(s)

32. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote
Management (WinRM) > WinRM Service. In the right panel, double-click the Allow Basic
authentication sefting.

5 Group Policy Management Editor o
File Action View Help A Allow Basic authentication -
| B 7T ; ;
vt o |
| Smart Car - I
" Sound Recorder : 2 o —
“ Sync your settings Allow Bas| ) Mot Configured : =
o
b [ TabletPC - Ensbled
Edit policy nable
| Task Scheduler T 5 <
| Windows Calendar Requiremg| =) Disabled %
= Windows Color System Atleast W Supperted on: [ ap jeast Windows Vista i
" Windows Customer Experience Improvement F c
» [ Windows Defender Descriptio o
: This polic
b [ Windows Error Reporting manage w | Options: Help: 2
7 Windows Installer Remote i
| Windows Logon Options SEIYkE dq This policy setting allows you to manage whether the Windows |~ | [1©
| Windows Mail froma rey Remote Management (WinRM) service accepts Basic o
" Windows Media Center | authentication from a remote client.
 Windows Media Digital Rights Management || o wiom
e W P ; If you enable this policy setting, the WinRM service accepts
_ Y/ authienti Basic authentication from a remote client.
" Windows Messenger
| Windows Mbility Center f youl If you disable or do not configure this palicy setting, the
“ Windows PowerShell \"\::QQMU’; WinRM service does not accept Basic authentication from a
| Windows Reliability Analysis i Jermpte chent,
4 7 Windows Remote Management (WinRM)
| WinRM Client
" WinRM Service
" Windows Remote Shell o
| Windows Update =
" Work Folders
7 Workplace Join
74 All Settings
b [ Preferences
4 g User Configuration
1 71 Policies = % | [ | [ |
>| | Edended
10 setting(s)

33. Select the Enabled radio button, then click [OK].
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34. Repeat steps 32 and 33 for the Allow unencrypted traffic setting.

35. Double-click the Allow remote server management through WinRM setting. Select the Enabled radio
button, enter an asterisk (*) in the Pv4 filter and Pvé filter fields (under Options), and then click [OK].

Group Policy Management Editor

7
File Action View Help
| b d
" Smart Card -~
| Sound Recorder e
w renl
- Syne yoursettings prpsinte
b [ TabletPC
" Task Scheduler Edit polic
| Windows Calendar
% Windows Color System Requiremg
| Windows Customer Experience Improvement f || At least W]
b [ Windows Defender |
b [ Windows Error Reporting Thlsp:hq
* Windows Installer manage
* Windows Logon Options Remote
" Windows Mail sk
€ netwol
1 Windows Media Center i
* Windows Media Digital Rights Management HITP por
~ Windows Media Player
" Windows Messenger fyou ena
* Windows Mobility Center ‘thEWmR
istens on
© Windows PowerShell o]
* Windows Reliability Analysis ol
4 7 Windows Remote Management (WinRM)
*| WinRM Client To allow
| WinRM Service requests
| Windows Remote Shell | contigure
= || policy setf
| Windows Update Port 5085
| Work Folders
7 Workplace Join fyou dis
7 Al Settings this pelic
b 7] Preferences sevice )
Sl e requests f
4 % User Configuration regardies:
b Policies || wimona ]
<[ T | > \__Bﬁal’[ﬁid
10 setting(s)

A _Allow remote server management through WinRM

[} Allow remote server management through WinRM

B

O Not Configured ~ Comment:

Enabled

) Disabled v
Supported on: [ At |eact Windows Vista 2

Opticns: Help:

P fiter [+ [ =] [This polcy setting allows you to manage whether the Windows |~

Remote Management (WinRM) service automatically listens on
PV filter: H I :\.r_rr;atwork for requests on the HTTP transport over the default
port.
yntax:

ype "™ to allow messages from any P address, or
eave the

ield empty to listen on no IP address, Vou can
pecify one

r more ranges of [P addresses.

Ecample [Py filters:

.0.0.1-2.0.0.20, 24.0.0.1-240022

<

Ifyou enable this palicy setting, the WinRM service automatically
listens on the network for requests on the HTTP transport over
the default HTTP port.

To allow WinRM service to receive requests over the network,
configure the Windows Firewall policy setting with exceptions for
Port 5985 (default port for HTTP).

If you disable or do not configure this policy setting, the WinRM
service will not respond to requests from a remote computer,
regardless of whether or not any WinRM listeners are configured.

The service listens on the addresses specified by the IPv4 and
PvE filters. The IPvi filter specifies one or more ranges of [Pv4
addresses, and the IPvé filter specifies one or more ranges of
IPvaddresses. If specified, the service enumerates the available |,

| oK H Cancel H Apply |

ment

o

36. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration
> Policies > Administrative Templates: Policy Definitions > Windows Components > Windows
Remote Shell. In the right panel, double-click on Specify Idle Timeout:
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Adjust the setting to meet your requirements. Using the value of 900000 in the image will set the
timeout to 15 minutes. Once you have entered your timeout value in milliseconds, click the
Enabled radio button and then click [OK].

NOTE: When changing IdleTimeout, ensure that no other applications or utilities need a higher
timeout for WinRM sessions.

37. Inthe Windows Remote Shell folder, in the right panel, double-click on MaxConcurrentUsers:

I

| This policy setting configures the maxirnurm nurmber of users
| able to concurrently perform remote shell operations on the
| system,

MadConcurrentUsers 4(1

| The value can be any number from 1 to 100,

If you enable this palicy setting, the new shell connections are
rejected if they exceed the specified limit,

| If you disable or do not configure this policy setting, the default
| number is five users,

> MaxConcurrentUsers [= = S|
M | = I

5] MaxConcurrentUsers ] T |

) Mot Configured Comment: -

® Enabled

7 Disabled

Supported on: [ At st Windows Vists
Options: Help:

W

| ok || cancel || appy |

Enter "40" in the MaxConcurentUsers field. Once you have entered your value, click the Enabled
radio button and then click [OK].

38. You can skip this step if you already have a group policy in place for this setting. In the left panel of
the Group Policy Management Editor page, navigate to Computer Configuration > Preferences
> Windows Settings > Registry. In the right panel, right-click and select New > Registry Item. In the New
Registry Properties modal page, edit the values in one or more of the following fields:
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NOTE: This step is required only if the user account is not a domain account and not the built-in local
administrator account.

o Action. Select Create.

« Hive. Select HKEY LOCAL MACHINE.

o Key Path. Enter "SOFTWARE\Microsof\Windows\CurrentVersion\policies\system".
e Value name. Enter "LocalAccountTokenFilterPolicy".

e Value type. Enter "REG_DWORD".

e Value data. Enter"1".

e Base. Select Decimal.

39. Inthe left panel of the Group Policy Management Editor page, navigate to Computer Configuration

> Preferences > Control Panel Settings > Services. In the right panel, right-click and select New >
Service.

Gl

File Action View Help
wp| mE 0 mhd=z Bm RO +
(=] WinRM Policy [TLO12R2-DC-01.MSTLO12R2.LOCAL] Policy

. g iy -
2 Computer Configuration iy SerV]Ces

4 [ Policies

b [ Software Settings

= Wind Sett Order Action Startup Account Interactive Recovery
b (] Windows Settings

Processing
p | Administrative Templates: Policy definitions (ADMX files) There are no items to show in this view.
4[] Preferences
b 1 Windows Settings
a (3] Control Panel Settings
7 Data Sources
2 Devices
(4 Folder Options
# Local Users and Groups
Network Options
W4, Power Options
<6 Printers Description

New Service
(5] Scheduled Tasks No policies selected Al Tasks
8 Services
4 4 User Configuration Paste
b [ Palicies Refresh

| Preferences View

Arange lcons

Line up Icons

Help

<] [

v

Preferences { xtended ) Standard /

Add 2 service item for managing system services

40. Inthe New Service Properties modal page, edit the values in one or more of the following fields:
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File Action View Help

Group Policy Management Editor

e zE o/=cE B

=] WinRM Policy [TLO12R2-DC-01 MSTLO12R2.LOCAL] Policy
4 & Computer Configuration
4 [ Policies
b (] Software Settings
b (] Windows Settings
b [ Administrative Templates: Policy definitions (ADMX files)
4[] Preferences
b [ Windows Settings
4 (31 Control Pznel Settings
5 Data Sources
2, Devices
(4 Folder Options
Local Users and Groups.
Metwork Options
&, Power Options

b ] Preferences

i Services

General | Recovery | Common

Startup Account Interactive

re are no items to show in this view.

‘%a Startup: |Nd|ar|ge

Servicename: | WinRM

Service action:

Start service

Wait fimeaut if service is locked: seconds

&5 Printers Log on as:
Scheduled Tasks ® Mo change
B 5“‘_‘5 ) Local System account
4 42 User Configuration .
o Bl Paiidis [ Allow service to interact with desktop

) This account:

Passward;

Confirm passuord:

Recovery

<l T > |\ Preferences ( Btended ) Sendara/
Senices |
o Startup. Select No change.
» Service name. Enter "WinRM".
« Service action. Select Start service.
o Wait timeout if service is locked. Select 30 seconds.
» Log on as. Select No change.

41. Click the [Recovery] tab, then edit the values in one or more of the following fields:

File Action View Help

Group Policy Management Editor

N EEICEEN I

= WinRM Palicy [TLD12R2-DC-01.MSTLO12R2.LOCAL] Policy
4 I Computer Configuration
[ Policies
b ] Software Settings
b 1 Windows Settings
b 1 Administrative Templates: Policy definitions (ADMX files)
4 [ Preferences
b 1 Windows Settings
 [3] Control Panel Settings
5 Data Sources
&, Devices
(5 Folder Options
G Local Users and Groups
Network Options
1, power Options
6 Printers
Scheduled Tasks
Yy Services
4 §& User Configuration
I (1 Policies
b ] Preferences

<] n >

Startup Account Interactive

re are no items to show in this view.

Select the computer's response if this service fails.

First failure: [Restart the Service

Second failre: [Restart the Service

Subsaquent failures: [Restart the service

Restart fal count after:

Restart service after: minutes

Run Program

Frogram:

Command line parameters: \

[ ] Append fail count to end of command line {/fail=%61%)

| Restart Computer Gptions...

| [Cemet ]

Aoty | [ reb

Recovery

Preferences f, Extended }, Standard / |

Services

o First failure. Select Restart the Service.
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o Second failure. Select Restart the Service.

o Subsequent failures. Select Restart the Service.

Restart fail count after. Select O days.

e Restart service after. Select 1 minute.

42. Click the [OK] button.

43. To enforce your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > PowerShell Remote Management Policy. In the
PowerShell Remote Management Policy panel on the right, right-click the local domain name under
The following sites, domains, and OUs are linked to this GPO and select Enforced.

S Group Policy Management

< File Action View Window Help :
|
|, Group Policy Management PowerShell Remote Management Policy
4 A Forest: MR docd ' Scope | Detsis | Setiings | Delegstion |
a3 E_Iumams -
4 5 MSTLO12R2.Jocal
] Default Domain Policy Display links in this location |M5TLD]2F{2|EE3| he

. PowerShell Remote Management Policy

The following sites, domains, and O Us are linked to this GPO

»i/ WinRM Policy
p (1 Domain Controllers
b (5 Group Policy Objects
b [ WMIFilters
b (] Starter GPOs
b L@ Sites
4% Group Policy Modeling
- Group Policy Results

Location
- MSTL01282 Incs

Link Enabled
Delete Link(s)

Enforced Link Enabled

Yes

Path
MSTLD12R2local

Security Fitering

The settings in this GPO can only apply to the following groups, users, and computers:

Name
2, Authenticated Users

[ Add... [ [ Remove

WMI Filtering
This GPO is nked to the following WM fiter

‘ <none>

44. To enable your group policy, in the left panel of the Group Policy Management Editor page, navigate to
Forest > Domains > [your local domain] > Group Policy Objects > WinRM Policy. Right-click

WinRM Policy, then select GPO Status > Enabled.
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= Group Policy Management
4 File Action View Window Help [-T=]
e HmE wo Xe BT
' Group Policy Management WINRM Policy
4 4 Forest: MSTLOIZRZ Jocal Scope | Details | Setiings | Delegation | Status |
4 (54 Domains i
4 55 MSTLOIZR2 Jocal i
5/ Default Domain Palicy Display binjes 0 this ocatian MSTLO12R2Jocal v]
i PowerShell Remote Management Policy The following sites, domains, and QUs are linked to this GPO:
= \;'"RM D;“:y " [ Lossten = Eforced  LrkEnabed  Patn \
v W R Cotole 4 MSTLO12R2I0cal N Yz MSTLO12R2l0czl
4 % Group Policy Objects
| Default Domain Controllers Pelicy
=/ Default Domain Policy
PowerShell Remote Management Polic
=/ WinfiM Palicw
‘WinRM § Edit...
b [ WMIFilters GPO Status » [ v] Enabled | '
_ ¥ 5] Starter GPOs Back Up... User Configuration Settings Disabled
' rga é‘:‘up Palicy Made Restore from Backup... Computer Configuration Settings Disabled computers:
- Group Policy Result Import Settings... il stings et
Save Report... P
View 3
New Window from Here
Copy
Delete
Refresh 1
Itering
fe 0 is linked to the following WMI filter:
: : == 5
fll settings enabled
Configuring an HTTPS Listener with GPO Configuration
If you are using an HTTPS listener, you cannot create the listener and start it on the monitored device within group
policy object (GPO) configuration. This can be done by using a startup script or an immediate task in the group
policy, or by running a command manually or on the remote management tool on the device to be monitored.
This command needs to be run only once as the HTTPS listener will automatically start once configured.
To perform this configuration within the group policy, perform the following steps:
1. Run the following command on the device you want to monitor:
winrm quickconfig -transport:https -force
This command will select the first available certificate enabled for server authentication. If you have
multiple, valid server authentication certificates installed on your device, you will need to specify the
thumbprint of the certificate and use the following command instead:
New-Item -Path WSMan:\LocalHost\Listener -Transport HTTPS -Address *
-CertificateThumbPrint “<CertThumbprint>"” -Force
NOTE: The thumbprint should not contain spaces.
Using Forward and Reverse DNS for Windows Remote Management
When using Active Directory accounts for PowerShell monitoring, Kerberos and Windows Remote Management
(WinRM) are used to connect to Windows devices and execute PowerShell code on those devices. Kerberos is
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used to request a ticket for authentication to the Windows device, and WinRM is used to execute code on the
Windows device.

In a Windows Active Directory configuration, Kerberos needs to be able to communicate with the target Windows
device and the Active Directory Domain Controller to verify credentials and issue a ticket for authentication.
Kerberos refers to a Windows Domain as a "realm" and an Active Directory Server as a "kdc" (Key Distribution
Center).

For this process, it is important that forward and reverse lookup is working for all systems involved. Forward
lookup translates a host to an IP address; reverse lookup translates an IP address to a host.

This can be managed through DNS, where a forward lookup is handled through an "A" record in a forward
lookup zone, and reverse lookup through a "PTR" record in a reverse lookup zone. A utility such as "nslookup" will
work correctly only if the DNS record (a PTR record, in this case) is present.

Where DNS is not available or reliable, it is possible to use the hosts file (/etc/hosts) instead. SL1 uses
Python, which in turn can use the hosts file to provide both forward and reverse lookup. However, this approach
means a higher level of server management because the hosts files on multiple Data Collector servers would
need to be kept in sync. Additionally, where Concurrent PowerShell is used, the hosts files within the Docker
containers would need to be updated.

Without a reliable forward and reverse lookup mechanism in place, Kerberos may not be able to validate
credentials and issue a ticket for access to a Windows Device, which in turn would mean that access over WinRM
to the device would be rejected.

Step 4: Configuring a Windows Management Proxy

If SLT cannot execute PowerShell requests directly on a Windows server, you can optionally configure an
additional Windows server to act as a proxy for those PowerShell requests. To use a proxy, you must configure at
least two Windows servers:

e Atarget server that SL1 cannot communicate with directly.

» Aproxy server that SL1 will communicate with to execute PowerShell requests on the target server.

NOTE: When monitoring a Windows device using a proxy, the account specified in the credentials is used to
access both the proxy server and the target device. This account must have the correct access rights
to be used on both servers. If multiple Active Directory domains are used, a trust relationship must be
in place that allows the specified account access to the servers in both domains.

To configure the target and proxy servers, perform the following steps:

1. Configure a user account that SLT will use to connect to the proxy server and the proxy server will use to
connect fo the target server. The user account can either be a local account or an Active Directory account;
however, the user account must have the same credentials on the target and proxy servers and be in the
Local Administrator's group on both servers.

2. Ifyou have created a local user account on the Windows Server instead of an Active Directory account, you
must configure encrypted communication between SL1 and the Windows server. To do this, you must
configure a Server Authentication certificate.
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Configure Windows Remote Management on the target server and the proxy server.
Log in to the proxy server as an administrator.
Open the PowerShell command window.

Right-click on the PowerShell icon in the taskbar and select Run as Administrator.

A A

Execute one of the following commands on the proxy server to allow the proxy server to trust one or more
target servers:

* To allow the proxy server to trust all servers (not recommended), execute the following command:

Set-Item WSMan:\Localhost\Client\TrustedHosts -value *

* To allow the proxy server to trust only specific target servers, execute the following command,
inserting a list that includes the IP address for each target server. Separate the list of IP addresses with
commas.

Set-Item WSMan:\Localhost\Client\TrustedHosts -value <comma-

delimited-list-of-target-server-IPs>

NOTE: The following step is required only if the user account is not a domain account and not the built-in
local administrator account.

8. Execute the following command on the proxy server to configure the LocalAccountTokenFilterPolicy:
New-ItemProperty
“HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System” -
Name “LocalAccountTokenFilterPolicy” -Value 1 -PropertyType “DWORD"

NOTE: If the proxy server is in a different Windows domain (domain A) than the target servers (domain B),
and the proxy server uses a user account from Active Directory, and Active Directory is in the same
Windows domain as the target servers (domain B), you must perform the following to allow the proxy
server to send PowerShell commands to the target servers:

* On the domain controller for each domain (domain A and domain B), create new forward-lookup
zones and reverse-lookup zones that allow name resolution to work between the two domains.

» On the domain controller for each domain (domain A and domain B), create a non-transitive realm
trust between the two domains.

* Login to the proxy server and add the Active Directory account (from domain A) to the Local
Administrator's group for the proxy server. You should be able to select the account on the proxy server
after you create the non-transitive realm trust between the two domains.
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Step 5: Increasing the Number of PowerShell Dynamic
Applications That Can Run Simultaneously

You can optionally execute a series of commands that will allow SL1 to increase the default maximum number of

PowerShell Dynamic Applications that can run simultaneously.

To do so:
1. Determine the number of Dynamic Applications that will be used to monitor the Windows server. Multiply
this number by three.

2. Open a PowerShell command prompt. Log in as an Administrator.

3. Atthe prompt, execute the following commands:
Set-Item WSMan:\Localhost\Shell\MaxShellsPerUser -value <number

you calculated in step 1>

Set-Item WSMan:\Localhost\Service\MaxConcurrentOperationsPerUser -

value <number you calculated in step 1>

Restart-Service WinRM

4. Repeat these steps on each Windows server that will be monitored by SL1.

Optional PowerShell CLI Parameters

You can use the following parameters in PowerShell for the associated reasons:
» -NoProfile. Does not load the PowerShell profile.
o -Nologo. Hides the copyright banner at start-up.
» -Nonlnteractive. Does not present an inferactive prompt to the user.

To enable concurrent PowerShell collection to use one of these parameters:

1. Goto the Database Tool page (System > Tools > DB Tool).

NOTE: The Database Tool page is available only in versions of SL1 priorto 12.2.1 and displays
only for users that have sufficient permissions to access the page.

2. It this row does not already exist in the master.system custom config table, enter the following in
the SQL Query field:

INSERT INTO master.system custom config ('field',6 'field value') VALUES

('powershell prefix setting', '<PREFIX>')
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where <PREFIX>is an integer that represents one of the prefix values described above. The integers are

as follows:
e 0. Disabled
o 1. -NoProfile
e 2. -Nologo
¢ 3. -NoProfile and -Nologo
e 4. -Nonlnteractive
e 7. -NoProfile, -NolLogo, and -NonlInteractive

For example, if a user wanted to configure their PowerShell Data Collector to not load their PowerShell profile,
they would enter the following into the SQL Query field:

INSERT INTO master.system custom config ('field',6 'field value') VALUES

('powershell prefix setting', '1'")

3. Ifthis row already exists in the master.system custom configtable, enter the following in the SQL

Query field:

UPDATE master.system custom config SET field value = 1 WHERE field =

'powershell prefix setting'

4. After you have entered the command in the SQL Query field, click the [Go] button. Your changes will be
picked up with the next batch of jobs that are processed.

Creating a PowerShell Credential

If you configure your Windows system to respond to PowerShell requests from SL1, you can use PowerShell
Dynamic Applications to collect information from your Windows system.

All of the PowerShell Dynamic Applications include a discovery object. If you include a credential for PowerShell
Dynamic Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate PowerShell Dynamic Applications to the Windows system. For more information about creating a
discovery session, see the Discovery & Credentials manual.

To define a PowerShell credential in SL1:
1. Collect the information you need to create the credential:
* The username and password for a user on the Windows device.

* |fthe user is an Active Directory account, the hostname or IP address of the Active Directory server
and the domain.

» Determine if an encrypted connection should be used.

* |fyou are using a Windows Management Proxy, the hostname or IP address of the proxy server.
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2. Go to the Credential Management page (System > Manage > Credentials).

3.

In the Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

4. The Credential Editor page appears, where you can define the following fields:

e Profile Name. Name of the credential. Can be any combination of alphanumeric characters. This
field is required.

¢ Hostname/IP. Hostname or IP address of the device from which you want to retrieve data. This field
is required.

You can include the variable %D in this field. SL1 will replace the variable with the IP address of
the device that is currently using the credential.

You can include the variable %N in this field. SL1 will replace the variable with the hostname of
the device that is currently using the credential. If SL1 cannot determine the hostname, SL1 will
replace the variable with the primary, management IP address for the current device.

You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SLT will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Type the username for an account on the Windows device to be monitored or on the
proxy server. This field is required.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
For example, use "em7admin" instead of "MSDOMAIN\em7admin".
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o Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate
or a self-signed certificate.

no. When communicating with the Windows server, SL1 will not encrypt the connection.

o Port. Type the port number used by the WinRM service on the Windows device. This field is
automatically populated with the default port based on the value you selected in the Encrypted field.
This field is required.

o Account Type. Type of authentication for the username and password in this credential. Choices
are:

Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

Local. Local security on the Windows device will authenticate the username and password in this
credential.
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o Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.

o Password. Type the password for the account on the Windows device to be monitored or on the
proxy server. This field is required.

o PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want
to communicate with, type the fully-qualified domain name or the IP address of the proxy server in this

field.

 Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, type the
hostname or IP address of the Active Directory server that will authenticate the credential.

e Domain. If you selected Active Directory in the Account Type field, type the domain where the
monitored Windows device resides.

5. To save the credential, click the [Save] button. To clear the values you set, click the [Reset] button.

Error Messages for PowerShell Collection

The following table lists error messages that SL1 can generate during PowerShell collection.

Error Message Possible Issue(s)

Preauthentication failed while getting initial Incorrect Password (Active Directory Accounts only)
credentials
Client not found in Kerberos database Username does not exist in Active Directory (Active

Directory Accounts only)

KRB5 error code 68 while getting initial credentials Incorrect domain name (Active Directory Accounts
only)

Bad HTTP response returned from server. Code 401, | Incorrect username/password or target server does

basic auth failed not allow user account to perform WinRM operations.

ParseError Incorrect port specified in credential

[Errno 111] Connection refused Mismatch between server configuration and

credential, e.g. encryption option selected but not
enabled on server.
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Error Message

Possible Issue(s)

Hostname cannot be canonicalized

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Cannot resolve network address for KDC in
requested realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Configuration file does not specify default realm

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

No credentials cache found

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance

Server not found in Kerbers database

Forward and/or reverse name resolution are not
working from the Data Collector or All-In-One
Appliance
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Chapter

Concurrent PowerShell Collection

Overview

This chapter describes how to configure and use concurrent PowerShell collection. Concurrent PowerShell
collection allows multiple collection tasks to run at the same time with a reduced load on Data Collectors.
Concurrent PowerShell collection also prevents missed polls and data gaps because collection will execute more
quickly. As a result, Data Collectors can collect more data using fewer system resources. The PowerShell
Collector is an independent service running as a container on a Data Collector.

Use the following menu options to navigate the SL1 user interface:
« To view a pop-out list of menu options, click the menu icon [E).

» To view a page containing all of the menu options, click the Advanced menu icon ( + ).

This chapter covers the following topics:

PrereqUISITES ... . 96
SO 96
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Users with Windows 2008 R2 S€IVErs ... 104

Scale Recommendations ... 105



Prerequisites

The following prerequisites are required to use concurrent PowerShell collection:
e SL1 version 10.1.4 or greater
* "Microsoft: Windows Server" PowerPack version 110 or greater

e "SL1: Concurrent PowerShell Monitoring" PowerPack version 100 or greater (for SL1 versions prior to
11.3.0).

NOTE: As of SL1 version 11.3.0, the "SL1: Concurrent PowerShell Monitoring" PowerPack is no longer a
requirement for concurrent PowerShell monitoring.

Scope

When the concurrent PowerShell collection service is enabled, PowerShell Configuration and PowerShell
Performance Dynamic Applications are sent to the service.

The following PowerPacks can use the concurrent PowerShell collection service:
* Microsoft: Active Directory Server
* Microsoft: DHCP Server
* Microsoft: DNS Server
* Microsoft: Exchange Server
* Microsoft: IIS Server
* Microsoft: Lync Server 2013
* Microsoft: SharePoint Server
* Microsoft: SQL Server
* Microsoft: Hyper-V Server (partially)
* Microsoft: Windows Server (partially)

Enabling and Disabling Concurrent PowerShell for Collector
Groups

To improve the process of collecting data via PowerShell and to collect metrics, you can enable concurrent
PowerShell collection. You can enable one or more collector groups to use concurrent PowerShell collection.



If you have enabled concurrent collection and you have used it to discover a very large number
of devices or interfaces, disabling concurrent collection could have unintended consequences.
After disabling concurrent collection, your Data Collector might become overburdened when it
attempts to collect data for the same number of devices or interfaces but without the added
processing capacity of concurrent collection.

By default, a loopback to 127.0.0.1 is configured on the collector with the line localhost
localhost.localdomain localhost4 localhost4.localdomain4 inthe
/etc/hosts file. If this line is removed, concurrent PowerShell collection will not function
properly.

NOTE: Concurrent PowerShell collection is for PowerShell Peformance and Performance Configuration

Dynamic Application types and does not include Snippet Dynamic Applications which happen to run
PowerShell commands.

Enabling and Disabling Concurrent PowerShell on All Collector
Groups

To enable and disable concurrent PowerShell collection for all collector groups:
1. Go to the Behavior Settings page (System > Settings > Behavior).

2. Select the Enable Concurrent PowerShell Collection checkbox and click [Save].

NOTE: If the "Data Collection: PowerShell Collector" process is disabled on the Process Manager
page (System > Settings > Admin Processes), this concurrent PowerShell collection option is

disabled.

3. Todisable concurrent PowerShell collection, deselect the Enable Concurrent PowerShell Collection
checkbox and click [Save].

Enabling and Disabling Concurrent PowerShell on a Specific
Collector Group

To enable and disable concurrent PowerShell collection for a specific collector group in the classic SL1 user
interface:

1. Go to the Collector Group Management page (System > Settings > Collector Groups).

2. Locate the collector group for which you want to enable concurrent PowerShell, and click its wrench icon (*

).

3. Inthe Enable Concurrent PowerShell Collection drop-down menu, select Yes and click [Save].



4. To disable concurrent PowerShell collection, select No in the Enable Concurrent PowerShell Collection
drop-down and click [Save].

The SL1: Concurrent PowerShell Monitoring PowerPack

The "SL1: Concurrent PowerShell Monitoring" PowerPack includes a device template, two Dynamic Applications
that use SSH to monitor collectors with concurrent PowerShell enabled, and a number of event policies.

e The "Sciencelogic: PowerShell Collector Performance" Dynamic Application is an optional Dynamic
Application used for troubleshooting.

» The "Sciencelogic: PowerShell Service Log Parser" Dynamic Application parses the log file from the
PowerShell servers and converts errors into events aligned to the related device.

» The "SL1: Concurrent PowerShell Monitoring" device template can be used to align multiple Data Collectors
to the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application.

 Event policies and corresponding alerts that are triggered when devices meet certain status criteria.

Aligning the "Sciencelogic: PowerShell Service Log Parser"
Dynamic Application

To align the "Sciencelogic: PowerShell Service Log Parser' Dynamic Application, first you must create an SSH/Key
credential:

1. Go to the Credential Management page (System > Manage > Credentials).
2. Inthe Credential Management page, click the [Actions] menu. Select Create SSH/Key Credential.

3. The Credential Editor modal page appears. In this page, define the new SSH/Key credential using a valid
username and password or SSH key for SL1 collectors:

o Credential Name. Name of the credential. Can be any combination of alphanumeric characters.
o Hostname/IP. Hostname or IP address of the device from which you want to retrieve data.

You can include the variable %D in this field. SL1 will replace the variable with the IP address of
the current device (device that is currently using the credential).

You can include the variable %N in this field. SL1 will replace the variable with hostname of the
current device (device that is currently using the credential). If SL1 cannot determine the hostname,
SL1 will replace the variable with the primary, management IP address for the current device.

e Port. Port number associated with the data you want to retrieve.

NOTE: The default TCP port for SSH servers is 22.

o Timeout (ms). Time, in milliseconds, after which SL1 will stop trying to communicate with the
authenticating server.



4.

¢ Username. Username for the Data Collector to be monitored.
¢ Password. Password for the Data Collector to be monitored.
o Private Key (PEM Format). Enter an SSH private key for the SL1 Data Collector, in PEM format.

Click the [Save] button to save the new SSH/Key credential.

Next, you can align the Dynamic Application manually or configure the device template. Using the device

template is recommended when you want to align the Dynamic Application to multiple Data Collectors.

Manually Aligning the Dynamic Application

After creating the SSH/Key credential, you will manually align the Dynamic Application.

1.

Go to the Devices page and find the device you want to manually align the Dynamic Application to. Click
on it o go to the Device Investigator.

In the Device Investigator, click the [Collections] tab. Click [Edit] and then click [Align Dynamic App].
The Align Dynamic Application window appears.

Click Choose Dynamic Application. The Choose Dynamic Application window appears.

Select the "Sciencelogic: PowerShell Service Log Parser" Dynamic Application and click [Select]. The
"Sciencelogic: PowerShell Service Log Parser" Dynamic Application appears in the Align Dynamic
Application window.

If a default credential is listed below the Dynamic Application and you want to use that credential, skip
ahead to step 8. Otherwise, uncheck the box next to the credential name.

Click Choose Credential. The Choose Credential window appears.

Select the credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added
to the Collections tab, and a confirmation message appears at the bottom of the tab.

To manually align the Dynamic Application using the SL1 classic user interface:

1.

6.
7.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface)

In the Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon (%)

In the Device Administration panel, select the [Collections] tab.

Click the [Actions] button and then select Add Dynamic Application. The Dynamic Application
Alignment page appears

In the Dynamic Applications field, select the "Sciencelogic: PowerShell Service Log Parser" Dynamic
Application.

In the Credentials field, select the proper credential.

Click the [Save] button.

Configuring the Device Template

After creating the SSH/Key credential, you will need to configure the device template included in the PowerPack.



NOTE: If you have already manually aligned the Dynamic Application, you do not need to perform the steps
in this section.

To configure the device template:

1. Go to the Configuration Templates page (Devices > Templates, or Registry > Devices > Templates in
the classic SL1 user interface).

2. Locate the "SL1: Concurrent PowerShell Monitoring" sample template and click its wrench icon (™). The
Device Template Editor modal page appears.

3. Type a new name for the device template in the Template Name field so the sample template is not
overwritten.

4. Click the [Dyn Apps] tab. The Editing Dynamic Application Subtemplates page appears.

5. Inthe Subtemplate Selection pane, select the "Sciencelogic: PowerShell Service Log Parser" Dynamic
Application.

6. Inthe Credentials drop-down list, select the SSH/Key credential that you created.
7. Click [Save As].

Applying the Device Template

If your Data Collector devices already exist on your SL1 system, perform the following steps to apply the device
template:

1. Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface) and select the checkbox for each of your Data Collector devices.

2. Inthe Select Action menu, select MODIFY By Template and then click [Go].
3. Inthe Device Template Editor, select the template you created in the Template field.
4. Click [Apply].

If your devices have not yet been discovered, perform the following steps to discover the devices and apply the
device template:

1. Go to the Discovery Control Panel page (System > Manage > Classic Discovery) and click [Create].
2. Supply values in the following fields:

e Name. Type a name for the discovery session.

o Description. Optionally, type a description of the discovery session.

o IP Address/Hostname Discovery List. Provide a list of IP addresses for your Data Collectors.

o SNMP Credentials. Select EM7 Default V2.

o Model Devices. Select this checkbox.

o Apply Device Template. Select the device template that you created.

e Log All. Select this checkbox.



Click the [Save] button to save the discovery session. Close the Discovery Session Editor page.

In the Discovery Control Panel page, click the [Reset] button. The new discovery session will appear in the
Session Register pane.

To launch the new discovery session, click its Queue this Session icon (#).

If no other discovery sessions are currently running, the session will be executed immediately. If another
discovery session is currently running, your discovery session will be queued for execution.

Aligning the "Sciencelogic: PowerShell Collector
Performance" Dynamic Application

If you want to monitor your Data Collectors with the "Sciencelogic: PowerShell Collector Performance" Dynamic
Application, you must manually align it to your Data Collectors using the SSH/Key credential. To do this:

1.

Go to the Devices page and find the device you want to manually align the Dynamic Application to and
click on it to go to the Device Investigator.

In the Device Investigator, click the [Collections] tab. Click [Edit] and then click [Align Dynamic App].
The Align Dynamic Application window appears.

Click Choose Dynamic Application. The Choose Dynamic Application window appears.

Select the "Sciencelogic: PowerShell Collector Performance" Dynamic Application and click [Select]. The
"Sciencelogic: PowerShell Collector Performance" Dynamic Application appears in the Align Dynamic
Application window.

If a default credential is listed below the Dynamic Application and you want to use that credential, skip
ahead to step 8. Otherwise, uncheck the box next to the credential name.

Click Choose Credential. The Choose Credential window appears.

Select the credential for the Dynamic Application and click the [Select] button. The name of the selected
credential appears in the Align Dynamic Application window.

Click the [Align Dynamic App] button. When the Dynamic Application is successfully aligned, it is added
to the Collections tab, and a confirmation message appears at the bottom of the tab.

To manually align the Dynamic Application using the SL1 classic user interface:

1.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface)

In the Device Manager page, find the device for which you want to view Dynamic Applications. Select its
wrench icon (%)

In the Device Administration panel, select the [Collections] tab.

Click the [Actions] button and then select Add Dynamic Application. The Dynamic Application
Alignment page appears

In the Dynamic Applications field, select the "Sciencelogic: PowerShell Collector Performance" Dynamic
Application.

In the Credentials field, select the proper credential.

Click the [Save] button.



Enabling HTTPS Between SL1 and the PowerShell Data

Collector

You can enable or disable HTTPS as the mode of transport for communication between SL1 and the PowerShell
Data Collector. The Powershell Data Collector is a service that runs on the Collector Group. The Data Collection
service on the Collector Group can optionally communicate with the PowerShell Service to queue jobs and check
for results using HTTPS. You would enable HTTPS if you must meet federal requirements to encrypt all network
traffic, even if it never leaves the host.

To enable or disable HTTPS as the mode of transport for communication between SL1 and the PowerShell Data
Collector, you must make some changes to the /opt/em7/services/powershell
collector/powershell collector.env configuration file. This file can also be used to configure the
certificates used by the container when running on HTTPS.

The keys used are:

Key
USE_HTTPS

Value

Default value is True.

If set to False, HTTPS is disabled and the remaining SSL-related keys have no
effect.

SSL_PRIVATE_KEY
SSL_SERVER_CERT
SSL_CA_CERT

These keys are used to specify the full path and filename of the certificate to be
used by the PowerShell Data Collector when HTTPS is enabled. If these keys are
not set, a self-signed certificate will be generated when the container is started.

When specifying the file name and path, they must be accessible to the
PowerShell Data Collector. For example, the directory /etc/ssl/certs is
mapped to the PowerShell Data Collector, meaning any files within this directory
are accessible to the PowerShell Data Collector, subject to the files' permissions.
Any certificates placed in the directory on the PowerShell Data Collector must
have the keys set as follows:

SSL_PRIVATE KEY=/etc/ssl/certs/my cert.key

Once the key is set, the Data Collector will pick up the files in the directory on
startup.

NOTE: USE_HTTPS must be set to True for these keys to work.

SSL_VERIFY

When USE_HTTPS is set to True, this key is used by SL1 when communicating
with the PowerShell Data Collector.

By default, the value is False.

If set to True, the HTTPS connection will fail if the Data Collector is using a self-

signed certificate.




Enabling and Disabling the Python PowerShell Remoting
Protocol Client

If you have concurrent PowerShell enabled in SL1, the default Python module used for transport to monitor
Windows Devices is "pyWinRm'". However, the "pypsrp" Python module can provide more efficient processing of
PowerShell commands, particularly when virus detection software is enabled. To use the "pypsrp" module instead,
run the following SQL query on the Database Tool page (System > Tools > DB Tool):

1. Select your database from the Select Database list.

2. Enterthe following in the SQL Query field.
INSERT master.system custom config (field, field value) VALUES ('enable
pypsrp_lib', 1)

A value of 1 will enable the "pypsrp" module. A value of O (or not having any setting for 'enable_pypsrp_lib') will
revert fo using "pyWinRM".

3. Click [Go].
To disable "pypsrp", use the following SQL query:

UPDATE master.system custom config set field value = 0 WHERE field =
'enable pypsrp lib'

NOTE: Currently, you can only use the "pypsrp" module with concurrent PowerShell. Classic PowerShell
monitoring will continue to use the "pyWinRM" module regardless of this database setting.

Optional PowerShell CLI Parameters

You can use the following parameters in PowerShell for the associated reasons:
o -NoProfile. Does not load the PowerShell profile.
» -Nologo. Hides the copyright banner at start-up.
o -Nonlnteractive. Does not present an interactive prompt to the user.

To enable concurrent PowerShell collection to use one of these parameters:

1. Go to the Database Tool page (System > Tools > DB Tool).

NOTE: The Database Tool page is available only in versions of SL1 priorto 12.2.1 and displays
only for users that have sufficient permissions to access the page.




2. It this row does not already exist in the master.system custom config table, enter the following in

the SQL Query field:

INSERT INTO master.system custom config ('field',6 'field value') VALUES
("powershell prefix setting', '<PREFIX>')

where <PREFIX>is an integer that represents one of the prefix values described above. The integers are
as follows:

* 0. Disabled

e 1. -NoProfile

. -Nologo

. -NoProfile and -Nologo

. -Nonlnteractive

°
N N W N

e 7. -NoProfile, -NolLogo, and -NonlInteractive

For example, if a user wanted to configure their PowerShell Data Collector to not load their PowerShell profile,
they would enfer the following into the SQL Query field:

INSERT INTO master.system custom config ('field',6 'field value') VALUES

('powershell prefix setting', '1'")

3. Ifthis row already exists in the master.system custom configtable, enter the following in the SQL
Query field:

UPDATE master.system custom config SET field value = 1 WHERE field =

'powershell prefix setting'

4. After you have entered the command in the SQL Query field, click the [Go] button. Your changes will be
picked up with the next batch of jobs that are processed.

Users with Windows 2008 R2 Servers

Concurrent PowerShell collection will not work for Windows 2008 R2 servers when the Encyrpted field is set to
Yes in the PowerShell credential. Windows 2008 R2 servers are no longer covered by Microsoft's Extended
Support, but if you are still using those servers you have the following options:

o Use PowerShell credentials the have Encryption set to No.

* Disable the Concurrent PowerShell service on the Data Collector groups that include Windows 2008 R2
servers. This will reduce the number of servers that Data Collector group can support.

» Use the Microsoft Base Pack (WMI-based) PowerPack for the Windows 2008 R2 servers.
o Use SNMP for the Windows 2008 R2 servers.



Scale Recommendations

The following recommendations increase the number of Windows Servers the concurrent PowerShell collector
can support:

¢ Inthe Device Properties page for all Windows Server devices (Devices > Classic Devices > wrench icon),
unselect the Dynamic Discovery checkbox. Alternatively, this can be set in bulk using a device template
and device group. This prevents nightly discovery from attempting to align Dynamic Applications with a
discovery object to all the devices on the collector, which does not use the concurrent PowerShell collector
and will dramatically limit the number of Windows Server devices that can be monitored.

* Do not select any credentials in the discovery session used to discover new Windows Servers. Instead, use a
template that includes unselecting the Dynamic Discovery checkbox and includes the desired Dynamic
Applications with the appropriate credential aligned. When a credential is selected in the Discovery Session,
it will attempt to align Dynamic Applications that include a discovery object, which does not use the
concurrent PowerShell collector and will dramatically limit the number of Windows Server devices that can
be monitored. The Microsoft: Windows Server PowerPack includes the "Microsoft: Windows Server
Discovery Template" that you can use be used to create your template.

For information on creating and using device templates, see the Device Groups and Device Templates
manual.

Additional Scale Tips

* Limit the use of the "Microsoft: Windows Server Services" PowerPack, as using this Dynamic Application can
reduce the number of servers a collector can support by 40%. If you do use this PowerPack, consider
slowing down the Poll Frequency of the "Microsoft: Windows Server Services" Dynamic Application.

* Limit the use of the "Microsoft: Windows Server Event Logs" PowerPack as it does not work with the
concurrent PowerShell collector.

e Use the Microsoft: SQL Server PowerPack instead of the Microsoft: SQL Server Enhanced PowerPack. The
Microsoft: SQL Server Enhanced PowerPack does not work with the concurrent PowerShell collector.

* Disable Dynamic Applications that are not providing information required to meet your Service Level
Agreements. There is an enhancement in caching included with concurrent PowerShell collection that will
not send a PowerShell request from a cache-producing Dynamic Application unless at least one Dynamic
Application is asking for that data. Disabling a cache-consuming Dynamic Application will also disable the
cache producer from collecting that data. For example, the following Dynamic Applications are now
disabled by default, as they are more diagnostic in nature and may not be required for routine monitoring:

° Microsoft: Windows Server [PStats Performance
° Microsoft: Windows Server TCPStats Performance

° Microsoft: Windows Server UDPStats Performance
 Slow down the Poll Frequency for Dynamic Applications that do not include events. For example, the

Microsoft: Windows Server PowerPack's Configuration Dynamic Applications used to be set to run every two
hours and are now set to run every 12 hours.



Chapter

Credentials for WMI and PowerShell Devices

Overview

This chapter describes how to configure credentials for WMI and PowerShell Dynamic Applications. It includes
the following topics:

This chapter covers the following topics:
Configuring a WMI Credential ... . . . 106
Configuring a PowerShell Credential ... . 107

Configuring a WMI Credential

NOTE: Although SL1 supports WMI Dynamic Applications, Sciencelogic recommends that you use
PowerShell Dynamic Applications where possible. PowerShell is the preferred management platform
for Microsoft products.

If you configure your Windows system to respond to WMI requests from SL1, you can use WMI Dynamic
Applications to collect information from your Windows system.

All of the WMI Dynamic Applications include a discovery object. If you include a credential for WMI Dynamic
Applications in the discovery session that includes your Windows system, SL1 will automatically align the
appropriate WMI Dynamic Applications to the Windows system. For more information about creating a discovery
session, see the Discovery & Credentials manual.

You can create a credential for WMI Dynamic Applications from the Credential Management page. To create
a credential for a WMI Dynamic Application:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Select the [Create] button in the upper right of the page. Select Basic/Snippet Credential.
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3. The Credential Editor page appears, where you can define the following fields:

Credential Name. Name of the credential. Can be any combination of alphanumeric characters.

Hostname/IP. Hostname or IP address of the device from which you want to retrieve data. To use the
same WMI default credential for multiple devices, enter %D in this field.

Port. Port number associated with the data you want to retrieve. For WMI Dynamic Applications that
perform WBEM requests, supply the port used by the WBEM service on the device. For WMI Dynamic
Applications that perform WMI requests, which includes all default WMI Dynamic Applications in
SL1, enter any valid port number in this field; the platform does not specify a port number when
performing WMI requests.

Timeout (ms). Time, in milliseconds, after which the platform will stop trying to communicate with the
authenticating server.

Username. Username for a user account on the device. To specify a domain user, enter the
username in the format DOMAIN\username. In most cases, you should use a domain user in the
credential and use the format DOMAIN\username.

Password. Password for a user account on the device.

4. To save the credential, select the [Save] button. To clear the values you set, select the [Reset] button.

Configuring a PowerShell Credential

To define a PowerShell credential in SL1:

1.

Collect the information you need to create the credential:

The username and password for a user on the Windows device.

If the user is an Active Directory account, the hostname or IP address of the Active Directory server
and the domain.

Determine if an encrypted connection should be used.

If you are using a Windows Management Proxy, the hostname or IP address of the proxy server.

2. Go to the Credential Management page (System > Manage > Credentials).

3.

In the Credential Management page, click the [Actions] menu. Select Create PowerShell Credential.

4. The Credential Editor page appears, where you can define the following fields:
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Profile Name. Name of the credential. Can be any combination of alphanumeric characters. This
field is required.

Hostname/IP. Hostname or IP address of the device from which you want to retrieve data. This field

is required.

You can include the variable %D in this field. SLT will replace the variable with the IP address of
the device that is currently using the credential.

You can include the variable %N in this field. SL1 will replace the variable with the hostname of
the device that is currently using the credential. If SL1 cannot determine the hostname, SL1 will
replace the variable with the primary, management IP address for the current device.
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You can include the prefix HOST or WSMAN before the variable %D in this field if the device you
want to monitor uses a service principal name (for example, "HOST://%D" or "WSMAN://%D").
SLT will use the WinRM service HOST or WSMan instead of HTTP and replace the variable with
the IP address of the device that is currently using the credential.

o Username. Type the username for an account on the Windows device to be monitored or on the
proxy server. This field is required.

NOTE: The user should not include the domain name prefix in the username for Active Directory accounts.
For example, use "em7admin" instead of "MSDOMAIN\em7admin".

o Encrypted. Select whether SL1 will communicate with the device using an encrypted connection.
Choices are:

yes. When communicating with the Windows server, SL1 will use a local user account with
authentication of type "Basic Auth". You must then use HTTPS and can use a Microsoft Certificate
or a self-signed certificate.

no. When communicating with the Windows server, SL1 will not encrypt the connection.

o Port. Type the port number used by the WinRM service on the Windows device. This field is
automatically populated with the default port based on the value you selected in the Encrypted field.
This field is required.

o Account Type. Type of authentication for the username and password in this credential. Choices
are:

Active Directory. On the Windows device, Active Directory will authenticate the username and
password in this credential.

Local. Local security on the Windows device will authenticate the username and password in this
credential.

o Timeout (ms). Type the time, in milliseconds, after which SL1 will stop trying to collect data from the
authenticating server. For collection to be successful, SLT must connect to the authenticating server,
execute the PowerShell command, and receive a response within the amount of time specified in this

field.

o Password. Type the password for the account on the Windows device to be monitored or on the
proxy server. This field is required.

o PowerShell Proxy Hostname/IP. If you use a proxy server in front of the Windows devices you want
to communicate with, type the fully-qualified domain name or the IP address of the proxy server in this

field.

 Active Directory Hostname/IP. If you selected Active Directory in the Account Type field, type the
hostname or IP address of the Active Directory server that will authenticate the credential.

e Domain. If you selected Active Directory in the Account Type field, type the domain where the
monitored Windows device resides.

5. To save the credential, click the [Save] button. To clear the values you set, click the [Reset] button.
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Example

Creating a WMI Performance Dynamic
Application

Overview

In this example, we will create a WMI Dynamic Application. Our Dynamic Application will collect the following
information from a network interface running on a Windows computer: Total bytes, current bandwidth, name,
packets per second, outbound errors, and received errors.

NOTE: This example Dynamic Application is included in the "Microsoft Base Pack" PowerPack, version 1.5
and later.

This chapter covers the following topics:

Defining the WMI ReQUEST ... . o 109
Creating a Credential ... .. 115
Manually Aligning the Dynamic Applicationto a Device ... 115
Viewing the Performance Reports ... ... . 116

Defining the WMI Request

To create the Dynamic Application and define the general properties for this Dynamic Application, perform the
following steps:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Select the [Actions] button, and then select Create New Dynamic Application. The Dynamic Applications
Create New Application page appears.
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3. Supply values in the following fields:
« Application Name. Enter Windows Inferface in this field.
 Application Type. Select WMI Performance.
e Poll Frequency. Select Every 5 Minutes.

4. Forthis example, you can leave the remaining fields at their default value. Select the [Save] button to save
the Dynamic Application.

Adding the WMI Request

In SL1, each WMI Dynamic Application must include at least one WMI or WBEM request.

WMI obijects are populated when the Dynamic Application executes a WMI request. WMI requests use WQL
(WMI Query Language) to query WMI classes (tables) to retrieve data. A single WMI request can populate
multiple WMI objects by querying for multiple class properties (table columns).

WMI objects are aligned with properties (column). The definition of each object specifies the WMI request that
will populate the object and the property name to align with the object. The retrieved values of the property will
populate the object.

For more details on WMI requests, see the WMI Requests section.
To create the WMI request for this Dynamic Application:

1. Go to the Dynamic Applications Manager page (System > Manage > Applications).

2. Select the wrench icon (%) for the Windows Interface Dynamic Application. The Dynamic Applications
Properties Editor page appears.

3. Select the [WMI Requests] tab. The WMI Request Editor & Registry page appears.
4. Supply values in the following fields:

o WMI Request Name. We named our WMI Request "Win32 PerfFormattedData_Tepip
NetworkInterface"

o WMI Request Type. Select WM.

o WMI Object Key. The unique key for each instance (row) returned by the request. This unique key
must be a property (column) name, and the request must include that property (column) and return
values from that property name (column).The selected property (column) must return the same values
over all polling periods. The "Name" property (column) meets these criteria. Enter "Name" in this field.

« Active State. Select Enabled.
o WMI Request Query. This Dynamic Application is getting values from the Win32
PerfFormattedData_Tepip_Networklnterface class (table), and will collect the following values:

Interface name, total bytes, current bandwidth, name, outbound errors, and received errors. We
entered the following in the WMI Request Query:

Select
Name, BytesTotalPerSec, PacketsPerSec, CurrentBandwidth, PacketsOutboundErrors, PacketsReceive
dErrors From Win32_PerfFormattedData_Tcpip_NetworkInterface

5. Select the [Save As] button to save the WMI Request.

110 Defining the WMI Request



Adding the Collection Obijects

Our example Dynamic Application has six collection objects:

Total Bytes per second
Current Bandwidth
Interface Name
Packets per second
Outbound errors

Received errors

To create these collection objects, perform the following steps:

1.
2.

© N o o
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Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon (") for the Windows Interface Dynamic Application. The Dynamic Applications
Properties Editor page appears.

Select the [Collections] tab. The Dynamic Applications | Collections Objects page appears.
To create the collection object for Total Bytes, supply values in the following fields:
e Object Name. We named our collection object "Network Interface\Bytes Total/sec"

o WMI Request Argument. In this field, you must specify the name of the property (table column) to
associate with this object. Enter "BytesTotalPersec" in this field.

o Class Type. Total bytes per second is a number that can go up or down between polls. Select 4
Performance Gauge in this field.

o WMI Request. Name of the WMI request associated with this object. Select Win32
PerfFormattedData_Tcpip Networkinterface.

e Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same
group.

o Description. A description of the object. This is an optional field. We provided a summary of the
object in this field.

For this example, you can leave the remaining fields set to their default values.
Select the [Save] button.
Select the [Reset] button to clear the form fields.

To create the following Collection Objects for Current Bandwidth, Packets Per Second, Outbound Errors,
and Received Errors collection objects, repeat step 4, using the following values in the WMI Request
Argument field. These values match the properties defined in the WMI Request for this Dynamic
Application.
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Collection Object WMI Request Argument

Network Interface/Current Bandwidth Current Bandwidth
Network Interface/Packets/sec PacketsPerSec
Network Interface/Outbound Errors PacketsOutbandErrors
Network Interface/Received Errors PacketsReceivedErrors

9. To create the Interface Name collection object, which will be the label for the performance report, supply
the following values in the Dynamic Applications | Collections Objects page:

Object Name. We named this collection object "Network Interface\Name".

WMI Request Argument. In this field, you must specify the name of the property (table column) to
associate with this object. Enter "Name" in this field.

Class Type. Select Label (Always Polled) in this field. In performance Dynamic Applications,
collection objects that use this class type are string values that SL1 uses to label the lines on a
performance graph.

WMI Request. Name of the WMI request associated with this object. Select Win32
PerfFormattedData_Tcpip Networkinterface.

Group Number. Select Group 1. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels. For the performance
graph for this example to display labels correctly, all the collection objects must be in the same
group.

Description. A description of the object. This is an optional field. We provided a summary of the
object in this field.

10. Forthis example, you can leave the remaining fields set to their default values.

11.

Select the [Save] button.

Creating the Presentation Obijects

When you create a collection object in a Dynamic Application of type Performance, SL1 automatically creates a

presentation object that corresponds to that collection object. In this example, we will remove these presentation
objects and create new presentation objects for each collection object defined above.

To create the presentation objects:

1.

2
3.
4
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Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon (%) for the Windows Interface Dynamic Application.

Select the [Presentations] tab. The Dynamic Applications Presentation Objects page appears.

In the Dynamic Applications Presentation Obijects page, each collection object created in the Adding

the Collection Objects section has been created by default. Select each presentation object's delete icon (
) to delete them.

Defining the WMI Request



5. Select the [Reset] button. To create the presentation object that displays Total Bytes Per Second, enter
values in the following fields:

Report Name. Enter "Bytes Total per Second" in this field.

Active State. Select Enabled. SL1 will generate a report of the presentation object.
Data Unit. Enter "Bytes/Second" into this field.

Abbreviation / Suffix. Enter "Bps" into this field.

Show as Percent. Select No. The graph will not display percent values.

'Formula Editor. In this field, enter the object ID for the Total Bytes Per Second collection object,
surrounded by parentheses.

6. Forthis example, you can leave the remaining fields set to their default values.

7. Select the [Save] button to save the presentation object.

8. Select the [Reset] button. For the Current Bandwidth presentation object, enter the following values in the
Dynamic Applications Presentation Objects page:

Report Name. Enter "CurrentBandwidth" in this field.

Active State. Select Enabled. SL1 will generate a report of the presentation object.
Data Unit. Enter "Bytes per second" into this field.

Abbreviation / Suffix. Enter "Bps" into this field.

Show as Percent. Select No. The graph will not display percent values.

Vitals Link. Select Disabled.

Formula Editor. In this field, enter the object ID for the Current Bandwidth collection object,
surrounded by parentheses.

9. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to

save the presentation object.

10. Select the [Reset] button. For the Interface Utilization presentation object, enter the following values in the
Dynamic Applications Presentation Objects page:

Defining the WMI Request

Report Name. Enter "Interface Utilization" in this field.

Active State. Select Enabled. SL1 will generate a report of the presentation object.

Data Unit. Enter "Percent" into this field.

Abbreviation / Suffix. Enter "%" into this field.

Show as Percent. Select Yes. The graph will display percent values.

Formula Editor. In this field, enter the following formula:
((<object ID for Current Bandwidth> > 0) 2 ((8 * <object ID for Bytes Total/sec>) / <object ID for
Current Bandwidth>) : 0)

For example, if the object ID for Current Bandwidth is o 7034 and the object ID for Bytes Total/sec
iso 7031, enter:

((0 7034 >0)2((8*0 7031)/0 7034):0)
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This formula includes a collection object as a divisor. To prevent an error from occurring when the
divisor returns zero, the formula includes a ternary operator that tests to see if the divisor is zero. If
the divisor is zero, the formula returns zero. If the divisor is greater than zero, the formula converts
the "Bytes Total/sec collection object in to Bits Total/sec, then divides the total bits/second by the
speed of the inferface.

For this example, you can leave the remaining fields set to their default values. Select the [Save] button to

save the presentation object.

Select the [Reset] button. For the Packets Per Second presentation object, enter the following values in the

Dynamic Applications Manager page:
e Report Name. Enter "Packets per Second" in this field.
 Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Packets/Second" into this field.
o Abbreviation / Suffix. Enter "P/s" into this field.
o Show as Percent. Select No. The graph will not display percent values.

e Formula Editor. In this field, enter the object ID for the Packets Per Second collection object,
surrounded by parentheses.

For this example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Select the [Reset] button. For the Outbound Errors presentation object, enter the following values in the
Dynamic Applications Manager page:

e Report Name. Enter "PacketsOutboundErrors" in this field.

« Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Errors" into this field.

« Abbreviation / Suffix. Enter "Errors" into this field.

o Show as Percent. Select No. The graph will not display percent values.

e Formula Editor. In this field, enter the object ID for the Outbound Errors collection object,
surrounded by parentheses.

For this example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Select the [Reset] button. For the Inbound Errors presentation object, enter the following values in the
Dynamic Applications Manager page:

e Report Name. Enter "PacketsinboundErrors" in this field.

 Active State. Select Enabled. SL1 will generate a report of the presentation object.
o Data Unit. Enter "Errors" into this field.

« Abbreviation / Suffix. Enter "Errors" into this field.

o Show as Percent. Select No. The graph will not display percent values.

e Formula Editor. In this field, enter the object ID for the Inbound Errors collection object, surrounded
by parentheses.
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17.

For this example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Creating a Credential

To use the Windows Interface Dynamic Application, we must include a Basic/Snippet credential. To create the
Basic/Snippet credential:

1.
2.

4.

Go to the Credential Management page (System > Manage > Credentials).

Select the [Create] button, and then select Basic/Snippet Credential. The Create New Basic/Snippet
Credential page appears.

Define values in the following fields:
o Credential Name. Enter "Windows Interface WMI" in this field.

* [Hostname/IP]. Enter "%D" in this field. SL1 will replace the variable with the IP address of the device
that is currently using the credential.

e Port. Enter"1521"in this field. This is the default port for WMI.

o Timeout. Enter "5000" in this field. SL1 will stop trying to communicate with the authenticating server
after 5000 seconds.

o Username. Enter the username for a user account in this field that will provide access to the
monitored Windows device.

e Password. Enter a password for a user account that will provide access to the monitored Windows
device

Select the [Save] button to save the credential.

Manually Aligning the Dynamic Application to a Device

In this example we will align the Dynamic Application to a Windows device running WMI. By manually aligning
the Dynamic Application to a device, we can immediately view the interface data in the presentation objects we

defined.

To manually align the Dynamic Application to a device:

1.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

In the Device Manager page, find the device you want to align the Dynamic Application to. In this
example, we are aligning the Dynamic Application to a Windows device running WMI. Select the device's
wrench icon ().

The Device Properties page appears. Select the [Collections] tab.

In the Dynamic Application Collections page, select the [Action] button and select Add Dynamic
Application. The Dynamic Application Alignment page appears.

Select the Windows Interface Dynamic Application in the Dynamic Applications pane, and select
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6.

Windows Interface WMI in the Credentials pane.

Select the [Save] button to add the Dynamic Application.

Viewing the Performance Reports

After the Dynamic Application has collected the data specified in the collection objects, you can view the
performance report for the device. To view the performance report for the device with the Windows Interface
Dynamic Application aligned to it:

1.
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From the Dynamic Application Collections page, select the [Reset] button to update the page with the
latest information.

Locate the Windows Interface Dynamic Application. If the graph icon (1ls) is colored, the performance
report is available. Select the graph icon for the presentation object you want to view.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

In the Device Manager page, find the test device you aligned the Windows Interface Dynamic Application
to. Select the device's graph icon (1ls).

The Device Summary page appears. Select the [Performance] tab.

In the left NavBar, select any of the presentation objects you created in the section Creating the
Presentation Objects in this chapter. In this example, we selected Bytes Total per Second.

The Windows Interface | Bytes Total per Second report is displayed.
 The report displays the collected values from the collection object Network Interface\Bytes Total/sec.

* You can mouse over different data points on the report, and the report will display the total bytes
moving through the interface at the time selected on the graph.

* The amount of bytes is shown to the left of the report.
* The values for each label object are displayed in the graph key at the bottom of the page.

To learn more about performance reports, see the manual Monitoring Device Infrastructure Health.
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Example

Creating a PowerShell Performance Dynamic
Application

Overview

In this example, we will create a PowerShell Dynamic Application. Our Dynamic Application will collect the
Processor Queue Length from a Windows computer.

NOTE: This example Dynamic Application is included in the "Microsoft: Windows Server" PowerPack, version
1.0 and later. This example describes how to create only one of the requests, collection objects, and
presentation objects that are included in the "Microsoft: Windows Server" PowerPack version of this
Dynamic Application.

This chapter covers the following topics:

Creating the Dynamic Application ... 118
Adding the PowerShell Command ... .. 118
Adding the Collection Object ... ... . 119
Creating the Presentation Object ... .. . . . 119
Creating a Credential ... . 120
Manually Aligning the Dynamic Application to aDevice ... 121
Viewing the Performance Report ... . 121
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Creating the Dynamic Application

To create the Dynamic Application and define the general properties for this Dynamic Application, perform the
following steps:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the [Actions] button, and then select Create New Dynamic Application. The Dynamic Applications
Create New Application page appears.

Supply values in the following fields:
« Application Name. Enter "Microsoft: Windows Server CPU Performance" in this field.
« Application Type. Select PowerShell Performance.
¢ Polling Frequency. Select Every 5 Minutes.

For this example, you can leave the remaining fields at their default value. Select the [Save] button to save
the Dynamic Application.

Adding the PowerShell Command

In SL1, each PowerShell Dynamic Application must include at least one PowerShell Command.

The collection objects in a PowerShell Dynamic Application are populated when SL1 executes a PowerShell
Command.

Collection objects in PowerShell Dynamic Applications are aligned with properties (columns). The definition of
each object specifies the PowerShell command that will populate the object and the property name to align with
the object. The retrieved values of the property will populate the object.

To create the PowerShell command for this Dynamic Application:

1.
2.
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Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon for the "Microsoft: Windows Server CPU Performance" Dynamic Application. The
Dynamic Applications Properties Editor page appears.

Select the [PowerShell] tab. The PowerShell Command Editor and Registry page appears.
Supply values in the following fields:

¢ PowerShell Command Name. We named our PowerShell Command "Server CPU Processor
Queue-Length".

o Active State. Select Enabled.

e PowerShell Command Query. This Dynamic Application collects the CookedValue property from
\System\Processor Queue Length: . We entered the following in the PowerShell Command Query
field:

(Get-Counter "\System\Processor Queue Length").CounterSamples |

Select-0Object CookedValue
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5. Select the [Save As] button to save the PowerShell command.

Adding the Collection Object

Our example Dynamic Application has one collection object: Processor Queue Length.

To create the collection object, perform the following steps:

1.
2.

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon (%) for the "Microsoft: Windows Server CPU Performance" Dynamic Application. The
Dynamic Applications Properties Editor page appears.

Select the [Collections] tab. The Dynamic Applications | Collections Objects page appears.

To create the collection object for Processor Queue Length, supply values in the following fields:

Object Name. We named our collection object "Processor Queue Length'.

PowerShell Argument. In this field, you must specify the name of the property to associate with this
object. Enter "CookedValue" in this field.

Class Type. Processor Queue Length is a number that can go up or down between polls. Select 4
Performance Gauge in this field.

PowerShell Request. Name of the PowerShell request associated with this object. Select Server CPU
Processor Queue Length.

Group Number. Select No Group. For performance Dynamic Applications, SL1 uses the Group
Number setting to associate performance values with the appropriate labels.

Description. A description of the object. This is an optional field. We provided a summary of the
object in this field.

5. Forthis example, you can leave the remaining fields set to their default values.

6. Select the [Save] button.

Creating the Presentation Object

When you create a collection object in a Dynamic Application of type Performance, SL1 automatically creates a
presentation object that corresponds to that collection object. In this example, we will edit the presentation object
for the Processor Queue Length to create a new presentation object for the Processor Queue Length.

To create the Processor Queue Length presentation object:

1.

2
3.
4

Go to the Dynamic Applications Manager page (System > Manage > Applications).

Select the wrench icon (%) for the "Microsoft: Windows Server CPU Performance".

Select the [Presentation] tab. The Dynamic Applications Presentation Obijects page appears.

In the Dynamic Applications Presentation Objects page, the Processor Queue Length collection object
created in the Adding the Collection Objects section has been created by default. Select the Processor

Queue Length presentation object's wrench icon () to edit it.

Adding the Collection Object 119



5. To create the presentation object that displays the Processor Queue Length, supply values in the following

fields:

Report Name. Enter "Processor Queue Length'.

Active State. Select Enabled. SL1 will generate a report of the presentation object.
Data Unit. Enter "Threads" into this field.

Abbreviation / Suffix. Enter "Threads" into this field.

Show as Percent. Select No. The graph will not display percent values.

6. Forthis example, you can leave the remaining fields set to their default values. Select the [Save] button to
save the presentation object.

Creating a Credential

To use the "Microsoft: Windows Server CPU Performance" Dynamic Application, we must create a PowerShell
credential. To create the PowerShell credential:

1. Go to the Credential Management page (System > Manage > Credentials).

2. Select [Create] button, and then select PowerShell Credential. The Create New PowerShell Credential page
appears.

3. Supply values in the following fields:

Profile Name. Enter a credential name in this field. We entered "PowerShell 2k12R2 [AD]" in this

example.

Account Type. Select the account type of the user that will provide access to the monitored Windows
device.

Hostname/IP. Enter "%D" in this field. SL1 will replace the variable with the IP address of the device
that is currently using the credential.

Timeout (ms). Enter "3000" in this field. SL1 will stop trying to communicate with the authenticated
server after 3000 ms.

Username. Enter the username for a user that will provide access to the monitored Windows device.
Password. Enter the password for the user account you entered in the Username field.

Encrypted. Select whether encryption is configured on the monitored Windows device.

Port. The port should be automatically selected after selecting a value in the Encrypted field.

PowerShell Proxy Hostname./IP. Do not enter a value this field unless you have configured a
Windows device to serve as an intermediary proxy to retrieve PowerShell data from the target
Windows device.

Active Directory Hostname/IP. If you are using an active directory user account, enter the
Hostname or IP address of the managed device’s corresponding domain controller from the active
directory forest.

Domain. Enter your Active Directory Domain.

4. Select the [Save] button to save the credential.

120

Creating a Credential



Manually Aligning the Dynamic Application to a Device

In this example we will align the Dynamic Application to a Windows device that is configured for monitoring via
PowerShell. By manually aligning the Dynamic Application to a device, we can immediately view the performance
data in the presentation object we defined.

To manually align the Dynamic Application to a device:

1.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

In the Device Manager page, find the device you want to align with the Dynamic Application. In this
example, we are aligning the Dynamic Application to a Windows device that is configured for monitoring
via PowerShell. Select the wrench icon for the device (%).

The Device Properties page appears. Select the [Collections] tab.

In the Dynamic Application Collections page, select the [Action] button and select Add Dynamic
Application. The Dynamic Application Alignment page appears:

Select the "Microsoft: Windows Server CPU Performance" Dynamic Application in the Dynamic
Applications field, and select the appropriate PowerShell credential in the Credentials field.

Select the [Save] button to add the Dynamic Application.

Viewing the Performance Report

After the Dynamic Application has collected the data specified in the collection objects, you can view the
performance report for the device. To view the performance report for the device with the "Microsoft: Windows
Server CPU Performance" Dynamic Application aligned fo it:

1.

From the Dynamic Application Collections page, select the [Reset] button to update the page with the
latest information.

Locate the "Microsoft: Windows Server CPU Performance" Dynamic Application. If the graph icon is colored,
the performance report is available. Select the graph icon (1li) for the presentation object you want to view.

Go to the Device Manager page (Devices > Classic Devices, or Registry > Devices > Device Manager in
the classic SL1 user interface).

In the Device Manager page, find the test device you aligned the "Microsoft: Windows Server CPU
Performance" Dynamic Application. Select the device's graph icon.

The Device Summary page appears. Select the [Performance] tab.

In the left NavBar, select the presentation object you created in the section Creating the Presentation
Objects:

The Microsoft: Windows Server CPU Performance | Processor Queue Length report is displayed.
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» The report displays the collected values from the collection object Processor Queue Length.

* You can mouse over different data points on the report, and the report will display the queue length
value at the time selected on the graph.

» The values for the Processor Queue Length label object are displayed in the graph key at the bottom
of the page.

To learn more about performance reports, see the manual Device Management.
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