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Overview

SL1 PowerFlow Platform version 3.0.1 includes updates and enhancements to meet requirements for the Federal
Risk and Authorization Management Program, better known as FedRAMP. This version of PowerFlow is only
available as a cloud-native deployment in Amazon Web Services (AWS). You can deploy the PowerFlow
containers with AWS native services in a FedRAMP-compliant manner that uses AWS container orchestration.

This document covers the following topics:

Features 2

PowerFlow Cloud Port Requirements 3

Features

This section covers the features that are included in SL1 PowerFlow Platform version 3.0.1:

l The PowerFlow architecture was updated to support DynamoDB, a FedRAMP-certified AWS native service
for its database.

l The PowerFlow architecture has also been updated to support Amazon ElastiCache, a FedRAMP-certified,
AWS-native service for its result store.

l The PowerFlow architecture was updated to support Amazon Simple Queue Service (SQS), a FedRAMP-
certified, AWS-native service as its message queueing system.

l All Python components in PowerFlow now use Python version 3.11. All packages and libraries have been
updated accordingly.

l The Python-based encryption mechanism was updated to use the pyca/cryptography package, with a
direct binding to the FIPS-approved openSSL.

l The PowerFlow configuration class was updated to enable reading parameters, secrets from AWS SSM, and
secret services.

l This release currently deploys containers utilizing ECS orchestration on an Amazon Linux 2023 ACIS Level
1.

l Added the default_queue configuration option to change the default queue name. This option needs to be
set for the Custom worker, SyncPack worker, API, and Scheduler services.

l For SaaS instances of PowerFlow, the Applications panel, which contains information about tasks and
workers, does not display.

l The following images are included in this release of PowerFlow:

o registry.scilo.tools/sciencelogic/pf-worker:rhel3.0.1

o registry.scilo.tools/sciencelogic/pf-api:rhel3.0.1

o registry.scilo.tools/sciencelogic/pf-gui:3.0.1



o registry.scilo.tools/sciencelogic/pf-dex:2.37.1-9.0.1

o registry.scilo.tools/sciencelogic/pf-pypi:6.3.1-13.0.1

PowerFlow Cloud Port Requirements

For SL1 PowerFlow Platform version 3.0.1, the following ports are used for external and user access:

l 443/TCP (HTTPS). Provides standard user interface and API interaction and communication.

l 5556/TCP (HTTPS). Facilitates customer-defined SSO, OAuth, and OIDC authentication.

l 3141/TCP (HTTPS). Provides SyncPackrepository access; only required if PowerFlow allows end users to
upload their own SyncPacks to the PowerFlow system.

The following ports are used for internal system ports and communication:

l 6379/TCP. Provides AWS ElastiCache communication.

l 443/TCP. Provides AWS SQS communication.

l 5000/TCP, 8080/TCP, 8443/TCP. Provides API and worker communication.
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responsibility for the accuracy of the information. Information may be changed or updated without notice.
ScienceLogic™ may also make improvements and / or changes in the products or services described in this
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Copyrights and Trademarks

ScienceLogic, the ScienceLogic logo, and EM7 are trademarks of ScienceLogic, Inc. in the United States,
other countries, or both.

Below is a list of trademarks and service marks that should be credited to ScienceLogic, Inc. The ® and ™
symbols reflect the trademark registration status in the U.S. Patent and Trademark Office and may not be
appropriate for materials to be distributed outside the United States.

l ScienceLogic™
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l Simplify IT™
l Dynamic Application™
l Relational Infrastructure Management™

The absence of a product or service name, slogan or logo from this list does not constitute a waiver of
ScienceLogic’s trademark or other intellectual property rights concerning that name, slogan, or logo.

Please note that laws concerning use of trademarks or product names vary by country. Always consult a
local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then that
provision shall be deemed severable from this agreement and shall not affect the validity and enforceability
of any remaining provisions. This is the entire agreement between the parties relating to the matters
contained herein.
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detail as possible about the misuse, including the name of the party, contact information, and copies or
photographs of the potential misuse to: legal@sciencelogic.com. For more information, see
https://sciencelogic.com/company/legal.
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